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1 Introduction

SAIAGIEAT a2y Ad NBaAKFLAY3I GKS 9dzNRLISIY !'yAzy
FYR dzyf 201Ay3 GNIYATF2NNI @S 2LIRNIdzyAaSad !'a (GKS
RAIGAGIE &a2fdze2yad adzOKLIAS5AADSYOSEtHAYD 205 /R0 I RION
0SO02YAY3a AYyGSaIANIE Ay SyadaNAy3d INAR NBarAftASyOS:zI N
SBAIAGFEAT a2y X LI NBOdz F NI & (GKNRBdzAK 5¢aX INARNE & C
2 LISNJ 2 2 vy & I8 KFI2NIAYSINI TRNI S 62 Ny a2 YR SyKIFyOS SySNBHe@

¢tKAad RStAQOGSNIoO6tS SELX2NBa (KS&S 2LIRNIdzyAsaSacs
F2NII/GEBEEY NI NBtS Ay (GKS SySNHe aeadSys IyR RS@
FdzidzNBE Sy SNHé dzasS OFasSaoe ¢KS UyRAy3Ia |AY (2 3dz
f I yRAYH IS TSRS NI2BIIRB NIV Ayy20@0Fe2y YR I RRNBaaAy3d
1.1 Task 2.1 and Task 2.2

¢l &1 REDMEFEATFoa2y OKFffSydaSa |yR 2LILIRNIdzyisSa
SySNHe sYHN&G FAlyAy3d RAIAGEIEAT a2y OKFEtSy3asSa 02,

LINBOA2dza LINP2SOGa &adzOK | & L bl bwC!LIN®SNhAESHYSA >
0/ Lak/ Da9{ 0o

¢tKS T2@92SRO2y a2t ARlFay3d (GKS YIAYy 2dzid02YSa 2F
1Yy26f SRIAS BTIA@ASH KF 2LNI Nb Odzf F NJ F §Syoe2y (G2 (8BS E¥H2 NY
{Dl!'a I NOKAGSOGdINB® ¢KS (lal éAft ARSya¥Fe FyR |y
ddzLIL2 NI GKS bSEAO0AftAGE ySSRa o6So3odx RIEGlE Y2RSt a
AYGSNFFOSa FyR | RFLI SNENRdzZZS R | aSRe 28y  GakeS ISyt 28139
RSOSt21LISR (231K RRNBaAAYAIRBag2 SykKlFIyOS &deadasSy LI I
AYLINRGAY3I GKS bSEAOAfAGE YR NBaAftASyOS 2F GKS 9
| RRAa2ylffex GKS GFral oAttt |yl fea®®diNe3ISOao ANNAIR
F20dzaAy3a 2y GKS ORNIOSHNASH OBY 2FKECAYYRI haNARAD ¢ K
YIEGdz2NB 2y (GKS NBftAFOoOAfAGE yR NBaAfASyOS 2F (KS
Re&YylFIYAO Y2yAG2NAY3a YR O2yiNRfflIoAfAGE 2F GKS LK

¢CHapSydMBE A0 1SK2ft RSNAQ NBIj dzA N S WEHF P DRERERS R
2y ARSYoRF@ERAy&@XKSBWRSE | dzANBYsyua 2 FA Y S2NISSSEyaEde a a1
G§SOKy2f23A0Ibf ¢KNAR NIkdefAdBaea || LAG201f NRES Ay
AYGSNI Ol 6AGKAY (GKS 5¢ fFyRAOILIST dzyO2@SNAYy3I (K!:
2L NlidzyAaSa (KIG O2df R F RRNBaa St ABHYXY (KB A
FN}YSG2N] SAGK GKS 2LISNYrez2ylf yS YR aiN}GS3aA

8 (KB &
SSRa |
I OSYyidNIt O02YLRYSyld 2F GKA& Gl1&al Aa adl{SK2f RSI
AYyUiSNamMpw a SyooaSa NBLINBaSysyd I RAGSNAS Nry3aS 27
hLISN} §2NE 0¢{h&advX 5AaiGNROdze2y {@aiGSY hLISNI G2NA
G§SOKy2f238 LINPOARSNED® ¢KS&S SiU2NISKXKSBSRENKI R i KBy
SO02a2aiGSY 6KAES dzy O2@SNAyYy3a GKS ONARoaOFf oF NNXASNER
aeaiasSy 2nzyyai SANI o
tKS AVPALEEHNBRI &1 HoPH TFdZARS GKS ARSyoaUOleazy 27
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Ayy2@lez2zya GKFG OFy SyKFEyOS (GKS AYLI SYSyidla2y I\
Ffa2 FRRNBaa SYSNHAy3a OKIFffSyaSas SyadaNAy3da GKI G
202S8000Sa 2F adzaldlAylroAfAies NBtAFOAfAGET | yR SY
tKS 2028D0aPSadn | NB A0NHzZOGAINBRUIUKYBR2FR&EN) L E&EY 14
FYR alAYBAY¥EGSaE OFiSI2NAT Ay3a (GKS LINAYINE adl]1SK2f
AYGSNI Oa2ya Ay (KSDF¢) ilyYyREANINS ® YRS ORBYREY NIBBAY (i 3
a0l 1SK2t RSNEQ (1S@& LIAY LRAyGAa yR GSOKy2ft23A0!
NEO2YYSYRI d 2WAMNBKSHYNRIIS { (| PFRANBANIKY A AFHSAKQ :
Ay Of dza A SRS MNR/MESI 2 F LISNAE LIS GSOKY 21 QMR D& t NENRE RING
KAIKEf AGKGSR yR LINR2NAoal SR (2 AyF2N)X GKS RS@St 2L
¢tKS UyRAy3a FYR NBIdANBYSyidia RSNARJISR RINBIS NI &
2F OKAGKSIBSIANK® & F2NY (KS F2dzy Rl a2y FTRNIAAGSEAIY A
FNIYSG2N] I SWHANRAKRE yIiANARI Vi2 | RGFYyOS G261 NRa |
F dzliqdzNB

1.2 Objectives of the Work Reported in this Deliverable
¢KS LINAYINE 20250090S 2F (KA&A RStAOSNIotS Aa (2
RAIGAGFHEAT a2y 2F (GKS 9! SySNHe aSO0G2N®» LG FAvya
1 Consolidate lessons learned from existing projects to enhance system planning, operation,
and energy markets.
1 Develop a comprehensive Knowledge Base to support future energy system innovations.

9 Provide strategic recommendations for addressing interoperability, cybersecurity, and data
exchange challengd®/ understanding stakeholders' needs.

1.3 Outline of the Deliverable

CKA&d RSEAOSNIOES A& AGNH2OUGA2NBR Ayli2 GKS F2if20])

1 Chapterlintroduces the digitalization context, task objectives, and deliverable structure.

1 Chapter2 presents the methodologies for data collection, stakeholder analysis, and ethical

considerations.

1 Chapter3 describes the EU's efforts to digitalize the energy sector
Chapter4 consolidates survey results and literature findings to create the Knowledge Base.
1 Chapter 5 highlights highimpact factors such as interoperability, system gaps, and

cybersecurity challenges.

1 Chapter 6 details stakeholders' requirements for digital twins and identifies potential

opportunities and limitations.
1 Chapter7 concludes with strategic recommendations and actionahsights.
1 Annexes include guestionnaires, survey responses, and supplementary material.

=
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2 Methodology

2.1 Task 2.1
2.1.1 Overviewof the assessmenapproach

¢l ala@mnialtAralozy OKFffSydSa IyR 2LILRNIdzyyAaSa
SYSNHEHe& (VIRlySWSR (62 LINAYIFINE FNBFa 6KSNBE GKS O:
RAGAGEt ORYOBY i NNBSRY AYyiSNRPOQISONKSASAGRLIAGR HS KRS NI
adibl a1aX 6AGK ! . L¢9/1 9ySNHeée |adaArAdySR a GKS O2:
FylFfearadl aKEa6SMBzof F i SNI YSNEHSR Ayid2 2yS YIFAYy N
P VRSNI GKAA GF&als GKS ¢oAy9! LINR2SOG dzyRSEII | Sa
LN Om OISR REGE NBEFGSR (2 (GKS OKIftSy3asa FyR 2L
GAGKAY GKS AYyF2N¥Ioa2y YR O2YVYdneOl a2y I &8SNE 27
¢ KAa LINEOSam NGO YdZ$aa KIRROIWR@ENTR fAfy2 6 Ay 3 60A0 | {F
FYR &ai2N}r3S 2F NBtSOFyld a0ASyaUO fAGSNY GdzNB Ay |
Fyrteara 2F 020K 2y32Aay3 FyR O02YLX SGSR NBasSI NDK
OFaSO&VG0aSINGASRINE A §OBNSBAIAG2NE F2N 1S Ayarakia
LINE2SO0iua UyS LINEPAINBaa FyR SyadNAay3d GKEG Al NBYI
¢KS LINAYFNEB FAY 2F GKA&a FaaSaavSyid Aa G2 SELX 2
SySNH2 acadsdvya OLy 05 SyKFyOSR (KNP JEBKEBRROKE Ay
AaSOdNNRGexr Ayid2 GKS {Dl!a FNIYSHE2N] O
{AYdzt GFyS2dzaf es 0KSF2a0Q238 2% KRS yledF@S\ayady §yS® OK
FyR IKXEKOG FFOG2NE Wyt @PBR 2y GKSES RABA(§SYSNE2
02dzy RE NAS& A& ONHzOALFE F2NJ 2dzif AyAy3a GKS adsSLia 2
Repository of
Relevant Literature
C ) Online repository of
relevant articles &
Relevant Topics scientific papers
Delimit Ve N A Y @ n e Y
topics/objectives to be . ' . ' .
o st | Qememe | Qom0
Flexibility, interoperability, Conclude to the list of Focusing on information Questionnalires were Consolidation of the KB shared internally to
resilience in energy systems relevant projects to be & communication layer assigned to consortium answers to the current the project’s the
can be enhanced through assessed SGAM partners for completion deliverable SharePaint
data integration,
standardization, and cyber-
physical security, into the
SGAM framework

Figurel: Flow chart to the development of the Knowledge Base (KB)

2.1.2 Information collection method &list of projects

AAIYAUOLYG FY2dyd 2F NBESOIyd a0ASyaUO tAGS
I NERCOAUNRRS OG Qa { KI NB & aT2gCides IR/ NB ANKHE KO SIiSaES & o

GK (KS LINB@A2dzate RSUYSR 2025000533z O2yGNROdz

!
akK
RSOSt2LISR (2 SEGNYLREIGS SlrfdzdoftS Ayarakia FNRY
g A
RA

AAGEHEATFa2y Ay (K SYSNEH& aSOi2N»
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C2NJ GKS RSOSt2LISyl cFA TS G tz@RPRWI SR ¢ F ¥R 8 k2 |
aeaitsSy LXFyyAy3ds 2LISNIe2yX FyR SySNHeé YIN]JSdiabx
LINAYFNE YSUGK2R F2NJ AYyF2N¥I azNBO@ t KE Go HySA vy ¢ KRASHE A
RAAGNARAOdzGSR (2 ¢F a1 Hodm LI NGIYSNES aSNBBAYy3 & GKS

¢KESAaG 2F GKS LINP2SOGXKI &2 0Byl RRMWIFERS B NSRS I2ND |
GKS GFra1z KAIKE@ O2yaARSNAyYy3d (GKS F2ff26Ay 3 ONRIG S

1 The selected projects need to have a strdagus ondata interoperability platforms (e.g.,
IEGSA, OneNébnnector), standards, and communication layers that enhance flexibility in
the energy system. Projects that have developed or implemented new-shetEng
frameworks and interfaces are prioritized.
1 The selected projects need to identify armaddress critical gapsin data models,
communication protocols, and missing interfaces or adapters between system operators
(TSOs, DSOs) and customers. These projects focus on overcoming limitations to improve
system flexibility and grid efficiency.
1 The selection prioritizes projects thakplore crosssector and cros$order integration of
components, contributing to a more flexible and resilient fzuropean energy system.
9 The selected projects need focus on the cybeiphysicalnature of the grid, including IT and
OT convergence, cybersecurity, and dynamic monitoring and control of physical assets. Those
addressing reliability and resilience in the digitized smart grid are especially important.
1 The selected projects need to demonstraggnificant use of the information and
communication layers of the SGABNd lessons learned from standards like CIM/CGMES
published by the European Network of Transmission System Operators (EN[BRQPrior
successful integration of these elements is essential for leveraging previous experiences.
1 The selected projects need to hasiemonstrated tangible outcomes and lessons learnied
the areas of interoperability, flexibility, and resilience are chosen. This ensures that they
contribute meaningful insights and practical solutions.
¢ KSNBEF2NB>X I RKSNA Y LN SikKiEa @ He260 OSIR I SNFD & dzR K5 :
2yS O2YLX SGSR FyR 2y32Ay3 9! NBA&ASIFNDODK LINRp2SOlhao

¢CKS Ay Of dza A A5 Y2AINRARYAS/ 34 dINOBSEYa WGXKNB/  ljYd8S 00 y2adza f @
RSOSt2LISR FyR &KENBR FY2y3 (KS L2NI S N wEES | NE
vdzSae 2 FY AANBINBEBEIHIERY SR/ (G2 02@SN) | 20020LINBES y B A M
NBE&SHNDKSR LINPRBDIGE 2yDIAREYEr RSOSE2LIYSyd 27
Lt FU2NYAS a0 yRIENRAZ LINEHBO2t ASYRBSTaRED2 FELIAKE
YR AyOfdzZRSR Ay GKS ljdzSae2yyl ANBZ SEGSYRAYy3a (2
08 WKHB] RSAONALIB2YZ INB fAaGSR 0St26Y

1 Question 1 (Q1)What is theobjective of the projectunder review?
1 Question 2 (Q2Did the project develomterfacesand/or data interoperability platforms to
enhanceflexibility and improve thebusiness processgsystem planning/asset management,
system operation, and energy markets)?
0 Question 2i (Q2i)If yes, for what are these interfaces? Can you define them in terms
of information models, timing requirements aridteraction sequences?
0 Question 2ii (Q2ii)lf yes, provide drief description2 NJ LJA Ol dzZNB 2 F St OK
architecture with a reference to thEGAM model
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1 Question 3 (Q3What were thekey findingsregarding the implementation of standards and
interfaces to improvdlexibility andbusinesgrocesses (system planning/asset management,
system operation, energy markets)?

1 Question 4 (Q4How did the project contribute to the development déta interoperability

platforms and datesharing frameworks?

Question 5 (Q5) Did the project defineommunicationanddata exchangeequirements?

Question 6 (Q6) Whichdata modelswere used?

Question 7 (Q7)Whichprotocolsandstandardswere applied?

Question 8 (Q8)What specifigapswere identified in terms of data format, information

models and communication protocols

1 Question 9 (Q9)Can you providexamplesof tool limitations that were identified during the
analysis?

1 Question 10 (Q10)What were the significanmissinginterfaces and adapters identified
between system operators, TSOs, DSOs, and customers?

1 CQuestion 11 (Q11)How weredata exchangegaps affecting the support forflexibility
requirementsidentified and analysed?

1 Question 12 (Q12)Vhat are the proposedolutions foraddressing gapa

1 Question 13 (Q13How do these proposals aito improve the business processesystem
planning/asset management, system operation, energy marleftg)iency whilefacilitating
the flexibility andresilienceof the EU energy system?

1 Question 14 (Q14)Whatchallengesare anticipatedin implementing these proposalsand
how can they be overcont

1 Question 15 (Q15Are there anglevelopmentsin the project thataddress the cybephysical
reliability and resilienceof the electricity grid? [yes/no]

0 Question 15i (Q15i)f yes, what are the cyber and physiaasets/elementghat the
project addresses? If yes, what are the potenisiksidentified in the project that are
associated with the cybgrhysical nature of the grid, arttbw are they mitigate®

0 Question 15ii (Q15ii)lf yes, what are the identifiefbcus areasn the projectfor
dynamic monitoring and controto ensure the reliability and resilience of the grid? If
yes, how can the cyber layers of than-European gricbe effectively monitored and
protected from potential threats? What at@e propositions of the projec?

= =4 =4 =4

¢KS AAINDSBRAAUNANOGHBSRBEt SOFyd LI NIYSNAR 6l a O2YR
a2V IKAAGE AR OHDOME uKSANJSELBNbaSZ YR GKSANI NBt SO

A 2 4 oA 9~

NEalLR2yaSa ¢oSNBE adaecaidSylaOlffte 02fftSOGSRY SyadzNRy 3

2.1.3 Organizing the gathered information
¢KS Uyrf &aGSLI NBIFINRAYy3I GKS ljdzSads2yyl ANBAaQ NBal

OAYIFfBFRYANEI YAT Ay3 (GKS 02ttt SOGSR RIGEZ 0AAD O2y
AYTF2NXNI o2y (2 3SySNIGS OltddoftS AYEAAIKGEAZT OAAAD
f SGSNI IAYy3a GKS Y. (2 SEGFNMINMG odlatidz LONI SO aA0/SEA I KRR

RSONMAI12ZNYY 3 GKNBdAAK2dzi GKS NBYFAYRSNI 2F (GKS LINee2S

¢t2 SYOASydte YFylF3aS GKS ljdz £ Ay le BBy RI G LILINERRI G (S «
AYLX SYSYUGUSR 6AGKAY (GKS {KFENBt2Ayd LXFG2NY F2N S|
Syada2NBa O2yairaidSyodes YI{AyH2 NN £2 8 AENI Kiry  20% (5.

13



u
D2.1 Digitalization challenges and opportunities in the future energy system ImeU

L4 A

CKS 20ASYyaUO fAGSNI (i dzNB ANSRERGTSAKBLINBIENIRGR 4 G 2 N
)

Al A& F@FAELFoOotS FT2NJ I O0OSaa FTNRBY (KS LINRP2SOG LI NI

2.2 Task 2.2
¢ @By SNHe adl(1SK2ft RSNAQ NBI dzANs?derB/uiJﬁémﬁﬂmmké R
I adGNHzOG dzZNBR X1t & & SNBRPRS OKy Ri 2Y d¥fyaadl 3S 6AGK | GA

RS
9dzNB LIS Y RAIJAGIEKSS yadiNGAL8a 21 Fy RiSKH LIS aw 1 U & LJNEEINBéé
CAImeNRS YSiK2R2f2328 RSGOMNABISRI KSNBGINIAEYIF BE o
GF&a1&8 6adl18K2tRSNI YILILAyY3Is adNBSe l|jdSae2y RSA
LKF &S FyR Qo DA ¥ dzi §Hz0 RiyKiA kGl (R SE ynaREMIF SR S =

Y §
A

Identification
of

takehold . i
stakeholders Question Analysis of

definition for Survey Response

Digitalization
Challenges

ELD
Opportunities
in the Future
Energy System

(D2.1)

«Stakeholders in responses and Consolidation

energy market

Sending draft Feedback

output to task collection and

stakeholder dissemination collection S of 12.1&72.2 ‘.
partners D2.1 revision

«TwinEU stakeholder into D2.1

e surve i
consortium Y requirements
+Outside of

TwinEU

Figure2 Methodology of Task 2.2

Sakeholder identification and categorisation

¢KS UNRBG adSLI gl a G2 Saidl oifBlalEi ZNINPbHhRZZASAVEY 6K
SySNHe aSOfRNd®K YIS2 ¢ OH2NEFRIGKY NBHIBE | LIMNESXRSNAE ¢
¢CKA& YIFILWLAYy3 SEGSYRSR o0Sé2yR (G(KS ¢oAy9! O2y a2 NJ
LINEYAYSyYyild NRtS Ay GKS 5¢ SYy@ANRYYSyidod .& OFGS32N
YENL SO FOGaNAL/ NBIMBPIGAREINEOS 65 SyadNBR F ol Iy
A Y b dzBTfisaproach aligns with Task 2.2's objective to understand the varying stakeholder
requirements for a patfieuropean digital twin of the electricity network.

{ dZNPSe RSaAIys RAZASYAYYo2Y YR AyAslt RIEGE O2f¢

I A0NHZOG dZNB R A WP Qal2d/ yRSIMNSBE 2 LISR (G2 O LIWGdzNB adl 1S
G§SOKy2ft238 ySSRazX AYUSNRLISNIYoAftAGE NBIdANBYSyGas
AYGSANIGS 5¢ a2fdzea2yad wSb SOIENIR KS NEL [EBEXS LINE
ddz2NYSeéa ¢oSNBE RAAASYAYlFIGSR UGKNRAzZAK YdzZf sl S OKI yy:
a20AFT YSRaSAVWIDSWSEWRLY EIZE yRY GfSOG 2Nt O2¢yREBMNBY OS:
YdzZAiOK I yYRASIfASYAY a2y &aGN)IGS3Aes FEAIYSR gAGK GKS LI
GAGKAY (GKS al8SOAUSR aYSTNIYS
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l Osa DAl & M |H |o [n |plc |T |y | |MAMMMH

Agreement on stakeholders

Agreement on interview
questions

Distributing questions

Gathering results & defining
requirements

Sending T2.2 output partner

Feedback period for T2,
output report

Consolidation T2.1 & T2,
output into D2.1

Sendindirst D2.1 draft

Sending second D2.1draft

Submitting D2.1

Figure3 Activity timeline of Task 2.2
5 G I l'ylFEteaaAa I-)/Ifz WS|de7\N.BYS)/CIé /zyézf)\mazy
{ dZNBSe NBalLkRyaSa oSNB aeaidSyYlasOlftfe FylrfteasSR @

GSOKy2t238 3l LA NBf SA WAAAKNRS EERNILD BYByHYyR2EO Y (
LINA2NRAa &SR aSi 2F NBLAANBYSyYy(aodnc KSNI SNB ljAdzA NGBV
JdZARSEAYSa F2N) GKS RSaAdly 2F GKS ¢gAy9! dzasS Ol
YSGK2R2t 238 OKINIX gKSNB AyAslft UyRAYy3Ia FNRBY ¢
5SSt AOSNIO6fS 5HPMD

G OBFl 0SS AYiSNBASsa (2 SYNROK FyR OFtARFGS UYRAY:

T OBFOS AYGSNASGEE 640K IANE SIONISRY ¥ SNER) #ded 4 Sk
FYRAEE 05 NB®2 NREDo NP (I KS LK2F 6 § DDA B §% 0 F OISENEGEVK |
A0F | SKRMABS NEOOS A & (2 ULyNBAHYYIREA Ol B Nk Ky @dza SR F YR ¢
A Y Lddzii o
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3 Digitalizing the EU Energy Sector

3.1 EU Action Plan for Digitalizing the Energy Sector
Ly 2NRSNJ G2 SyR G(G(KS Yl aair@dS RSLISYRSyOSH yRY AYLE

SyadaNBE Ftd2NRFofS I O0Saa (2 SySNEHe F2NJrfftsx GKS 9
0KS 9 dzN2 LIS loft BDRIBGYt HES N R ® al aaA @S Ay@dSadySydaa |
KSFd LildzyLla FyR St SOGNRO @OSKAOt Sa o6& wHnond ¢2 | OK
I KAJIK aKNBPSaFofnS

Aa | 1Se@ SylrofSNI F2NJ GKA& OfSIy GNIlyaioez2yT (Kdza:
GKS SySNHeée aeadaSy a | adomadlyosalf LINIG 2F GKS Ay
CKNRdAK G082y T2N RAIAGI fhEeAy 3O SISt SayiSNNBRS B G By
KIS 0SSy ARSyaUSR f2y3 gA0GK alLISOAUO adsSLia G2al

(g H

1 An EU framework for sharing dat&eamless, interoperable and secure data transfers are key
elements of the digitalised energy system. The establishment of a common European energy
data spacd8] will ensure a coordinated framework for exchanging and valorising the energy
data by all different actors in the energy sector.

{1 Strategic EU coordination for grid investment¥he Commission is implementing targeted
measures to efficiently coordinate significant grid investments for the digital era. Fhe re
SaiGlot AaKYSyild 2F W{YINI 9ySNHe& 9ELISNI DNERdzIQ
group will support the Commissi in developing and rolling out a common European data
space for energy. D4E will develop a portfolio of European high level use cases for data
exchangeswill mobilize the full rollout of smart meters acrog&irope, will promote the
interoperability and procedures for access to metering and consumption data for demand
response and customer switching (as provided by the Electricity directive, Article 24) and will
support the code of conduct for energymart appiances. The EU Research and Innovation,
and Digitalization programmes (Digital Europe, Horizon Europe) will facilitate the deployment
and demonstration of the European data space for energy.

1 New services, skills and empowerment for energy consume#s legal framework that
empowers consumers and protects their privacy and security is put forward under the
proposed Data Adi9]. The Commission is also running the initiative of Fitness Check of EU
consumer law on digital fairne$s0]z Sy ddzNAy 3 GKS O2y adzYSNEQ N 3|
Directive. Targeted actions by the energy communities will be taking place to support the
knowledge sharing on digital tools that enable the local consumption and-tpegeer
exchanges of daily pduced electricity. In order to ensure that skilled workers and trained
professionals will be able to deploy new datdaven services and innovative technology
solutions, the European Commission will establish a laogde partnership on the
digitalizaton2 ¥ G KS Sy SNHe& @I f dzS OKI A yErbraRefedtndeli 2 F
source not found.

1 Cybersecurity enhancementfThe Commission is taking targeted measures to increase the
cyber resilience of the electricity systeaddressing cybersecurity risks and ensuring an
accessible and competitive market for new services and products. The NIS 2 DiEzfive
offers the possibility of carrying out coordinated risk assessments of critical supply chains. The
Network Code for Cybersecuriff3] includes rules on common minimum requirements,
planning, monitoring, and reporting crisis management. The Commission has highlighted
energy as a priority sector of critical infrastructure and provided guide]ixgdor the secure
exchange of information, and enhanced capacity to anticipate, prepare for, respond to, and

16



n
D2.1 Digitalization challenges and opportunities in the future energy system IwinEU

quickly recover from any disruptions. The Cyber Resilience[¥&]t sets harmonized
cybersecurity rules to implement on digital products and market surveillance, addressing
devices embedded in the energy supply cycle.

1 Promote greater efficiency and circularity in the energy consumption of thformation &
Communication Technology@T) sector. The global electricity consumption of the ICT sector
is estimated to rise up to 13% of the global electricity consumption, thus the sustainability of
the growing energy needs of the ICT sector is an important part of the clean and digital energy
transition. The Ecalesign for Sustainable Products Regulation (EEBRVill establish new
NHz Sa GKFIG SyadsaNB WOANDdzZ FNAGeQ 2F LINRRJzOGa
sustainability requirements on public procurement of products and an energy labelling
scheme for the computers. The EU code of Conduct for the saditity of
telecommunications networks, the environmental labelling scheme for data cefitgsnd
the updated requirements on the operating conditions of servers and data storage products
are under development. Additionally, an energy label for servers and data storage products
are included in the revision of the edt@sign rules for servers anai@-storage product$18].
Finally, the Commission is planning to cooperate internationally with standardization bodies
to develop an energefficiency label for blockchains.

1 Design an effective governance for an &litle coordinated approach owligitalization: The
9! A& &dzZLRNIAYy3I GKS SySNHe& FyR RAIAGEE 4N
frameworks for Member State planning and EU funding tools, i.e., deliver the REPowerEU
objectives through the Recovery and Resilience Plans (RRPS). It is also mg@ayotrgies
among the National Energy and Climate Plans (NECPs) and the National Digital Decade
strategic roadmaps, valorising the requirements analysis performed by the Smart Energy
Expert Group on a Member State level. Furthermore, a wide portfolioooperation
instruments and funding mechanisms is planned, enhancing structural and joint planning by
public authorities in cooperation with the private sector, as well as continuous support for
R&l, among EU entities and internationally, with partnerslaipd cooperation agreements.
Finally, the action points indicated under the legal framework (point 3) that is designed to
empower consumers and enhance privacy, further adds to thefldrtoordinated approach
for digitalization.

3.2 Digitally Enabled Flexibilt

la GKS akKFNBa 2F OFINAFIotS NBySsloftSa adzOK | a a
SO02YS Y2NB bSEA0fS G2 F0O00O2YY2RIGS GKS OKIy3sSa A
KS St SOGNROAGE 3AINRRA | NBs O4lfetaSRI ydR 2 ty'S diNF @S Ki K
RAAa(NADAABNRDOREE 1Se StSYSyid 2F (KSaS FdzidzZNBE INRRA
u

YIAYGlLAy GKS o6Ffly0OS 6SG6SSy 3ISYySNre2y YR f2FR
2F DBEABNBAO2YiNRtflI6tS 3ASYSNIo2y O0ADPSd I+ & (0 dzN.
3SySNl o2y SiGO0Od0sT &0G2N)r3AS 6ADSd o gSNASEST KERNP

O2yadzYSNEQ RSYlIYR NB&aLRyaS:s (KRR JXKSANKISNSHR § 2
O2yadzYlLlsa2y LI gSNyao

5A3IASyIH{obtBERA OAf AlE 659C0U Aa o6FaSR 2y L/ ¢ (SOKyz2ft
SySNHe& NBaz2dzNDOSa o6059w0 yR GKS 3INAR FaasSidia Ay 2\
¢tKS SH6ARSALINBIR [R2LI2Yy 2F &AYINIYdOK RSIOKWRS @A
AYUSNRLISNIoOAfAGE AdPSd (GKS I FRE ALBRAE ADISEYHI GANFBR N
SEOKIFY3IAYy3I RIGE FYR AYF2NXYI a2y ®

17



u
D2.1 Digitalization challenges and opportunities in the future energy system mlﬂEu
¢t KS SEENF a2y St SOGNAOAGE INAR A& SELISOGSR G2 A
Ay GKSGORYSNHRWHE2NYIF a2y YR O02YYdzyAOla2y UStR&a 4.
Fd2NREOAR AMidga G AylroAfAite 2F GKS SySNHe S0O02aeadsSy
d2fdze2yaz RSYFYR NPARR{aANRA a &DEWAGERBREASNI (§SOKy2f 2
RSOGAOSasz RAAGNARAOdzISR SySNH& 3ISYySNIG2NAZ

59Ca OLWaKb@as OG 2y aS@OSNrt FaLlsota 2F GKS S

y'S
60U oAfAGeE | YRECKSsSHILA gzBARge 2T a2t N I yR 6AYR
atlroAratAte O2POBNY BRRSIzSb dr@lidz2t o2y add S5AIAGHEEE Syt
G2t G 3S bdzOldzZ- ea2ya yR LI2¢SNI ljdz ft AGe AaadzSa oSR
F2NI bSEAOATAGE YIFylF3aSYSyid OFy YA VANOMRSY ORWwSNHE f

OMAYIR 2 G K INAR LYGSINI o2y T LSNBENA &deEHS B 9wy S NH| &S
oFgSNASE&Y KSIG LizyLla FyR 9+ OKFNHSNAR gAff 0SS N
2 LKA aVlOF HIBRaBS/ 2 GKSANI RSOSYGNYt AT SR YR @I NRL G
oé GNBFGSR o6& RAIAGET b SERSONKMNRAMEIDS | WK | Y2081t S
atlroArAtAGe YR SYLR6SNAR 59w Fa AyaSanNrtt O02YLRySy

NEfAlIOf SOASYSSENEE & SNJ

QX

OMNAMAYVITSEa02Y & FAAIYIEYURT SR bSEAOATAGE YSOKIyAaYa
AYGSt NBREYGINEOHIMNIYIEH2 64 YR 2L YATAYy3I SySNHE& RA&GN
SYOASyOed CAINIKSNX2NBs (KS&aS bSEA0fS OF LI OAaSa (
OF LI OAGe YIYylF3aSYSyid FyR RSTSNI GKS dp88RE P2 MK A X Y §
0SySUG y2iG 2yteé FILOAtAGIGSE FlLaagsSNI O2yySOez2ya ¥z
Oy dztiBd a (2 HBIiCHNBSOR2¥R adzaldlAylrofS INARR LI FYyYyAy
NELINBaSYyGidSR o0& GKS Sia2Nla GKFG ¢{ha YI1S G2 A
I 22NRAY I a2y Oowh{/0®d ¢KA& O2yaraibiz2FLbVYDAYTIaNBY
I Oe2ya o0FaSR 2y GKS {eadSYy hMHBHb LYy TRNHXBB2ANY $a 0

6 ABNA R W$é7{f276$)(OQDSEA67\fAGé NBa2dz2NDOSa &aSNBS
Syadz2NAy3a adGFofS LIRogSN ljdzZrfAde& IyR INAR adl oAt
SYKIyOAy3a (iKGarodBy®dFAANARYI ONRaOFf INRR aiidz
2F aKdziR2gyad Ct SEAOAfAGE YSI adzNBa SyadzNB INAR N
YR O80SNIgrkOlax NYLAREE RFLY3a (2NBYD AyalFAy &adl

a
A
I &

6@y SNHE wmsxsnézyﬂéﬁ bSEAOATtAGE YSIadNBa OFy
(N} YELERNIFo2y YR AYRdA% NBY HATiIAKY € (S8 a0 B SINBSNJ FiNe
AAIYAUOL Y OKIffSyEIS 2F 480G2NI AyiSaNloz2y®

Q¢ ;U<

6038YlI YR NB&LRYaES | yR ORE/AIAYISANG @Sy1ai 36KSy B{ h
AYLX SYSyidl a2y 2F RSYFYR NB&aLRyaS LINPINIYad ¢KS3
O2 y adzYLlo®SMW aNB a L2 yIRSYH FR AN € yOSa 2N INAR 02y
O2yadzyYSNE (2 a4aKAD GKSANI dzAl 38 RdzNAy3 LISH | K2 dzNE&
YSSR F2NJ SELISYyaArdS Ay TFNF &GNHzOG dzNB  dzLJ3 NI

pul;
(V)

O0AXRKE YOS GKS O22NRANI OFRAWENVERAGE B &
Tl OAf RLISNR FRHSEAOAT AGE YIENLSGA |FyR
FyR O2yada8NAay3a UANAR 2LISNIea2yd 2Y
AYGSNRLISNI 6AfAGES ¢{h YIENISGa SYOA




u
D2.1 Digitalization challenges and opportunities in the future energy system ImeU

O2YLISyalea2ys gKAETS 201t bSEAOAfAGE YIFINJSGa | RR
f SOSt o

19



n
D2.1 Digitalization challenges and opportunities in the future energy system IwinEU

4 Consolidation of Survey Responses and Literature

Research for Knowledge Base Formation

¢KS O2YLX SGSR |jdzSasi2wwde MBS OB & $Y0HSR A YOI NB T «
284G0SYraOLfte UfGSNBR (2 SyadNB Of IINANRE HBRR NB(
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G2 F2NX | a2t AR 2SN $s320l2SIODYWISYET adAil K2 diiiK ST 2N
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4.1 Common Obijectives and Focus Areas in Surveyed Prgject
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91 Providing enhanced flexibility and market participation through integrated platforms:
Summarizing the researched projects, under Task 2.1, which primarilyefooasenabling
flexibility in energy systems, integrating DERs into markets, and fostering enhanced
cooperation between stakeholders:

0 BeFLEXIBLEocuses on increasing flexibility and cooperation between TSOs, DSOs,
and stakeholders.

0 XFLEXntegrates decentralized flexibility assets into a unified platform for both local
and wholesale markets.

o CoordiNet Demonstrates cosefficient models for ancillary services and grid
flexibility.

0 OneNet Develops an open architecture for craxsuntry energy markets with a focus
on flexibility.

o0 Platone Enhances flexibility through local market platforms and grid services.

o0 EUniversalPromotes flexibility solutions to integrate distributed resources across the
energy system.

o FEVERProvides solutions for flexibility services in energy markets.

0 FlexCHESSFocuses on the flexibility of energy storage systems for market
participation.

9 Data sharing platforms and interoperability:

These projects primarily aim to develop platforms and standards for seamless data exchange
and interoperability between different energy systems:
0 DATA CELLAGreates a federated energy data space to support energy communities.
o0 SYNERG¥nplements a big data architecture tacilitate data sharing and analytics
for grid stability.
o BD4OPEMDevelops an open innovation marketplace with data harmonization for
grid operations.
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o0 BD4NRG Provides a big data analytics toolbox for optimized energy system
management.
OneNet Focuses on crogsatform data exchange for flexibility markets.
InterConnect Implements lo¥enabled data exchange for smart grid devices.
INTERRFACEAcilitates realime crossborder energy market data exchange.
XFLEXImplements data interoperability via integrated flexibility management tools
and common data models (CIM, SAREF, etc.).
1 Strengthening cybersecurity and resilience of energy systems:
The following projects concentrate on enhancing cybersecurity and resilience, with a
particular emphasis on the provision of safety to critical energy infrastructure, encompassing
both cyber andphysical assets

o ENERGYSHIEDDevelops a cybersecurity toolkit for energy systems.

0 eFORTAddresses grid resilience through secure technologies andimealthreat
management.

CyberSEAEnhances cybersecurity for critical energy infrastructure.
ELECTROIRocuses on grid resilience and cybersecurity measures.
SDNMICROSENSBevelops secure softwagefined networking for microgrids.
OneNet Implements network traffic monitoring and cybersecurity protocols for
crossplatform data exchange.
1 Advancing grid operations, asset management and infrastructure resilience:
The following projects predominantly focused on enhancing the operation and management
of grid assets by leveraging cuttiedge technologies, advanced data analytics, and decision
making tools. By incorporating innovations such astiea monitoring, pedictive analytics,
and automated control systems, they scope in optimizing grid performance, improve
efficiency, and ensure greater reliability and resilience in energy networks. Additionally, they
contribute to more informed decisiemaking processes, abling better longterm planning
and dynamic management of grid resources:

o0 Ebalance:+ Enhances grid flexibility through smaptid technologies and market

mechanisms.

0 STREAMWMFocuses on lowoltage grid flexibility and innovative services.
NEWGENDevelops new HVDC cable solutions and monitoring systems for grid
reliability.

AGISTINOptimizes energy storage systems and grid integration architectures.
BD4OPEMProvides tools for grid monitoring and predictive maintenance.
EUniversallmproves grid operations by integrating distributed energy resources.
FARCROSAiIms to improve crosksorder grid operations and optimize electricity
transmission.

ENFLATHEocuses on grid flexibility through innovative market services.

0 Z2LiPPDevelops hybrid energy storage systems to transition power plants away from

fossil fuels.

0 HVDGwise Focuses on advancing HVYDC transmission technologies fotbomies

grid resilience.
1 Promoting decarbonization and enhanced RES integration:
These projects principallgentred on the integration of RES and the reduction of carbon
emissions through innovative energy solutions. The following projects incorporate advanced
technologies (e.g., smart grids, energy storage systems (ESS), and desEose
mechanismsetc.) to promote clea energy penetration into the system:

O O O O

O O O o

O O O © o

o
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n
D2.1 Digitalization challenges and opportunities in the future energy system IwinEU

0 PARITMntegrates DERSs into smart grid systems for optimized flexibility management
and decarbonization.
0 AGISTINPromotes energy storage and renewable integration for grid users.
o INTERRFACEacilitates renewable energy integration through crbesder data
exchange.
o0 INTERSTORBevelops energy storage solutions to support renewable integration.
1 Development of innovative tools for energy services and markets:
These projects focus mostly on developing new tools and technologies to enhance energy
services and support energy markets.
o Platone Provides tools for energy market services and grid flexibility.
0 OneNet Provides tools for market participation and grid services at a European scale.
o0 EUniversalDevelops tools for integratingERNto energy services.
o BD4NREGProvides tools for Adased analytics and decisiomaking in energy markets.
0 FlexCHESBevelops energy storage systems to provide flexibility in markets.
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4.2 Key Challenges and Opportunities from Literature and Survey
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4.2.1 Key challenges and opportunities identified in the literature
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decentralization of energy systems
increased electricity demand to support digital infrastructure
heightened cyber risks and threats to data privacy
multitude of different standards, infrastructure and policies across the EU
potential disruptions in labour markets
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Figure4: Digitalization potential on transport, buildings, and industries
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4.2.2 Key common challenges indicated in the surveyed projects
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1 hl: The challenge aflata privacy and securitys the most commonly identified challenge
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A significant concerrin eight projects, including CyberSEAS, DATA CELLAR, SYNERGY,
ENERGYSHIELD, FEVER, EUniversal, INTERSTORE, and ELECTRON.
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Tablel: List of challenges identified per surveyed project
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4.2.3 Key common opportunities indicated in the surveyed projects
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1 Oppl: Leveraging advanced technologies for achieving decarbonizatisnthe most
commonly recognized opportunity:
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Table2: List of opportunities identified per surveyed project
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5 Highiimpactfactorsidentified
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5.1.2 Data exchange gaps identified in thsarveyed projects
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T Gapl Inconsistencies indicated in data formatsnong systems and devices
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1 Gap3 The gaps indicated wittommunicationprotocols:
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1 Gap4 The gaps associated wiihteroperability:
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1 Gap5 The gaps related teemantics:

¢CKAEd 3Tl L) OF(iSINBABNBEISORFYS OBRRY A9 [ [ ! wx {

Lb¢Ow/ hbliyd s & SINH @BRi{I ®2 y S

b ¢

5SAONRABWRYYO AYGSNRLISNIOo0AfAGE NBFSNE G2 Sy adzN
AYGSNIINBG RFEGF Ay GKS &lYS gléod tNpa2aSOGa FNB
RAGSNBY(H 2yid2t23A8a yR RIFEGE &aGNHZONNMRFAI AgRAA
2yi2ft23ASa ONraa LIXFU2N¥a (2 SyFrofS YSIyAy3s

1 Gap6 Gaps related t@ecurity andprivacy protocol in data exchange:
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1 Gap7 Limitations regardingeal-time data exchange
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Table3: List of Gaps identified per surveyed project

5.1.3 Data exchange solutions
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1 Soll Adoption ofmergedstandards fordata exchange
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1 Sol2 Proposal for developing nterfaces and adapters for TSO/DSO anaustomer
integration:
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1 Sol3 Implementation of crosssector and crossborder integration in reference
architectures
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1 Sol4 Developing enhancedeattime data exchange with low-latency communication
protocols:
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1 Sol5 Modernizationandstandardizationof energyinfrastructure and I'platforms.
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1 Sol6 Proposalfor enhancedcybersecuritymeasuresAPls and Middlewarsolutions forthe
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Table4: List of Solutions to thgaps identified per surveyed project
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5.2 Analysis ofgaps inthe cyber-physicaldigitalised pan-European
grid
5.2.1 Analysis of gaps in cybehysical digitalized parEuropean grid
identified in literature
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5.2.2 Analysis of gaps in cybgrhysical digitalized pafEuropean grid

indicated in the surveyed projects
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Table5: Responses on project advancements in egbeurity developments
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1 Frameworks associated witltata managementsystems andcybersecurity This category
includes secure access to data and Al models, ensuring compliance with GDPR and data
privacy regulations. Blockchaiachnology is also employed to enhance data integrity and
trust. The projects emphasize continuous monitoring, secure data exchange, and dynamic risk
management through guidelines (e.g., NISTIR 7628). These projects are:

o DATA CELLABata platforms ensuring secure access to datasets and Al models, with
a focus on cybersecurity and GDPR compliance.

o BD4NRGGovernance and cybersecurity management tools, following NISTIR 7628
guidelines for data access policies and continuous monitoring.

0 CyberSEASIockchain technology for ensuring data integrity and trust, along with
reaktime monitoring and advanced cybersecurity frameworks.

0 ELECTRONrederated learning models and decentralized SIEM for cybersecurity,
along with blockchaubased transaction systems for data security.

9 Focusing on thehysicalgrid assets These projects address the physical elements of the grid,
particularly HVDC cables, distribution grid components, and hybrid AC/DC syetegts,that
are designed to improve resilience and reliability by mitigating risks such as cable failures, grid
disturbances, and overloads. What is of high significance, is that MXMBE specifically
focuses on reducing outages and enhancing grid rétyathrough optimized system design
and protection mechanisms:
o NEWGENHVDC cables, insulation systems, and global monitoring systems designed
to mitigate cable failure risks (e.g., partial discharges, insulation breakdown).
o BD4OPEMDistribution grid components, focusing on grid disturbances, predictive
maintenance, and overload management.
o HVDGWISE HVDC architectures and technologies integrated with hybrid AC/DC
systems, aiming to enhance reliability and resilience against disturbances.
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0 FEVERDERSs, power electronics devices (PEDs), smart meters, and SCADA systems for
reaktime grid monitoring and secure trading.

1 Enhancingnonitoring and controlling systems The solutions include network traffic and
infrastructure monitoringprotection of communication protocols (e.g., IEC61850), and tools
for managing secure data exchange. Dynamic monitoring systems enabtamealecision
YFE1TAY3 YR SyKIFyOS GKS 2 @idcallagersa SOdzNAGe 2F G

0 OneNet: Network traffic and infrastructure monitoring tools, with risk mitigation
strategies including cryptography, identity management, and traffic filtering for
secure data exchange.

0 SDNMICROSENSBSubstation bus and process control systems, with a focus on
securing communication protocols such as IEC61850 and protecting against process
bus attacks.

o INTERRFACRBdvanced grid service platforms and communication protocols for
REYIYAO Y2yAG2NRARY 3 | yR aSphgsdlayagrsISNI GAz2zy 2

1 Provideriskmitigation andthreat detectiontools: These projectdgevelop tools for predictive
maintenance, reatime threat detection, and dynamic rating systems that assess the grid's
capacity and vulnerability. They propose comprehensive cybersecurity frameworks and
continuous monitoring to ensure grid resilience artability in response to potential threats:

o EUniversalTools to identify vulnerabilities and mitigate risks from extreme events in
distribution networks, focusing on resilience improvements.

0 FEVERPredictive maintenance systems and integration of DERs, combined with
comprehensive cybersecurity frameworks for reale threat detection and grid
protection.

0 CyberSEAThreat intelligence platforms for continuous monitoring and response to
potential cyberattacks, along with dynamic rating systems for +iixale grid capacity
assessment.
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1 The potentiatrossborder collaboration:This category emphasizes the importance of sharing
threat intelligence, best practices, and standardized protocols between countries to improve
collectivedefenceagainst cyber threats. The projects covering this area are:

0 FEVERPromoting crostorder collaboration for sharing threat intelligence and best
practices in cybersecurity.

o INTERRFACENsuring standardized communication protocols for better coordination
and threat monitoring across the pdaU grid.
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5.3 Analysis of Gaps and Opportunities 8ystem Planning and Grid
Operation
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5.4 Analysis of Digitakiation Gaps and Opportunities in the
Interconnected Energy Markets
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1 Data gatheringg the reduction of the cost of sensors and data storage devices is creating the
conditions to collect larger volumes of data, both by the increasing number of monitored
points and variables and by the increasing sampling frequency that can be eveatiogted.

9 Data treatment¢ because of the previous aspect, larger volumes of data must be transmitted
and treated. In this context, rather than just transmitting large quantities of data to
increasingly more powerful control centrgs seems much more adequate and efficient to
adopt hierarchical structures in which raw data recorded locally is immediately subjected to
some preliminary treatmeni&ndthe treated data then transmitted to highdevel structures
In any case, the volumes of data to treat (due to theréasing number of sensoasdto the
increase of the sampling frequency) will certainly be enormous thus requiring the
development of data analytics techniques and new computing capabilities. Still related with
data, power and energy system engineers must carefully decide on whabfyamgregated
information will be produced based on raw data. This information should be meaningful in
terms of enabling operators or end users to understand the key aspects of the energy systems
while ensuring that they witlot be sunk in large amounts of information that is impossible to
assimilate in dug¢ime.

1 Communication linksg as inferred from the previous two aspects, in parallel to the
development of the existing infrastructure of energy systems, it is necessary to implement
increasingly powerful communication links and data exchange mechanisms among machines
and differentsorts of devices and powerful interfaces with humans. As mentioned before, it
will be pointless having an operator submerged in large amounts of untreated and raw data
which raises the question of how to aggregate data without losingéaning and its capacity
to represent events in energy systems.
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5.4.1 Increased management efficiency
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5.4.2 Electrification of other activities
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5.4.3 Increase of the use of renewable energy sources
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5.4.4 Increasing investments
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5.4.5 Impacts on grid tariffs
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5.4.6 Investments on storage systems
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5.4.7 New structures, actors and regulations
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5.4.8 New products, new markets
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5.4.9 Interoperability and digital applications
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9 Digital Twin Technology for Enhanced GNthnagement TwinEU can develop digital twins
of energy grids that simulate, monitor, and optimize energy flows intieed. This technology
SYKFyO0Sa GKS 9! Qa |oAfAde O 2lemdrdymbabscesdah R Tt S
integrate renewable energy soursenore effectively, providing policymakers with insights to
update legislative frameworks accordingly.

9 Standardization of Digital Energy SystemBwainEU can advocate for and contribute to the
standardization of digital energy infrastructure across the EU. By creating common standards
for data sharing, cybersecurity, and system interoperability, the project can help overcome
the current regulatoryfragmentation. Standardization will enable smoother crbesder
energy trade and cooperatiomhich isessential for a fully integrated EU energy market.

91 Blockchain for Transparent and Secure Energy Markktgplementing blockchain technology
within EU energy markets can improve transparency, security, and efficiency in energy
trading.

1 Cybersecurity Frameworks for Digital Energy Syst¢ms! & (G KS 9! Qa Sy SNHe& &
increasingly digitalized, the need for robust cybersecurity measures grows. TwinEU can
develop advanced cybersecurity frameworks tailored to protect digital energy infrastructure
from potential cyber threats, ensuringéhresilience and reliability of energy systems.

1 CrossBorder Energy Data Sharing PlatformiBwinEU can promote the creation of shared
digital platforms for energy data exchange among EU member states. These platforms will
facilitate more efficient crosborder energy trade and grid integration, addressing one of the
significant barriers posedylthe current legislative discrepancies.
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Figure5 Number of respondents by their role in the energy sector

6.1 Core Capabilities, Limitationsand Desired-eatures
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6.1.1 Current Capabilities

I 002 NRK §yal fig2& Alis KK BNKNESSSA LJ2 yvad333a obiélRyital twinsin the energy
sectoralreadyoffer a wide range of functionalities and underlying technical strengths. They support
gridoperations, market simulations, asset management, resemitihtives, and more. Key functional
areas include:

1 Grid Analysis and Planning
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Digital twins perform load flow calculations, fault current analysis, and dynamic simulations.
They support grid planning, hosting capacity assessments, and scenario testing for future
network expansions.

1 ReatTime Integration and Monitoring:

By integrating data from sensors, smart meters, SCADA systems, and IoT devices, digital twins
provide neasreaktime visibility into grid states. This enable®active operational decisions,

such as rapid response to faults and the simulation of stesrh operational scenarios (e.g.,
switching actions, the next possible scenarios in the next 15 minutes, etc.).

9 AdvancedAnalytics andPredictive Maintenance

Leveraging Al/ML methods, digital twins enhance forecasting of load and generation, support
predictive maintenance by identifying potential equipment failures, and optimize
maintenance schedules to improve reliability and reduce downtime

1 Market Modelling and Optimization:

Digital twins enable simulations of market dynamics (such as bidding strategies, price
formation, balancing mechanisms, and wiilainarket scenarios) improving decisiomaking
for market operators and other participants.

1 Interoperability andIntegration:

Designed to work with legacy systems (SCADA, GIS, EMS) and emerging platforms, digital twins
use open standards (e.g., CIM) and communication protocols to facilitate smooth data
exchange. This ensures effective interaction among TSOs, DSOs, market sparatather
stakeholders, promoting regional coordination and shared insights

1 AssetManagement andR&D Applications

DigitalTwins model criticagrid components(transformesrs, lines,substatiors) at high fidelity,
aiding conditiormonitoring, asset replacemengtrategies,and infrastructure planning. They
also serve as research and development platfotim®ugh hardwarein-the-loop testing and
offline simulationsto validate new technologies before deployment.

Technical CapabilitieSupporting These Functionalities
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9 Performanceand Scalability

Digital twins handldarge-scale and complex grids with thousands of nodes. High processing
speeds and scalable, clobvdsed architectures allow for rapid simulations, reade decision
support, and efficient allocation of computational resources as systems evolve

i Reliability andAccuracy:

Highfidelity modelling and adherence to industry standards ensure that digital twins
accurately represent physical grid conditions. This fidelity underpins reliable simulation
results, operational forecasts, and compliance with relevant grid codes and regulations.

1 Securityand Compliance
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Strong cybersecurity measurémncryption, secure access controls, and regular assessinents
protect sensitive operational data. Adherence to security directives and policies helps
maintain the integrity of critical infrastructure and ensures compliance with data protection
regulations.

9 UserlInterfaces andvisualization:

Interactive dashboards, reéime visualization tools, and customizable interfaces make
complex data more accessible. These features help operators and other tasqsckly
interpret analytical insights, respond to operational alerts, and tailor views to their specific
roles and preferences.

9 Flexibility and Adaptability:

Interactive dashboards, reéilme visualization tools, and customizable interfaces make
complex data more accessible. These features help operators and other users quickly interpret
analytical insights, respond to operational alerts, and tailor views ¢ir thpecific roles and
preferences.

6.1.2 CurrentLimitations
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1 Data Qualityand Visibility.

Incomplete or lowquality data, especially at LV levels, limited sensor coverage, and
bandwidth restrictions hinder accurataodellingand forecasting

9 Data Exchangand OrganizationaBarriers:

Fragmented data, lack of common standards, and reluctance to share information (due to
privacy, security, and commercial concerns) hinder effective data sharing. In addition, a lack
of coordination between departmentsrganisational resistance, skills gaps and a reliance on
proprietary systems are slowing down interoperability, the adoptioBdfechnologyand the
effective implementation oDTs

1 Technological and Infrastructure Limitations:

Aging infrastructure, legacy IT systems, limited computational resources, and integration
complexities with DERs and EV charging infrastructures restrict advanced DT functionalities
because they do not produce high granularity datag(analogueenergy meters) or have
limited control functionalities€.g.lack of setpoint control for distributed PV generatjon

1 Regulatory, Cybersecurity, and Market Factors:

Outdated or unclear regulatory frameworksybersecurity risks, insufficient incentives, and
unpredictable markets complicate DT adoptidecausehe further definition of rolesin the
DT processinterrelations of actorsfor data and model exchangeas well assupport in
upfront digitalupgradecostscould reallylimit DT developments

9 Forecasting and Active System Managemé&ttallenges
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Limited controllability and visibility into DERSs, unregistesettconsumption, and outdated
forecasting models reduce the effectiveness of active system manageBientforecasting
and whatif scenario analysesre major applications of O e. for thepast and current states
we have the physical systena)dno need for digital twins), the increased controllability and
visibility at the edge of the network can really support the development of. DTs

6.1.3 DesiredFeatures for Future Digital Twa
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1 Enhanced Data Integratioand RealTime Data Processing

High-quality, standardizeddata (internally and across actgrsreattime simulations co
simulation with other DTs, and integration of external data sources (e.g., weather) for holistic
system views

1 Advanced Observability, Controllability, andufomation:

Improved visibility, fault detection, remote control of distributed assets, intelligent event
response, and active system management to ensure resilience.

1 SophisticatedModelling, Analytics, and Al/ML Integration:

Highfidelity, multiresolution models, scenarianalyses, uncertainty handling, enhanced
forecasting, and predictive insights for flexible planning.

1 Interoperability, Standards and Adaptability

Adoption of open APIs, IEC standards (e.g., |IEC 61850)haG#d models, and BIM
integration, plus scalable architectures that evolve with changing business and technological
conditions.

1 UserFriendly Interfaces and Visualization

Intuitive dashboards, Glisased maps, 3D models, and customizable views, enabling clear,
role-specific insights and decisi@upport. By combining 3Dnodellingwith reaktime grid

data, these intelligent models can serve as a foundation for extended reality (XR) applications,
dynamic sensebased monitoring (e.g., through robotics), and predictive maintenance
capabilities.

1 RobustCybersecurity and Dat&overnance:

Compliance with cybersecurity directives, strong encryption, secure access control, and
privacy regulations to foster trust and protect sensitive data

1 Scalabity, CloudBased Solutionsnd HPC:

Cloud, edgeomputing, modular architectures, and HPC resources to handle complex, large
scale simulations efficiently and flexibly.

9 Federation of Digital Twins and Collaboration:
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Connectedplatformsfor TSOs, DSOs, market operators, manufactyeard researcleentres
to support coordinationacrossborders and organisationdiarmonized planning, and data
exchange.

1 Model Validation Verificationand Auditability:

Transparent data sources, scientific validation, auditing, and correctness checks to ensure
reliability and trust.

9 Sustainability and EnvironmentaConsiderations:

Integrating tools to assess environmental impacts, facilitate RES integration, and support
decarbonization strategies aligned with EU climate goals

6.2 Regulatory and Compliance Requirements
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Question 7 | Are there any regulatory or compliance requirements that need to
considered in the use of digital twins within your operations?

Question 15 | Are you aware of any regulatory or compliance requirements that need t
considered for the implementation of digital twins?

6.2.1 Key Regulatory and Compliance Considerations
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91 Data Privacy and GDPR Compliance

Organizations must comply with data protection laws like GDPR. Handling customer data
especially beyond billing purposes, requires strict adherence to privacy regulations,
potentially affecting data granularity and usefulness

9 Cybersecurity and Critical Infrastructure Protection

Compliance with national and EU regulations @ybersecurity anctritical infrastructure
protection (e.g., NIS/NISRL3], ISO 2700167], KritisV[68], BSIGesetZ69], etc.)is essential.
Robust measures are needed to safeguard digital twins against cyber threats and ensure data
integrity. Awareness of new regulations such as the EU Cybersecurity Act and the Cyber
Resilience Act is necessary to ensure compliascsell

1 Grid CodesMarket Rules and Interoperability Standards:
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Digital twins mustalign withEU Network Codefg0], System Operation Guidelin€gSO GL)
[71], national electricity laws (e.g., Electricity Law of Cydit®), and standards likéEC
608705-104 [73], CIM[39], TASE.Z74] or OPC UA75]. Compliance with sectespecific
regulations, such as Building Information Modeling (BIM) regulations for infrastructure
projects, may be requireds well

9 Data Sovereignty and Unbundling:

Regulatory requirements related to data ownership, unbundling (separating
supply/generation from network operations), and antitrust laws influence how data is
managed and shared. Respecting data sovereignty helps maintain trust and compliance across
the energy value chain

1 Use of Al and Emerging Regulations

Digital twins incorporating Al must be designed to comply with emergingelated
regulations, such as the forthcoming EU Al Act. Ethical and transparent use of Al, as well as
deterministic and trustworthy models, are necessary to meet evolving legaéframks

1 Environmental and Market Regulations

Environmental compliance, renewable integration, adherence to market integrity rules (e.g.,
REMITY76]), and transparency requirements shape how digital twins are developed and used,
particularly in managing and forecasting renewable energy sources

1 Internal Compliance and Operational Policies

Beyond external regulations, internal company policies also influence digital twin
implementation. Some organizations may mandatepoamises deployment rather than
cloudbased solutions to maintain control and reliability. Strict access controls, public
procurement rules, funding constraints, and intellectual property/licensing considerations
(e.g., EU Copyright Policy) further define how digital twins are procured, managed, and
operated.

6.2.2 Limitations and Considerations
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9 Data Utility Constraints:

If personal data is handled by DT systems, then it must be done in a way that sdtiséies
privacy and protection rulege.g. by applying datanonymisationor by applying special
permissionsTechnical dathandled by DT systenad®es not need to be anonymised to satisfy
privacy and protection rule@ny DT system must have some governance which gives its users

appropriate controlled access to data, so the availability of the data is controlled. The
granularityof the data available to a given usethen whatever the given user is entitled to.

1 Resource and Infrastructure Investments:

Meeting stringent cybersecurity and compliance standards often demands significant
investments in security infrastructure, specialized expertise, and ongoing monitoring.
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1 Complex Regulatory Environments:

Multiple, evolvingframeworks and standards complicate complianoequiring dedicated
resources to ensure alignment with all relevant directives and practices.

. These can be the technical standards evolution for electrification of sectors (i.eheaVs,
pumps, P2X, electrolyzers, @sed assets), new regulation to fully enable renewable
integration, demand flexibility and sector integration. The DT should be designed and enabled
to serve these processes.

1 Technology and Interoperability Tradeffs:

Strict adherence to certain standards can limit technological choices and slow integration with
innovative solutionsRegulatory restrictionsmay also reduce the scope of data sharing among
stakeholders, affecting interoperability and value creation.

1 Operational Constraints and Internal Policies:

Internalrulest such as preferring epremises deployments, enforcing strict access controls,
or facing procurement limitationsfurther shape how digital twins are developed and
operated, potentially reducing flexibility and efficiency.

1 Ongoing Alignment and Skill Development:

Continuous education, training, and proactive monitoring of regulatory changes help
organizations anticipate new requirements and adjust their strategies accordingly.

6.3 Organizational andCultural Factors
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Question 8& | What cultural and organizational factors coufdotentially) impact the
16 adoption of digital twins in your organization?

Question 23 | Are there any other specific stakeholders or user groups that you be
should be involved in the development and use of the digital twiPlgase

specify.

6.3.1 Adoption Challengeand Cultural Factors
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1 Resistance to Change arBkill Gaps:
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Employees may be reluctant to abandon familiar methods or doubt the benefits of new
technologiesTraining, early involvement of staff, and demonstrating practical advantages are
key strategies to overcome these barriers

1 Understanding and Awareness of Digital Twins:

The concept of digital twins is sometimes seen as abstract or poorly understood. Increasing
clarity through education, training, and highlighting concrete use cases help teams
appreciate the tangible improvements DTs can bring to operatibasexample, the need for
training of the system operators is defined in the cybersecurity network, where dedicated
training is requested for cybeesilience scenarios

9 Trust and Confidence in Technology:

Some usersnay distrustthe need for DT tehnology preferring traditional data sources and
human judgment. Providing proof of reliability, demonstrating accuracy in real scenarios, and
gradually integrating Ddiriven decisiormaking can build confidence and acceptance.

1 Siloed Structuresand Strategic Alignmertt

Organizational silggoor communication, and unclear strategic objectives impede integration
efforts. Ensuring toglevel commitment, aligning DT initiatives with organizational goals, and
fosteringcrossdepartmental collaboratiomelp create a morenified approach

9 Organizational Structure and Decisidviaking Processes:

Unclear roles, during the DT development and integratiofengthy decisiormaking
processes, and insufficient involvement of middle management can slow or misdirect DT
development projectsDefining responsibilities early, streamlining approval workflcaws]
engaging managers at all levels enhance the pace and direction of implementation.

1 Data Sharindreluctance and Privadggoncerns

Fears about data security, privacy, and commercial sensitivity discourage open information
exchangeThe concepts of data spaces, federated architectures and peer to peer exchanges
are not very clear to the minds of the involved actors so they are cautious to adopt them.
Addressing these concerns with transparent policies, robust safeguards, and clear data
ownership guidelines encourages more collaborative data use

9 Infrastructure and Resourckimitations:

Limited IT capabilities, budget constraints, and competing priorities can restrict adoption.
Prioritizing critical use cases, seeking management support, and allocating sufficient resources
are crucial steps to ensure that DTs can be deployed effectinelgealed over time

9 Other Organizational and Cultural Factors:

A culture more inclined toward digital innovation generally adapts to DTs more readily
whereas those with low digital affinity may lag. High implementation costs, limited time for
training, regulatory constraints on data availability, and uncertainty over the necessity of DTs
can also slow progres&ncouraging innovation, covering upfront digitavestmentcosts,
carefully managing costs, clearly communicating regulatory requirements, and illustrating the
necessity and value of DTs all support a smoother transition. However, in the cases that there
is strong determination and planning for digital innovasdhese hurdles can be overcome
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6.3.2 Stakeholder Involvement
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1 Grid Operators TSOsand DSOp Primary users and beneficiaries of digital twins for grid
management and operations.

1 Market Operators Involved in ensuring compliance, market functioning, and regulatory
oversight.

1 Equipment Manufacturers, OEMs, and SupplieBay a crucial role in providing detailed
models, data, components, and support for grid equipment.

1 Software Developers and IT Solution ProvideEssential for developing and maintaining the
digital twin platforms and ensuring interoperability.

1 Academia Researchnstitutions, and R&D EntitiesContribute to innovation, development
of advanced models, and validation of digital twin technologies.

1 Regulators Government Agencies, an&tandardization Bodies Play a crucial role in
developing and promoting standards for data exchange and interoperalifggpondents
recommend involving harmonization and standardization institutions like VDE, FNN, IEC,
CENELEC, CIGRE, DSO Entity, ENTSO

T Industry Associations and Working GroupSacilitate collaboration and consensbsilding
among stakeholdersCIGRE and DSO Entity are mentioned in some responses.

1 Cybersecurity Expertand Coordinating Institutions (EESAC)Ensure that digital twins are
secure from cyber threats and comply with data protection regulations.

1 Consumer, Prosumer, Demand Respon&ggregators and Flexibility Service Providers
(FSPy Qucial for enhancing demanrside management and integrating distributed energy
resources. Their participation can optimize the use of distributed flexible assets and
strengthen the role of digital twins in energy management

1 Urban Planners and Municipalitie€ollaboration can support infrastructure planning and the
integration of smatrt city initiativednvolving policy makers and city councils is suggested.

6.4 Data Management, Exchange, and Standardization

Effective data management, exchange, and standardization are critical components in the
implementation and operation of digital twins in the energy sector. The respons@siéstions 13
20, 21, and22 provide valuable insights into current practices, challenges, and fuagqeirements
for dataa K I NdaryicHlarly between TSOs and DSOsderstanding these aspects is essential for
ensuring smooth interoperability, reliable simulations, and informed decisiaking across the
European energy ecosystem

Question 13 What are the current limitations on your data exchange proces
specifically between Transmission System Operators (TSOs) and Distr
System Operators (DSOs)?
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Question 20 Which stakeholders do you currently need to exchange data with, or for
a need to exchange data with, particularly concerning network topolog
parameters, etc.?

Question 21 What kinds of data do you currently share, or expect to share in the fu
and what are the objectives of sharing this data?

Question 22 Do you currently use or plan to use digital twinsewchange data with
external organizations? If so, which ones? Please provide details, sU
whether you need to follow specific data exchange standards, etc.

6.4.1 CurrentDataExchangeChallenges
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Lack of Standardization and Interoperability
Data Quality and\ccessibilityssues
Regulatory and Compliance Constraints
Technical Limitations and Legacy Systems

Limited Reallime Data Access
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Organizational and Cultural Barriers

6.4.2 Types and Objectives of Data Sharing
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1 Operational and Realime Data:

o Grid Parameters:Voltage levels, current flows, frequency, and other +éale
operational metrics are shared to ensure grid stability and efficient operation.

0 Network Topology:Detailed network configuratiodata, includingdata aboutlines,
transformers, and switchgear, is exchanged for planning and coordination.

o Outage Information: Data on planned and unplanned outages heguordinate
maintenance andninimize disruptions.

1 Market and Economic Data:

o Market ClearingPrices Bids Offers Sharinghese datdacilitates transparent market
operations and efficient energy trading.

o Demand and Generation Forecast&xchanging forecasts supports load balancing,
and resource optimization.
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I Asset and Infrastructure Data:

(0]

Equipment SpecificationsTechnical details of equipment from manufacturers are
shared for modeling, simulation, and maintenance.

Asset Performance Datavionitoring data on asset health and performance aids in
predictive maintenance and asset management.

I Consumption and Generation Data:

(0]

Load ProfilesData on energy consumption patterns assists in demand response and

grid planning.

Renewable Generation Datanformation on RES output is crucial for integrating
variable energy sources into the grid.

1 Regulatory and Compliance Data:

(0]

Reporting Metrics:Data required for regulatory compliance, performance metrics,
and auditing is shared with authorities.

Environmental Impact Data:Sharing data on emissions and environmental
assessments supports sustainability goals and regulatory adherence.

 Research and Innovation Data:

(0]

Simulation Results: Academic and research institutions share modeling and
simulation data to advance technological developments.

Pilot Project DataData from pilot projects and demonstrations is shared to validate
new solutions and share learnings.

6.4.3 Stakeholderdnvolved in Data Exchange
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1 DSOsAlmost all respondents recognize DSOs as primary stakeholders for data exchange,
especially concerning network topology, operational data, and coordination efforts.

9 TSOs: Crucialfor sharing data related to transmission networks, grid stability, and eross
border energy flows.

1 Market Operators (MOs):Engagement with MOs is necessary for maniedted data,
including pricing, demand forecasts, and trading activities.

9 Aggregators and Local Energy Communities (LEBespomingncreasingly importantvith the
rise ofDER

1 Regulators and Regional Coordinati@entres(RCCs)Compliance and coordination require
data exchange witthem.

1 Energy Suppliers/Providers and RES Produc&sata sharingis essential for integrating
generation data and ensuring supglgmand balance.
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1 Technology Providers and ICT Suppliei3ata exchange witithem supports system
integration, software solutions, and technological advancements.

1 Research Institutes and Universitie€ollaborations for research and development involve
sharing data for innovation and academic studies.

1 Equipment Manufacturers:Interaction with manufacturers of grid equipment, storage
solutions, and generation equipment is necessary for technical specifications and asset
management.

1 EMobility Operators and Charging Point Operators (CP@s)electric vehicles become more
prevalent, data exchange with these stakeholders supports grid management and
infrastructure planning.

9 Industrial Consumers and Smart Building Service Providéerge consumers and smart
building operators require data exchange for demand response, energy efficiency, and grid
interaction.

1 City Councils and Environmental OrganizatiorSngagement with local authorities and
environmental groups is important for urban planning, sustainability initiatives, and
regulatory compliance.

6.4.4 External Data ExchangehroughDigital Twins
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6.5 Outcomes and Strategic Value of Digital Twins
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Question 24 | What outcomesor benefits do youexpectto achieve from implementing |
digital twin in the energy market?

Question 25 | Where do you believe a digital twin will have the most significant impact o
future of the energy sector?

Question 26 | Considering the EU's target for climate neutrality by 2050 as outlined ir
European Climate Law, do you believe that a federation of digital twins
contribute to achieving this goal? If so, how?

6.5.1 Operational Outcomes and Benefits
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1 Enhanced Grid Management and Efficiency:

Stakeholders anticipate better reime monitoring, scenario simulations, and predictive
maintenance, reducing downtime and extending asset lifespans. Accurate load and
generation forecasting further streamlines operations, supports cost savings, andesnab
more effective integration of renewable energy sources.

1 Market Innovation and Transparency:

Improved visibility into grid conditions and market dynamics allows for more informed
decisionmaking, compliance with regulatory requirements, and the creation of new services.
Clearer insights foster cooperation among TSOs, DSOs, and market operaioately
benefiting customers.

1 Stakeholder Collaboration and Datriven Insights:

Federateddata platformsand standardized interfacdacilitate information sharing, support
strategic planning, and enhance crdasctional collaboration. As organizations leverage
digital twins to break down data silos, they can align operational strategies and investment
decisions more effectively.

1 Customer Engagement and Sustainability:

By enabling more responsive and reliable energy services, digital twins can improve customer
satisfaction and contribute to environmental objectives through greater energy efficiency and
reduced emissions.

6.5.2 Strategic Impact on the Future of the Energy Sector

2A0K ym NBXHDPESEEA RSa | O2YLRBESYRA oBINMSQ B
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9 Facilitating Renewable Integration:

Digital twins help manage the variability of renewable generation, reducing curtailment and
improving the accommodation of high shares of wind and solar energy.

1 Enhancing Grid Resilience and Reliability:
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Advancedmodellingand predictive analytics bolster system robustness against disturbances,
ensuring a more stable and secure supply.

1 Accelerating Innovation and Technology Validation:

By serving as testbeds for new solutions, digital twins enable stakeholders to pilot, refine, and
scaleemerging technologies faster and with less risk.

1 Informing Market Operations and Regulatory Alignment:

Scenario analysis, whiftsimulations, and adherence to interoperability standards help align
market rules, grid codes, and operational practices, supporting more efficient and transparent
market operations.

9 Encouraging CrosBorder Cooperation:

Harmonized data models and interoperable digital twins promote coordinated actions
between different regions and Member States, fostering a more integrated and collaborative
European energy system.

6.5.3 Contribution to Climate Neutrality Goals

With 73 responsesQuestion 26indicates strong stakeholder consensus that a federation of digital
GoAya Oy AR AY OKAS@GAYy3a (GKS 9! Qa unpn Of AYLIl (S

1 Optimizing Resource Use and Reducing Emissions:

Digital twins enable more efficient system operation, better forecasting of renewable output,
and smarter use of flexibility resources, all contributing to lower greenhouse gas emissions.

9 Supporting Decarbonization Strategies:

By modellinglow-carbon technologies and forecasting future conditions, digital twins help
stakeholders develop and implement effective decarbonization pathways.

1 Enabling DateDriven Policy and Investment Decisions:

Comprehensive scenarinodellinginforms policymakers, system operators, and investors in
making decisions aligned with lotgrm sustainability goals, promoting resilient
infrastructure and market frameworks.

9 Fostering Collaborative Solutions:

A federated approach encourages knowledge exchange, best practice sharing, and collective
problemsolving, accelerating the transition toward a climaeutral energy system.
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7 Conclusions

7.1 Summary of Findings
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1. Data Management anthteroperability, which is associated with managing vast amounts of
data while ensuring seamless integration across diverse systems.

2. Cybersecurity, highlighting the importance of protecting smart grid infrastructure against
emerging threats and vulnerabilities.

3. Stakeholder Coordination, including strategies for enhancing collaboration among diverse
actors, including utilities, policymakers, and technology providers.

4. Regulatory Aspects, which assesses the regulatory frameworks required to support innovation
and ensure compliance across the smart grid ecosystem.

5. Future Development of EU Grids and the Role of Digital Twins, investigating the potential of
Digital Twins to shape the future of grids by enabling advanced modelling, optimization, and
predictive maintenance.
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9 Interoperabilitychallenges have been identified by projects, emphasizing ilnabme cases,
data silos are created and limitations to integrate digital systems seamlessly across the grid.
Legacy systems and heterogeneous standards are also identified as common huttiles to
interoperability issue(Categoryl)

1 Heterogeneous data sources, data formats, information models, granularity level, new IoT
devices across the network and at grid edge, data privacy and latency in real time processing
concerns have been identified as challenges in several proj@ategory 1)

1 Standardization of grid assets communication and coordination among System Operators,
market participants and consumers are still considered as challenges, while significant
progress has been made on a regulatory point of view with Data Spaces reguladidhea
Demand Response Network Code in the pipeline for official publication. (Category 3)

1 System planning methodologies developed in projects are addressing either the transmission
or the distribution levels, while they do not propose a coordinated system planning process
for both levels, integrating as well with the hybrid-BC grid technolog (Category 3)

1 Thereis alack of clear and substantial incentivization mechanisms to promote new technology
and digital systems investments. Cost benefit analysis need to be updated to incorporate the
impact of digital solutions, especially in cases where they optithizausage of grid assets
capabilities. (Categories 4&5)

1 DTdepends on having lw risk of misalignment between the digital model and actual grid
conditionsto achievesystem modelling accuragufficient tosupportoperational decision
making and predictive maintenanc€here is a need faeakime data integration, handling
large volumes of incoming data without delaysd high reliability (Category 1)

1 Security is consideredn essentiatechnical capabilityf digital twins, especially concerning
the protection of sensitive operational and customer dakagovernance modak neededo
control who has access to which daBgital twins for grid operatioare adopting encryption
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and multifactor authentication to ensure the system resilience and compliance with
regulation. (Category 2)

1 The data generated from grid assets, market and operation processes are growing immensely
and cloud-based digitatwin architectures areemergingas a credible solution for ensuring
scalability and greater computational capacity. (Category 1)

1 While data volumes increase, at the same time the stakeholders are expressing a need for
more sensors and monitoring equipment to be installed on the grid, since they are still areas
of the grid with low observability. This can be related also with thelrieencrease the smart
meters penetration levels across Europe, which is also indicated in related reports, as several
countries in Europe (like Greece, Hungary, Germany, Poland and others) still have a smart
meter penetration level lower than 20Category 5)

9 Digital twin technologies must interface with legacy grid equipment and various data sources.
Thus, interoperability is emerging as a significant element of digital twins that will need to
integrate smoothly with SCADA, GIS, EMS systems, functioningargex bperational
ecosystem. (Category 1)

1 The complexity of the energy systems is extremely high and requires significant computational
effort; available computational capacitan limit the scenarios and muftult incidents that
can be handled by DT&ategory 1)

1 There isaneed to improve the reaime forecasting functionalities tforecastthe peak loads
and rapid demand fluctuations. (Category 5)

1 As far as the benefits of DTs are concerned, the stakeholders have great expectations for DTs
deployment. Apart from dayo-day operations thegeethe need to support the grids against
natural disasters, equipment failures angberattacks (Category 5)

9 Stakeholders are expecting DTs to facilitate the coordination and data exchange of market
actors and support the integration of more renewables in the energy system. (Category 3)

9 Stakeholders expressed that DTs would improve their decision making with accurate
predictions and calculations of future scenarios and investment prospects (Category 5)

1 The smooth integration of modern digitalized equipment with the legacy systems and the
generic way data exchange is defined in the network codes have arisen as concerns among
stakeholders (Category 1)

1 Engaging regulatory bodies is essential for aligning policies and frameworks with technological
advancements in digital twins, ensuring their seamless integration into energy sector
operations. (Category 4)

9 Stakeholders view digital twins as integral to achieving the EU's climate neutrality target by
2050. They are expected to optimize renewable energy integration, enhance grid efficiency,
and facilitate decarbonization effort@Categorys)

7.2 Recommendations
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1 Data management and interoperabilityit is crucial to prioritizeinteroperability and
standardization in optimizing energy system digitalizatituming the developments of new
digital tools by technology providers, as well as the implementation of digital grid upgrades

by energy stakeholders Therefore, adopting unified communication protocols and
standardized data formatby technology developers and energy stakeholdeedongside
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advancing the implementation of CIM, DCAT, and SAREF standards, is considered highly
effective in enhancing data exchange and integration, while maintaining data quality and
security. Moreover, enhanced retiine data integration by strengthening capabéig to

gather and consolidate rediime data from sensors, smart meters, and other sources across
the distribution network it is relevant to unlock distributed flexibility potenttdaving the DTs

of the electricity grid which are interoperable with othsectors DTs and Data Spaces that
relate with weather phenomena, Geospatial information of the landscape, water and gas
infrastructures enables the energy system resilience against extreme phenomena.

1 (Cyber)security: To secure critical energy infrastructure, strengthening cybersecugtd
establishing frameworks to counter cyber threais considered vital. To form the
cybersecurity shield, GDPR requirements need to be adhered to safeguarding data, pgvacy
well as cooperation of energy infrastructure owners/operators and end users tal égoddy
all respective cybersecuriuidelines toolsanddirectives

9 Stakeholder coordination: It is considered highly essential to enhance stakeholder
engagement for advancing energy systems. This could be achieved, on the one hand, via
encouraging collaboratioamong TSOs, DSOs, consumers, and regulators to address energy
challengesAll energy stakeholders should support jbent effort for collaboration, each one
from its role/place. On the other hand, by organizing workshops and training ses&igns
innovation promoters (i.e. in grids by SOs, in markets by MOs, in law by national authorities)
to enhance awareness and understanding of new energy models and digital solutions, while
promoting more effective participation and adoption.

1 Regulatory aspectsHarmonization of regulations across EU can help eliminate barriers to
crossborder and crossector energy collaboration. Policy reforms, that encourage the
adoption of digital technologies and attract investments relevant for a more interconnected
energy narket, are also essential for the transition to a digitalised eneygstem. The
enhanced monitoringndacceleration of national adoption &uropearregulationtogether
with regulatory sandboxesanassist the fasharmonization andnnovations across. Europe.

9 Future development of EU grids and the role of DThe development and valorisation of
tools and systems designs that promote the incorporation of RES are key for the
decarbonisation of the energy system. Particular attention should be paid to prioritising
investments in predictive analytics, re@the montoring, realtime threat detection and
response mechanisms. Such investments help enhancing resilience and ensuring robust
protection of the system. Integrating DTs, Al, and IoT enables improved system planning,
predictive maintenance, and operational eféncy generating resilience and efficiency gains
for the system.System operatorshouldbe facilitated to complet¢heir grid upgrade projects
and grid digitalisatiorby the regulatorsand nationalauthoritieswith properincentivisation
and acceleration of licensing procedure.

9 Technical configurations of the digital solutionScalability of the technical solutions can be
enhanced through the adoption of opesource and cloudbased solutionsTechnology
companies should make sure that this idiwalidated during their respective developments.

A DT architecture which entails a clebdsed solution also enhances the computational
capacity of the adopted system. Another key aspect for scalability deals with the Pan
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European DT adaptability to any reforms in guidelines and regulations about the market
operation and connection requests for renewable energies.

1 Market aspects: The development of dynamic pricing models and flexibility markets
empowers consumer engagement and optimizes overall energy management. Innovations in
market mechanisms should promoted bypolicy makerdo enhancecapacity markets and
provide incentives for flexible energy serviceapportingsystem reliability and efficiency.
Flexibility market support enable digital twins to forecast and facilitate flexibility markets,
supporting dynamic demand response and ancillary services

1 System modellingbuilding a collaborative platform where TSOs, DSOs, market operators and
other stakeholders can esimulate complex markegrid interactions, share data, and jointly
analyse scenarios would help an overarching assessment of the sykeneshould be joint
efforts by the engaged stakeholdersdedicatedactivities to define such rameworkthat
will enable the study and evaluation of future scenarios to highlightket opportunitiesas
well as system need$-urthermore regulators at national and European level should promote
these activities.
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Annex A Task 2.1Research Questionnaire
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Annex B QuestionnaireResponsefegarding the Projects of
EU Energy Digitalisation
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A It develops and validates interoperable data exchange platforms designed to enhance
communication between stakeholders (e.g., DSOs, TSOs, markets), promoting seamless data
sharing and integration across different systems and sectors.

A It establishes common metadata standards and ensures data &ifierent sources could be
processed.

A It creates open services ecosystem that leverage-dataen services to meet the needs of energy
stakeholders, including adaptive, interoperable, and secure services designed to optimize energy
management and increase flexibility of the energy system.
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A Prequalification- dealing with the certification of aggregators and flexible assets, ensuring they
are financially and technically able to provide flexibility and participate in flexibility markets.

A Negotiation Preparation DSO forecasts grid constraints and if potential grid constraints are
identified, and it is deemed that flexibility can solve them, the DSO forwards its needs to the
market, so that Aggregators can submit bids.

A Market Operation market clearing is done by the market platform, and final bids are selected by
the DSO.

A Activation- flexibility from consumeside assets is activated.

A Validation & Settlement flexibility provided by each aggregator is calculated usingagreed
baselines, resulting in remuneration/penalties to be settled between the Aggregators and DSO.
This last phase can be done with or without the support of th&8[as decided by the DSO.
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bSEAGAEAGE FYR GNEB (20000Sdy & dFOXKNII 210 KN B INRES AtaMyz
2N GKS YIylFr3aSYSyid 2F (GKSasS NBaz2daNDSao
A BMs for DERs provision, including PV systems, BESS, HEMS, WH, HP and HVAC.
A BMs for DERs provision as a Service including-SBlaergy Storage Smart Home Charging
HVAGasservice.
A BMs to reduce the electricity bills of flexible Consumers including small and large consumers
optimizing electricity bills,
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A BMs for crossector activities including optimizing EV charging, safety/security, healthcare, and
social services for residential Consumer, Minimizing-resrewable consumption.

A BMs for the operation of power grid including flexibility acquisition for grid operation and Data
acquisition for grid management and control.

A BMs for supplying energy to Consumers including Traditional retailing mode, Retailers managing
| 2yadzYSNEQ FtSEAOAfAGRED

A BMs for communities including Energy cooperatives, Community flexibility aggregation; and E
mobility cooperatives.

. 8C[9FLa? 90 NI Y2RSE GKFiG AYRAOFGS GKS .aa Oy

A Properly identifying the role model with all the relevant roles involved in the BMs related to the
flexibility provision, including crossector activities that can provide added value.

B.3 DATA CELLAR
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Figure7: The DATA CELLAR layered architecture
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A The Marketplace where stakeholders, are remunerated for the provision of datasets, direct
streams of energy data, or Al models and algorithms. In addition, the transactions for provisioning
or supplying data and models is authenticated via various methotting the stakeholders.

A Adecisionyr {Ay3a Faaradlyd aeadSy F2N SySNHe O02YYdz
utilities, DSOs, and technology providers, supporting users to assess optimal scenarios related to
different services. Grid operators will be able to assess the optiotation of resources to
improve the operation of the distribution grid.

A A Data Analytics platform to guide the design of data streams through models acquired from the
DATA CELLAR marketplace.
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A Adoption of standardized data formats and communication protocols enhances the
interoperability between various systems and platforms. This allows for seamless data exchange
and integration, reducing the time and effort required for data transformation anciliation.

A By implementing standardized interfaces, DATA CELLAR facilitates the automation of many
business processes, improving efficiency and minimizing human errors.

A Standardsbased interfaces make it easier to scale the system and adapt to new business
requirements and changes in the technological landscape.

A The use of industry standards and interfaces reduces the need for custom development and
maintenance, leading to significant cost savings in both short and long term.

A Standardization ensures data to predefine its quality, improving consistency of data across
different systems and making reliable for decismaaking processes.
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A The CIM connector protocols for consistent data integration and exchange across various systems
in the energy sector.

A The OWL protocol from W3C exploited for designing and developing DATA CELLAR ontologies and
taxonomies, while a series of formats for metadata storing was used, including RDF.

A Communication standards such as the MQTT and HTTPS.
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A Inconsistencies and discrepanclestween the ontology and the actual data available in various
databases (and validation cases of the project).

A The different data formats and schemas across the databases hinder the seamless data
integration, requiring the development of standardization.

A Ensuring semantic agreement between different ontologies and data structures needs mapping
and information analysis.

A Interoperability among different data spaces for the seamless data exchange is also another
challenge arising due to varying protocols and standards.
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A Inconsistent data formats require additional ppeocessing for integration tools, reducing
efficiency.

A Semantic inconsistencies in information models impact the accuracy of ontology and DSS.

A Varying communication protocols impact interoperability solutions, complicating seamless data
exchange and collaboration.

A Ensuring data sovereignty and secure exchange is crucial for compliance witX Gi&iAdards
and identity management is required.
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A In system planning and asset management, it focuses on integrating and analysing data for better
decisionmaking and utilizing predictive maintenance to reduce downtime and costs.

A For system operations, the proposals emphasize-ties monitoring and control, alongside
automated decisiormaking to streamline processes and improve stability.

A In energy markets, improved transparency and dynamic pricing mechanisms are designed to
foster fair competition and efficient energy usage.

A For integrated flexibility services DATA CELLAR proposes to DERS, storage, and demand response
programs to quickly respond to supply and demand fluctuations.
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ensuring data privacy and security,

achieving interoperability and standardization,

managing high investment costs,

overcoming technical complexity,

navigating regulatory and policy barriers,

gaining market acceptance.
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1 The interfaces are documented in Interface Definition Documents (IDD) or similar, outlining
functional definitions, including mechanical, electrical, and data communication
characteristics.
9 Timing specifications ensure synchronized data exchanges antimeabperations between
different system components.

1 Interaction sequences define the specific steps and protocols for interactions, ensuring
compatibility and coordinated operations across various systems and platforms
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1 The EC 62351 and IEC 62443 standards that ensure the security of communication networks
within the power grid.

1 The ISO 31000 and NIST Frameworks methodologies are used for risk assessment, helping to
identify, evaluate, and mitigate risks associated with data exchange and communication in the
power grid.

1 The OPC UA protocol is employed for secure and reliable data exchange in industrial
automation, supporting interoperability and integration across different systems and
platforms.

1 The RTDS (ReBime Digital Simulator) which is used for testing and simulating the behaviour
of power system components and communication devices, ensuring they meet the necessary
standards and protocols for retime operations.
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9 Data format gaps
1 Information model gaps
1 Communication protocol gaps

(Q11) Howdata exchange gapare affecting the support for flexibility requirements identified and
analysed

1 The project identifies cybersecurity vulnerabilities in 10T devices and their impact on the grid
hindering the flexibility of the energy system by compromising diatiegrity and availability.
'y | aasSaaySyd 2F OFaoOlRAy3 SuaSOGa ONraa TFdzyOs:
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9 The project establishes strategies for secure data collection andT380data exchange.
Ensuring secure and efficient data exchange between these entities is critical for maintaining
system flexibility.

1 eFORT develops secure and private data infrastructures that emphasizes to manage
confidentiality and ensure data integrity, supporting the flexibility requirements by providing
a reliable data exchange framework.

1 The development of dynamic risk assessment tools for both physical and cyber layers are
aimed at identifying and mitigating risks in réimhe assisting in maintaining flexibility by
proactively managing potential data exchange disruptions.

1 Creating visualization tools and a vulnerabilities database to help stakeholders understand
and manage the risks associated with data exchange gaps.

B.6 PARITY
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1 PARITY develops platforms that ensure different systems and components can communicate
and work together effectively using communication protocols and data formats to facilitate
seamless integration and interoperability of DERs and grid components.
1 PARITY provides ret@the datg and its solutions enable more accurate and efficient system
planning, asset management, and predictive maintenance, thus utilities and grid operators
optimize the use of their assets and reduce operational costs.
1 PARITY enhances operation of the electricity grid by utilizing control algorithms for better
balancing in the supply and demand.
1 Its platforms facilitate the participation of DERs in energy markets through enablintyneal
data exchange and automated trading, helping to create more efficient and transparent

energy markets, bringing better pricing signals, increased competitiord erore
opportunities for DER owners to monetize their assets.

VHANYWL{ELINAA UOlF a2y 2F (KS LlzN1J2aSa 2F GKS Ay dSNFI
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1 Resource InformationData on DER types, capacities, locations, operational statuses, and
historical performance.

9 Grid Information Details on grid topology, capacity constraints, current loads, and voltage
levels.

1 Market Information Realtime and forecasted market prices, demand bids, supply offers, and
trading volumes.

1 User Preferencednformation related to user preferences, priorities, and constraints for DER
operation and participation in demand response programs.

N

¢CKS aYAY3 NBIJdZANBYSydGa FT2N RI®IYSSRPQSNY3ZYy a NB
O22NRAYlIa2y 2F 59wa | yR AyOf dzRSY
1 Realtime Data ExchangeEssential for critical grid operations and DER control, requiring
updates within milliseconds to seconds.
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1 Nearreattime Data Exchangdmportant forshortterm forecasting and market operations,
typically occurring within seconds to minutes.

1 Periodic Data Exchangesed for routine data collection, reporting, and analytics, occurring
at intervals ranging from minutes to hours.

¢CKS AYydSNI Ooz2y 4S51dSy08a AyOf dRSY

1 Monitoring and Control
o Grid operator monitors redime grid conditions.
o DERs send status updates to the grid operator.
o Grid operator sends control commands to DERs for load balancing and voltage
regulation.
1 Market Participation
0 Market operator publishes redime prices and forecasts.
o DERs and users submit bids and offers based on market conditions.
o0 Market operator matches bids and offers and sends dispatch signals to DERSs.
1 Demand Response
0 Aggregator collects user preferences and constraints.
0 Aggregator sends demand response signalgaxticipate DERs based on grid needs
and user agreements.
o0 DERs adjust their operation and report back to the aggregator.

6vou tlwL¢,K Qa 1S UyRAyIaaWNBERNRRY I §iR SA WIVERBS S
bSEAOATAGE YR o0daAYS&Ea LINROS&aE o6aeaisdSy LXIFYyYyA
YI Nl SG&0 0

¢CKS ONRoaOFf NRBE{S 2F AYGSNRLISNIOAfAGE YR &dFyRI

1 The project emphasized the necessity of standardizing communication protocols and data
formats to ensure seamless integration and interaction among various DERs and grid aspects.

1 The implementation of smart contracts on a blockcHa@sed Local Flexibility Market (LFM)
platform was identified as a significant advancement. The smart contracts facilitate
automated, transparent, and secure transactions of energy and flexibility esnaddressing
issues of data integrity, which are essential for the broader acceptance and efficient operation
of energy markets

1 PARITY developed advanced forecasting and optimization tools for DER operations that
provide accurate predictions of energy production/consumption, which are crucial for
effective system planning and management. Therefore, grid operators can optimizeagesou
allocation, enhance grid stability, and reduce operational costs

1 The project indicates the distributed intelligence and-&mBbled DER management tools that
enable reatime monitoring and control of DERSs, facilitating dynamic response to grid and
improving overall system operation. The integration of IoT devices esstirat data is
collected and processed efficiently, allowing for more responsive and adaptive grid
management.

1 PARITY implemented advanced grid monitoring and control mechanisms, including the use of
devices like STATCOMs enhancing grid monitoring and stability, irRRi§hpenetration
scenarios.

1 The project demonstrates how DERs could participate more effectively in energy markets. The
LFM platform and smart contracts facilitate remhe trading and flexibility services, leading
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to more competitive and responsive market dynamics, supporting new business models and
markets, empowering DER owners in regard of their assets.

AAAAA

6vnoO t!wL¢, QF O2y (i NROdze 2RF (it 2 AlYNFENRLISHNI BS @18 11 2 LILB
KFE NINFYS 62N &

Q)¢

t!wLe¢, AYOGSNRLISNIoAfAGEe O2yGNRO6dziSa G2 GKS asi
SPSt2LIY¥Syd 2F (GKS [ Ca LJX I ( 28NOF® f SRS 519NE 23 G- AISEYES
KIEG LINBFBRS2NBI2NAY I YR 02 yAlNBS S AISFONET FA2yNG  |F
SOnaRNYY 3D {GF YRIFENRAT SR O02YYdzyAOl a2y LINRG202¢ &
G2 SyadaNB O2yaradSyd RIFiGF SEOKFy3S yR AydiSaNI ez
YR FT2NBOlF&aosysd 20 BRt &2 N/ KRFDBS adeaidiSy LI FyyAay3
aSOdzNRGe& YSI&adz2NBa NB Lidzi Ay LXIFOS (2 &l ¥S3dza NR

¢ S ¢

6vplu t!wL¢e, K QAYR&EPYDbagy 2FYR RIGld SEOKIyY3IS NBI dzA N
¢tKS NBIdZANBYSyita RSUYySR o0& (GKS LINRP2SOG FNB | ff:
1 Interface protocols applying standard interface protocols to guarantee interoperability and

connectivity among various systems and devices.

1 Secure communicationshannels are a priority, particularly for the management and control
of DERSs, with protocols and encryption implemented to protect data integrity and privacy

1 Realtime monitoring and control to enable immediate monitoring and control of grid
operations and DERs.

1 Data granularity specific requirements for the granularity of data.

1 Metadata standardsto ensure that data from various sources can be harmonized and utilized
effectively. Metadata provides contextual information that enhances the understanding and
integration of data across different systems

1 Data cleaning and anomaly detectierto maintain the accuracy and reliability of data,
cleaning protocols are applied, together with algorithms for detecting data measurement and
transmission anomalies.

9 User access and Data Transparenggers are given access to their data to verify and adjust
inaccuracies, promoting transparency and trust.

1 Monitoring and Control- a sequence for monitoring and control activities, where grid
conditions are continuously monitored, and DERs send status updates.

1 Demand Responseaggregators collect user preferences to send demand response signals to
be participatingDERSs to be adjusted accordingly.

Ovebil YWBRYR &Ay t! wL¢, o

1 The Common Information Model (CI8P]
9 Smart Contracts and Blockchain
1 loT-Enabled DER Management Tools

OVIBRG202t 4 I YR ABRYRYNRA wL ¢, ®

Common Information ModqB9]
IEC 6185(41]

IEEE 2030.5 (SER®3]
OpenADH35]
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1 Inconsistent data lack of consistent data standards across different systems and devices,
making it challenging to integrate data from various sources, leading to interoperability.issues

9 Data granularity discrepancies in the granularity of data collection, since different devices
and systems have different requirements and capabilities, which confuses the aggregation
and analysis of data for effective decisioraking

9 Lack of unified information modelxan be universally applied across different DERs and grid
components, challenging the ability to represent and take data consistently from the energy
system

1 Security and privacythe project identified gaps in the implementation of security protocols.

1 Bandwidth and network due to the big number of energpT devices it leads to higher
bandwidth requirements, which the current communication infrastructure may not be able to
support effectively, thus causing congestion.

6V ey 9EI VLA A (REF2WH2RIR RdNHy®EB (KS |yl feaaia

1 Complexity and usability Issues of the tools, including the smart contract enabled LFM, whose
complexity of the systems and smart contracts was noted as a significant drawback, it caused
technical issues and failures, as it was not easily understood hystrs.

1 Interoperability challenges rose regarding th@ast contract enabled I0T gatewayith a
difficulty to achieve uniformly across different regions and infrastructures.

1 Data management limitations in thaubding-as-a-battery management algorithmsegarding
data cleaning and detection of data measurement and transmission anomalies impacting the
accuracy of the data used for managing energy resources.

I The design of user interfasehad to account for senior citizens and people with limited
technical experience, particularly in residential pilots.

B.7 STREAM
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1 sDATAthis tool will utilize innovative components built on the top of International Data
SpaceglIDS) connectors for ensuring secure dndgsted data exchange from the flexibility
assets to the flexibility management & aggregation platforms. It will provide the needed open
datadriven platform to facilitate data sharing and usage access control fromusearb
(flexibility assets) upstreanotflexibility aggregators/service providers, DSOs and TSOs. sDATA
will be a baseline for all data exchange within the STREAM Ecosystem.

1 sMARTwith two different designs: (i) SMART local market, that will introduce a new; user
centric trading facilitation framework on the lewoltage side of power networks to carry out
the decisioamaking processes for before during ¢ after every period of actions for
flexibility requirements. It will be a central platform for flexibility trading activitieom
flexibility services providers who will register their devices, to flexibility capacity aggregators
to DSOs. For example, the DSO will be tbéend its flexibility requirements through sMART,
and thus trigger a local flexibility capacity and availability auction via sSMART to solve any
constraints or need for ancillary services. (i) SMART-fepeer, this tool will be aimed to
orchestrate,coordinate and facilitate data assets versus service exchange, as well as financial
and nonfinancial compensation. It will leverage on the actual -bRimplementations
developed within H2020 eDREAM project and will make use of Distributed Ledgers
Technolgies, Blockchain and Smart Contracts to deploy an innovative tokenized solution for
orchestrating, coordinating and compensating reciprocal data assets (datasets, ML models,
ML algorithms, computational resources for processing, such as cloud, or foyet@gainst
services (e.g. one year maintenance of a heat pump or prioritized access to EV recharging slot)
within a financial and bartelike way. Thanks to the adoption of this tool, energy consumers
are expected to be further motivated to share theireggy consumption data, being rewarded
for example with energy and neenergy services.

1 SsGRIL; this STREAM tool will provide DSOs with the ability to enhance their management of
power network operational risks and challenges with the objective to ensure a safe and
reliable longterm operation and low operational costs. For example, due to thesaging
addition of variable RES power generation sources to power networks, connection of
intermittent power loads (i.e., EV charging stations) and the addition of new technologies (i.e.,
smart meters), the DSOs are facing increased levels of coitiggezompared to the more
traditional power markets. sGRID will provide DSOs with a tool to estimate the condition of
the gridg on its LV side, where the local flexibility market is to be established, and provide the
ability to pre-qualify flexibility asets and capacities so they can actively participate within a
given local energy market.

1 SENG; this STREAM tool will empower energy community operators by providing a central
energy community, which will provide information about energy community members, their
energy andflexibility assets, and provide aggregation of total flexibility capacity, its
management, and the offering of such flexibility in the local energy market. SENC will also
introduce a bespoke energy member / user mobile app, which will provide each energy
community member with ugo-date information regarding the operational aspects of a given
energy community that directly pertain to them (i.e., use of flexibility).

1 sPLAN; based on the developments of the past projects, previously named Value Analysis
Tool (H2020 COMPILEE-LEXand turn it into a robust decision support tool for the DSOs,
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policy makers and the NRAs. Similar to sGRID, sPLAN will focus on enhancing the decision
making processes of DSOs through improved LV grid operation planning activities, analytics
and the ability to¢ in connection with sGRIQ provide a range of servicabrough the
utilization of flexibility. It will support evidenegased, technologyeutral decisiormaking in

grid planning, comparing the value of the conventional solutions like grid upgrade with the
value of their alternatives like flexibildyased enegy services.

1 sFLEX this STREAM tool will be a central flexibility management system, aimed towards
medium to largeLINR &8 dzYSNBE 6AGK NBlI azyloté fFNBS FfSE
provide them with sufficient levels of information that will empower their decigioaking
processes to improve the overall energy efficiency of their operations and provide them with
the analysis of available flexibility capacity that they will be able to offer upstream to DSOs
and flexibility capacity aggregators. Furthermorewill be used by aggregators to connect
various devices of flexibility assets into a large flexibility pool that can be utilized and
monetized in multiservice fashion (energy community balancing, DSO and TSO ancillary
services, wholesale markets, etc.).eTtool will comprise modules like APIs for STREAM
Ecosystem integrations, aggregation, analytics (flexibility forecasting and baselines),
optimizations (various flexibility products), disaggregating, monitoring, reporting, etc.
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A The SYNERGY platform relies on the CIM to ensure semantic consistency and interoperability
across various components and services. The CIM provides a standardized way of representing
data, which is crucial for ensuring that data from different sourcesbmmimtegrated and used
effectively.

A The platform incorporates robust data governance standards, including data anonymization,
encryption, and access control mechanisms, ensuring data security and privacy, essential for
building trust among stakeholders and enabling secure data sharing.

A SYNERGY architecture aligns with the SGAM and the BDVA reference architectures, ensuring the
LI I 0F2NY F2ff26a AYyRddzZONRQAa 06Sad LINI OGAO0Sa
integration with other systems.
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A The platform's architecture includes several data services bundlesDiata, CollectionData
Security Data SharingData MatchmakingData AnalyticsData StorageandData Governance
They provide weltlefined interfaces that ensure seamless integration and operation within the
platform.

A The API Gateway provides standardized interfaces for external applications to interact with the
SYNERGY platform, enabling other systems and applications to retrieve data, execute analytics,
and access platform functionalities, enhancing flexibility anegration capabilities.
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A 1t includes applications i.e., Infrastructure Sizing and Grid Planning App, Network Asset
Management Optimization App, etc., leveraging integrated data and advanced analytics to
optimize asset management and system planning processes.

A Apps like Flexibilipased Network Management App and DB80O Common Operational
Scheduler provide tools for optimizing network performance and operational scheduling. These
tools use reatime data and advanced algorithms to enhance system operatiotiedifiy.

A The platform supports energy market activities through apps like the Retailer Portfolio Analytics
and Management App and Flexibility Analytics and Consu@eetric DR Optimization App.
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(Q11) Howdata exchange gapare affecting the support for flexibility requirements identified and
analysed
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Figurel2: The SGAM and its first layer of XFLEX
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1 Communication standards for interaction with distribution network energy resources such as
Distributed Energy Generation (DEG), battery storage/ P2H/ P2G systems, Electric Vehicles
(EVs) and Building Management Systems (BMSSs).

1 Communication standards for interaction with distribution network monitoring devices such
as SLAMs, SMXs, SCADAs, AMIs etc.

9 Standardized data exchange format for communication of relevant market information
including tariffs, electricity prices, energy/capacity bids and other data that is shared by
retailers, aggregators,

91 and other energy market actors.

1 Standardized data exchange format for communication of flexibility information such as
forecasted flexibility profiles, schedule of operation of flexibility units, etc.

i Standardized data exchange format for communication of grid information such as grid
measurements and grid calculations (e.g., power flow, state estimation, congestion forecast,
etc.).

i Standardized data exchange format for transmission of activation signals to flexibility sources
from grid operators to individual DEG units, storage systems, BMSs and Electric Vehicle Supply
Equipment (EVSE).

Ovebil YH2aRASY & C[ 9 o
¢tKS NBfS@lIyd -C[9- LINR2SOG RIGF Y2RSta FyR adl

114



n
D2.1 Digitalization challenges and opportunities in the future energy system IwinEU

Common Information Model (CIM)

IEC 61850

Universal Smart Energy Framework /USEF Flex Trading Protocol (USEF/UFTP)

Open Change Point (OCPP)

Smart Application Reference (SAREF) and other Smart Home/Buildings Standards

Device Language Message Specification / Companion Specification for Energy Modelling
(DLMS/COSEM)

Blockchain standards

1 FIWARE
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1 Communication standards for interaction with distribution network energy resources such as
Distributed Energy Generation (DEG), battery storage/ P2H/ P2G systems, Electric Vehicles
(EVs) and Building Management Systems (BMSSs).

1 Communication standards for interaction with distribution network monitoring devices such
as SLAMs, SMXs, SCADAs, AMIs etc.

9 Standardized data exchange format for communication of relevant market information
including tariffs, electricity prices, energy/capacity bids and other data that is shared by
retailers, aggregators, and other energy market actors.

9 Standardized data exchange format for communication of flexibility information such as
forecasted flexibility profiles, schedule of operation of flexibility units, etc.

i Standardized data exchange format for communication of grid information such as grid
measurements and grid calculations (e.g., power flow, state estimation, congestion forecast,
etc.).
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o0 CIM extension to coveXFLEXattery systems
0 CIM extension to coveXFLERV systems
o CIM extension to coveXFLEXHP system
0 CIM extension to coveXFLER2G system
0 CIM extension to coveXFLER2H system
1 USEF/UFTP extension

1 SAREF extension to cover P2H/VES system
1 CustomXFLEXata models
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91 CIM Data Model Extensions:
0 Battery Systems: Attributes like battery model, ratedE, and location addBdttery
Storage Unit
PV Systems: Based on data model from the Horizon 2020 project PLANET.
CHP SystemModelledafter PLANET project.
P2G System#dodelledafter PLANET project.
P2H Systems: Includes Power to Heat Unit and Thermal Storageriddi)ledfor
demo site installations.
1 USEF/UFTP Extensions:
Covering areas such as TLS signal data, market bids, LV capacities, voltage, and current
profiles.
1 SAREF Extension for P2H/VES Systems:
Integrating buildingevel devices like HVAC and Domestic Hot Water as thermal storage
entities. Requires extensions to cover specific parameters not included in SAREF.
1 CustomXFLEXata Models:
Developed for maintenance, grid information messages, and extreme weather event procedures.

o O o o

ovmnoO [/ KFfEtSy3aSa ysaOALI GSR Ay AYRWSNBYYEI - C[ 9-
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1 Interoperability Issues Ensuring seamless integration of various smart systems and
equipment into theXFLEXramework requires addressing interoperability issues. Different
standards and data models need to work together, and extensions to existing standards like

117



n
D2.1 Digitalization challenges and opportunities in the future energy system IwinEU

CIM and SAREF may be necessary to cover specific attributes and concepts not currently
included.

1 Standardization Gapddentified gaps in existing standards may prevent the realization of
XFLEXise cases. For instance, certain data related to PV systems, CHP systems, battery
systems, and P2H systems are not covered by current standards and require extensions to
CIM and SAREF models.

1 Complex Communication Needbhe communication standards needed for interaction with
various distribution network energy resources and monitoring devices, as well as for
exchanging market and flexibility information, add layers of complexity to the
implementation.

9 Validation and Harmonizationmo achieve higlevel interoperability using CIM, continuous
validation methods must be developed, and harmonization between CIM and IEC 61850
standards is required. This involves creating compatible data interfaces between systems
based on these two stalards.

h@SNDO2YAyYy3a ¢KSasS / KFHffSy3asSay

91 Developing Standard Extensiomsddress the gaps by developing necessary extensions for
existing standards like CIM and SAREF. This involves incorporating new attributes and data
models that can handle the specific needX&LEXomponents such as battery, P2G, and PV
systems.

1 Ensuring HarmonizatioWork towards harmonizing CIM with other relevant standards like
IEC 61850 to ensure compatibility and smooth data exchange between different systems. This
can be facilitated by establishing data interfaces that bridge the gaps between these
standards.

1 Implementing Advanced Communication Protocoldtilize advanced communication
protocols and standardized data exchange formats to facilitate efficient and accurate data
transmission among different components of tKELEXlatform.

1 Continuous ValidatianDevelop and implement validation methods to ensure that the

exchanged information conforms to the required standards, thereby maintaining the integrity
and reliability of the system.
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Figure21: the BDANRG layer of data flow
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1 Alignment with the three popular initiatives mentioned ensures that implementations or parts
thereof also make sense outside of BD4ANRG context. This should be an attractive prospect for
technical partners.

1 Agile standardization and the focus on fit for purpose vocabularies and models ensure that
the BD4NRG interoperability specifications serves the needs of the users, not the other way
around.

I Setting up a synergy with Semantic Interoperability Toolbox that enables the semantic
alignment of data from various users.
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1 An NGSLD Entity is the informational representative of something (a referent) that is
assumed to exist in the real world, outside the NG3Iplatform. Each instance of such an
entity should be uniquely identified by a URI and characterized by refetenmee or more
NGSILD entity types.

1 An NGSLD property is an instance that maps a characteristic, an-NG 8alue, to an NGSI
LD entity, an NG&ID relationship, or another NGI9D property.

1 An NGSLD relationship is a direct link among a subject (starting point), which can be an NGSI
LD entity, an NG&ID property or another NGED relationship, and an object (end point),
which is an NG&ID entity.
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(Q11) Howdata exchange gapare affecting the support for flexibility requirements identified and
analysed
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1 Guidelines and principles from the Legal and Security conceptual framework addressing and
mitigating potential privacy and security concerns.

91 Definition and management of the data access policies

1 Mechanisms to ensure continuous monitoring to guarantee that conditions are not changing
andinfringingany of the security guidelines and principles.

1 Adoption of the assessment checklist during the development process

1 A list of appropriate NISTIR 7628 cybersecurity guidelines for the overall BDANRG
development process.
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9 allows crossountries participation of stakeholders at all levels, from TSOs to DSOs, from
small consumers to large producers
9 facilitates the platforms integration and cooperation for crgdatform market and network
operation services
1 makes available and accessible data from different sources (actors) in a secure and trusted
way ensuring data ownership and privacy
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(Q11) Howdata exchange gapare affecting the support for flexibility requirements identified and
analysed

1 Lack of communication and data exchange among energy stakeholders can impact on
flexibility implementation.

1 Lack of standardization is the main gap.

1 Small stakeholders (like FSPs) are not ready for cooperate in a standardized way. Lak of
technology
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1 Regular risk assessment of the system as part of the Information System Security Risk Analysis
to identify any security related risks, assess them and define appropriate risk treatment
actions (mitigation, acceptance, avoidance, transfer).

1 Systems Configuration: Configuring systems following industry hardening standards Installing
only services and functionalities or connecting equipment which is essential for the
functioning and security of the information system.

1 System Segregation: Segregating logically or physically the systems to limit the propagation of
IT security incident within the system or subsystem.

9 Traffic Filtering: Filtering traffic flows circulating in the system and forbidding traffic that is not
needed for the system and that is likely to facilitate attacks.
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1 Cryptography: Establishing and implementing a cryptography policy and related procedures

to protect data confidentiality, authenticity and/or integrity.

1 IT Security Administration: Restricting administrative accounts to authorized employees for

2yt e twyPgsSRE Gl alao

9 Identity and Access Management: Authentication and Identification and Access Rights.

1 ITSecurity Maintenance: Developing and implementing a security maintenance procedure to

ensure that the latest versions of hardware and software are installed. Security requirements
should also be enforced in Industrial Control Systems.

1 Physical and Environmental Security

1 Security Incident Management process: Such a process should include details on the below

points:

o Detection: Detection, Logging & Monitoring, Logs Correlation and Analysis.

o Computer Security Incident Management: Information System Security Incident
Response, Incident Report and Communication with Competent Authorities and
Computer Incident Response Teams (CSIRTS).

9 Continuity of Operations: Ensuring Business Continuity including Disaster Recovery

Management.

1 Crisis Management: Crisis Management Organization and Crisis Management Process.
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9 Customers are not actually integrated and involved in the flexibility markets.
1 Interfaces among operators (DSOs and TSOs) and aggregators (FSPs) are missing in some
countries TSO/DSO data sharing is partially missing.
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1 Sharing information among energy stakeholders can facilitate the identification of the
flexibility requirements. In particular TSO/DSO coordination and data exchange is the main

gap.
1 Data privacy and data governance need to be managed.
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1 Establish technology agnostic flexibility procurement processes and enable data exchange
with aggregators and flexibility market platforms (external to the DSO domain).
1 Use smart metering data to foster local energy communities-ieSEd services and cress
sector integration (e.g., financing of DER projects, green supermarkets, water).

1 Leverage from thir¢party data (e.g., behirthe-meter measurements) to improve network
observability and planning, enabling new business models such as data brokers.
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infrastructure.

1 an assessment of system vulnerabilities and determine the best operating conditions for the
grid, considering the status of each member state and its neighbours/interconnections.
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1 the definition countrylevel actions (increase/decrease energy consumption) during specific
hours to enhance resilience.

1 a sharing of information with other interested parties with direct integration in separate
backends.
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1 Candidate graph patterns for services as ways to disseminate service messages and
instructions through the semantically interoperable layer

1 Technical integration with the Generic Adapter provided by the Interoperability Framework
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I The analysis of the SotA: after analysis and consideration of each relevant reference
architectures (RAs), it became clear no single RAs scores high enough in all dimensions when
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ranked by project stakeholders. The focus was then put on reusing and extending useful
concepts while attempting to provide a bridge between different domains so that project
stakeholders can understand each other in terms of the three dimensions inteabitigy,

ontology, and ICT processing.
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1 ETSI: SAREF/SAREF4ENER extension
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1 EN 50564 (mapping of SAREF)
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Benefits of ontologies and semantic web technologies
Inclusion of energy and neenergy business models

Use of industry standards for security and privacy
Enablement of data exchange among components
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1 Smart metering representations (muttietering)
1 Mapping of other relevant automation assets in buildings
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1 Energy Efficiency Prediction Semantic Assistant (EEPSA) ontology
1 KNX information model (KIM) ontology
I NbOdzf 92y SAGK 20KSNJ ASYySNIf 2yia2t23AaSay

1 Time ontology
1 GeoSPARQL ontology
1 Unit of measure ontology (OM)
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Figure36: Overview of InterConnect ontologies in relation to SAREF and other existing ontologies

(Q11) Howdata exchange gapare affecting the support for flexibility requirements identified and
analysed
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1 Engaging stakeholders in open data initiatives and data sharing agree
is essential to increase the availability of public and common data sou
Implementing EU legislation and initiatives on data access (e.g. con
European energy data space) will be the backbone for the developme
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¢SOKY A O 1 Enabling a participative approach is essential to motivate end use
participating to the activity.

1 A simple anddirect language using pictograms andolours¢ should be
adopted to transfer information effectively to end users.

902y2YA 1 Engaging end users to use energy saving applications, it is essen
implement and harmonize regulations that allow access to process si
across the EU.

9 Individual metering and billing must be enabled to allow for the mult
households within an apartment building to participate in the provisior
flexibility services.

{20AF ¢ 1 Social responsibility plays an important role for user engagement. As
it is important to showcase how their involvement yields tangible beng
for the environment

1 Simplifying the user experience by implementing automated respo
based on the app recommendations is crucial to maintain user engage
over time.
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1 a security and privacgy-design practice (based on AIOTI reference architecture, ISO loT
reference architecture covering the cybersecurity lifecycle such as ISO/IEC 271014, NIST
guidelines for smart grid cybeecurityNISTIR 7628and current privacyy-design
standards); and

1 redefinition of governance role and the compliance auditing role.
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Governance management
Data Management

Risk Management:
Engineering Management
Citizen Engagement
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9 Security threat analysis: spoofing, tampering, repudiation, information disclosure, denial of
service, elevation of privilege.
9 Privacy threat analysis: linkability, identifiability, ampudiation, detectability, disclosure of
information, unawareness, necompliance
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Figure38 Process steps for registration and pyealifications for flexibility activation
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1 Implementation of UMEI, as a single channel for different stakeholders interact was well
accepted by all actors (DSO, Local Flexibility Market Platforms and Flexibility Aggregation
Platform). An appropriate communication model between DSOs, TSOs andoénket
parties needs to be established that takes into account the flexibility requirements and
responsibilities of the parties. Uncoordinated or even conflicting use of flexibility services
must be prevented.
1 Clear rules and routines need to be set up for stakeholders to exchange data and flexibility

services with the DSOs. This can be facilitated through standardization of APIs. Yet, as long as
this is not yet in place, it is important to remain adaptable.
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T ¢2 RS@St2L) I Fdzte aildl yRINRKAYGSNRLISNIoOtS Ay
standards need to be defined, concerning for example explicit flexibility needs, service and
product standardization, etc.)

1 Within DSO systems promoting horizontal data exchange channels, coming from different
systems such as customer relationship management (smart meter data management), SCADA
database, and grid models is key to enable testing of new interfaces and appkcatios will
facilitate establishing new data collection and processing applications.

1 For UMEI implementation, a clear mapping of market and DSO processes was key to ensure
effective development.
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Group Name Usage

Baseline Managing portfolio | Used by the FSPs to manage haselines into the
baselines market platform.

Order Manage Market Used by the DSOs and FSPs to view and execute
Orders orders’ related operations in the market platform.

The FMO will perform clearing/matching, either
continuously or on a specific schedule, between
orders. The result of this process will be the trades.

Meter Reading Manage Meter Used by the DSOs, and possibly other market
Readings participants, to submit and manage metering data
Market List All Markets Used by market participants to get the available
markets
Portfolio Manage Portfolios | Used by FSPs to submit and manage portfolios on
the market
Trade List Market Trades | Used by market participants to retrieve the market

trades (the result of the matching process between
buy/sell orders)

Flexibility Zones Manage Flexibility | Used by DSOs to define specific flexibility areas,
Zones composed of a set of portfolios

Table6: UMEI overall 8ticture
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(Q11) Howdata exchange gapare affecting the support for flexibility requirements identified and
analysed
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1 By reducing the likelihood of an outage.

1 By minimizingthe impact of outages through R&R centred design principles and control
methods.

1 Through enhanced response to an event or disturbance.

1 Through control of system conditions during a restoration process.
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1 OptTEA Soft Grid designed to conduct techrneconomic analysis and optimization studies

on DC networks.

1 FlexPlan Toa] to conduct static analysis of AC and DC power grids and its expansion planning
along an extended horizon. This tool uses a DC based power flow formulation and it was
originally developed in the FlexPlan project. It is based on a Sequdotié Carlo simulation
to select a set of expansion candidates to optimize the social welfare (considering operational
and investment costs, the environmental impact and system security issues). TheVHs#®C
consortium now aims at enhancing to enableiiteegration in the platform to be developed
within the project.

1 ACGCFM¢ aiming at simulating cascading failures in static operation mode to conduct

resilience analysis. The list of functionalities in Section 4.4.2 of D5.1 indicates HGEMC
LIS NJF 2 MXedurityt danalysis, where k can be in the order of tens odteds of assets, still
obtaining a feasible power flow solutién®

1 D¢ CFMc it is a dynamic cascading failure model that was implemented in DIgGSILENT
t 26 SN OG2NE QAL 0KS tedkK2y !tL®d {SOGA2Y no
develops cascading mechanisms, simulates sets of failure scenarios and procedtseaires
has good scalability, such that it can be easily applied to any power systemém@del

1 HY_ACDC_SIM2t is a PSStariented tool that models Multi Terminal V$/DCsystems
for power flow and dynamic simulations.
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1 DPsim toolk; aiming at simulating large scale system dynamics based on a dynamic phasor
modelling.

1 Market Grid Tool Chaiqit is a scenario generation and market simulation toolchain that can
derive power plant dispatches, by considering exchange capacities, load and RESifeed
series. It includes hybrid AC/DC power flow calculations and coongestanagement to
identify the redispatch and RES felednanagement to guarantee {N secure grid operation.

1 RESILIENG it stands for Realistic Event Simulator for International Locdtiwiependent
Energy Network Testing. RESILIENT is being developed in the H2020 EUniversal project and it
A4 RSAONAROSR & al FtSEAOGE S | yiénporak odellihgNI & A Y dz
of extreme weather across transmission and distribution networks. This is coupled with
fragility-based models and multi temporal/mulspatial OPF models for capturing and
guantifying the impact of the event on the network using differdsk and resilience metri€és®

1 RELIEEitis a tool developed iMATLARnvironment for resilience assessment that supports
both longterm planning and operational planning analyses. As detailed in Section 4.10.1 of
Spdm aAl Ffft26a FT2NJ LINPOLFOoATfA&AGAO Y2RStftAy3d
components tothe same threats, as well as various countermeasures used for mitigation
purposes. Combining threat and vulnerability models allows for the identification of the
components with the highest failure probabilities, a®ll as the multiple, dependent,
contingencies affecting these components. The tool calculates risk and resilience indicators
and provides useful information, such as indications of the grid portions where interventions
are needed in longerm planning catexts, or anticipation of critical situations in operational
planning contexts @

1 EUROSTAG/SmartFlqit is a dynamic power system simulator (RMS/phasor) developed by
Tractebel Engineering, capable of considering nteithinal and meshed HVDC systems. It is
coupled with the SmartFlow toolbox, comprising AC/DC power flow and Secomisyr&ned
OPF modules. Eurostag is already used for probabilistic security and resilience assessment,
with the consideration of dynamic cascading outage phenomena (including the action of
protection systems).

C2NJ SIOK 2F (ikKSasS (22t4> 5podm ARSyaUSa GKS | a4z
iKS tAYAGlo2yad NBIFNRAYI GKS lyrteaia 2F !/ k5/ 3
FNBE O2ya4ARSNBR ySOSa#ad{rneBIMPpciBSNNYETI28F LRBNB&a&sSa 2

G22f AYyGSaANrea2y 3IAPSY GKIG az2YS G22fa YSyasaz2ySR
SPSyiGdzZ tte& &adzo2SOG G2 a2YS AyiGSaNIrez2y Siu2NI G2 2
2F (KRS hIYWED DNAR YR (KS CtSBtEd yvI R Diak £3F (KBS
20KSND @
¢CKS | £5/ 2L{9 O0O2yaz2Nbdzyz AyOfdzRAY3I UGBS 9dzNRB LIS
OYSNHAYSIz{{aNlIyadyIahy¥RYyOS KIFIa ARSYyaUSR aS@OSNIf
Ll2asS LRGSyslf Naaljad ! OO2NRAY3I (2 5StABSNIoftS 5H
1 Dominance of Power Electronics: Increased use of power electronics in renewable energy
sources and HVDC systems, combined with the pbasef conventional generators, reduces
system inertia and stability.
9 Technology Limitations: HVDC converters lack the benefigbhvioursof synchronous
generators, and their performance relies heavily on programmable control software. HVDC
technology also faces challenges in control and fault management.
9 Protection and Control: HVDC systems' control and protection systems act quickly, unlike the
slower synchronous generator systems, raising concerns about testing and approval
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processes. HVDC converters also have higher fault rates and longer repair times, especially for
subsea cables.

1 System Stability: Synchronous generators inherently stabilize AC systems, while converters
rely on control systems that have limitations, such as needing additional stored energy and
current limitation.

1 Power Quality: Interactions between HVDC links and other equipment can cause harmonic
resonances, impacting system capability. Models for assessing these risks are needed.

1 Cyber Security: Digitalization increases dependence on software for grid control, raising
concerns about cyber resilience, including protection against attacks and risks from software
updates.

1 Readiness of Tools and Methods: The project aims to develop new toolkits for assessing
reliability and resilience, supporting system planning decisions with advanced analysis tools
and reailtime environments.
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1 Various interoperability standards and models for smart grid connectivity have been
developed. These solutions need to be further improved. The usability and accessibility of
such solutions is important to meet future energy system requirements.

1 A comprehensive model for data exchange in advanced use cases between TSOs, DSOs, and
other grid usersnustbe adopted and enhanced to enable a flexible and smart energy system.
A good exploitation strategy can help to bring all stakeholders together toreate and
collaborate on the missing links for a smart and flexible system.

1 More emphasis needs to be given to the functional and business layer of e.g., SGAM while not
neglecting the interoperability needs on the data and protocol layers. This can ensure a better
understanding of the complexity of the current and future energstem.

1 Networks of testing facilities have been developed in the framework of publicly funded
projects, but there is a need to harmonize testing procedures, increase the variety of test
facilities (and establish a work structure so to continue operatj@ooperding on EU and
national levels). int:net should create a platform that acts as a focal point for testing
interoperability.
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1 Smart grids standards have been independently developed in EU, America, and Asia and need
to be aligned so they do not hinder development and deployment of widely useable,
interoperable solutions. A collaboration platform must be established to meet theeds.

1 The energy sector should learn from more advanced processes in other sectors (e.g., health)
and learn from their success story and possibly adopt their strategies.

1 Policymakers and regulatory bodies need innovative models to trigger interoperability
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community to conduct robust testing.
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1 the Substation local networks (UC1): Investigating attacks occurring at the station bus network

where traditionally little or no network monitoring takes place
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1 Process control attack vectors (UC1): Investigating attacks occurring at the process bus.
Process bus networks should only ever be reachable from station bus networks by way of
interaction among RTUs, PLCs and ultimately IEDs.

i State estimation and Automatic generation control (UC2)

1 Power plant and substation (UC3)
1 PV systems and prosumers premises (W{{H)
‘ Requirements >
Confidentiality Integrity Availability Non-Repudiation
8 Unauthorized Unauthorized Denial of Service or Accountability; Denial of Action
3 Access to Modification or Theft Prevention of that took place, or Claim of
E Information of Information Authorized Access Action that did not take place
Listening Interactions Planted in System After-the-Fact
Eavesdropping Masquerade Virus/Worms Denial of Action
Traffic Analysis Bypassinjg Trojan Horse Claim of Action
Controls
e _ Trapdoor Stolen/Altered
o Interception Authorization
% Indiscretions Violation Service Spoofing LI
© by Personnel Physical
E e Intrusion
< Scavenging Man-in-the-Middle Denial of Service
Modification Integrity Violation Resource Exhaustion
InterceptiAlter Theft Equipment Failure
Repudiation Replay Software Failure
IEC 608/07

Figure43 Map of requirementgpotential threats for electronic devices
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1 Deny Service (DOS). The most common is to saturate the communication channels. However,
it can also be accomplished by injecting invalid firmware or configuration or by inserting a
malicious program to stop internal daemons.

9 Access to the IED for theft of information.

9 Identity Fraud. Take the control of an IED to generate unauthorized actions in the electrical
components of a substation (for example to generate a blackout), provide wrong information
to the SCADA of the control room, or to get access to other EIDs.

1 Message injection. A MiTM attack that intercept authorized messages from the control room
and replay them to make the IED
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Abuse Existing Functionality
Engage in Deceptive Interactions
Manipulate Data Structures
Inject Unexpected Items»
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Figure44 The SDMnicroSENSE Architecture
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1 AUVP: Ensures the integrity of OT device configuration through firmware control and signing.
It uses reatime substation automation data and system logs.

1 SUMO: Integrates Dynamic Line Rating (DLR), Dynamic Power Transformer Rating (DPTR), and
Dynamic Line Andting (DLAI) for redime and forecast operations. It uses weather data and
power line currents for calculations.

9 Balancing Services Platform: Allows Balancing Service Providers (BSPs) to provide ancillary
services like FCR, aFRR, and mFFR using AMQP and ICCP protocols.

9 Virtual Crossorder ControlCentre Uses the Common Grid Model Exchange Specification for
voltage control and loss optimization.

1 MISP: Uses JSON format for threat intelligence sharing, supportingjmeakxchange of
threat data
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1 PES Components: Generators, transmission lines, transformers.

1 IM Components: Relays, PLCs, IEDs, communication links.
9 Communication: WAN, NAN, FAN.
1 Information: Measurement data, grid data, market data.
1 Functional: SCADA functions, aggregation software.
1 Business: Policies, processes.
1 Human: Network operators, maintenance personnel.
SGAM
Adaptation # il
Imml;::mv (A“:‘:'l:“':’f'::
Figure45: Adaptation of SGAM to categorize asset classe€yberSEAS
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1 The necessity of standardized interfaces for data exchange.

The critical role of cybersecurity in maintaining the integrity of the energy supply chain.

1 The value of reaime data processing and sharing for improving system resilience and
operational efficiency.

1 Enhanced collaboration and daskaring mechanisms were found to be essential for effective
system operation and market activities
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Developing reatime cybersecurity monitoring measures.

Implementing continuous cyber risk assessment support.

Creatingconfidentiality-preserving federated machine learning mechanisms.

Enhancing the use of cyber threat intelligence.

Developing frameworks for metadata and datlaaring to ensure interoperability across
different systems and platforms
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1 The Common Grid Model Exchange Specification based on the IEC CIM (Common Information
Model) for network models.
9 \Various proprietary protocols for specific data sources, ensuring detailed and precise data
modellingfor system operations
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AMQP for messaging between systems.

ICCP (TASE.2) for rtiale data exchange between controgntres

SOAP Web Services for integration of weather data and operational data.

Common Grid Model Exchange Specification for network models.
JSON for threat intelligence data exchange via MISP
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1 The need for standardized data formats to ensure interoperability across different systems.

9 Inconsistencies in information models that hinder seamless data integration.

1 Limitations in existing communication protocols to handle dynamic andtireal data
exchanges efficiently

6vpu 9EI YLA $A&RERWREER RdzZNAY3I G(GKS lFylfearao
1 Challenges in integrating legacy systems with modern cybersecurity tools.
9 Limitations in reatime data processing capabilities due to the heterogeneity of data sources

and formats.
9 Difficulties in achieving seamless interoperability between different platforms and systems
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1 Seamless data exchange between TSOs, DSOs, and customers.

1 Reaidtime data sharing and cybersecurity monitoring.
1 Integration of various data formats and models to support system flexibility and resilience

(Q11) Howdata exchange gapare affecting the support for flexibility requirements identified and
analysed

1 Pilot implementations and reatorld testing scenarios.

1 Feedback from stakeholders and system operators.

1 Detailed analysis of current data flows and identifying bottlenecks or inefficiencies
Ov WHRO SNIBRANR {LJ2 & SR & 2RRikdS2ayaah yEaABK Lkaa dzaAy 3 YSNHSR ¢
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1 Developing merged standards for data exchange.

1 Creating new interfaces and adapters for seamless integration.

1 Integrating crossector and crosdorder components in reference architectures to support

flexibility and resilience.
1 Enhancing cybersecurity measures to protect data integrity and confidentiality
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Streamline data flows for improved efficiency.

Enhance realime decisioamaking capabilities.

Implement robust cybersecurity measures to protect against threats.

Facilitate better integration and interoperability, leading to more resilient and flexible energy

systems
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Technical integration issues with existing systems.

Ensuring data privacy and security.

Achieving stakeholder consensus on standards and protocols.

These challenges can be overcome through:

Pilot testing and iterative refinement of solutions.

Continuous stakeholder engagement and feedback.

Adopting a flexible and adaptive approach to integration and standardization
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9 OT devices in substations.
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1 Smart meters.

1 Communication devices.

1 Remote Terminal Units (RTUS).

9 Blockchain technology for ensuring data integrity and trust
1 Cyberattacks on critical infrastructure.

1 Data breaches and system integrity issues

|l 2¢ GKS@&@ | NB YAa3dl GSRY

1 Realtime monitoring and threat detection.
1 Implementation of advanced cybersecurity frameworks.
1 Regular risk assessments and updating security measures accordingly
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1 Developing dynamic rating systems for riale capacity assessment.
Integrating weather data for predictive analysis.
Implementing threat intelligence platforms for continuous monitoring and response
Using advanced cybersecurity tools and 1t/ monitoring systems.
Developing collaborative threat intelligence platforms.

Ensuring continuous updates and improvements to security measures to protect the cyber
layers of the parEuropean grid from potential threats
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1 Threat Intelligence Data Model: For capturing information about potential cyber threats and
vulnerabilities.

1 Network Configuration Data Model: For maintainingtopdate information about network
devices and configurations.

9 Security Policies Data Model: For defining and enforcing security policies across the network.
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IEC 61850: For substation automation and control.

DNP3: For communication between control systems and field devices.
Modbus/TCP: For industrial control systems.

OpenFlow: For SDN communication.
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9 Inconsistencies in data formats between different vendors and systems.

1 Lack of standardized information models for new types of cyber threats.

T Communication protocols that do not fully support re¢mhe data exchange and dynamic
security requirements.
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9 Scalability Issues: Some tools struggled to scale efficiently with the increasing amount of data.
9 False Positives in Threat Detection: Certain Al models produced a high rate of false positives,
requiring further tuning and validation.
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9 Standardized communication interfaces between Transmission System Operators (TSOs) and
Distribution Systen©perators (DSOs).

1 Adapters for integrating legacy systems with modern digital infrastructure.

1 Customer interfaces for redilme energy usage monitoring and management.

(Q11) Howdata exchange gapare affecting the support for flexibility requirements identified and
analysed
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Cyberattacks on communication protocols.
Physical tampering with grid devices.
Data integrity and confidentiality breaches.
Mitigation strategies involve:
Implementing robust encryption and authentication mechanisms.
Deploying intrusion detection and prevention systems.
Regular security audits and dynamic risk assessments
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Flexibility Trading Platform (FTP): Manages trading of flexibility.

Energy Management Systems (EMS): Monitors and controls DER assets.

Flexibility Management System (FMS): Aggregates/disaggregates flexibilities for trading.
Power Flow Simulator (PFS): Simulates power flows in the grid.
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1 Flexibility Trading Platform (FTP): Centralized control system for flexibility trading. It operates
at the market and enterprise layers of the SGAM model, ensuring integration with various grid
and market participants.

1 Flexibility Service Providing Agent (FSPA): Acts at the field and process layers of the SGAM
model, interfacing directly with energy management systems and converting flexibility
potentials into marketable offers

i DSO Toolbox (LRA, SHA): These applications integrate at the operation and field layers,
utilizing realtime grid data to perform dynamic loss reduction and fault management.
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1 Enhanced Grid Management: Implementation of interfaces like FTP and FSPA significantly
improved grid stability and operational efficiency through better demand response and
flexibility management.
1 Data Standardization: Adoption of standards such as CIM (Common Information Model) for
grid data ensured interoperability and streamlined data exchange between different systems.
9 Scalability and Security: The project highlighted the importance of scalable and secure
interfaces, particularly in the context of increasing penetratioDBRand the need for robust
cybersecurity measures
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1 Common Information Model (CIM): For standardized representation of grid data.
1 FlexOffer Model: For representing flexibility offers in a standardized format suitable for
trading
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9 Inconsistencies in data formats across differeygtems.
1 Need for more robust information models to handle diverse DER capabilities.
1 Communication protocol interoperability issues, particularly intemaé data exchanges.
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9 Limited scalability of certain EMS tools.

1 Challenges in integrating legacy systems with new flexibility platforms.

1 Difficulty in maintaining reaime performance with increasing DER numbers.
GvmMny CO+9WQAA AANAY AYAQISWIHRIRGY® UISYRR o0ISRIGISEYN® & aGSY
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1 Interfaces for reatime data sharing between TSOs and DSOs.

1 Adapters for seamless integration of custormvned DERs into DSO systems.

(Q11) Howdata exchange gapare affecting the support for flexibility requirements identified aanthlysed
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1 Development of Standardized Interfaces: Ensuring all systems comply with common standards
like CIM.
1 Enhanced Redime Data Processing: Implementing higlrformance data processing tools
for reattime operations.

1 Integration of Blockchain Technology: For secure and transparent flexibility trading and data
exchange
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1 Enhance Grid Stability: Through better demand response and-tineal flexibility
management.

1 Improve Data Accuracy and Timeliness: Ensuring accurate and timely data for grid operations.

1 Increase Market Participation: By enabling more actors to participate in flexibility markets,
thus improving overall market efficiency and resilience
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1 Resistance to adopting new standards and protocols.
1 Technical difficulties in integrating diverse systems and platforms.
1 Ensuring data security and privacy across interconnected systems.
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1 Conducting extensive stakeholder engagement and training.

91 Developing robust integration frameworks and tools.
1 Implementing advanced cybersecurity measures.
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1 Cyber Assets: Blockchain platforms for secure trading, cybersecurity protocols, and data

management systems.
1 Physical Assets: DERs, PEDs, smart meters, and SCADA systems.

t20Syesalf wAialay
9 Data Breaches: Mitigated through robust encryption and secure data protocols.

1 System Interoperability Issues: Addressed by adhering to universal standards and protocols.
1 Realtime Data Latency: Overcome by optimizing data processing and communication

frameworks
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1 Realtime Monitoring Systems: Enhancing SCADA and AMI for better grid observability.

1 Predictive Maintenance and Analytics: Using predictive models for proactive grid
management.

1 Integration of DERs: Ensuring seamless integration and management of distributed energy
resources.
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1 Comprehensive Cybersecurity Framework: Development and implementation of a
comprehensive cybersecurity framework that includes intrusion detection systems, firewalls,
and continuous monitoring.
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1 CrossBorder Collaboration: Establishing collaboration among European countries to share
threat intelligence and best practices.

1 Regular Security Audits and Assessments: Conducting regular security audits and assessments
to identify vulnerabilities and ensure compliance with security standards.

t NP2 8D ¥Ao2ya

1 Advanced Cybersecurity Tools: Integrating advanced tools and technologies for enhanced
security monitoring and threat mitigation.

9 Standardized Protocols: Developing and adopting standardized communication and security
protocols across the paBuropean grid.

1 Training and Awareness Programs: Implementing training and awareness programs for all
stakeholders to ensure a high level of cybersecurity readiness.

B.29 FlexCHESS
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T Common Information Model (CIM): This model is used for energy management to ensure
interoperability between different systems. It provides a standardized way to represent
power system resources and their relationships.

1 SGAM (Smart Grid Architecture Model) Framework: This framework is utilized for ensuring
interoperability and standardization across different layers and domains of the smart grid. It
helps in mapping and aligning different grid components and their intienas.
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(Q11) Howdata exchange gapare affecting the support for flexibility requirements identified and

analysed

185



u
D2.1 Digitalization challenges and opportunities in the future energy system ImeU

51 GF SEOKIy3S 31 LA 6SNBE ARSyaUSR GKNRAAK LAt 20
aA3AYAUOrYyG AYLIOGa 2y GKS loAfAde G2 adzZli2 NI
AYGSNRBLISNI oAt AGE YR AyO2yaraiaSyid O02YYdzy AOlazy L

O v MHbOC 9 ww QIR/LBRAS RLI AR R ENB § A WdhIK Lbda dzaAy3d YSNHSR

SEOKIYy3aSy RSOSt2LIAY3I AYISNFI OSak!l RILIGESSNG(G 2NF NJ yeR[ |

ONBRNRSNI O2YLRyYySyiGa Ay GKS NBFSNBYyOS I NOKAGSOG dz
t NPLI2aSR az2fdeoe2ya AyOf dRRSY

9 Adoption of merged standards for data exchange.
1 Development of new interfaces and adapters for better TSO/DSO/customer integration.
1 Incorporation of crossector and crosborder components in reference architectures.
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1 Grid Integration: Interfaces for integrating renewable energy sources and energy storage
systems (ESS) into the grid, utilizing standards like IEC 61850 for substation automation and
IEEE 2030.5 for energy management systems.

1 Energy Management: Interfaces facilitating the communication between DER and utility
management systems, ensuring efficient data exchange and coordination.

1 Information Models: The project utilizes the Common Information Model (CIM) and IEC 61850
standards for defining the data models and ensuring interoperability between different
systems.
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1 Grid Integration Interface: Facilitates the connection of ESS with grid control systems using
IEC 61850, supporting retine data exchange and automation.

1 Energy Management Interface: Uses IEEE 2030.5 for communication between ESS and energy
management systems, enabling effective monitoring, control, and management of energy
resources.
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1 Enhanced Interoperability: Implementation of standards like IEC 61850 and IEEE 2030.5
significantly improved interoperability between different energy systems and devices.

1 Improved Flexibility: The standardized interfaces facilitated better integration of ESS, leading
to enhanced flexibility in energy management and system operations.

1 Operational Efficiency: Standardized communication protocols enabledimeaimonitoring
and control, improving operational efficiency and responsiveness to market demands.
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1 IEC 61850: For substation automation and DER communication.
1 IEEE 2030.5: For energy management systems and DER integration.
1 CIM (IEC 61968): For utility enterprise systems integration.
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1 Data Format Inconsistencies: Variations in data formats across different systems leading to
integration challenges.

1 Information Model Alignment: Need for better alignment and standardization of information
models to ensure seamless interoperability.

1 Protocol Compatibility: Issues with compatibility between different communication protocols
used by varioustakeholders.
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1 Merged Standards: Developing and adopting merged standards for data exchange to ensure
consistency and interoperability.

1 Interface/Adapter Development: Creating standardized interfaces and adapters for TSO/DSO
and customer integration.

1 Crosssector Integration: Incorporating crosector and crosborder components in the
reference architectures to enhance support for flexibility.
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1 Enhance Efficiency: By ensuring seamless data exchange and interoperability, thus reducing
operational bottlenecks and improving decisioraking processes.

1 Increase Flexibility: By enabling réimhe integration and management of diverse energy
resources, enhancing the system's ability to respond to dynamic market conditions.
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1 Improve Resilience: By providing robust data exchange frameworks that support reliable and
secure energy system operations.
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9 Standardization Adoption: Ensuring widespread adoption of the proposed standards and

frameworks across different stakeholders.
1 Technical Integration: Addressing technical challenges related to integrating new interfaces

and adapters with existing systems.
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Annex C Stakeholder Questionnaire

C.1 Questionnairelntroduction

winkEU

Digital Twin Questionnaire

INTRODUCTION:
This questionnaire is designed to gather insights on the requirements, constraints, gaps and new technological
opportunities for the development of a federated digital twin.

The TwinEU project, within the Horizon Europe framework, aims to establish a digital twin of the entire European electricity
grid through a federation of local digital twins. This federated digital twin will form the core of the European data
exchange, complemented by interfaces to the developing Energy Data Space.

The TwinEU consortium brings together expertise from grid and market operators, technology providers, and research
centres. This collaborative effort is set to enhance the resilient, security, and efficiency of energy operations across Europe.

NOTE:
We encourage you to answer as many questions as possible to aid us in deriving detailed requirements, even if you are not
currently utilizing digital twins. All contributions are valuable and greatly appreciated.

GLOSSARY:
Digital twin is a continuously updated digital representation of physical systems, processes, or components.
Federated digital twins enhance the digital twin concept by linking multiple digital twins across various organizations or

systems. This connectivity fosters a collaborative approach to energy management and optimization, facilitating more
comprehensive analytics and decision-making.

Estimated time to complete this questionnaire: 30 minutes.

Figure48 Digital Twin Questionnaire
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