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ǎȅǎǘŜƳ ŦǊŀƎƳŜƴǘŀǝƻƴΣ ŀƴŘ ǎǳǇǇƻǊǘ ƘŀǊƳƻƴƛȊŜŘ ƛƴǘŜǊŦŀŎŜǎΦ {ǘǊŜƴƎǘƘŜƴƛƴƎ ŎȅōŜǊǎŜŎǳǊƛǘȅ ǘƘǊƻǳƎƘ 

ŜƴŎǊȅǇǝƻƴΣ ǊŜŀƭπǝƳŜ ǘƘǊŜŀǘ ƳƻƴƛǘƻǊƛƴƎΣ ŀƴŘ Ǌƻōǳǎǘ Řŀǘŀ ǇǊƛǾŀŎȅ ƳŜŀǎǳǊŜǎ ƛǎ ŘŜŜƳŜŘ ŜǎǎŜƴǝŀƭ ŦƻǊ 

ǇǊƻǘŜŎǝƴƎ ŎǊƛǝŎŀƭ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ŀƴŘ ŦƻǎǘŜǊƛƴƎ ǎǘŀƪŜƘƻƭŘŜǊ ǘǊǳǎǘΦ 

¢ƘŜ ŘŜƭƛǾŜǊŀōƭŜ ŀƭǎƻ ŎƻƴǎƻƭƛŘŀǘŜǎ ŀ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ƭƛǎǘ ƻŦ ǎǘŀƪŜƘƻƭŘŜǊ ǊŜǉǳƛǊŜƳŜƴǘǎ ŦƻǊ ǘƘŜ ¢ǿƛƴ9¦ 

ǇǊƻƧŜŎǘΦ ! ǊŜŎǳǊǊƛƴƎ ǊŜŎƻƳƳŜƴŘŀǝƻƴ ƛǎ ǘƻ ŀƭƛƎƴ Řŀǘŀ ǎƘŀǊƛƴƎ ǇǊŀŎǝŎŜǎ ǿƛǘƘ 9¦ ǇƻƭƛŎƛŜǎ ǘƻ ŜƴǎǳǊŜ 

ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ǇǊƛǾŀŎȅ ŀƴŘ ǎƻǾŜǊŜƛƎƴǘȅ ƻōƭƛƎŀǝƻƴǎΣ ǿƘƛƭŜ ǇǊƻƳƻǝƴƎ ƛƴƴƻǾŀǝƻƴ ŀƴŘ ƛƴǾŜǎǘƳŜƴǘ ƛƴ 

ŘƛƎƛǘŀƭƛǎŀǝƻƴΦ {ŜǾŜǊŀƭ ǎǘŀƪŜƘƻƭŘŜǊǎ ŀŘǾƻŎŀǘŜ ŦƻǊ ŎƻƭƭŀōƻǊŀǝǾŜ ƻǊ ŦŜŘŜǊŀǘŜŘ ŘƛƎƛǘŀƭ ǘǿƛƴ ŦǊŀƳŜǿƻǊƪǎ 

ǘƘŀǘ Ŏŀƴ ƛƳǇǊƻǾŜ ǇƭŀƴƴƛƴƎΣ ƻǇŜǊŀǝƻƴŀƭ ŎƻƻǊŘƛƴŀǝƻƴ ŀƴŘ ŎǊƻǎǎπōƻǊŘŜǊ ŎƻƻǇŜǊŀǝƻƴΦ 

! ŦƻǳƴŘŀǝƻƴŀƭ ŦǊŀƳŜǿƻǊƪ ŦƻǊ ŀŘǾŀƴŎƛƴƎ ¢ǿƛƴ9¦Ωǎ ƻōƧŜŎǝǾŜǎ ƛǎ ǇǊƻǾƛŘŜŘΣ ōȅ ƛƴǘŜƎǊŀǝƴƎ ƭŜǎǎƻƴǎ 

ƭŜŀǊƴŜŘ ŦǊƻƳ ǇǊŜǾƛƻǳǎ ǇǊƻƧŜŎǘǎ ŀƴŘ ŀƴŀƭȅǎƛƴƎ ǎǘŀƪŜƘƻƭŘŜǊ ǇŜǊǎǇŜŎǝǾŜǎΦ .ȅ ŦƻǎǘŜǊƛƴƎ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΣ 

ŜƴƘŀƴŎƛƴƎ ŎȅōŜǊǎŜŎǳǊƛǘȅΣ ŀƴŘ ǎǳǇǇƻǊǝƴƎ ŀ ŎƻƴǎƛǎǘŜƴǘ ǊŜƎǳƭŀǘƻǊȅ ŜƴǾƛǊƻƴƳŜƴǘΣ ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊ Ŏŀƴ 

ŀŎŎŜƭŜǊŀǘŜ ǘƘŜ ŀŘƻǇǝƻƴ ƻŦ ŘƛƎƛǘŀƭ ǘƻƻƭǎΣ ŀŘǾŀƴŎƛƴƎ 9ǳǊƻǇŜΩǎ Ǝƻŀƭǎ ƻŦ ǊŜǎƛƭƛŜƴŎŜΣ ƅŜȄƛōƛƭƛǘȅΣ ŀƴŘ 

ŘŜŎŀǊōƻƴƛȊŀǝƻƴΦ 
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1 Introduction  
5ƛƎƛǘŀƭƛȊŀǝƻƴ ƛǎ ǊŜǎƘŀǇƛƴƎ ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴ ό9¦ύ ŜƴŜǊƎȅ ǎŜŎǘƻǊΣ ŀŘŘǊŜǎǎƛƴƎ ŎƻƳǇƭŜȄ ŎƘŀƭƭŜƴƎŜǎ 

ŀƴŘ ǳƴƭƻŎƪƛƴƎ ǘǊŀƴǎŦƻǊƳŀǝǾŜ ƻǇǇƻǊǘǳƴƛǝŜǎΦ !ǎ ǘƘŜ ŜƴŜǊƎȅ ǎȅǎǘŜƳ ǘǊŀƴǎƛǝƻƴǎ ǘƻǿŀǊŘ ŘŜŎŀǊōƻƴƛȊŀǝƻƴΣ 

ŘƛƎƛǘŀƭ ǎƻƭǳǝƻƴǎ ǎǳŎƘ ŀǎ 5ƛƎƛǘŀƭ ¢ǿƛƴǎ ό5¢ǎύΣ !ǊǝŬŎƛŀƭ LƴǘŜƭƭƛƎŜƴŎŜ ό!LύΣ ŀƴŘ ŀŘǾŀƴŎŜŘ Řŀǘŀ ŀƴŀƭȅǝŎǎ ŀǊŜ 

ōŜŎƻƳƛƴƎ ƛƴǘŜƎǊŀƭ ƛƴ ŜƴǎǳǊƛƴƎ ƎǊƛŘ ǊŜǎƛƭƛŜƴŎŜΣ ǊŜƴŜǿŀōƭŜ ŜƴŜǊƎȅ ƛƴǘŜƎǊŀǝƻƴΣ ŀƴŘ ƻǇŜǊŀǝƻƴŀƭ ŜŶŎƛŜƴŎȅΦ 

5ƛƎƛǘŀƭƛȊŀǝƻƴΣ ǇŀǊǝŎǳƭŀǊƭȅ ǘƘǊƻǳƎƘ 5¢ǎΣ ƻũŜǊǎ ǎŎŀƭŀōƭŜ ŀƴŘ ƛƴǘŜǊƻǇŜǊŀōƭŜ ǎƻƭǳǝƻƴǎ ǘƘŀǘ ƻǇǝƳƛȊŜ ƎǊƛŘ 

ƻǇŜǊŀǝƻƴǎΣ ŦƻǎǘŜǊ ŘŀǘŀπǎƘŀǊƛƴƎ ŦǊŀƳŜǿƻǊƪǎΣ ŀƴŘ ŜƴƘŀƴŎŜ ŜƴŜǊƎȅ ƳŀǊƪŜǘ ǇŀǊǝŎƛǇŀǝƻƴΦ 

¢Ƙƛǎ ŘŜƭƛǾŜǊŀōƭŜ ŜȄǇƭƻǊŜǎ ǘƘŜǎŜ ƻǇǇƻǊǘǳƴƛǝŜǎΣ ǿƛǘƘ ŀ ŦƻŎǳǎ ƻƴ ƳŀǇǇƛƴƎ ǎǘŀƪŜƘƻƭŘŜǊ ǊŜǉǳƛǊŜƳŜƴǘǎ 

ŦƻǊ 5¢ǎΣ ŀƴŀƭȅǎƛƴƎ ǘƘŜƛǊ ǊƻƭŜ ƛƴ ǘƘŜ ŜƴŜǊƎȅ ǎȅǎǘŜƳΣ ŀƴŘ ŘŜǾŜƭƻǇƛƴƎ ŀ YƴƻǿƭŜŘƎŜ .ŀǎŜ όY.ύ ǘƻ ǎǳǇǇƻǊǘ 

ŦǳǘǳǊŜ ŜƴŜǊƎȅ ǳǎŜ ŎŀǎŜǎΦ ¢ƘŜ ŬƴŘƛƴƎǎ ŀƛƳ ǘƻ ƎǳƛŘŜ ǘƘŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ 5¢ǎ ŀŎǊƻǎǎ ǘƘŜ 9¦ ŜƴŜǊƎȅ 

ƭŀƴŘǎŎŀǇŜ ƛƴ ŀ ŦŜŘŜǊŀǘŜŘ ǿŀȅΣ ŦƻǎǘŜǊƛƴƎ ƛƴƴƻǾŀǝƻƴ ŀƴŘ ŀŘŘǊŜǎǎƛƴƎ ƪŜȅ ŎƘŀƭƭŜƴƎŜǎΦ 

1.1 Task 2.1 and Task 2.2  

¢ŀǎƪ нΦмΣ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ŎƘŀƭƭŜƴƎŜǎ ŀƴŘ ƻǇǇƻǊǘǳƴƛǝŜǎ ƛƴ ǘƘŜ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎΣ ƻǇŜǊŀǝƻƴΣ ŀƴŘ 

ŜƴŜǊƎȅ ƳŀǊƪŜǘǎΣ ŀƛƳǎ ŀǘ ŜȄŀƳƛƴƛƴƎ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ŎƘŀƭƭŜƴƎŜǎ ŎƻƴǎƛŘŜǊƛƴƎ ǘƘŜ ŜȄǇŜǊƛŜƴŎŜǎ ƎŀƛƴŜŘ ŦǊƻƳ 

ǇǊŜǾƛƻǳǎ ǇǊƻƧŜŎǘǎ ǎǳŎƘ ŀǎ Lb¢9wwC!/9Σ hƴŜbŜǘΣ .5пbwD ŀǎ ǿŜƭƭ ŀǎ /Da ǇǊƻƎǊŀƳƳŜ ƭŜǎǎƻƴǎ 

ό/Laκ/Da9{ύΦ 

¢ƘŜ ǘŀǎƪ ŦƻŎǳǎŜŘ ƻƴ ŎƻƴǎƻƭƛŘŀǝƴƎ ǘƘŜ Ƴŀƛƴ ƻǳǘŎƻƳŜǎ ƻŦ ǘƘŜǎŜ ǇǊƻƧŜŎǘǎ ƛƴǘƻ ŀ ŎƻƳǇǊŜƘŜƴǎƛǾŜ 

ƪƴƻǿƭŜŘƎŜ ōŀǎŜ ŦƻǊ 59CΣ ǿƛǘƘ ǇŀǊǝŎǳƭŀǊ ŀǧŜƴǝƻƴ ǘƻ ǘƘŜ ƛƴŦƻǊƳŀǝƻƴ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ƭŀȅŜǊǎ ƻŦ ǘƘŜ 

{D!a ŀǊŎƘƛǘŜŎǘǳǊŜΦ ¢ƘŜ ǘŀǎƪ ǿƛƭƭ ƛŘŜƴǝŦȅ ŀƴŘ ŀƴŀƭȅǎŜ ǘƘŜ Ƴŀƛƴ ƎŀǇǎ ƛƴ Řŀǘŀ ŜȄŎƘŀƴƎŜǎ ƴŜŜŘŜŘ ǘƻ 

ǎǳǇǇƻǊǘ ǘƘŜ ƅŜȄƛōƛƭƛǘȅ ƴŜŜŘǎ όŜΦƎΦΣ Řŀǘŀ ƳƻŘŜƭǎΣ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎΣ ǘƻƻƭ ƭƛƳƛǘŀǝƻƴǎΣ ƳƛǎǎƛƴƎ 

ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ ŀŘŀǇǘŜǊǎ ǳǎŜŘ ōŜǘǿŜŜƴ ǎȅǎǘŜƳ ƻǇŜǊŀǘƻǊǎύΦ .ŀǎŜŘ ƻƴ ǘƘŜ ŀƴŀƭȅǎƛǎΣ ǇǊƻǇƻǎŀƭǎ ǿƛƭƭ ōŜ 

ŘŜǾŜƭƻǇŜŘ ǘƻ ŀŘŘǊŜǎǎ ǘƘŜǎŜ ƎŀǇǎΣ ŀƛƳƛƴƎ ǘƻ ŜƴƘŀƴŎŜ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎ ŀƴŘ ƎǊƛŘ ƻǇŜǊŀǝƻƴ ǿƘƛƭŜ 

ƛƳǇǊƻǾƛƴƎ ǘƘŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ 9¦ ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ 

!ŘŘƛǝƻƴŀƭƭȅΣ ǘƘŜ ǘŀǎƪ ǿƛƭƭ ŀƴŀƭȅǎŜ ǘƘŜ ŎȅōŜǊ ǇƘȅǎƛŎŀƭ ƴŀǘǳǊŜ ƻŦ ǘƘŜ ŘƛƎƛǘŀƭƛǎŜŘ Ǉŀƴπ9ǳǊƻǇŜŀƴ ƎǊƛŘΣ 

ŦƻŎǳǎƛƴƎ ƻƴ ǘƘŜ ŎƻƴǾŜǊƎŜƴŎŜ ƻŦ L¢ ŀƴŘ h¢ ǇǊŀŎǝŎŜǎ ƛƴ ǘƘŜ ǎƳŀǊǘ ƎǊƛŘǎΦ ¢ƘŜ ƛƳǇŀŎǘ ƻŦ ǘƘŜ ŎȅōŜǊ ǇƘȅǎƛŎŀƭ 

ƴŀǘǳǊŜ ƻƴ ǘƘŜ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ ƎǊƛŘ ǿƛƭƭ ŀƭǎƻ ōŜ ŘŜǎŎǊƛōŜŘΣ ƛŘŜƴǝŦȅƛƴƎ ƪŜȅ ŀǊŜŀǎ ŦƻǊ 

ŘȅƴŀƳƛŎ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ŎƻƴǘǊƻƭƭŀōƛƭƛǘȅ ƻŦ ǘƘŜ ǇƘȅǎƛŎŀƭ ŀǎǎŜǘǎΦ 

¢ŀǎƪ нΦнΣ ŜƴŜǊƎȅ ǎǘŀƪŜƘƻƭŘŜǊǎΩ ǊŜǉǳƛǊŜƳŜƴǘǎ ŦƻǊ ǘƘŜ ŘƛƎƛǘŀƭ ǘǿƛƴ ƻŦ ǘƘŜ Ǉŀƴπ9ǳǊƻǇŜŀƴ ƎǊƛŘΣ ŦƻŎǳǎŜǎ 

ƻƴ ƛŘŜƴǝŦȅƛƴƎ ŀƴŘ ŀƴŀƭȅǎƛƴƎ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ƻŦ ƪŜȅ ŜƴŜǊƎȅ ǎǘŀƪŜƘƻƭŘŜǊǎ ƛƴ ƻǊŘŜǊ ǘƻ ƛŘŜƴǝŦȅ ƴŜǿ 

ǘŜŎƘƴƻƭƻƎƛŎŀƭ ƻǇǇƻǊǘǳƴƛǝŜǎΦ ¢Ƙƛǎ ǘŀǎƪ Ǉƭŀȅǎ ŀ ǇƛǾƻǘŀƭ ǊƻƭŜ ƛƴ ǳƴŘŜǊǎǘŀƴŘƛƴƎ Ƙƻǿ ǾŀǊƛƻǳǎ ǎǘŀƪŜƘƻƭŘŜǊǎ 

ƛƴǘŜǊŀŎǘ ǿƛǘƘƛƴ ǘƘŜ 5¢ ƭŀƴŘǎŎŀǇŜΣ ǳƴŎƻǾŜǊƛƴƎ ǘƘŜƛǊ ǇǊƛƳŀǊȅ ŎƘŀƭƭŜƴƎŜǎΣ ŀƴŘ ƛŘŜƴǝŦȅƛƴƎ ǘŜŎƘƴƻƭƻƎƛŎŀƭ 

ƻǇǇƻǊǘǳƴƛǝŜǎ ǘƘŀǘ ŎƻǳƭŘ ŀŘŘǊŜǎǎ ǘƘŜǎŜ Ǉŀƛƴ ǇƻƛƴǘǎΦ .ȅ ŘƻƛƴƎ ǎƻΣ ǘƘŜ ǘŀǎƪ ŀƛƳǎ ǘƻ ŀƭƛƎƴ ǘƘŜ 5¢ 

ŦǊŀƳŜǿƻǊƪ ǿƛǘƘ ǘƘŜ ƻǇŜǊŀǝƻƴŀƭ ƴŜŜŘǎ ŀƴŘ ǎǘǊŀǘŜƎƛŎ Ǝƻŀƭǎ ƻŦ ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊΦ 

! ŎŜƴǘǊŀƭ ŎƻƳǇƻƴŜƴǘ ƻŦ ǘƘƛǎ ǘŀǎƪ ƛǎ ǎǘŀƪŜƘƻƭŘŜǊ ŜƴƎŀƎŜƳŜƴǘΣ ǿƘƛŎƘ ƛƴǾƻƭǾŜǎ ŜȄǘŜƴǎƛǾŜ ǎǳǊǾŜȅǎ ŀƴŘ 

ƛƴǘŜǊǾƛŜǿǎ ǿƛǘƘ ус ŜƴǝǝŜǎ ǊŜǇǊŜǎŜƴǝƴƎ ŀ ŘƛǾŜǊǎŜ ǊŀƴƎŜ ƻŦ ǊƻƭŜǎΣ ƛƴŎƭǳŘƛƴƎ ¢ǊŀƴǎƳƛǎǎƛƻƴ {ȅǎǘŜƳ 

hǇŜǊŀǘƻǊǎ ό¢{hǎύΣ 5ƛǎǘǊƛōǳǝƻƴ {ȅǎǘŜƳ hǇŜǊŀǘƻǊǎ ό5{hǎύΣ ƳŀǊƪŜǘ ƻǇŜǊŀǘƻǊǎΣ ǊŜƎǳƭŀǘƻǊȅ ōƻŘƛŜǎΣ ŀƴŘ 

ǘŜŎƘƴƻƭƻƎȅ ǇǊƻǾƛŘŜǊǎΦ ¢ƘŜǎŜ ŜũƻǊǘǎ ƘŜƭǇ ƳŀǇ ǘƘŜ ǊƻƭŜǎ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴǎ ƻŦ ǎǘŀƪŜƘƻƭŘŜǊǎ ǿƛǘƘƛƴ ǘƘŜ 5¢ 

ŜŎƻǎȅǎǘŜƳ ǿƘƛƭŜ ǳƴŎƻǾŜǊƛƴƎ ǘƘŜ ŎǊƛǝŎŀƭ ōŀǊǊƛŜǊǎ ǘƘŜȅ ŦŀŎŜΣ ǎǳŎƘ ŀǎ ƛǎǎǳŜǎ ǊŜƭŀǘŜŘ ǘƻ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀƴŘ 

ǎȅǎǘŜƳ ƛƴǘŜƎǊŀǝƻƴΦ 

¢ƘŜ ƛƴǎƛƎƘǘǎ ƎŀǘƘŜǊŜŘ ƛƴ ¢ŀǎƪ нΦн ƎǳƛŘŜ ǘƘŜ ƛŘŜƴǝŬŎŀǝƻƴ ƻŦ ǘŜŎƘƴƻƭƻƎƛŎŀƭ ƻǇǇƻǊǘǳƴƛǝŜǎ ŀƴŘ ǘƘŜ 

ŘŜǊƛǾŀǝƻƴ ƻŦ ŀŎǝƻƴŀōƭŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ǘƘŀǘ ǿƛƭƭ ƛƴŦƻǊƳ ǘƘŜ ŘŜǎƛƎƴ ƻŦ ǘƘŜ ¢ǿƛƴ9¦ ǳǎŜ ŎŀǎŜǎΦ .ȅ 

ǳƴŘŜǊǎǘŀƴŘƛƴƎ ǎǘŀƪŜƘƻƭŘŜǊǎΩ ŀǎǇƛǊŀǝƻƴǎ ŀƴŘ ǘŜŎƘƴƻƭƻƎƛŎŀƭ ŎƻƴǎǘǊŀƛƴǘǎΣ ǘƘŜ ǇǊƻƧŜŎǘ ǎŜŜƪǎ ǘƻ ǇǊƛƻǊƛǝȊŜ 

https://www.entsoe.eu/news/2021/12/09/go-live-of-the-common-grid-model/
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ƛƴƴƻǾŀǝƻƴǎ ǘƘŀǘ Ŏŀƴ ŜƴƘŀƴŎŜ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ŀƴŘ ŜũŜŎǝǾŜƴŜǎǎ ƻŦ ǘƘŜ ŘƛƎƛǘŀƭ ǘǿƛƴΦ ¢ƘŜ ŬƴŘƛƴƎǎ 

ŀƭǎƻ ŀŘŘǊŜǎǎ ŜƳŜǊƎƛƴƎ ŎƘŀƭƭŜƴƎŜǎΣ ŜƴǎǳǊƛƴƎ ǘƘŀǘ ǘƘŜ ŦŜŘŜǊŀǘŜŘ 5¢ ǎǳǇǇƻǊǘǎ ǘƘŜ 9¦Ωǎ ōǊƻŀŘŜǊ ŜƴŜǊƎȅ 

ƻōƧŜŎǝǾŜǎ ƻŦ ǎǳǎǘŀƛƴŀōƛƭƛǘȅΣ ǊŜƭƛŀōƛƭƛǘȅΣ ŀƴŘ ŜŶŎƛŜƴŎȅΦ 

¢ƘŜ ƻōƧŜŎǝǾŜǎ ƻŦ ¢ŀǎƪ нΦн ŀǊŜ ǎǘǊǳŎǘǳǊŜŘ ƛƴǘƻ ŦƻǳǊ ƪŜȅ ŦƻŎǳǎ ŀǊŜŀǎΦ CƛǊǎǘΣ {ǘŀƪŜƘƻƭŘŜǊ LŘŜƴǝŬŎŀǝƻƴ 

ŀƴŘ aŀǇǇƛƴƎ ƛƴǾƻƭǾŜǎ ŎŀǘŜƎƻǊƛȊƛƴƎ ǘƘŜ ǇǊƛƳŀǊȅ ǎǘŀƪŜƘƻƭŘŜǊǎ ŀƴŘ ŘŜŬƴƛƴƎ ǘƘŜƛǊ ǊŜƭŜǾŀƴŎŜΣ ǊƻƭŜǎΣ ŀƴŘ 

ƛƴǘŜǊŀŎǝƻƴǎ ƛƴ ǘƘŜ 5¢ ƭŀƴŘǎŎŀǇŜΦ {ŜŎƻƴŘΣ ŀ DŀǇ !ƴŀƭȅǎƛǎ ŀƴŘ wŜǉǳƛǊŜƳŜƴǘǎ 5ŜǊƛǾŀǝƻƴ ƛŘŜƴǝŬŜǎ 

ǎǘŀƪŜƘƻƭŘŜǊǎΩ ƪŜȅ Ǉŀƛƴ Ǉƻƛƴǘǎ ŀƴŘ ǘŜŎƘƴƻƭƻƎƛŎŀƭ ƭƛƳƛǘŀǝƻƴǎΣ ƭŀȅƛƴƎ ǘƘŜ ƎǊƻǳƴŘǿƻǊƪ ŦƻǊ ŀŎǝƻƴŀōƭŜ 

ǊŜŎƻƳƳŜƴŘŀǝƻƴǎΦ ¢ƘƛǊŘΣ /ƻƳǇǊŜƘŜƴǎƛǾŜ {ǘŀƪŜƘƻƭŘŜǊ 9ƴƎŀƎŜƳŜƴǘ ŜƴǎǳǊŜǎ ǘƘŀǘ ƛƴǎƛƎƘǘǎ ŀǊŜ ŎƻƭƭŜŎǘŜŘ 

ƛƴŎƭǳǎƛǾŜƭȅ ŦǊƻƳ ŀ ǿƛŘŜ ǊŀƴƎŜ ƻŦ ǇŜǊǎǇŜŎǝǾŜǎ ŀŎǊƻǎǎ 9ǳǊƻǇŜΦ CƛƴŀƭƭȅΣ ¢ŜŎƘƴƻƭƻƎƛŎŀƭ hǇǇƻǊǘǳƴƛǝŜǎ ŀǊŜ 

ƘƛƎƘƭƛƎƘǘŜŘ ŀƴŘ ǇǊƛƻǊƛǝȊŜŘ ǘƻ ƛƴŦƻǊƳ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ǎǇŜŎƛŬŎ ¢ǿƛƴ9¦ ǳǎŜ ŎŀǎŜǎΦ 

¢ƘŜ ŬƴŘƛƴƎǎ ŀƴŘ ǊŜǉǳƛǊŜƳŜƴǘǎ ŘŜǊƛǾŜŘ ŦǊƻƳ ¢ŀǎƪ нΦн ŀǊŜ ŎƻƴǎƻƭƛŘŀǘŜŘ ŀƴŘ ǇǊƛƻǊƛǝȊŜŘ ƛƴ /ƘŀǇǘŜǊ с 

ƻŦ ǘƘƛǎ ǊŜǇƻǊǘΦ ¢ƘŜǎŜ ƛƴǎƛƎƘǘǎ ŦƻǊƳ ǘƘŜ ŦƻǳƴŘŀǝƻƴ ŦƻǊ ŘŜǎƛƎƴƛƴƎ ŀƴ ŜũŜŎǝǾŜ ŀƴŘ ǎǘŀƪŜƘƻƭŘŜǊπŘǊƛǾŜƴ 5¢ 

ŦǊŀƳŜǿƻǊƪΣ ŜƴŀōƭƛƴƎ ǘƘŜ Ǉŀƴπ9ǳǊƻǇŜŀƴ ƎǊƛŘ ǘƻ ŀŘǾŀƴŎŜ ǘƻǿŀǊŘǎ ŀ ŘƛƎƛǘŀƭƭȅ ƛƴǘŜƎǊŀǘŜŘΣ ǎǳǎǘŀƛƴŀōƭŜ 

ŦǳǘǳǊŜΦ 

1.2 Objectives of the Work Reported in this Deliverable  

¢ƘŜ ǇǊƛƳŀǊȅ ƻōƧŜŎǝǾŜ ƻŦ ǘƘƛǎ ŘŜƭƛǾŜǊŀōƭŜ ƛǎ ǘƻ ƛŘŜƴǝŦȅ ƪŜȅ ŎƘŀƭƭŜƴƎŜǎ ŀƴŘ ƻǇǇƻǊǘǳƴƛǝŜǎ ǿƛǘƘƛƴ ǘƘŜ 

ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƻŦ ǘƘŜ 9¦ ŜƴŜǊƎȅ ǎŜŎǘƻǊΦ Lǘ ŀƛƳǎ ǘƻΥ 

¶ Consolidate lessons learned from existing projects to enhance system planning, operation, 

and energy markets. 

¶ Develop a comprehensive Knowledge Base to support future energy system innovations. 

¶ Provide strategic recommendations for addressing interoperability, cybersecurity, and data 

exchange challenges by understanding stakeholders' needs. 

1.3 Outline of the Deliverable  

¢Ƙƛǎ ŘŜƭƛǾŜǊŀōƭŜ ƛǎ ǎǘǊǳŎǘǳǊŜŘ ƛƴǘƻ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƘŀǇǘŜǊǎΥ 

¶ Chapter 1introduces the digitalization context, task objectives, and deliverable structure. 

¶ Chapter 2 presents the methodologies for data collection, stakeholder analysis, and ethical 

considerations. 

¶ Chapter 3 describes the EU's efforts to digitalize the energy sector. 

¶ Chapter 4 consolidates survey results and literature findings to create the Knowledge Base. 

¶ Chapter 5 highlights high-impact factors such as interoperability, system gaps, and 

cybersecurity challenges. 

¶ Chapter 6 details stakeholders' requirements for digital twins and identifies potential 

opportunities and limitations. 

¶ Chapter 7 concludes with strategic recommendations and actionable insights. 

¶ Annexes include questionnaires, survey responses, and supplementary material. 
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2 Methodology 
2.1 Task 2.1 

2.1.1 Overview of the assessment approach  

¢ŀǎƪ нΦм ά5ƛƎƛǘŀƭƛǎŀǝƻƴ ŎƘŀƭƭŜƴƎŜǎ ŀƴŘ ƻǇǇƻǊǘǳƴƛǝŜǎ ƛƴ ǘƘŜ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎΣ ƻǇŜǊŀǝƻƴΣ ŀƴŘ 

ŜƴŜǊƎȅ ƳŀǊƪŜǘǎέ ƛŘŜƴǝŬŜŘ ǘǿƻ ǇǊƛƳŀǊȅ ŀǊŜŀǎ ǿƘŜǊŜ ǘƘŜ ŎƻǊŜ ŎƘŀƭƭŜƴƎŜǎ ŀƴŘ ƻǇǇƻǊǘǳƴƛǝŜǎ ƛƴ 

ŘƛƎƛǘŀƭƛȊŀǝƻƴ ŀǊŜ ŎƻƴŎŜƴǘǊŀǘŜŘΥ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀƴŘ ŎȅōŜǊǎŜŎǳǊƛǘȅΦ ¢ƘŜǎŜ ǘƻǇƛŎǎ ǿŜǊŜ ŘŜǎƛƎƴŀǘŜŘ ŀǎ 

ǎǳōπǘŀǎƪǎΣ ǿƛǘƘ ¦.L¢9/I 9ƴŜǊƎȅ ŀǎǎƛƎƴŜŘ ŀǎ ǘƘŜ ŎƻƻǊŘƛƴŀǘƻǊ ŦƻǊ ōƻǘƘΦ ¢ƻ ŦŀŎƛƭƛǘŀǘŜ ŀ ŎƻƳǇǊŜƘŜƴǎƛǾŜ 

ŀƴŀƭȅǎƛǎΣ ǘƘŜǎŜ ǎǳōπǘŀǎƪǎ ǿŜǊŜ ƭŀǘŜǊ ƳŜǊƎŜŘ ƛƴǘƻ ƻƴŜ Ƴŀƛƴ ŀǊŜŀΦ 

¦ƴŘŜǊ ǘƘƛǎ ǘŀǎƪΣ ǘƘŜ ¢ǿƛƴ9¦ ǇǊƻƧŜŎǘ ǳƴŘŜǊǘŀƪŜǎ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ǊŜǎŜŀǊŎƘ ǘƻ ƎŀǘƘŜǊ ƪƴƻǿƭŜŘƎŜΣ ōŜǎǘ 

ǇǊŀŎǝŎŜǎΣ ŀƴŘ Řŀǘŀ ǊŜƭŀǘŜŘ ǘƻ ǘƘŜ ŎƘŀƭƭŜƴƎŜǎ ŀƴŘ ƻǇǇƻǊǘǳƴƛǝŜǎ ƛƴ ŜƴŀōƭƛƴƎ ƅŜȄƛōƛƭƛǝŜǎΣ ǇŀǊǝŎǳƭŀǊƭȅ 

ǿƛǘƘƛƴ ǘƘŜ ƛƴŦƻǊƳŀǝƻƴ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ƭŀȅŜǊǎ ƻŦ ǘƘŜ {D!a ŦǊŀƳŜǿƻǊƪ ώмϐΦ 

¢Ƙƛǎ ǇǊƻŎŜǎǎ ƛƴŎƭǳŘŜǎ ŀ ǘǿƻπǎǘǊŜŀƳ ƳŜǘƘƻŘΣ ŀǎ ŘŜǇƛŎǘŜŘ ƛƴ CƛƎǳǊŜ мΣ ŦƻƭƭƻǿƛƴƎ όƛύ ŀ ǘƘƻǊƻǳƎƘ ǊŜǾƛŜǿ 

ŀƴŘ ǎǘƻǊŀƎŜ ƻŦ ǊŜƭŜǾŀƴǘ ǎŎƛŜƴǝŬŎ ƭƛǘŜǊŀǘǳǊŜ ƛƴ ŀƴ ƛƴǘŜǊƴŀƭƭȅ ǎƘŀǊŜŘ ǇǊƻƧŜŎǘ ǊŜǇƻǎƛǘƻǊȅΣ ŀƴŘ όƛƛύ ŀ ŘŜǘŀƛƭŜŘ 

ŀƴŀƭȅǎƛǎ ƻŦ ōƻǘƘ ƻƴƎƻƛƴƎ ŀƴŘ ŎƻƳǇƭŜǘŜŘ ǊŜǎŜŀǊŎƘ ǇǊƻƧŜŎǘǎΦ ¢ƘŜ ǘŀǊƎŜǘ ƛǎ ǘƻ ŘŜǾŜƭƻǇ ŀ Ǌƻōǳǎǘ ƪƴƻǿƭŜŘƎŜ 

ōŀǎŜ όY.ύ ǘƘŀǘ ǎŜǊǾŜǎ ŀǎ ŀ ¢ǿƛƴ9¦πǇǊƻƧŜŎǘπƛƴǘŜǊƴŀƭ ǊŜǇƻǎƛǘƻǊȅ ŦƻǊ ƪŜȅ ƛƴǎƛƎƘǘǎΣ ǘƘŜǊŜōȅ ǎǳǇǇƻǊǝƴƎ ǘƘŜ 

ǇǊƻƧŜŎǘϥǎ ŬƴŜ ǇǊƻƎǊŜǎǎ ŀƴŘ ŜƴǎǳǊƛƴƎ ǘƘŀǘ ƛǘ ǊŜƳŀƛƴǎ ŀƭƛƎƴŜŘ ǿƛǘƘ ƛǘǎ ƎƻŀƭǎΦ 

¢ƘŜ ǇǊƛƳŀǊȅ ŀƛƳ ƻŦ ǘƘƛǎ ŀǎǎŜǎǎƳŜƴǘ ƛǎ ǘƻ ŜȄǇƭƻǊŜ Ƙƻǿ ƅŜȄƛōƛƭƛǘȅΣ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΣ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƛƴ 

ŜƴŜǊƎȅ ǎȅǎǘŜƳǎ Ŏŀƴ ōŜ ŜƴƘŀƴŎŜŘ ǘƘǊƻǳƎƘ Řŀǘŀ ƛƴǘŜƎǊŀǝƻƴΣ ǎǘŀƴŘŀǊŘƛȊŀǝƻƴΣ ŀƴŘ ŎȅōŜǊπǇƘȅǎƛŎŀƭ 

ǎŜŎǳǊƛǘȅΣ ƛƴǘƻ ǘƘŜ {D!a ŦǊŀƳŜǿƻǊƪΦ 

{ƛƳǳƭǘŀƴŜƻǳǎƭȅΣ ǘƘŜ ǎŎƻǇŜ ƻŦ ǘƘŜ ŀǎǎŜǎǎƳŜƴǘ ŦƻŎǳǎŜǎ ƻƴ ƛŘŜƴǝŦȅƛƴƎ ƪŜȅ ŎƘŀƭƭŜƴƎŜǎΣ ƻǇǇƻǊǘǳƴƛǝŜǎΣ 

ŀƴŘ ƘƛƎƘπƛƳǇŀŎǘ ŦŀŎǘƻǊǎ ƛƴǾƻƭǾŜŘ ƛƴ ǘƘŜ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƻŦ ǘƘŜ 9¦ϥǎ ŜƴŜǊƎȅ ǎŜŎǘƻǊΦ 5ŜŬƴƛƴƎ ǘƘŜǎŜ 

ōƻǳƴŘŀǊƛŜǎ ƛǎ ŎǊǳŎƛŀƭ ŦƻǊ ƻǳǘƭƛƴƛƴƎ ǘƘŜ ǎǘŜǇǎ ǘƻ ōŜ ŦƻƭƭƻǿŜŘ ƛƴ ǘƘŜ ǇǊƻƧŜŎǘΦ 

 

Figure 1: Flow chart to the development of the Knowledge Base (KB) 

2.1.2 Information collection method & list of projects 

! ǎƛƎƴƛŬŎŀƴǘ ŀƳƻǳƴǘ ƻŦ ǊŜƭŜǾŀƴǘ ǎŎƛŜƴǝŬŎ ƭƛǘŜǊŀǘǳǊŜ Ƙŀǎ ōŜŜƴ ŎƻƭƭŜŎǘŜŘΣ ǎǘƻǊŜŘΣ ŀƴŘ ƛƴǘŜǊƴŀƭƭȅ 

ǎƘŀǊŜŘ Ǿƛŀ ǘƘŜ ¢ǿƛƴ9¦ ǇǊƻƧŜŎǘΩǎ {ƘŀǊŜtƻƛƴǘΦ Lƴ ǇŀǊŀƭƭŜƭΣ ŀ ǎŜǘ ƻŦ ŦƻŎǳǎŜŘ ǊŜǎŜŀǊŎƘ ǉǳŜǎǝƻƴǎ Ƙŀǎ ōŜŜƴ 

ŘŜǾŜƭƻǇŜŘ ǘƻ ŜȄǘǊŀǇƻƭŀǘŜ ǾŀƭǳŀōƭŜ ƛƴǎƛƎƘǘǎ ŦǊƻƳ ǊŜƭŜǾŀƴǘ 9¦ ǊŜǎŜŀǊŎƘ ǇǊƻƧŜŎǘǎΣ ŜƴǎǳǊƛƴƎ ŀƭƛƎƴƳŜƴǘ 

ǿƛǘƘ ǘƘŜ ǇǊŜǾƛƻǳǎƭȅ ŘŜŬƴŜŘ ƻōƧŜŎǝǾŜǎΣ ŎƻƴǘǊƛōǳǝƴƎ ǘƻ ǘƘŜ ǇǊƻƧŜŎǘϥǎ ōǊƻŀŘŜǊ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ƻŦ 

ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƛƴ ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊΦ 



D2.1 Digitalization challenges and opportunities in the future energy system 

12 

CƻǊ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ǘƘŜ Y. ǳƴŘŜǊ ¢ŀǎƪ нΦм ς Ϧ5ƛƎƛǘŀƭƛȊŀǝƻƴ ŎƘŀƭƭŜƴƎŜǎ ŀƴŘ ƻǇǇƻǊǘǳƴƛǝŜǎ ƛƴ 

ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎΣ ƻǇŜǊŀǝƻƴΣ ŀƴŘ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎϦΣ ŀ ǉǳŀƭƛǘŀǝǾŜ ŀǇǇǊƻŀŎƘ Ƙŀǎ ōŜŜƴ ǇƛŎƪŜŘ ŀǎ ǘƘŜ 

ǇǊƛƳŀǊȅ ƳŜǘƘƻŘ ŦƻǊ ƛƴŦƻǊƳŀǝƻƴ ŎƻƭƭŜŎǝƻƴΦ ¢Ƙƛǎ ƛƴŎƭǳŘŜǎ ŀ ǎǳǊǾŜȅ ǘƘŀǘ Ƙŀǎ ōŜŜƴ ŘŜǎƛƎƴŜŘ ŀƴŘ 

ŘƛǎǘǊƛōǳǘŜŘ ǘƻ ¢ŀǎƪ нΦм ǇŀǊǘƴŜǊǎΣ ǎŜǊǾƛƴƎ ŀǎ ǘƘŜ Ƴŀƛƴ ǘƻƻƭ ŦƻǊ ƎŀǘƘŜǊƛƴƎ ƛƴǎƛƎƘǘǎ ŀƴŘ ŘŀǘŀΦ 

¢ƘŜ ƭƛǎǘ ƻŦ ǘƘŜ ǇǊƻƧŜŎǘǎ ǘƻ ōŜ ŀŘŘǊŜǎǎŜŘκǊŜǎŜŀǊŎƘŜŘ Ƙŀǎ ōŜŜƴ ŦƻǊƳŜŘ ōŀǎŜŘ ƻƴ ǘƘŜ ŘŜǎŎǊƛǇǝƻƴ ƻŦ 

ǘƘŜ ǘŀǎƪΣ ƘƛƎƘƭȅ ŎƻƴǎƛŘŜǊƛƴƎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎǊƛǘŜǊƛŀΥ 

¶ The selected projects need to have a strong focus on data interoperability platforms (e.g., 

IEGSA, OneNet Connector), standards, and communication layers that enhance flexibility in 

the energy system. Projects that have developed or implemented new data-sharing 

frameworks and interfaces are prioritized. 

¶ The selected projects need to identify and address critical gaps in data models, 

communication protocols, and missing interfaces or adapters between system operators 

(TSOs, DSOs) and customers. These projects focus on overcoming limitations to improve 

system flexibility and grid efficiency. 

¶ The selection prioritizes projects that explore cross-sector and cross-border integration of 

components, contributing to a more flexible and resilient pan-European energy system. 

¶ The selected projects need to focus on the cyber-physical nature of the grid, including IT and 

OT convergence, cybersecurity, and dynamic monitoring and control of physical assets. Those 

addressing reliability and resilience in the digitized smart grid are especially important. 

¶ The selected projects need to demonstrate significant use of the information and 

communication layers of the SGAM and lessons learned from standards like CIM/CGMES [2] 

published by the European Network of Transmission System Operators (ENTSO-E) [3]. Prior 

successful integration of these elements is essential for leveraging previous experiences. 

¶ The selected projects need to have demonstrated tangible outcomes and lessons learned in 

the areas of interoperability, flexibility, and resilience are chosen. This ensures that they 

contribute meaningful insights and practical solutions. 

¢ƘŜǊŜŦƻǊŜΣ ŀŘƘŜǊƛƴƎ ǘƻ ǘƘŜ ŀōƻǾŜ ŎǊƛǘŜǊƛŀΣ ǘƘŜ ǇǊƻƧŜŎǘǎΩ ƭƛǎǘ ƛǎ ŀǎǎŜƳōƭŜŘΣ ƛƴŎƭǳŘƛƴƎ ŀ ǘƻǘŀƭ ƻŦ ǘƘƛǊǘȅπ

ƻƴŜ ŎƻƳǇƭŜǘŜŘ ŀƴŘ ƻƴƎƻƛƴƎ 9¦ ǊŜǎŜŀǊŎƘ ǇǊƻƧŜŎǘǎΦ  

¢ƘŜ ƛƴŎƭǳǎƛǾŜ ƻƴƭƛƴŜ ǎǳǊǾŜȅ ŎƻƳǇǊƛǎƛƴƎ ŬƊŜŜƴ ŎƻǊŜ ǉǳŜǎǝƻƴǎ ǿŀǎ ǘƘŜƴ ƳŜǝŎǳƭƻǳǎƭȅ ŘŜǎƛƎƴŜŘΣ 

ŘŜǾŜƭƻǇŜŘ ŀƴŘ ǎƘŀǊŜŘ ŀƳƻƴƎ ǘƘŜ ǇŀǊǘƴŜǊǎΦ ¢Ƙƛǎ ǊŜǎŜŀǊŎƘ ƛƴǎǘǊǳƳŜƴǘ ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ ǘƘŜ Ϧ¢нΦм wŜǎŜŀǊŎƘ 

vǳŜǎǝƻƴƴŀƛǊŜϦΣ ƛǎ ǇǊŜǎŜƴǘŜŘ ƛƴ !ƴƴŜȄ !Φ Lǘ ŀƛƳŜŘ ǘƻ ŎƻǾŜǊ ŀ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ǊŀƴƎŜ ƻŦ ǘƻǇƛŎǎ ŦƻǊ ǘƘŜ 

ǊŜǎŜŀǊŎƘŜŘ ǇǊƻƧŜŎǘǎΣ ƛƴŎƭǳŘƛƴƎ ǇǊƻƧŜŎǘ ƻōƧŜŎǝǾŜǎΣ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ƛƴǘŜǊŦŀŎŜǎΣ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ 

ǇƭŀǜƻǊƳǎΣ ǎǘŀƴŘŀǊŘǎΣ ǇǊƻǘƻŎƻƭǎΣ ƛŘŜƴǝŬŜŘ ƎŀǇǎΣ ŀƴŘ ŎȅōŜǊπǊŜǎƛƭƛŜƴŎŜ ǘƻǇƛŎǎΦ ¢ƘŜ ǉǳŜǎǝƻƴǎ ǇǊƻŘǳŎŜŘ 

ŀƴŘ ƛƴŎƭǳŘŜŘ ƛƴ ǘƘŜ ǉǳŜǎǝƻƴƴŀƛǊŜΣ ŜȄǘŜƴŘƛƴƎ ǘƻ ǘƘŜ ŎƻƳǇƭŜǘŜ ǎǇŜŎǘǊǳƳ ƻŦ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ƛŘŜƴǝŬŜŘ 

ōȅ ǘƘŜ ǘŀǎƪ ŘŜǎŎǊƛǇǝƻƴΣ ŀǊŜ ƭƛǎǘŜŘ ōŜƭƻǿΥ 

¶ Question 1 (Q1): What is the objective of the project under review? 

¶ Question 2 (Q2): Did the project develop interfaces and/or data interoperability platforms to 

enhance flexibility  and improve the business processes (system planning/asset management, 

system operation, and energy markets)? 

o Question 2i (Q2i): If yes, for what are these interfaces? Can you define them in terms 

of information models, timing requirements and interaction sequences? 

o Question 2ii (Q2ii): If yes, provide a brief description ƻǊ ǇƛŎǘǳǊŜ ƻŦ ŜŀŎƘ ƛƴǘŜǊŦŀŎŜΩǎ 

architecture with a reference to the SGAM model. 
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¶ Question 3 (Q3): What were the key findings regarding the implementation of standards and 

interfaces to improve flexibility  and business processes (system planning/asset management, 

system operation, energy markets)?  

¶ Question 4 (Q4): How did the project contribute to the development of data interoperability 

platforms and data-sharing frameworks? 

¶ Question 5 (Q5):  Did the project define communication and data exchange requirements? 

¶ Question 6 (Q6):  Which data models were used? 

¶ Question 7 (Q7): Which protocols and standards were applied? 

¶ Question 8 (Q8): What specific gaps were identified in terms of data format, information 

models and communication protocols 

¶ Question 9 (Q9): Can you provide examples of tool limitations that were identified during the 

analysis? 

¶ Question 10 (Q10): What were the significant missing interfaces and adapters identified 

between system operators, TSOs, DSOs, and customers? 

¶ Question 11 (Q11): How were data exchange gaps affecting the support for flexibility  

requirements identified and analysed? 

¶ Question 12 (Q12): What are the proposed solutions for addressing gaps?  

¶ Question 13 (Q13): How do these proposals aim to improve the business processes (system 

planning/asset management, system operation, energy markets) efficiency while facilitating 

the flexibility  and resilience of the EU energy system? 

¶ Question 14 (Q14): What challenges are anticipated in implementing these proposals, and 

how can they be overcome? 

¶ Question 15 (Q15): Are there any developments in the project that address the cyber-physical 

reliability and resilience of the electricity grid? [yes/no] 

o Question 15i (Q15i): If yes, what are the cyber and physical assets/elements that the 

project addresses? If yes, what are the potential risks identified in the project that are 

associated with the cyber-physical nature of the grid, and how are they mitigated? 

o Question 15ii (Q15ii): If yes, what are the identified focus areas in the project for 

dynamic monitoring and control to ensure the reliability and resilience of the grid? If 

yes, how can the cyber layers of the pan-European grid be effectively monitored and 

protected from potential threats? What are the propositions of the project? 

¢ƘŜ ǎǳǊǾŜȅ ǿŀǎ ŘƛǎǘǊƛōǳǘŜŘ ǘƻ ǘƘŜ ǊŜƭŜǾŀƴǘ ǇŀǊǘƴŜǊǎ ǿŀǎ ŎƻƴŘǳŎǘŜŘ ŎƻƴǎƛŘŜǊƛƴƎ ǘƘŜƛǊ tŜǊǎƻƴ 

aƻƴǘƘǎ όtaǎύ ƛƴ ¢ŀǎƪ нΦмΣ ǘƘŜƛǊ ŜȄǇŜǊǝǎŜΣ ŀƴŘ ǘƘŜƛǊ ǊŜƭŜǾŀƴŎŜκǇŀǊǝŎƛǇŀǝƻƴ ǘƻ ǘƘŜ ƭƛƴƪŜŘ ǇǊƻƧŜŎǘǎΦ ¢ƘŜ 

ǊŜǎǇƻƴǎŜǎ ǿŜǊŜ ǎȅǎǘŜƳŀǝŎŀƭƭȅ ŎƻƭƭŜŎǘŜŘΣ ŜƴǎǳǊƛƴƎ ƘƛƎƘ ƛƴŦƻǊƳŀǝƻƴ ƛƴǘŜƎǊƛǘȅ ŀƴŘ ŎƻƳǇƭŜǘŜƴŜǎǎΦ 

2.1.3 Organizing the gathered information 

¢ƘŜ Ŭƴŀƭ ǎǘŜǇ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ǉǳŜǎǝƻƴƴŀƛǊŜǎΩ ǊŜǎǇƻƴǎŜǎ ƳŀƴŀƎŜƳŜƴǘ ƛƴǾƻƭǾŜǎ ǎŜǾŜǊŀƭ ƪŜȅ ŀŎǝǾƛǝŜǎΥ 

όƛύ ŀƴŀƭȅǎƛƴƎ ŀƴŘ ƻǊƎŀƴƛȊƛƴƎ ǘƘŜ ŎƻƭƭŜŎǘŜŘ ŘŀǘŀΣ όƛƛύ ŎƻƴŘǳŎǝƴƎ ǘƘŜ ŎƻƭƭŜŎǝƻƴΣ ŀƴŀƭȅǎƛǎΣ ŀƴŘ ǊŜǇƻǊǝƴƎ ƻŦ 

ƛƴŦƻǊƳŀǝƻƴ ǘƻ ƎŜƴŜǊŀǘŜ ǾŀƭǳŀōƭŜ ƛƴǎƛƎƘǘǎΣ όƛƛƛύ ǇƻǇǳƭŀǝƴƎ ǘƘŜ Y. ǿƛǘƘ ǘƘƛǎ ƻǊƎŀƴƛȊŜŘ ŘŀǘŀΣ ŀƴŘ όƛǾύ 

ƭŜǾŜǊŀƎƛƴƎ ǘƘŜ Y. ǘƻ ŜȄǘǊŀŎǘ ǾŀƭǳŀōƭŜ ƛƴǎƛƎƘǘǎ ǘƘŀǘ ǿƛƭƭ ƛƴŦƻǊƳ ōŜǎǘ ǇǊŀŎǝŎŜǎ ŀƴŘ ǎǳǇǇƻǊǘ ƻǇǝƳŀƭ 

ŘŜŎƛǎƛƻƴπƳŀƪƛƴƎ ǘƘǊƻǳƎƘƻǳǘ ǘƘŜ ǊŜƳŀƛƴŘŜǊ ƻŦ ǘƘŜ ǇǊƻƧŜŎǘΦ 

¢ƻ ŜŶŎƛŜƴǘƭȅ ƳŀƴŀƎŜ ǘƘŜ ǉǳŀƭƛǘŀǝǾŜ Řŀǘŀ ŎƻƭƭŜŎǘŜŘΣ ŀ ǎǘŀƴŘŀǊŘƛȊŜŘ ŬƭŜπƴŀƳƛƴƎ ŀǇǇǊƻŀŎƘ ǿŀǎ 

ƛƳǇƭŜƳŜƴǘŜŘ ǿƛǘƘƛƴ ǘƘŜ {ƘŀǊŜtƻƛƴǘ ǇƭŀǜƻǊƳ ŦƻǊ ŜŀŎƘ ƻŦ ǘƘŜ ŎƻƳǇƭŜǘŜŘ ǉǳŜǎǝƻƴƴŀƛǊŜǎΦ ¢Ƙƛǎ ŀǇǇǊƻŀŎƘ 

ŜƴǎǳǊŜǎ ŎƻƴǎƛǎǘŜƴŎȅΣ ƳŀƪƛƴƎ ƛǘ ŜŀǎƛŜǊ ǘƻ ƭƻŎŀǘŜ ŀƴŘ ǘǊŀŎƪ ǘƘŜ ƛƴŦƻǊƳŀǝƻƴ ǿƛǘƘƛƴ ǘƘŜ Y.Φ 
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¢ƘŜ ǎŎƛŜƴǝŬŎ ƭƛǘŜǊŀǘǳǊŜ ǊŜǇƻǎƛǘƻǊȅ ƛǎ ŀƭǎƻ ǎǘƻǊŜŘ ǿƛǘƘƛƴ ǘƘŜ ŘŜŘƛŎŀǘŜŘ ǇǊƻƧŜŎǘΩǎ {ƘŀǊŜtƻƛƴǘ ŀǊŜŀΣ ŀƴŘ 

ƛǘ ƛǎ ŀǾŀƛƭŀōƭŜ ŦƻǊ ŀŎŎŜǎǎ ŦǊƻƳ ǘƘŜ ǇǊƻƧŜŎǘ ǇŀǊǘƴŜǊǎΦ 

2.2 Task 2.2 

¢ŀǎƪ нΦн ά9ƴŜǊƎȅ ǎǘŀƪŜƘƻƭŘŜǊǎΩ ǊŜǉǳƛǊŜƳŜƴǘǎ ŦƻǊ ǘƘŜ ŘƛƎƛǘŀƭ ǘǿƛƴ ƻŦ ǘƘŜ Ǉŀƴπ9ǳǊƻǇŜŀƴ ƎǊƛŘ έ ŀŘƻǇǘǎ 

ŀ ǎǘǊǳŎǘǳǊŜŘΣ ƛǘŜǊŀǝǾŜ ŀƴŘ ƳǳƭǝπƭŀȅŜǊŜŘ ŀǇǇǊƻŀŎƘ ǘƻ ŜƴƎŀƎŜ ǿƛǘƘ ŀ ǿƛŘŜ ǊŀƴƎŜ ƻŦ ǎǘŀƪŜƘƻƭŘŜǊǎ ƛƴ ǘƘŜ 

9ǳǊƻǇŜŀƴ ŘƛƎƛǘŀƭ ŜƴŜǊƎȅ ƭŀƴŘǎŎŀǇŜΦ ¢ƘŜ ǎǘŜǇǎ ƻŦ ǘƘŜ ǘŀǎƪϥǎ ǇǊƻƎǊŜǎǎ ŀƴŘ ƳŜǘƘƻŘƻƭƻƎȅ ŀǊŜ ƻǳǘƭƛƴŜŘ ƛƴ 

CƛƎǳǊŜ нΦ ¢ƘŜ ƳŜǘƘƻŘƻƭƻƎȅ ŘŜǎŎǊƛōŜŘ ƘŜǊŜ ŀƭƛƎƴǎ ŎƭƻǎŜƭȅ ǿƛǘƘ ǘƘŜ ƻǾŜǊŀƭƭ ²tн ǝƳŜƭƛƴŜΦ 9ŀǊƭȅπǎǘŀƎŜ 

ǘŀǎƪǎ όǎǘŀƪŜƘƻƭŘŜǊ ƳŀǇǇƛƴƎΣ ǎǳǊǾŜȅ ǉǳŜǎǝƻƴ ŘŜǎƛƎƴ ŀƴŘ ƛƴƛǝŀƭ Řŀǘŀ ŎƻƭƭŜŎǝƻƴύ ŦŜŘ ƛƴǘƻ ǘƘŜ ŀƴŀƭȅǎƛǎ 

ǇƘŀǎŜ ŀƴŘ ŎǳƭƳƛƴŀǘŜŘ ƛƴ ŘǊŀƊ ƻǳǘǇǳǘǎ ǘƘŀǘ ƛƴŦƻǊƳŜŘ ǘƘƛǎ ŘŜƭƛǾŜǊŀōƭŜΣ 5нΦмΦ 

 

Figure 2 Methodology of Task 2.2 

Stakeholder identification and categorisation: 

¢ƘŜ ŬǊǎǘ ǎǘŜǇ ǿŀǎ ǘƻ ŜǎǘŀōƭƛǎƘ ŀ Ǌƻōǳǎǘ ǎǘŀƪŜƘƻƭŘŜǊ ƭŀƴŘǎŎŀǇŜΣ ǘƻ ŎŀǇǘǳǊŜ ŀ ōǊƻŀŘ ǎŜƎƳŜƴǘ ƻŦ ǘƘŜ 

ŜƴŜǊƎȅ ǎŜŎǘƻǊΦ YŜȅ ŀŎǘƻǊǎΣ ǎǳŎƘ ŀǎ ¢{hǎΣ 5{hǎΣ ǊŜƎǳƭŀǘƻǊǎΣ ŀƴŘ ǘŜŎƘƴƻƭƻƎȅ ǇǊƻǾƛŘŜǊǎ ǿŜǊŜ ƛŘŜƴǝŬŜŘΦ 

¢Ƙƛǎ ƳŀǇǇƛƴƎ ŜȄǘŜƴŘŜŘ ōŜȅƻƴŘ ǘƘŜ ¢ǿƛƴ9¦ ŎƻƴǎƻǊǝǳƳ ǘƻ ƛƴŎƭǳŘŜ ŜȄǘŜǊƴŀƭ ǎǘŀƪŜƘƻƭŘŜǊǎ ǿƛǘƘ ŀ 

ǇǊƻƳƛƴŜƴǘ ǊƻƭŜ ƛƴ ǘƘŜ 5¢ ŜƴǾƛǊƻƴƳŜƴǘΦ .ȅ ŎŀǘŜƎƻǊƛǎƛƴƎ ǘƘŜ ǎǘŀƪŜƘƻƭŘŜǊǎ ŀŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜƛǊ ŘƻƳŀƛƴ όŜΦƎΦ 

ƳŀǊƪŜǘ ŀŎǘƻǊǎΣ ǊŜƎǳƭŀǘƻǊǎΣ L/¢ ǇǊƻǾƛŘŜǊǎύΣ ǿŜ ŜƴǎǳǊŜŘ ŀ ōŀƭŀƴŎŜŘ ǊŜǇǊŜǎŜƴǘŀǝƻƴ ƻŦ ƛƴǘŜǊŜǎǘǎ ŀƴŘ 

ƛƴƅǳŜƴŎŜΦ This approach aligns with Task 2.2's objective to understand the varying stakeholder 

requirements for a pan-European digital twin of the electricity network. 

{ǳǊǾŜȅ ŘŜǎƛƎƴΣ ŘƛǎǎŜƳƛƴŀǝƻƴ ŀƴŘ ƛƴƛǝŀƭ Řŀǘŀ ŎƻƭƭŜŎǝƻƴΥ 

! ǎǘǊǳŎǘǳǊŜŘ ǉǳŜǎǝƻƴƴŀƛǊŜ όǎŜŜ !ƴƴŜȄ / ύǿŀǎ ŘŜǾŜƭƻǇŜŘ ǘƻ ŎŀǇǘǳǊŜ ǎǘŀƪŜƘƻƭŘŜǊǎϥ ŎǳǊǊŜƴǘ ǇǊŀŎǝŎŜǎΣ 

ǘŜŎƘƴƻƭƻƎȅ ƴŜŜŘǎΣ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǊŜǉǳƛǊŜƳŜƴǘǎΣ Řŀǘŀ ƎƻǾŜǊƴŀƴŎŜ ŎƻƴǎƛŘŜǊŀǝƻƴǎΣ ŀƴŘ ǿƛƭƭƛƴƎƴŜǎǎ ǘƻ 

ƛƴǘŜƎǊŀǘŜ 5¢ ǎƻƭǳǝƻƴǎΦ wŜƅŜŎǝƴƎ ǘƘŜ ƛǘŜǊŀǝǾŜ ǇǊƻŎŜǎǎ ƻǳǘƭƛƴŜŘ ƛƴ CƛƎǳǊŜ н ŀƴŘ ǝƳŜƭƛƴŜ ƛƴ CƛƎǳǊŜ оΣ ǘƘŜ 

ǎǳǊǾŜȅǎ ǿŜǊŜ ŘƛǎǎŜƳƛƴŀǘŜŘ ǘƘǊƻǳƎƘ ƳǳƭǝǇƭŜ ŎƘŀƴƴŜƭǎΣ ƛƴŎƭǳŘƛƴƎ ŘƛǊŜŎǘ ŜƳŀƛƭ ƻǳǘǊŜŀŎƘΣ ǇǊƻŦŜǎǎƛƻƴŀƭ 

ǎƻŎƛŀƭ ƳŜŘƛŀ ό[ƛƴƪŜŘLƴύΣ ¢ǿƛƴ9¦ нƴŘ DŜƴŜǊŀƭ !ǎǎŜƳōƭȅΣ ŀƴŘ ǎŜŎǘƻǊŀƭ ŎƻƴŦŜǊŜƴŎŜǎ ǎǳŎƘ ŀǎ 9b[L¢Φ ¢Ƙƛǎ 

ƳǳƭǝπŎƘŀƴƴŜƭ ŘƛǎǎŜƳƛƴŀǝƻƴ ǎǘǊŀǘŜƎȅΣ ŀƭƛƎƴŜŘ ǿƛǘƘ ǘƘŜ ǇƭŀƴƴŜŘ ŀŎǝǾƛǝŜǎΣ ŜƴŀōƭŜŘ ōǊƻŀŘ ǇŀǊǝŎƛǇŀǝƻƴ 

ǿƛǘƘƛƴ ǘƘŜ ǎǇŜŎƛŬŜŘ ǝƳŜŦǊŀƳŜΦ 
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!ŎǝǾƛǘȅ м н о п р с т у ф мл мм мн 

Agreement on stakeholders    
 

        

Agreement on interview 
questions 

   
 

        

Distributing questions     
 

       

Gathering results & defining 
requirements 

    
 

       

Sending T2.2 output partners             

Feedback period for T2.2 
output report 

            

Consolidation T2.1 & T2.2 
output into D2.1 

            

Sending first D2.1 draft             

Sending second D2.1draft             

Submitting D2.1             

Figure 3 Activity timeline of Task 2.2 

5ŀǘŀ !ƴŀƭȅǎƛǎ ŀƴŘ wŜǉǳƛǊŜƳŜƴǘǎ /ƻƴǎƻƭƛŘŀǝƻƴ 

{ǳǊǾŜȅ ǊŜǎǇƻƴǎŜǎ ǿŜǊŜ ǎȅǎǘŜƳŀǝŎŀƭƭȅ ŀƴŀƭȅǎŜŘ ǘƻ ƛŘŜƴǝŦȅ ƪŜȅ ǘǊŜƴŘǎΣ ǎǘŀƪŜƘƻƭŘŜǊ ǇǊƛƻǊƛǝŜǎ ŀƴŘ 

ǘŜŎƘƴƻƭƻƎȅ ƎŀǇǎ ǊŜƭŜǾŀƴǘ ǘƻ 5¢ ƛƳǇƭŜƳŜƴǘŀǝƻƴΦ LƴǎƛƎƘǘǎ ǿŜǊŜ ŜȄǘǊŀŎǘŜŘ ŀƴŘ ǎȅƴǘƘŜǎƛǎŜŘ ƛƴǘƻ ŀ 

ǇǊƛƻǊƛǝǎŜŘ ǎŜǘ ƻŦ ǊŜǉǳƛǊŜƳŜƴǘǎΦ ¢ƘŜǎŜ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŘŜǘŀƛƭŜŘ ƛƴ /ƘŀǇǘŜǊ лΣ ǎŜǊǾŜ ŀǎ ŀŎǝƻƴŀōƭŜ 

ƎǳƛŘŜƭƛƴŜǎ ŦƻǊ ǘƘŜ ŘŜǎƛƎƴ ƻŦ ǘƘŜ ¢ǿƛƴ9¦ ǳǎŜ ŎŀǎŜǎΦ ¢Ƙƛǎ ŎƻƴǎƻƭƛŘŀǝƻƴ ǇǊƻŎŜǎǎ ƛǎ ƛƴ ƭƛƴŜ ǿƛǘƘ ǘƘŜ 

ƳŜǘƘƻŘƻƭƻƎȅ ŎƘŀǊǘΣ ǿƘŜǊŜ ƛƴƛǝŀƭ ŬƴŘƛƴƎǎ ŦǊƻƳ ¢ŀǎƪǎ нΦм ŀƴŘ нΦн ƛƴŦƻǊƳ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ 

5ŜƭƛǾŜǊŀōƭŜ 5нΦмΦ 

CŀŎŜπǘƻπŦŀŎŜ ƛƴǘŜǊǾƛŜǿǎ ǘƻ ŜƴǊƛŎƘ ŀƴŘ ǾŀƭƛŘŀǘŜ ŬƴŘƛƴƎǎΥ 

CŀŎŜπǘƻπŦŀŎŜ ƛƴǘŜǊǾƛŜǿǎ ǿƛǘƘ ǎŜƭŜŎǘŜŘ ŜƴŜǊƎȅ ǎǘŀƪŜƘƻƭŘŜǊǎ ŀǊŜ ǇƭŀƴƴŜŘ ŦƻǊ ǎǳōǎŜǉǳŜƴǘ ŀŎǝǾƛǝŜǎ 

ŀƴŘ ǿƛƭƭ ōŜ ǊŜǇƻǊǘŜŘ ƛƴ 5нΦнΦ /ƻƴŘǳŎǝƴƎ ǘƘŜ ƛƴǘŜǊǾƛŜǿǎ ŀƊŜǊ ǇǳōƭƛŎŀǝƻƴ ƻŦ 5нΦм ǿƛƭƭ ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜ 

ǎǘŀƪŜƘƻƭŘŜǊǎ ƘŀǾŜ ŀŎŎŜǎǎ ǘƻ ǇǊŜƭƛƳƛƴŀǊȅ ¢ǿƛƴ9¦ ŬƴŘƛƴƎǎ ŀƴŘ Ŏŀƴ ƎƛǾŜ ƳƻǊŜ ŦƻŎǳǎŜŘ ŀƴŘ ǾŀƭǳŀōƭŜ 

ƛƴǇǳǘΦ 
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3 Digitalizing the EU Energy Sector 
3.1 EU Action Plan for Digitalizing the Energy Sector 

Lƴ ƻǊŘŜǊ ǘƻ ŜƴŘ ǘƘŜ ƳŀǎǎƛǾŜ ŘŜǇŜƴŘŜƴŎŜ ƻƴ ƛƳǇƻǊǘŜŘ Ŧƻǎǎƛƭ ŦǳŜƭǎΣ ǘŀŎƪƭŜ ǘƘŜ ŎƭƛƳŀǘŜ ŎǊƛǎƛǎΣ ŀƴŘ 

ŜƴǎǳǊŜ ŀũƻǊŘŀōƭŜ ŀŎŎŜǎǎ ǘƻ ŜƴŜǊƎȅ ŦƻǊ ŀƭƭΣ ǘƘŜ 9¦ Ƙŀǎ ǎŜǘ ŀƳōƛǝƻǳǎ ǘŀǊƎŜǘǎ ŦƻǊ ŘŜŎŀǊōƻƴƛȊŀǝƻƴ ǘƘǊƻǳƎƘ 

ǘƘŜ 9ǳǊƻǇŜŀƴ DǊŜŜƴ 5Ŝŀƭ ώпϐ ŀƴŘ w9tƻǿŜǊ9¦ ώрϐ ǇƭŀƴǎΦ aŀǎǎƛǾŜ ƛƴǾŜǎǘƳŜƴǘǎ ŀǊŜ ŦƻǊŜǎŜŜƴ ƛƴ ǎƻƭŀǊ t±ǎΣ 

ƘŜŀǘ ǇǳƳǇǎ ŀƴŘ ŜƭŜŎǘǊƛŎ ǾŜƘƛŎƭŜǎ ōȅ нлолΦ ¢ƻ ŀŎƘƛŜǾŜ ŀ ǊŜŘǳŎǝƻƴ ƛƴ ƎǊŜŜƴƘƻǳǎŜ Ǝŀǎ ŜƳƛǎǎƛƻƴǎ ōȅ рр҈ 

ŀ ƘƛƎƘ ǎƘŀǊŜ ƻŦ пнΦр҈ ǊŜƴŜǿŀōƭŜǎ ƛǎ ǊŜǉǳƛǊŜŘ ƛƴ ǘƘŜ ŜƴŜǊƎȅ ƳƛȄ ώсϐΦ 5ƛƎƛǘŀƭƛȊŀǝƻƴ ƻŦ ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊ 

ƛǎ ŀ ƪŜȅ ŜƴŀōƭŜǊ ŦƻǊ ǘƘƛǎ ŎƭŜŀƴ ǘǊŀƴǎƛǝƻƴΤ ǘƘǳǎΣ ǘƘŜ 9¦ Ƙŀǎ ǇǳōƭƛǎƘŜŘ ŀƴ 9¦ !Ŏǝƻƴ tƭŀƴ ŦƻǊ ŘƛƎƛǘŀƭƛǎƛƴƎ 

ǘƘŜ ŜƴŜǊƎȅ ǎȅǎǘŜƳ ŀǎ ŀ ǎǳōǎǘŀƴǝŀƭ ǇŀǊǘ ƻŦ ǘƘŜ ƛƴǾŜǎǘƳŜƴǘǎ ŦƻǊŜǎŜŜƴ ŦƻǊ ǘƘŜ 9ǳǊƻǇŜŀƴ ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ 

¢ƘǊƻǳƎƘ ǘƘŜ 9¦ !Ŏǝƻƴ ŦƻǊ ŘƛƎƛǘŀƭƛǎƛƴƎ ǘƘŜ ŜƴŜǊƎȅ ǎȅǎǘŜƳ Ǉƭŀƴ ώтϐΣ ǎŜǾŜǊŀƭ ǎǘǊŀǘŜƎƛŎ ǘŀǊƎŜǘǎΣ ƭƛǎǘŜŘ ōŜƭƻǿΣ 

ƘŀǾŜ ōŜŜƴ ƛŘŜƴǝŬŜŘ ŀƭƻƴƎ ǿƛǘƘ ǎǇŜŎƛŬŎ ǎǘŜǇǎ ǘƻǿŀǊŘǎ ǘƘŜƛǊ ŀŎƘƛŜǾŜƳŜƴǘΦ 

¶ An EU framework for sharing data: Seamless, interoperable and secure data transfers are key 

elements of the digitalised energy system. The establishment of a common European energy 

data space [8] will ensure a coordinated framework for exchanging and valorising the energy 

data by all different actors in the energy sector. 

¶ Strategic EU coordination for grid investments: The Commission is implementing targeted 

measures to efficiently coordinate significant grid investments for the digital era. The re-

ŜǎǘŀōƭƛǎƘƳŜƴǘ ƻŦ Ψ{ƳŀǊǘ 9ƴŜǊƎȅ 9ȄǇŜǊǘ DǊƻǳǇΩ ƛƴŎƭǳŘƛƴƎ ǘƘŜ Ψ5ŀǘŀ ŦƻǊ 9ƴŜǊƎȅΩ ό5п9ύ ǿƻǊƪƛƴƎ 

group will support the Commission in developing and rolling out a common European data 

space for energy. D4E will develop a portfolio of European high level use cases for data 

exchanges, will mobilize the full rollout of smart meters across Europe, will promote the 

interoperability and procedures for access to metering and consumption data for demand 

response and customer switching (as provided by the Electricity directive, Article 24) and will 

support the code of conduct for energy-smart appliances. The EU Research and Innovation, 

and Digitalization programmes (Digital Europe, Horizon Europe) will facilitate the deployment 

and demonstration of the European data space for energy. 

¶ New services, skills and empowerment for energy consumers: A legal framework that 

empowers consumers and protects their privacy and security is put forward under the 

proposed Data Act [9]. The Commission is also running the initiative of Fitness Check of EU 

consumer law on digital fairness [10]Σ ŜƴǎǳǊƛƴƎ ǘƘŜ ŎƻƴǎǳƳŜǊǎΩ ǊƛƎƘǘǎ ōŀǎŜŘ ƻƴ ǘƘŜ 9ƭŜŎǘǊƛŎƛǘȅ 

Directive. Targeted actions by the energy communities will be taking place to support the 

knowledge sharing on digital tools that enable the local consumption and peer-to-peer 

exchanges of daily produced electricity. In order to ensure that skilled workers and trained 

professionals will be able to deploy new data-driven services and innovative technology 

solutions, the European Commission will establish a large-scale partnership on the 

digitalization ƻŦ ǘƘŜ ŜƴŜǊƎȅ ǾŀƭǳŜ ŎƘŀƛƴ ŀǎ ǇŀǊǘ ƻŦ ǘƘŜ 9¦Ωǎ tŀŎǘ ŦƻǊ {ƪƛƭƭǎ Error! Reference 

source not found.. 

¶ Cybersecurity enhancement: The Commission is taking targeted measures to increase the 

cyber resilience of the electricity system addressing cybersecurity risks and ensuring an 

accessible and competitive market for new services and products. The NIS 2 Directive [12] 

offers the possibility of carrying out coordinated risk assessments of critical supply chains. The 

Network Code for Cybersecurity [13] includes rules on common minimum requirements, 

planning, monitoring, and reporting crisis management. The Commission has highlighted 

energy as a priority sector of critical infrastructure and provided guidelines [14] for the secure 

exchange of information, and enhanced capacity to anticipate, prepare for, respond to, and 
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quickly recover from any disruptions. The Cyber Resilience Act [15] sets harmonized 

cybersecurity rules to implement on digital products and market surveillance, addressing 

devices embedded in the energy supply cycle. 

¶ Promote greater efficiency and circularity in the energy consumption of the Information & 

Communication Technology (ICT) sector: The global electricity consumption of the ICT sector 

is estimated to rise up to 13% of the global electricity consumption, thus the sustainability of 

the growing energy needs of the ICT sector is an important part of the clean and digital energy 

transition. The Eco-design for Sustainable Products Regulation (ESPR) [16] will establish new 

ǊǳƭŜǎ ǘƘŀǘ ŜƴǎǳǊŜ ΨŎƛǊŎǳƭŀǊƛǘȅΩ ƻŦ ǇǊƻŘǳŎǘǎ ŜƴǘŜǊƛƴƎ ǘƘŜ 9¦ ƳŀǊƪŜǘΣ ŀǎ ǿŜƭƭ ŀǎ ƳƛƴƛƳǳƳ 

sustainability requirements on public procurement of products and an energy labelling 

scheme for the computers. The EU code of Conduct for the sustainability of 

telecommunications networks, the environmental labelling scheme for data centres [17] and 

the updated requirements on the operating conditions of servers and data storage products 

are under development. Additionally, an energy label for servers and data storage products 

are included in the revision of the eco-design rules for servers and data-storage products [18]. 

Finally, the Commission is planning to cooperate internationally with standardization bodies 

to develop an energy-efficiency label for blockchains. 

¶ Design an effective governance for an EU-wide coordinated approach on digitalization: The 

9¦ ƛǎ ǎǳǇǇƻǊǘƛƴƎ ǘƘŜ ŜƴŜǊƎȅ ŀƴŘ ŘƛƎƛǘŀƭ ǘǊŀƴǎƛǘƛƻƴ ǎȅƴŜǊƎƛŜǎ ōŀǎŜŘ ƻƴ ǘƘŜ 9¦Ωǎ Ƴŀƛƴ 

frameworks for Member State planning and EU funding tools, i.e., deliver the REPowerEU 

objectives through the Recovery and Resilience Plans (RRPs). It is also promoting synergies 

among the National Energy and Climate Plans (NECPs) and the National Digital Decade 

strategic roadmaps, valorising the requirements analysis performed by the Smart Energy 

Expert Group on a Member State level. Furthermore, a wide portfolio of cooperation 

instruments and funding mechanisms is planned, enhancing structural and joint planning by 

public authorities in cooperation with the private sector, as well as continuous support for 

R&I, among EU entities and internationally, with partnerships and cooperation agreements. 

Finally, the action points indicated under the legal framework (point 3) that is designed to 

empower consumers and enhance privacy, further adds to the pan-EU coordinated approach 

for digitalization. 

3.2 Digitally Enabled Flexibility 

!ǎ ǘƘŜ ǎƘŀǊŜǎ ƻŦ ǾŀǊƛŀōƭŜ ǊŜƴŜǿŀōƭŜǎ ǎǳŎƘ ŀǎ ǎƻƭŀǊ t± ŀƴŘ ǿƛƴŘ ƛƴŎǊŜŀǎŜΣ ǇƻǿŜǊ ǎȅǎǘŜƳǎ ƴŜŜŘ ǘƻ 

ōŜŎƻƳŜ ƳƻǊŜ ƅŜȄƛōƭŜ ǘƻ ŀŎŎƻƳƳƻŘŀǘŜ ǘƘŜ ŎƘŀƴƎŜǎ ƛƴ ŎƭŜŀƴ ŜƴŜǊƎȅ ƻǳǘǇǳǘΦ Lƴ ǘƘƛǎ ŎƭŜŀƴ ǘǊŀƴǎƛǝƻƴ ŜǊŀΣ 

ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘǎ ŀǊŜ ŎŀƭƭŜŘ ǳǇƻƴ ǘƻ ōƻǘƘ ƻǇŜǊŀǘŜ ƛƴ ƴŜǿ ǿŀȅǎ ŀƴŘ ƭŜǾŜǊŀƎŜ ǘƘŜ ōŜƴŜŬǘǎ ƻŦ 

ŘƛǎǘǊƛōǳǘŜŘ ǊŜǎƻǳǊŎŜǎΦ ¢ƘŜ ƪŜȅ ŜƭŜƳŜƴǘ ƻŦ ǘƘŜǎŜ ŦǳǘǳǊŜ ƎǊƛŘǎ ǿƛƭƭ ōŜ ƅŜȄƛōƛƭƛǘȅΣ ǘƘŜ ŀōƛƭƛǘȅ ƻŦ ǘƘŜ ƎǊƛŘ ǘƻ 

Ƴŀƛƴǘŀƛƴ ǘƘŜ ōŀƭŀƴŎŜ ōŜǘǿŜŜƴ ƎŜƴŜǊŀǝƻƴ ŀƴŘ ƭƻŀŘ ǳƴŘŜǊ ǎƛǘǳŀǝƻƴǎ ƻŦ ǳƴŎŜǊǘŀƛƴǘȅΦ ¢ƘŜ Ƴŀƛƴ ǎƻǳǊŎŜǎ 

ƻŦ ƅŜȄƛōƛƭƛǘȅ ŀǊŜ ŎƻƴǘǊƻƭƭŀōƭŜ ƎŜƴŜǊŀǝƻƴ όƛΦŜΦ Ǝŀǎ ǘǳǊōƛƴŜǎΣ ōƛƻƳŀǎǎΣ ŎƻƴŎŜƴǘǊŀǘŜŘ ǎƻƭŀǊ ǇƻǿŜǊ ό/{tύ 

ƎŜƴŜǊŀǝƻƴ ŜǘŎΦύΣ ǎǘƻǊŀƎŜ όƛΦŜΦ ōŀǧŜǊƛŜǎΣ ƘȅŘǊƻ ǇǳƳǇ ǎǘƻǊŀƎŜΣ ƅȅǿƘŜŜƭΣ ǘƘŜǊƳŀƭ ōŀǧŜǊƛŜǎ ŜǘŎΦύ ŀƴŘ 

ŎƻƴǎǳƳŜǊǎΩ ŘŜƳŀƴŘ ǊŜǎǇƻƴǎŜΣ ǘƘǊƻǳƎƘ ǘƘŜƛǊ ǾƻƭǳƴǘŀǊȅ ƳŀƴŀƎŜƳŜƴǘ ƻŦ ǘƘŜƛǊ ƎŜƴŜǊŀǝƻƴ ŀƴŘ 

ŎƻƴǎǳƳǇǝƻƴ ǇŀǧŜǊƴǎΦ 

5ƛƎƛǘŀƭƭȅ ŜƴŀōƭŜŘ ƅŜȄƛōƛƭƛǘȅ ό59Cύ ƛǎ ōŀǎŜŘ ƻƴ L/¢ ǘŜŎƘƴƻƭƻƎȅ ǘƘŀǘ ƻǇǝƳŀƭƭȅ ƳŀƴŀƎŜǎ ǘƘŜ ŘƛǎǘǊƛōǳǘŜŘ 

ŜƴŜǊƎȅ ǊŜǎƻǳǊŎŜǎ ό59wύ ŀƴŘ ǘƘŜ ƎǊƛŘ ŀǎǎŜǘǎ ƛƴ ƻǊŘŜǊ ǘƻ ǊŜǎǇƻƴŘ ǘƻ ƅǳŎǘǳŀǝƻƴǎ ƛƴ ŘŜƳŀƴŘ ŀƴŘ ǎǳǇǇƭȅΦ 

¢ƘŜ ǿƛŘŜǎǇǊŜŀŘ ŀŘƻǇǝƻƴ ƻŦ ǎƳŀǊǘ L/¢ ǘŜŎƘƴƻƭƻƎƛŜǎ ŦƻǊ ǘƘŜ ƎǊƛŘ ƛǎ ǾŜǊȅ ƳǳŎƘ ŘŜǇŜƴŘŜƴǘ ƻƴ 

ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ƛΦŜΦ ǘƘŜ ŀōƛƭƛǘȅ ƻŦ ǎƳŀǊǘ ƎǊƛŘ ŀŎǘƻǊǎΣ ŎƻƳǇƻƴŜƴǘǎΣ ŀƴŘ ŀǇǇƭƛŎŀǝƻƴǎ ǘƻ ǿƻǊƪ ǘƻƎŜǘƘŜǊ ōȅ 

ŜȄŎƘŀƴƎƛƴƎ Řŀǘŀ ŀƴŘ ƛƴŦƻǊƳŀǝƻƴΦ 
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¢ƘŜ ƴŜȄǘπƎŜƴŜǊŀǝƻƴ ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘ ƛǎ ŜȄǇŜŎǘŜŘ ǘƻ ƛƴǘŜƎǊŀǘŜ ƛƴǘŜǊƻǇŜǊŀōƭŜ ǘŜŎƘƴƻƭƻƎƛŜǎΣ ǇŀǊǝŎǳƭŀǊƭȅ 

ƛƴ ǘƘŜ ŜƴŜǊƎȅΣ ǘǊŀƴǎǇƻǊǘΣ ƛƴŦƻǊƳŀǝƻƴ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ŬŜƭŘǎ ǿƛǘƘ ǘƘŜ ŀƛƳ ǘƻ ƛƴŎǊŜŀǎŜ ǊŜƭƛŀōƛƭƛǘȅΣ 

ŀũƻǊŘŀōƛƭƛǘȅΣ ŀƴŘ ǎǳǎǘŀƛƴŀōƛƭƛǘȅ ƻŦ ǘƘŜ ŜƴŜǊƎȅ ŜŎƻǎȅǎǘŜƳǎΦ {ǳŎƘ ǘŜŎƘƴƻƭƻƎƛŜǎ ƛƴŎƭǳŘŜ ŜƭŜŎǘǊƛŎ Ƴƻōƛƭƛǘȅ 

ǎƻƭǳǝƻƴǎΣ ŘŜƳŀƴŘ ǊŜǎǇƻƴǎŜ ǘŜŎƘƴƛǉǳŜǎΣ !LΣ ŘƛǎǘǊƛōǳǘŜŘ ƭŜŘƎŜǊ ǘŜŎƘƴƻƭƻƎƛŜǎΣ ōƭƻŎƪŎƘŀƛƴǎΣ ǎǘƻǊŀƎŜ 

ŘŜǾƛŎŜǎΣ ŘƛǎǘǊƛōǳǘŜŘ ŜƴŜǊƎȅ ƎŜƴŜǊŀǘƻǊǎΣ  

59Cǎ Ŏŀƴ ƘŀǾŜ ǇƻǎƛǝǾŜ ƛƳǇŀŎǘ ƻƴ ǎŜǾŜǊŀƭ ŀǎǇŜŎǘǎ ƻŦ ǘƘŜ ŜƴŜǊƎȅ ǎȅǎǘŜƳΥ  

όƛύ {ǘŀōƛƭƛǘȅ ŀƴŘ ǇƻǿŜǊ ǉǳŀƭƛǘȅΥ ¢ƘŜ ŜȄǇŀƴǎƛƻƴ ƻŦ ǎƻƭŀǊ ŀƴŘ ǿƛƴŘ ŜƴŜǊƎȅ ŀŘƻǇǝƻƴ ŀƳǇƭƛŬŜǎ ƎǊƛŘ 

ǎǘŀōƛƭƛǘȅ ŎƻƴŎŜǊƴǎ ŘǳŜ ǘƻ ƭƻŎŀƭƛȊŜŘ ǾƻƭǘŀƎŜ ƅǳŎǘǳŀǝƻƴǎΦ 5ƛƎƛǘŀƭƭȅ ŜƴŀōƭŜŘ ƅŜȄƛōƛƭƛǘȅ Ŏŀƴ ǎƪƛƭŦǳƭƭȅ ƳŀƴŀƎŜ 

ǾƻƭǘŀƎŜ ƅǳŎǘǳŀǝƻƴǎ ŀƴŘ ǇƻǿŜǊ ǉǳŀƭƛǘȅ ƛǎǎǳŜǎ ǝŜŘ ǘƻ ǊŜƴŜǿŀōƭŜ ǎƻǳǊŎŜǎΦ !ŘŘƛǝƻƴŀƭƭȅΣ ŘƛƎƛǘŀƭ ƳŜŀǎǳǊŜǎ 

ŦƻǊ ƅŜȄƛōƛƭƛǘȅ ƳŀƴŀƎŜƳŜƴǘ Ŏŀƴ ƳƛƴƛƳƛȊŜ ŜƴŜǊƎȅ ƭƻǎǎŜǎ ŀƴŘ ŜƴƘŀƴŎŜ ƻǾŜǊŀƭƭ ƎǊƛŘ ŜŶŎƛŜƴŎȅΦ 

όƛƛύ {ƳƻƻǘƘ ƎǊƛŘ LƴǘŜƎǊŀǝƻƴ ƻŦ 5ƛǎǘǊƛōǳǘŜŘ 9ƴŜǊƎȅ wŜǎƻǳǊŎŜǎΥ LƴǘŜƎǊŀǝƴƎ 59w ƭƛƪŜ ǎƻƭŀǊ ǇŀƴŜƭǎΣ 

ōŀǧŜǊƛŜǎΣ ƘŜŀǘ ǇǳƳǇǎ ŀƴŘ 9± ŎƘŀǊƎŜǊǎ ǿƛƭƭ ōŜ ǘǊŀƴǎŦƻǊƳƛƴƎ ǘƘŜ ŦǳǘǳǊŜ ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘǎ ŀƴŘ ǊŜǉǳƛǊŜǎ 

ǎƻǇƘƛǎǝŎŀǘŜŘ ƳŀƴŀƎŜƳŜƴǘ ŘǳŜ ǘƻ ǘƘŜƛǊ ŘŜŎŜƴǘǊŀƭƛȊŜŘ ŀƴŘ ǾŀǊƛŀōƭŜ ƴŀǘǳǊŜΦ ¢ƘŜ ōƛƎ Řŀǘŀ ƎŜƴŜǊŀǘŜŘ Ŏŀƴ 

ōŜ ǘǊŜŀǘŜŘ ōȅ ŘƛƎƛǘŀƭ ƅŜȄƛōƛƭƛǘȅ ǎƻƊǿŀǊŜ ƳƻŘǳƭŜǎ ŦƻǊ ƻǇǝƳŀƭ ŘŜŎƛǎƛƻƴπƳŀƪƛƴƎΦ ¢Ƙƛǎ ŜƴƘŀƴŎŜǎ ƎǊƛŘ 

ǎǘŀōƛƭƛǘȅ ŀƴŘ ŜƳǇƻǿŜǊǎ 59w ŀǎ ƛƴǘŜƎǊŀƭ ŎƻƳǇƻƴŜƴǘǎ ƻŦ ŀ ǊŜǎƛƭƛŜƴǘ ŘƛǎǘǊƛōǳǝƻƴ ƴŜǘǿƻǊƪΣ ŜƴǎǳǊƛƴƎ 

ǊŜƭƛŀōƭŜ ŜƴŜǊƎȅ ǎŜǊǾƛŎŜǎΦ 

όƛƛƛύ /ƻƴƎŜǎǝƻƴ aŀƴŀƎŜƳŜƴǘΥ 5ƛƎƛǘŀƭƛȊŜŘ ƅŜȄƛōƛƭƛǘȅ ƳŜŎƘŀƴƛǎƳǎ Ŏŀƴ ŀƭƭŜǾƛŀǘŜ ǘƘŜ ƎǊƛŘ ŎƻƴƎŜǎǝƻƴ ōȅ 

ƛƴǘŜƭƭƛƎŜƴǘƭȅ ǊŜŘƛǎǘǊƛōǳǝƴƎ ǇƻǿŜǊ ƅƻǿǎ ŀƴŘ ƻǇǝƳƛȊƛƴƎ ŜƴŜǊƎȅ ŘƛǎǘǊƛōǳǝƻƴΣ ǎƛƎƴƛŬŎŀƴǘƭȅ ŜƴƘŀƴŎƛƴƎ ƎǊƛŘ 

ŜŶŎƛŜƴŎȅΦ CǳǊǘƘŜǊƳƻǊŜΣ ǘƘŜǎŜ ƅŜȄƛōƭŜ ŎŀǇŀŎƛǝŜǎ Ŏŀƴ ŜȄǘŜƴŘ ǘƘŜ ƭƛŦŜǎǇŀƴ ƻŦ ƎǊƛŘ ŎƻƳǇƻƴŜƴǘǎ ǘƘǊƻǳƎƘ 

ŎŀǇŀŎƛǘȅ ƳŀƴŀƎŜƳŜƴǘ ŀƴŘ ŘŜŦŜǊ ǘƘŜ ƴŜŜŘ ŦƻǊ ƛƳƳŜŘƛŀǘŜ ƛƴǾŜǎǘƳŜƴǘǎ ƛƴ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΦ ¢Ƙƛǎ Řǳŀƭ 

ōŜƴŜŬǘ ƴƻǘ ƻƴƭȅ ŦŀŎƛƭƛǘŀǘŜǎ ŦŀǎǘŜǊ ŎƻƴƴŜŎǝƻƴǎ ŦƻǊ ƴŜǿ ŎǳǎǘƻƳŜǊǎ ŀƴŘ ǊŜŘǳŎŜǎ ǿŀƛǝƴƎ ǝƳŜǎΣ ōǳǘ ŀƭǎƻ 

ŎƻƴǘǊƛōǳǘŜǎ ǘƻ ŀ ƳƻǊŜ ŎƻǎǘπŜũŜŎǝǾŜ ŀƴŘ ǎǳǎǘŀƛƴŀōƭŜ ƎǊƛŘ ǇƭŀƴƴƛƴƎ ŀƴŘ ŘŜǾŜƭƻǇƳŜƴǘΦ !ƴ ŜȄŀƳǇƭŜ ƛǎ 

ǊŜǇǊŜǎŜƴǘŜŘ ōȅ ǘƘŜ ŜũƻǊǘǎ ǘƘŀǘ ¢{hǎ ƳŀƪŜ ǘƻ ƛƳǇƭŜƳŜƴǘ ǘƘŜ wŜƎƛƻƴŀƭ hǇŜǊŀǝƻƴŀƭ {ŜŎǳǊƛǘȅ 

/ƻƻǊŘƛƴŀǝƻƴ όwh{/ύΦ ¢Ƙƛǎ Ŏƻƴǎƛǎǘǎ ƻŦ ŀ ŎƻƴƎŜǎǝƻƴ ƳŀƴŀƎŜƳŜƴǘ ǇǊƻŎŜǎǎ ŀƛƳŜŘ ŀǘ ƻǇǝƳƛǎƛƴƎ ǊŜƳŜŘƛŀƭ 

ŀŎǝƻƴǎ ōŀǎŜŘ ƻƴ ǘƘŜ {ȅǎǘŜƳ hǇŜǊŀǝƻƴ DǳƛŘŜƭƛƴŜǎ ό!ǊǘΦ тр ŀƴŘ тсύ ώмфϐ ƭŜƎŀƭ ŦǊŀƳŜǿƻǊƪΦ 

όƛǾύ DǊƛŘ wŜǎƛƭƛŜƴŎŜΥ [ƻŎŀƭ ƅŜȄƛōƛƭƛǘȅ ǊŜǎƻǳǊŎŜǎ ǎŜǊǾŜ ŀǎ ǾŀƭǳŀōƭŜ ōŀŎƪǳǇǎ ŘǳǊƛƴƎ ŘƛǎǘǳǊōŀƴŎŜǎΣ 

ŜƴǎǳǊƛƴƎ ǎǘŀōƭŜ ǇƻǿŜǊ ǉǳŀƭƛǘȅ ŀƴŘ ƎǊƛŘ ǎǘŀōƛƭƛǘȅΣ ŜǎǇŜŎƛŀƭƭȅ ƛƴ ƛǎƻƭŀǘŜŘ ŀǊŜŀǎΦ ¢ƘŜǎŜ ǊŜǎƻǳǊŎŜǎ ŀǊŜ 

ŜƴƘŀƴŎƛƴƎ ǘƘŜ ƻǾŜǊŀƭƭ ƎǊƛŘ ǊŜǎƛƭƛŜƴŎŜ ōȅ ƳƛƴƛƳƛȊƛƴƎ ŎǊƛǝŎŀƭ ƎǊƛŘ ǎƛǘǳŀǝƻƴǎ ŀƴŘ ǊŜŘǳŎƛƴƎ ǘƘŜ ƭƛƪŜƭƛƘƻƻŘ 

ƻŦ ǎƘǳǘŘƻǿƴǎΦ CƭŜȄƛōƛƭƛǘȅ ƳŜŀǎǳǊŜǎ ŜƴǎǳǊŜ ƎǊƛŘ ǊŜǎƛƭƛŜƴŎŜ ŀƎŀƛƴǎǘ ŜǉǳƛǇƳŜƴǘ ŦŀƛƭǳǊŜǎΣ ŜȄǘǊŜƳŜ ǿŜŀǘƘŜǊΣ 

ŀƴŘ ŎȅōŜǊŀǧŀŎƪǎΣ ǊŀǇƛŘƭȅ ŀŘŀǇǝƴƎ ǘƻ Ƴŀƛƴǘŀƛƴ ǎǘŀōƛƭƛǘȅ ŀƴŘ ŘŜǇŜƴŘŀōƭŜ ŜƴŜǊƎȅ ŘŜƭƛǾŜǊȅΦ 

όǾύ 9ƴŜǊƎȅ ¢ǊŀƴǎƛǝƻƴΥ 5ƛƎƛǘŀƭƛȊŜŘ ƅŜȄƛōƛƭƛǘȅ ƳŜŀǎǳǊŜǎ Ŏŀƴ ǎǳǇǇƻǊǘ ǘƘŜ ŜƭŜŎǘǊƛŬŎŀǝƻƴ ƻŦ ǎŜŎǘƻǊǎ ƭƛƪŜ 

ǘǊŀƴǎǇƻǊǘŀǝƻƴ ŀƴŘ ƛƴŘǳǎǘǊȅ ǿƛǘƘ ŎƭŜŀƴ ŜƴŜǊƎȅ ŦǊƻƳ w9{Σ ŜƴŀōƭƛƴƎ {ȅǎǘŜƳ hǇŜǊŀǘƻǊǎ ǘƻ ƻǾŜǊŎƻƳŜ ǘƘŜ 

ǎƛƎƴƛŬŎŀƴǘ ŎƘŀƭƭŜƴƎŜǎ ƻŦ ǎŜŎǘƻǊ ƛƴǘŜƎǊŀǝƻƴΦ 

όǾƛύ 5ŜƳŀƴŘ ǊŜǎǇƻƴǎŜ ŀƴŘ ŎƻƴǎǳƳŜǊ ŜƴƎŀƎŜƳŜƴǘ ƅŜȄƛōƛƭƛǘȅ ŀǘ ǘƘŜ 5{h ƭŜǾŜƭ ŜƴŀōƭŜ ǘƘŜ 

ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ŘŜƳŀƴŘ ǊŜǎǇƻƴǎŜ ǇǊƻƎǊŀƳǎΦ ¢ƘŜǎŜ ǇǊƻƎǊŀƳǎ ŀƭƭƻǿ 5{hǎ ǘƻ ŀŘƧǳǎǘ ŜƭŜŎǘǊƛŎƛǘȅ 

ŎƻƴǎǳƳǇǝƻƴ ǇŀǧŜǊƴǎ ƛƴ ǊŜǎǇƻƴǎŜ ǘƻ ǎǳǇǇƭȅπŘŜƳŀƴŘ ƛƳōŀƭŀƴŎŜǎ ƻǊ ƎǊƛŘ ŎƻƴǎǘǊŀƛƴǘǎΦ .ȅ ƛƴŎŜƴǝǾƛȊƛƴƎ 

ŎƻƴǎǳƳŜǊǎ ǘƻ ǎƘƛƊ ǘƘŜƛǊ ǳǎŀƎŜ ŘǳǊƛƴƎ ǇŜŀƪ ƘƻǳǊǎΣ 5{hǎ Ŏŀƴ ƛƳǇǊƻǾŜ ƎǊƛŘ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ ǊŜŘǳŎŜ ǘƘŜ 

ƴŜŜŘ ŦƻǊ ŜȄǇŜƴǎƛǾŜ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ǳǇƎǊŀŘŜǎΦ 

όǾƛƛύ 9ƴƘŀƴŎŜ ǘƘŜ ŎƻƻǊŘƛƴŀǝƻƴ ŀƳƻƴƎ ¢{hπ5{h ŀƴŘ ŎƻƴǎǳƳŜǊǎΥ 5ƛƎƛǘŀƭƭȅ ŜƴŀōƭŜŘ ƅŜȄƛōƛƭƛǘȅ Ŏŀƴ 

ŦŀŎƛƭƛǘŀǘŜ ǘƘŜ ƻǇŜǊŀǝƻƴ ƻŦ ƅŜȄƛōƛƭƛǘȅ ƳŀǊƪŜǘǎ ŀƴŘ ŜƴǎǳǊŜ ǘƘŜ ǎŜŀƳƭŜǎǎ ŎƻƻǇŜǊŀǝƻƴ ƻŦ {ȅǎǘŜƳ hǇŜǊŀǘƻǊǎ 

ŀƴŘ ŎƻƴǎǳƳŜǊǎΣ ŬƴŜπǘǳƴƛƴƎ ƎǊƛŘ ƻǇŜǊŀǝƻƴǎ ƻƴ ƭƻŎŀƭ ŀƴŘ ǊŜƎƛƻƴŀƭ ǎŎŀƭŜǎΦ .ȅ ŜǎǘŀōƭƛǎƘƛƴƎ 

ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΣ ¢{h ƳŀǊƪŜǘǎ ŜŶŎƛŜƴǘƭȅ ƘŀƴŘƭŜ ōǊƻŀŘ ǊŜƎƛƻƴŀƭ ŎƻƻǊŘƛƴŀǝƻƴ ŀƴŘ ŦǊŜǉǳŜƴŎȅ 
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ŎƻƳǇŜƴǎŀǝƻƴΣ ǿƘƛƭŜ ƭƻŎŀƭ ƅŜȄƛōƛƭƛǘȅ ƳŀǊƪŜǘǎ ŀŘŘǊŜǎǎ ǎǇŜŎƛŬŎ ŀƴŘ ƛƳƳŜŘƛŀǘŜ ƎǊƛŘ ƴŜŜŘǎ ŀǘ ǘƘŜ 5{h 

ƭŜǾŜƭΦ 
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4 Consolidation of Survey Responses and Literature 

Research for Knowledge Base Formation 
¢ƘŜ ŎƻƳǇƭŜǘŜŘ ǉǳŜǎǝƻƴƴŀƛǊŜǎΣ ǇǊŜǎŜƴǘŜŘ ƛƴ !ƴƴŜȄ .Σ ǿŜǊŜ ŎƻƭƭŜŎǘŜŘΣ ŎŀǊŜŦǳƭƭȅ ǊŜǾƛŜǿŜŘΣ ŀƴŘ 

ǎȅǎǘŜƳŀǝŎŀƭƭȅ ŬƭǘŜǊŜŘ ǘƻ ŜƴǎǳǊŜ ŎƭŀǊƛǘȅ ŀƴŘ ǊŜƭŜǾŀƴŎŜΦ ¢ƘŜ ƎŀǘƘŜǊŜŘ Řŀǘŀ ǿŀǎ ǘƘŜƴ ŀƴŀƭȅǎŜŘ ŦǊƻƳ 

ƳǳƭǝǇƭŜ ǇŜǊǎǇŜŎǝǾŜǎΣ ǿƛǘƘ ǘƘŜ Ǝƻŀƭ ƻŦ ƛŘŜƴǝŦȅƛƴƎ ŀƴŘ ŜȄǘǊŀŎǝƴƎ ǘƘŜ Ƴƻǎǘ ƳŜŀƴƛƴƎŦǳƭ ŀƴŘ ǊŜƭŜǾŀƴǘ 

ƛƴǎƛƎƘǘǎ ŦƻǊ ǘƘŜ ¢ǿƛƴ9¦ ǇǊƻƧŜŎǘΦ 5ǳǊƛƴƎ ǘƘƛǎ Ŭƴŀƭ ǎǘŀƎŜ ƻŦ ǘƘŜ ǇǊƻŎŜǎǎΣ ǘƘŜ ƛƴŦƻǊƳŀǝƻƴ ǿŀǎ ŎƻƴǎƻƭƛŘŀǘŜŘ 

ǘƻ ŦƻǊƳ ŀ ǎƻƭƛŘ ƻǾŜǊǾƛŜǿΣ ŀƭƛƎƴƛƴƎ ǿƛǘƘ ǘƘŜ ƻǊƛƎƛƴŀƭ ƻōƧŜŎǝǾŜǎ ǎŜǘ ƻǳǘ ŦƻǊ ǘƘŜ ǊŜǎŜŀǊŎƘΦ ¢Ƙƛǎ 

ŎƻƳǇǊŜƘŜƴǎƛǾŜ ŀǎǎŜǎǎƳŜƴǘ ŀƴŘ ǎȅƴǘƘŜǎƛǎ ƻŦ ǘƘŜ ŎƻƭƭŜŎǘŜŘ Řŀǘŀ ǊŜǇǊŜǎŜƴǘ ǘƘŜ ǇŜŀƪ ƻŦ ǘƘŜ ŘŜǎƪǘƻǇ 

ǊŜǎŜŀǊŎƘ ŜũƻǊǘǎΣ ǇǊƻǾƛŘƛƴƎ ŀ Ǌƻōǳǎǘ ŦƻǳƴŘŀǝƻƴ ŦƻǊ ŎǊŜŀǝƴƎ ǘƘŜ ǇǊƻƧŜŎǘΩǎ Y.Φ 

4.1 Common Objectives and Focus Areas in Surveyed Projects  

¢ƘŜ ƛƴƛǝŀƭ ŀǇǇǊƻŀŎƘ ŦƻǊ ŀǎǎŜǎǎƛƴƎ ŀƴŘ ŎŀǘŜƎƻǊƛȊƛƴƎ ǘƘŜ ƻǳǘŎƻƳŜǎ ƛƴǾƻƭǾŜǎ ƛŘŜƴǝŦȅƛƴƎ ǘƘŜ ŎƻǊŜ 

ƻōƧŜŎǝǾŜǎ ƻŦ ǘƘŜ ǇǊƻƧŜŎǘǎ ŀƴŘ ŀƭƛƎƴƛƴƎ ǘƘŜƳ ǿƛǘƘ ǎƘŀǊŜŘ ŦƻŎǳǎ ŀǊŜŀǎΦ ¢ƘŜǎŜ ŦƻŎǳǎ ŀǊŜŀǎ ŜƳǇƘŀǎƛǎŜ ǘƘŜ 

ƪŜȅ ŎǊƛǘŜǊƛŀ ǳǎŜŘ ƛƴ ŎƻƳǇƛƭƛƴƎ ǘƘŜ ƭƛǎǘ ƻŦ ǊŜǎŜŀǊŎƘŜŘ ǇǊƻƧŜŎǘǎ ŀƴŘ ǇǊƻǾƛŘŜ ŀ ƘƻǊƛȊƻƴǘŀƭ ŦǊŀƳŜǿƻǊƪ ŦƻǊ 

ƎǊƻǳǇƛƴƎ ǘƘŜ ǇǊƻƧŜŎǘǎ ŀƴŘ ǘƘŜƛǊ ǊŜǎǳƭǘǎΣ ŜƴǎǳǊƛƴƎ ǘƘŀǘ ƪŜȅ ǘƘŜƳŜǎ ŀƴŘ ǎƘŀǊŜŘ Ǝƻŀƭǎ ŀǊŜ ŎƭŜŀǊƭȅ 

ǊŜŎƻƎƴƛȊŜŘ ŀƴŘ ǎȅǎǘŜƳŀǝŎŀƭƭȅ ŀŘŘǊŜǎǎŜŘΦ ¢Ƙƛǎ ŀǇǇǊƻŀŎƘ ŦŀŎƛƭƛǘŀǘŜǎ ŀ ƳƻǊŜ ǎǘǊǳŎǘǳǊŜŘ ŀƴŀƭȅǎƛǎΣ ŀƭƭƻǿƛƴƎ 

ŦƻǊ ŀƴ ƛƴŎƭǳǎƛǾŜ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ƻŦ Ƙƻǿ ǘƘŜ ǾŀǊƛƻǳǎ ǇǊƻƧŜŎǘǎ ƛƴǘŜǊǎŜŎǘ ŀƴŘ ŎƻƴǘǊƛōǳǘŜ ǘƻ ǘƘŜ ōǊƻŀŘŜǊ 

ƻōƧŜŎǝǾŜǎ ƻŦ ¢ǿƛƴ9¦Φ ¢ƘŜǊŜŦƻǊŜΣ ǘƘŜ ŦƻŎǳǎ ŀǊŜŀǎ ŎƻƳǇǊƛǎŜΥ 

¶ Providing enhanced flexibility and market participation through integrated platforms: 

Summarizing the researched projects, under Task 2.1, which primarily focuses on enabling 

flexibility in energy systems, integrating DERs into markets, and fostering enhanced 

cooperation between stakeholders: 

o BeFLEXIBLE: Focuses on increasing flexibility and cooperation between TSOs, DSOs, 

and stakeholders. 

o XFLEX: Integrates decentralized flexibility assets into a unified platform for both local 

and wholesale markets. 

o CoordiNet: Demonstrates cost-efficient models for ancillary services and grid 

flexibility. 

o OneNet: Develops an open architecture for cross-country energy markets with a focus 

on flexibility. 

o Platone: Enhances flexibility through local market platforms and grid services. 

o EUniversal: Promotes flexibility solutions to integrate distributed resources across the 

energy system. 

o FEVER: Provides solutions for flexibility services in energy markets. 

o FlexCHESS: Focuses on the flexibility of energy storage systems for market 

participation. 

¶ Data sharing platforms and interoperability: 

These projects primarily aim to develop platforms and standards for seamless data exchange 

and interoperability between different energy systems: 

o DATA CELLAR: Creates a federated energy data space to support energy communities. 

o SYNERGY: Implements a big data architecture to facilitate data sharing and analytics 

for grid stability. 

o BD4OPEM: Develops an open innovation marketplace with data harmonization for 

grid operations. 

https://beflexible.eu/
https://xflexproject.eu/
https://build-up.ec.europa.eu/en/resources-and-tools/links/coordinet-project
https://www.onenet-project.eu/
https://www.platone-h2020.eu/
https://euniversal.eu/
https://fever-h2020.eu/
https://cordis.europa.eu/project/id/101096946
https://datacellarproject.eu/
https://synergyproject.eu/
https://bd4opem.eu/
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o BD4NRG: Provides a big data analytics toolbox for optimized energy system 

management. 

o OneNet: Focuses on cross-platform data exchange for flexibility markets. 

o InterConnect: Implements IoT-enabled data exchange for smart grid devices. 

o INTERRFACE: Facilitates real-time cross-border energy market data exchange. 

o XFLEX: Implements data interoperability via integrated flexibility management tools 

and common data models (CIM, SAREF, etc.). 

¶ Strengthening cybersecurity and resilience of energy systems: 

The following projects concentrate on enhancing cybersecurity and resilience, with a 

particular emphasis on the provision of safety to critical energy infrastructure, encompassing 

both cyber- and physical assets: 

o ENERGYSHIELD: Develops a cybersecurity toolkit for energy systems. 

o eFORT: Addresses grid resilience through secure technologies and real-time threat 

management. 

o CyberSEAS: Enhances cybersecurity for critical energy infrastructure. 

o ELECTRON: Focuses on grid resilience and cybersecurity measures. 

o SDN-MICROSENSE: Develops secure software-defined networking for microgrids. 

o OneNet: Implements network traffic monitoring and cybersecurity protocols for 

cross-platform data exchange. 

¶ Advancing grid operations, asset management and infrastructure resilience: 

The following projects predominantly focused on enhancing the operation and management 

of grid assets by leveraging cutting-edge technologies, advanced data analytics, and decision-

making tools. By incorporating innovations such as real-time monitoring, predictive analytics, 

and automated control systems, they scope in optimizing grid performance, improve 

efficiency, and ensure greater reliability and resilience in energy networks. Additionally, they 

contribute to more informed decision-making processes, enabling better long-term planning 

and dynamic management of grid resources: 

o Ebalance+: Enhances grid flexibility through smart-grid technologies and market 

mechanisms. 

o STREAM: Focuses on low-voltage grid flexibility and innovative services. 

o NEWGEN: Develops new HVDC cable solutions and monitoring systems for grid 

reliability. 

o AGISTIN: Optimizes energy storage systems and grid integration architectures. 

o BD4OPEM: Provides tools for grid monitoring and predictive maintenance. 

o EUniversal: Improves grid operations by integrating distributed energy resources. 

o FARCROSS: Aims to improve cross-border grid operations and optimize electricity 

transmission. 

o ENFLATE: Focuses on grid flexibility through innovative market services. 

o 2LiPP: Develops hybrid energy storage systems to transition power plants away from 

fossil fuels. 

o HVDC-wise: Focuses on advancing HVDC transmission technologies for cross-border 

grid resilience. 

¶ Promoting decarbonization and enhanced RES integration: 

These projects principally centred on the integration of RES and the reduction of carbon 

emissions through innovative energy solutions. The following projects incorporate advanced 

technologies (e.g., smart grids, energy storage systems (ESS), and demand-response 

mechanisms, etc.) to promote clean energy penetration into the system: 

https://www.bd4nrg.eu/
https://www.onenet-project.eu/
https://interconnectproject.eu/
https://bridge-smart-grid-storage-systems-digital-projects.ec.europa.eu/node/26
https://xflexproject.eu/
https://energy-shield.eu/
https://efort-project.eu/
https://cyberseas.eu/
https://electron-project.eu/
https://cordis.europa.eu/project/id/833955
https://www.onenet-project.eu/
https://www.ebalanceplus.eu/
https://stream-he-project.eu/
https://cordis.europa.eu/project/id/101075592
https://www.agistin.eu/
https://bd4opem.eu/
https://euniversal.eu/
https://farcross.eu/
https://enflate.eu/
https://2lipp.eu/
https://hvdc-wise.eu/
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o PARITY: Integrates DERs into smart grid systems for optimized flexibility management 

and decarbonization. 

o AGISTIN: Promotes energy storage and renewable integration for grid users. 

o INTERRFACE: Facilitates renewable energy integration through cross-border data 

exchange. 

o INTERSTORE: Develops energy storage solutions to support renewable integration. 

¶ Development of innovative tools for energy services and markets: 

These projects focus mostly on developing new tools and technologies to enhance energy 

services and support energy markets. 

o Platone: Provides tools for energy market services and grid flexibility. 

o OneNet: Provides tools for market participation and grid services at a European scale. 

o EUniversal: Develops tools for integrating DER into energy services. 

o BD4NRG: Provides tools for AI-based analytics and decision-making in energy markets. 

o FlexCHESS: Develops energy storage systems to provide flexibility in markets. 

¢ƘŜ Ƴƻǎǘ ŎƻƳƳƻƴ ŦƻŎǳǎ ŀǊŜŀ ŀƳƻƴƎ ǘƘŜ ǊŜǎŜŀǊŎƘŜŘ ǇǊƻƧŜŎǘǎ ƛǎ ƛƴŘƛŎŀǘŜŘ ŀǎ ǘƘŜ άŀŘǾŀƴŎƛƴƎ ƎǊƛŘ 

ƻǇŜǊŀǝƻƴǎΣ ŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ŀƴŘ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ǊŜǎƛƭƛŜƴŎŜέΣ ǿƛǘƘ мл ǇǊƻƧŜŎǘǎΩ ŎƻǊŜ ǎǳōƧŜŎǘǎ ōŜƛƴƎ ƻƴ 

ǘƘƛǎ ŘƻƳŀƛƴΦ ¢ƘŜ ƴŜȄǘ Ƴƻǎǘ ŀŘŘǊŜǎǎŜŘ ŀǊŜŀ ƛǎ ǘƘŜ άLƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀƴŘ Řŀǘŀ ǎƘŀǊƛƴƎ ǇƭŀǜƻǊƳǎέΣ ǿƛǘƘ у 

ǇǊƻƧŜŎǘǎΦ ά9ƴƘŀƴŎƛƴƎ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƳŀǊƪŜǘ ǇŀǊǝŎƛǇŀǝƻƴ ǘƘǊƻǳƎƘ ƛƴǘŜƎǊŀǘŜŘ ǇƭŀǜƻǊƳǎέ ƛǎ ŀƴƻǘƘŜǊ ƪŜȅ 

ŀǊŜŀ ƻŦ ŦƻŎǳǎΣ ǿƛǘƘ т ǇǊƻƧŜŎǘǎΣ ǿƘƛƭŜ ά/ȅōŜǊǎŜŎǳǊƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎέ Ŧƻƭƭƻǿǎ ŎƭƻǎŜƭȅΣ 

ǿƛǘƘ р ǇǊƻƧŜŎǘǎΦ [ŀǎǘƭȅΣ ά5ŜŎŀǊōƻƴƛȊŀǝƻƴ ŀƴŘ w9{ ƛƴǘŜƎǊŀǝƻƴέ ƛƴŎƭǳŘŜǎ п ǇǊƻƧŜŎǘǎΦ ¢ƘŜǎŜ ŦƻŎǳǎ ŀǊŜŀǎ 

ǊŜƅŜŎǘ ǘƘŜ ƪŜȅ ǇǊƛƻǊƛǝŜǎ ŦƻǊ ŘƛƎƛǘŀƭ ǘǊŀƴǎŦƻǊƳŀǝƻƴ ƛƴ ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊΦ 

{ŜǾŜǊŀƭ ǇǊƻƧŜŎǘǎ ŜƳŜǊƎŜ ŀǎ ŎǊƻǎǎπŎŀǘŜƎƻǊȅ ƛƴƛǝŀǝǾŜǎΣ ǊŜƅŜŎǝƴƎ ǘƘŜƛǊ ƳǳƭǝπŦŀŎŜǘŜŘ ŀǇǇǊƻŀŎƘ ǘƻ 

ŀŘŘǊŜǎǎƛƴƎ ŜƴŜǊƎȅ ǎȅǎǘŜƳ ŎƘŀƭƭŜƴƎŜǎΦ hƴŜbŜǘΣ ŦƻǊ ŜȄŀƳǇƭŜΣ ŀǇǇŜŀǊǎ ƛƴ ƳǳƭǝǇƭŜ ŎŀǘŜƎƻǊƛŜǎ ǎǇŜŎƛŬŎŀƭƭȅ 

ŦŜŀǘǳǊƛƴƎ ƛƴ ŦƻǳǊ ƻŦ ǘƘŜƳΦ ¢Ƙƛǎ ǇǊƻƧŜŎǘ ŦƻŎǳǎŜǎ ƻƴ ŎǊŜŀǝƴƎ ŀƴ ƻǇŜƴ ŀǊŎƘƛǘŜŎǘǳǊŜ ǘƘŀǘ ƛƴǘŜƎǊŀǘŜǎ ŜƴŜǊƎȅ 

ǎȅǎǘŜƳǎ ŀŎǊƻǎǎ 9ǳǊƻǇŜΣ ŦŀŎƛƭƛǘŀǘŜǎ ŎǊƻǎǎπǇƭŀǜƻǊƳ Řŀǘŀ ŜȄŎƘŀƴƎŜΣ ŜƴƘŀƴŎŜǎ ƳŀǊƪŜǘ ǇŀǊǝŎƛǇŀǝƻƴΣ ŀƴŘ 

ŜƴǎǳǊŜǎ ŎȅōŜǊǎŜŎǳǊƛǘȅ ƳŜŀǎǳǊŜǎ ŦƻǊ Řŀǘŀ ŜȄŎƘŀƴƎŜΣ ƳŀƪƛƴƎ ƛǘ ŀƴ ŀƭƭπƛƴŎƭǳǎƛǾŜ ƛƴƛǝŀǝǾŜ ŦƻǊ ǘƘŜ ŦǳǘǳǊŜ ƻŦ 

ŜƴŜǊƎȅ ǎȅǎǘŜƳǎΦ {ƛƳƛƭŀǊƭȅΣ ·C[9· Ŧŀƭƭǎ ƛƴǘƻ ǘǿƻ ŎŀǘŜƎƻǊƛŜǎΣ ǿƘŜǊŜ ƛǘ ƛƴǘŜƎǊŀǘŜǎ ŘŜŎŜƴǘǊŀƭƛȊŜŘ ŜƴŜǊƎȅ 

ǊŜǎƻǳǊŎŜǎ ƛƴǘƻ ƳŀǊƪŜǘǎ ǿƘƛƭŜ ŜƴǎǳǊƛƴƎ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ Ǿƛŀ ŎƻƳƳƻƴ Řŀǘŀ ƳƻŘŜƭǎΣ ǇǊƻǾƛŘƛƴƎ ŀ ǳƴƛŬŜŘ 

ǇƭŀǜƻǊƳ ŦƻǊ ƅŜȄƛōƛƭƛǘȅ ƳŀƴŀƎŜƳŜƴǘΦ 9¦ƴƛǾŜǊǎŀƭ ŀƭǎƻ ǎǇŀƴǎ ƳǳƭǝǇƭŜ ŎŀǘŜƎƻǊƛŜǎΦ ¢ƘŜ ǇǊƻƧŜŎǘ ŦƻŎǳǎŜǎ ƻƴ 

ƛƴǘŜƎǊŀǝƴƎ 59wǎ ǘƻ ƻǇǝƳƛȊŜ ƎǊƛŘ ƻǇŜǊŀǝƻƴǎ ǿƘƛƭŜ ǇǊƻǾƛŘƛƴƎ ǘƻƻƭǎ ǘƻ ǎǳǇǇƻǊǘ ŜƴŜǊƎȅ ǎŜǊǾƛŎŜǎΦ .5пbwD 

ƛǎ ŀƴƻǘƘŜǊ ǾŜǊǎŀǝƭŜ ǇǊƻƧŜŎǘΣ ŦŜŀǘǳǊƛƴƎ ƛƴ ǘƘǊŜŜ ŎŀǘŜƎƻǊƛŜǎΣ ǎƛƴŎŜ ƛǘ ǇǊƻǾƛŘŜǎ ŀ ōƛƎ Řŀǘŀ ŀƴŀƭȅǝŎǎ ǘƻƻƭōƻȄ 

ŦƻǊ ǎȅǎǘŜƳ ƻǇǝƳƛȊŀǝƻƴ ǿƘƛƭŜ ǎǳǇǇƻǊǝƴƎ ŀŘǾŀƴŎŜŘ ŘŜŎƛǎƛƻƴπƳŀƪƛƴƎ ǘƘǊƻǳƎƘ !LπŘǊƛǾŜƴ ǘƻƻƭǎΦ CƛƴŀƭƭȅΣ 

.ŜC[9·L.[9 ŜƴƘŀƴŎŜǎ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǎǘŀƪŜƘƻƭŘŜǊ ŎƻƻǇŜǊŀǝƻƴ ōǳǘ ŀƭǎƻ ǎǳǇǇƻǊǘǎ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ 

ōȅ ƛƳǇƭŜƳŜƴǝƴƎ ǇƭŀǜƻǊƳǎ ŦƻǊ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀƴŘ ǎŜǊǾƛŎŜǎ ƛƴǘŜƎǊŀǝƻƴΣ ǘƻǳŎƘƛƴƎ ǳǇƻƴ ǘǿƻ ŎŀǘŜƎƻǊƛŜǎΦ 

4.2 Key Challenges and Opportunities from Literature and Survey 

5ƛƎƛǘŀƭƛȊŀǝƻƴ ƛǎ ǊŀǇƛŘƭȅ ǘǊŀƴǎŦƻǊƳƛƴƎ ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊΣ ƳǳŎƘ ƭƛƪŜ Ƴŀƴȅ ƻǘƘŜǊ ƛƴŘǳǎǘǊƛŜǎΦ {ƻƭǳǝƻƴǎ 

ǎǳŎƘ ŀǎ 9±ǎΣ ǎƻƭŀǊ ǇŀƴŜƭǎΣ ŀƴŘ ƘŜŀǘ ǇǳƳǇǎ ŀǊŜ ƛƴŎǊŜŀǎƛƴƎƭȅ ƛƴǘŜƎǊŀǘŜŘ ǿƛǘƘ ǎƳŀǊǘ ǘŜŎƘƴƻƭƻƎƛŜǎ ǘƘŀǘ 

ƎŜƴŜǊŀǘŜ Řŀǘŀ ŀƴŘ ŀƭƭƻǿ ŦƻǊ ǊŜƳƻǘŜ ŎƻƴǘǊƻƭΦ .ȅ нлолΣ ǘƘŜ ƴǳƳōŜǊ ƻŦ ŀŎǝǾŜ Lƻ¢ ŘŜǾƛŎŜǎ ǿƻǊƭŘǿƛŘŜ ƛǎ 

ŜȄǇŜŎǘŜŘ ǘƻ ŜȄŎŜŜŘ нрΦп ōƛƭƭƛƻƴΣ ǿƛǘƘ рм҈ ƻŦ ƘƻǳǎŜƘƻƭŘǎ ŀƴŘ {a9ǎ ƛƴ ǘƘŜ 9¦ ŀƭǊŜŀŘȅ ŜǉǳƛǇǇŜŘ ǿƛǘƘ 

ǎƳŀǊǘ ŜƭŜŎǘǊƛŎƛǘȅ ƳŜǘŜǊǎΦ ¢Ƙƛǎ ǎǳǊƎŜ ƛƴ ǎƳŀǊǘ ǘŜŎƘƴƻƭƻƎȅ ŀŘƻǇǝƻƴ ǇǊŜǎŜƴǘǎ ōƻǘƘ ǎƛƎƴƛŬŎŀƴǘ ŎƘŀƭƭŜƴƎŜǎ 

ŀƴŘ ƻǇǇƻǊǘǳƴƛǝŜǎ ώнлϐΦ LƴǎƛƎƘǘǎ ŦǊƻƳ ǘƘŜ ǎǳǊǾŜȅ ǊŜǎǳƭǘǎ ƻŦ 9¦ ǎǳǊǾŜȅŜŘ ǇǊƻƧŜŎǘǎ ƘƛƎƘƭƛƎƘǘ ƪŜȅ ŦŀŎǘƻǊǎ 

ŜǎǎŜƴǝŀƭ ŦƻǊ ǘƘŜ ǎŜŎǘƻǊΩǎ ǎǳŎŎŜǎǎŦǳƭ ŘƛƎƛǘŀƭ ǘǊŀƴǎŦƻǊƳŀǝƻƴ ŀƴŘ ŀǎǎƛǎǘ ƻƴ ǘƘŜ ŦǳǊǘƘŜǊ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ 

ǘƘŜ ǇǊƻƧŜŎǘΩǎ Y.Φ 

https://parity-h2020.eu/
https://www.agistin.eu/
https://bridge-smart-grid-storage-systems-digital-projects.ec.europa.eu/node/26
https://interstore-project.eu/
https://www.platone-h2020.eu/
https://www.onenet-project.eu/
https://euniversal.eu/
https://www.bd4nrg.eu/
https://cordis.europa.eu/project/id/101096946
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YŜȅ ŎƘŀƭƭŜƴƎŜǎ ƛƴŎƭǳŘŜ ƛǎǎǳŜǎ ƻŦ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΣ ǿƘŜǊŜ ƛƴŎƻƴǎƛǎǘŜƴŎƛŜǎ ƛƴ Řŀǘŀ ŦƻǊƳŀǘǎ ŀƴŘ 

ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ƘƛƴŘŜǊ ǎŜŀƳƭŜǎǎ ƛƴǘŜƎǊŀǝƻƴ ŀŎǊƻǎǎ ŘƛǾŜǊǎŜ ǇƭŀǜƻǊƳǎ ŀƴŘ ƭŜƎŀŎȅ ǎȅǎǘŜƳǎΦ 

/ȅōŜǊπǇƘȅǎƛŎŀƭ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ŀƭǎƻ ǇƻǎŜ ǎƛƎƴƛŬŎŀƴǘ ŎƻƴŎŜǊƴǎΣ ŀǎ ƛƴŎǊŜŀǎŜŘ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ōǊƛƴƎǎ 

ƴŜǿ ǾǳƭƴŜǊŀōƛƭƛǝŜǎ ŀƴŘ ŎȅōŜǊǎŜŎǳǊƛǘȅ ǊƛǎƪǎΦ !ŘŘƛǝƻƴŀƭƭȅΣ ƳŀƴŀƎƛƴƎ ƭŀǊƎŜ ǾƻƭǳƳŜǎ ƻŦ ŘŀǘŀΣ ŜƴǎǳǊƛƴƎ 

Řŀǘŀ ǉǳŀƭƛǘȅΣ ŀƴŘ ƴŀǾƛƎŀǝƴƎ ŎƻƳǇƭŜȄ ǊŜƎǳƭŀǘƻǊȅ ŦǊŀƳŜǿƻǊƪǎ ŦǳǊǘƘŜǊ ŎƻƳǇƭƛŎŀǘŜ ǘƘŜ ŘƛƎƛǘŀƭƛȊŀǝƻƴ 

ǇǊƻŎŜǎǎΦ 

5ƛƎƛǘŀƭƛȊŀǝƻƴ ǇƻǎŜǎ ǎŜǾŜǊŀƭ ŎƘŀƭƭŜƴƎŜǎΤ ƘƻǿŜǾŜǊΣ ŎƻƴǎƛŘŜǊŀōƭŜ ƻǇǇƻǊǘǳƴƛǝŜǎ ŀƭǎƻ ŀǊƛǎŜ ŦǊƻƳ ƛǘΦ ¢ƘŜ 

ƛƴǘŜƎǊŀǝƻƴ ƻŦ ǊŜŀƭπǝƳŜ ƳƻƴƛǘƻǊƛƴƎΣ ǇǊŜŘƛŎǝǾŜ ƳŀƛƴǘŜƴŀƴŎŜΣ ŀƴŘ ŀŘǾŀƴŎŜŘ Řŀǘŀ ŀƴŀƭȅǝŎǎ ǎƛƎƴƛŬŎŀƴǘƭȅ 

ŜƴƘŀƴŎŜǎ ŘŜŎƛǎƛƻƴπƳŀƪƛƴƎΣ ƛƳǇǊƻǾŜǎ ǎȅǎǘŜƳ ŜŶŎƛŜƴŎȅΣ ŀƴŘ ƛƴŎǊŜŀǎŜǎ ƅŜȄƛōƛƭƛǘȅ ǇƻǘŜƴǝŀƭΦ aŀƴȅ 

ǇǊƻƧŜŎǘǎ ǎǳǊǾŜȅŜŘ ŘŜƳƻƴǎǘǊŀǘŜ Ƙƻǿ ƅŜȄƛōƛƭƛǘȅ ƳŀǊƪŜǘǎ ŀƴŘ ōǳǎƛƴŜǎǎ ŎŀǎŜǎΣ ŀƭƛƎƴŜŘ ǿƛǘƘ ƎǊƛŘ 

ŎƻƴǎǘǊŀƛƴǘǎΣ Ŏŀƴ ƻǇǝƳƛȊŜ ŜƴŜǊƎȅ ƳŀƴŀƎŜƳŜƴǘΦ CǳǊǘƘŜǊƳƻǊŜΣ ǇǊƻƧŜŎǘǎ ŦƻŎǳǎŜŘ ƻƴ ǎǘŀƴŘŀǊŘƛȊŀǝƻƴΣ 

ŀŘƻǇǝƻƴ ƻŦ ǎƳŀǊǘ ƎǊƛŘ ǘŜŎƘƴƻƭƻƎƛŜǎΣ ŀƴŘ ǘƘŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ w9{ ƛƴǘƻ ǘƘŜ ǎȅǎǘŜƳ ƻũŜǊ ǎƛƎƴƛŬŎŀƴǘ 

ǇƻǘŜƴǝŀƭ ǘƻ ōƻƻǎǘ ŜƴŜǊƎȅ ǊŜǎƛƭƛŜƴŎŜ ŀƴŘ ƻǾŜǊŀƭƭ ǎȅǎǘŜƳ ǇŜǊŦƻǊƳŀƴŎŜΦ 

4.2.1 Key challenges and opportunities identified in the literature 

¢ƘŜ ŎǳǊǊŜƴǘ ŘŜƭƛǾŜǊŀōƭŜ ŀƛƳǎ ǘƻ ŀƴŀƭȅǎŜ ǘƘŜ ŜǾƻƭǳǝƻƴ ƻŦ ǘƘŜ ŜƴŜǊƎȅ ǎȅǎǘŜƳ ƛƴ ǘƘŜ ŎƻƴǘŜȄǘ ƻŦ 

ŘƛƎƛǘŀƭƛȊŀǝƻƴ ŀǘ Ǉŀƴπ9¦ ƭŜǾŜƭΣ ǿƘƛƭŜ ŀƭǎƻ ŎƻƴǎƛŘŜǊƛƴƎ ǘƘŜ ƛƴŘƛǾƛŘǳŀƭ ƴŀǝƻƴŀƭ ŎŀǎŜǎ ǘƘŀǘ ŎƻƳǇǊƛǎŜ ƛǘΦ ¢ƘŜ 

ŜƴŜǊƎȅ ǘǊŀƴǎƛǝƻƴ ŘŜƳƻƴǎǘǊŀǘŜǎ ŀ ƭƻƴƎ ǎŜǊƛŜǎ ƻŦ ƻǇǇƻǊǘǳƴƛǝŜǎΣ ŎƻƳƛƴƎ ǘƻƎŜǘƘŜǊ ǿƛǘƘ ŀ ǿƛŘŜ ŀǊǊŀȅ ƻŦ 

ŎƘŀƭƭŜƴƎŜǎ ŀƴŘ Ǌƛǎƪǎ ŀŎǊƻǎǎ ǘŜŎƘƴƛŎŀƭΣ ŜŎƻƴƻƳƛŎΣ ǇƻƭƛǝŎŀƭΣ ŀƴŘ ǎƻŎƛŜǘŀƭ ŘƻƳŀƛƴǎΣ ǿƛǘƘ ŘƛƎƛǘŀƭƛȊŀǝƻƴ 

ǇƭŀȅƛƴƎ ŀ ƪŜȅ ǊƻƭŜ ƛƴ ǘƘƛǎ ǇǊƻŎŜǎǎ ώнмϐΦ Lǘ ƛǎ ōŜŎƻƳƛƴƎ ŘŜŜǇƭȅ ƛƴǘŜƎǊŀǘŜŘ ƛƴǘƻ ƴŜŀǊƭȅ ŜǾŜǊȅ ŀǎǇŜŎǘ ƻŦ ǘƘŜ 

ŜƴŜǊƎȅ ǎȅǎǘŜƳΣ ŀũŜŎǝƴƎ ōƻǘƘ ǘƘŜ ŘŜƳŀƴŘ ŀƴŘ ǎǳǇǇƭȅ ǎƛŘŜΦ /ƻǊŜ ǎŜŎǘƻǊǎ ǎǳŎƘ ŀǎ ƛƴŘǳǎǘǊȅΣ ǊŜǎƛŘŜƴǝŀƭΣ 

ŀƴŘ Ƴƻōƛƭƛǘȅ ŀǊŜ ƛƴŎǊŜŀǎƛƴƎƭȅ ŘǊƛǾŜƴ ōȅ ƛƴƴƻǾŀǝƻƴǎ ƭƛƪŜ ǘƘŜ LƴǘŜǊƴŜǘ ƻŦ ¢ƘƛƴƎǎ όLƻ¢ύΣ ǎƳŀǊǘ ƎǊƛŘǎΣ 

ŀǳǘƻƴƻƳƻǳǎ ǎȅǎǘŜƳǎΣ ŀƴŘ ƻǘƘŜǊǎΦ  

¢ƘŜ ƻǇǇƻǊǘǳƴƛǝŜǎ ƛƴŘƛŎŀǘŜŘ ŀŎǊƻǎǎ ǘƘŜǎŜ ǎŜŎǘƻǊǎ ŀǊŜ ŎƻƴŎŜƴǘǊŀǘŜŘ ƛƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎŀǘŜƎƻǊƛŜǎΥ 

¶ to support for decarbonization and to improve energy system efficiency 

¶ to enhance flexibility in energy markets 

¶ to optimize system operation 

¶ to create new economic sectors 

¶ to assist in managing the complexities of decentralized energy systems 

IƻǿŜǾŜǊΣ ƛǘ ŀƭǎƻ ōǊƛƴƎǎ ŎƻƳǇƭŜȄƛǝŜǎ ƛƴǘƻ ŜƴŜǊƎȅ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎ ŀƴŘ ƻǇŜǊŀǝƻƴ ώннϐΦ ¢ƘŜǎŜ ŀǊŜ 

ŘŜŬƴŜŘ ŀǎ ŎƘŀƭƭŜƴƎŜǎ ǘƘŀǘ ŀǊƛǎŜ ŀŎǊƻǎǎ ǾŀǊƛƻǳǎ ǎŜŎǘƻǊǎ ŀƴŘ ŀǊŜ ƎŜƴŜǊŀƭƭȅ ŎƻƴŎŜƴǘǊŀǘŜŘ ƛƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 

ŎƻǊŜ ŎŀǘŜƎƻǊƛŜǎΥ 

¶ decentralization of energy systems 

¶ increased electricity demand to support digital infrastructure 

¶ heightened cyber risks and threats to data privacy 

¶ multitude of different standards, infrastructure and policies across the EU 

¶ potential disruptions in labour markets 

Lƴ ǘƘƛǎ ŎƘŀǇǘŜǊΣ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ǎȅǎǘŜƳƛŎ ƭƛǘŜǊŀǘǳǊŜ ǊŜǎŜŀǊŎƘ Ƙŀǎ ōŜŜƴ ŎƻƴŘǳŎǘŜŘ ƛƴ ƻǊŘŜǊ ǘƻ ƎŀǘƘŜǊ 

ŀƴŘ ŀǎǎŜƳōƭŜ ƛƴǎƛƎƘǘǎ ƛƴ ǘƘŜ ƻǇǇƻǊǘǳƴƛǝŜǎ ŀƴŘ ŎƘŀƭƭŜƴƎŜǎ ŎƻƳǇǊƛǎƛƴƎ ǘƘŜ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ǇŀǊǘ ƻŦ ǘƘŜ 

ŜƴŜǊƎȅ ǘǊŀƴǎƛǝƻƴΦ  

¢ƘŜ 9¦ Ƙŀǎ ƭŀǳƴŎƘŜŘ ŀƴ ŀŎǝƻƴ Ǉƭŀƴ ŦƻǊ ŘƛƎƛǘŀƭƛȊƛƴƎ ǘƘŜ ŜƴŜǊƎȅ ǎȅǎǘŜƳ ƛƴ нлнн ǘƻ ǇǊƻƳƻǘŜ 

ŎƻƴƴŜŎǝǾƛǘȅ ŀƴŘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΣ ŦƻǎǘŜǊ ŎƻƻǊŘƛƴŀǘŜŘ ƛƴǾŜǎǘƳŜƴǘǎ ƛƴ ǎƳŀǊǘ ƎǊƛŘ ǘŜŎƘƴƻƭƻƎƛŜǎΣ ŜƳǇƻǿŜǊ 

ŎǳǎǘƻƳŜǊǎΣ ŜƴƘŀƴŎŜ ŎȅōŜǊ ǎŜŎǳǊƛǘȅΣ ǇǊƻƳƻǘŜ ƎǊŜŀǘŜǊ ŜŶŎƛŜƴŎȅΣ ŀƴŘ ŘŜǎƛƎƴ ŜũŜŎǝǾŜ ƎƻǾŜǊƴŀƴŎŜ 

ǘƘǊƻǳƎƘ Ƨƻƛƴǘ ǇƭŀƴƴƛƴƎ ώтϐΦ 
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¢ƘŜ ǘǊŀƴǎŦƻǊƳŀǝƻƴ ƻŦ ǘƘŜ 9¦ ŜƴŜǊƎȅ ǎȅǎǘŜƳ ǘƻ ƛǘǎ ŦǳǘǳǊŜ ǾŜǊǎƛƻƴ ƛǎ ǇǊƛƳŀǊƛƭȅ ōŀǎŜŘ ƻƴ ŘƛƎƛǘŀƭ 

ǎƻƭǳǝƻƴǎ ǎǳŎƘ ŀǎ ŀǊǝŬŎƛŀƭ ƛƴǘŜƭƭƛƎŜƴŎŜ ό!LύΣ ŀŘǾŀƴŎŜŘ Řŀǘŀ ŀƴŀƭȅǝŎǎΣ ǘƘŜ LƴǘŜǊƴŜǘ ƻŦ ¢ƘƛƴƎǎ όLƻ¢ύΣ 

ƳŀŎƘƛƴŜ ƭŜŀǊƴƛƴƎ όa[ύΣ ŀƴŘ ǘƘŜ ŘƛƎƛǘŀƭ ǘǿƛƴ ǘŜŎƘƴƻƭƻƎƛŜǎ ό5¢ύΣ ǇǊŜǎŜƴǝƴƎ ǎƛƎƴƛŬŎŀƴǘ ƻǇǇƻǊǘǳƴƛǝŜǎ ǘƻ 

ŜƴƘŀƴŎŜ ŜŶŎƛŜƴŎȅ ƛƴ ƘŀƴŘƭƛƴƎ ǘƘŜ ƛƴŎǊŜŀǎƛƴƎ ŎƻƳǇƭŜȄƛǘȅ ƻŦ ǘƘŜ ŜƴŜǊƎȅ ƭŀƴŘǎŎŀǇŜ ώноϐΦ ¢ƘŜ ŘƛƎƛǘŀƭ 

ǘŜŎƘƴƻƭƻƎƛŜǎ ŀǊŜ ŀǇǇƭƛŜŘ ŀŎǊƻǎǎ ǘƘŜ ŜƴǝǊŜ ŜƴŜǊƎȅ ǎǳǇǇƭȅ ŎƘŀƛƴΣ ŜȄǘŜƴŘƛƴƎ ŦǊƻƳ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ŘŜǎƛƎƴ 

ŀƴŘ ƻǇŜǊŀǝƻƴŀƭ ƳŀƴŀƎŜƳŜƴǘ ǘƻ ŜƴŜǊƎȅ ǇǊƻŘǳŎǝƻƴΣ ŘƛǎǘǊƛōǳǝƻƴΣ ŀƴŘ ŎƻƴǎǳƳǇǝƻƴΣ ŜƴŀōƭƛƴƎ ƳƻǊŜ 

ŜũŜŎǝǾŜ ǇƭŀƴƴƛƴƎΣ ƳŀƛƴǘŜƴŀƴŎŜΣ ŀƴŘ ǎȅǎǘŜƳ ƻǇǝƳƛȊŀǝƻƴΦ  

Lƴ ǘƘŜ ŎƻƴǘŜȄǘ ƻŦ ŘƛƎƛǘŀƭ ǘǊŀƴǎŦƻǊƳŀǝƻƴΣ ǘƘŜ ƪŜȅ ƳŜŘƛǳƳ ŦƻǊ ƛƴƴƻǾŀǝƻƴ ƛǎ ŎƻƴǎƛŘŜǊŜŘ ǘƘŜ ǎŜŀƳƭŜǎǎ 

ǎǘǊŜŀƳǎ ƻŦ ŘŀǘŀΣ ǿƘƛŎƘ ƴŜŜŘ ǘƻ ōŜ ǎƘŀǊŜŘ ǳƴƛƳǇŜŘŜŘƭȅΣ ŀƴŘ ƅƻǿ ŜŶŎƛŜƴǘƭȅ ŀŎǊƻǎǎ ǘƘŜ ƴŜǘǿƻǊƪΦ 

¢ƘǊƻǳƎƘ ǘƘŜ ǳǝƭƛȊŀǝƻƴ ƻŦ ǊŜŀƭπǝƳŜ ōƛƎ Řŀǘŀ ŦƻǊ ŀŘǾŀƴŎŜŘ ŀƴŀƭȅǝŎǎΣ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ǎǳŎŎŜŜŘǎ ƛƴ ŀŎŎŜǎǎƛƴƎ 

ŀƴŘ ǾŀƭƻǊƛǎƛƴƎ ŘŜǘŀƛƭŜŘ ŜƴŜǊƎȅπǊŜƭŀǘŜŘ ƛƴŦƻǊƳŀǝƻƴ όŎƻƴǎǳƳǇǝƻƴΣ ǇǊƻŘǳŎǝƻƴΣ ǎǘƻǊŀƎŜΣ ǿŜŀǘƘŜǊ ŘŀǘŀΣ 

ŜǘŎΦύ ŀƴŘ ƎǊƛŘ ǇŜǊŦƻǊƳŀƴŎŜ ƛƴǎƛƎƘǘ ώнпϐΦ 

{ŜŎǳǊŜΣ ŜŶŎƛŜƴǘΣ ŀƴŘ ǎŜŀƳƭŜǎǎ Řŀǘŀ ǎƘŀǊƛƴƎ ōŜƴŜŬǘǎ ŀ ǿƛŘŜ ǊŀƴƎŜ ƻŦ ǎǘŀƪŜƘƻƭŘŜǊǎ ƛƴ ǘƘŜ ŜƴŜǊƎȅ 

ŜŎƻǎȅǎǘŜƳΣ ƛƴŎƭǳŘƛƴƎ ǎǳǇǇƭƛŜǊǎΣ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƻǇŜǊŀǘƻǊǎΣ ŜƴŜǊƎȅ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊǎΣ ŀƴŘ ŎƻƴǎǳƳŜǊǎΦ ¢Ƙƛǎ 

Řŀǘŀ ŜȄŎƘŀƴƎŜ ǎǳǇǇƻǊǘǎ ŀƴŘ ǇƻǿŜǊǎ ǘƘŜ ŘƛƎƛǘŀƭ ǎƻƭǳǝƻƴǎ ǘƘŀǘ ŀǊŜ ŘǊƛǾƛƴƎ ƛƴƴƻǾŀǝƻƴ ŀƴŘ ƻǇǝƳƛȊŀǝƻƴ 

ǿƛǘƘƛƴ ǘƘŜ ǎȅǎǘŜƳΦ 

5ƛƎƛǘŀƭƛȊŀǝƻƴ ǇǊŜǎŜƴǘǎ ǎƛƎƴƛŬŎŀƴǘ ƻǇǇƻǊǘǳƴƛǝŜǎΣ ŀƭƭƻǿƛƴƎ ŦƻǊ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ŘŜƳŀƴŘπ

ǊŜǎǇƻƴǎŜ ƳŜŎƘŀƴƛǎƳǎΣ ǿƘŜǊŜ ŜƴŜǊƎȅ ŎƻƴǎǳƳǇǝƻƴ Ŏŀƴ ōŜ ŀŘƧǳǎǘŜŘ ōŀǎŜŘ ƻƴ ǊŜŀƭπǝƳŜ ǇǊƛŎŜ ǎƛƎƴŀƭǎΣ 

ǊŜŘǳŎƛƴƎ ǇŜŀƪ ƭƻŀŘ ǇǊŜǎǎǳǊŜǎ ǘƻ ǘƘŜ ƎǊƛŘΣ ŜƴƘŀƴŎƛƴƎ ƎǊƛŘπǊŜǎƛƭƛŜƴŎŜΣ ǇǊƻǾƛŘƛƴƎ ǇǊŜŘƛŎǝǾŜ ƳŀƛƴǘŜƴŀƴŎŜΣ 

ŀƴŘ ŦŀŎƛƭƛǘŀǝƴƎ ǘƘŜ ŜŶŎƛŜƴǘ ƛƴǘŜƎǊŀǝƻƴ ƻŦ w9{ǎ ǘƻ ǘƘŜ ǎȅǎǘŜƳ ώнрϐΦ 

!ǎ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ŀƴŘ ǇŀǊǝŎǳƭŀǊƭȅ ǘƘŜ ŘƛƎƛǘŀƭ ǘǿƛƴ ǘŜŎƘƴƻƭƻƎȅ ƎǊƻǿǎ ŀŎǊƻǎǎ ǾŀǊƛƻǳǎ ƛƴŘǳǎǘǊƛŜǎΣ ƛǘ ƛǎ 

ŜƴƘŀƴŎƛƴƎ ƻǇŜǊŀǝƻƴǎ ŀƴŘ ŎƻƴǘǊƛōǳǝƴƎ ǘƻ ǘƘŜ ōǊƻŀŘŜǊ Ǝƻŀƭǎ ƻŦ LƴŘǳǎǘǊȅ пΦл ŎƻƴŎŜǇǘ ώнсϐΦ !ŎŎƻǊŘƛƴƎ ǘƻ 

ƭƛǘŜǊŀǘǳǊŜΣ ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊ ǾŀƭƻǊƛǎŜǎ ŀ ƭƻǘ ƻŦ ōŜƴŜŬǘǎ ŦǊƻƳ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ŀƴŘ ǘƘŜ ŘƛƎƛǘŀƭ ǘǿƛƴǎΣ ǎŜŜƪƛƴƎ 

ǘƻ ƻǇǝƳƛȊŜ ǾŀƭǳŜ ŎƘŀƛƴǎ ŀŎǊƻǎǎ ǘƘŜ ƻǾŜǊŀƭƭ ǎŜŎǘƻǊΣ ƻũŜǊƛƴƎ ŀ ǊŀƴƎŜ ƻŦ ōŜƴŜŬǘǎ ŦƻǊ ŦǳǘǳǊŜ ŘŜǾŜƭƻǇƳŜƴǘ 

ŀƴŘ ƳŀƴŀƎŜƳŜƴǘ ώнтϐΦ ²ƛǘƘ ǇƻǿŜǊ ǎȅǎǘŜƳǎ ōŜŎƻƳƛƴƎ ƛƴŎǊŜŀǎƛƴƎƭȅ ŎƻƳǇƭŜȄΣ ŘƛƎƛǘŀƭ ǘƻƻƭǎ ŀǊŜ Ǿƛǘŀƭ ŦƻǊ 

ŀǎǎŜǘ ƻǇǝƳƛȊŀǝƻƴ ŀŎǊƻǎǎ ǘƘŜ ǎŜŎǘƻǊΣ ŦǊƻƳ ƳŀƛƴǘŜƴŀƴŎŜ ŀƴŘ ǇǊƻŘǳŎǝƻƴ ǇƭŀƴƴƛƴƎ ǘƻ Ǉƭŀƴǘ ŜŶŎƛŜƴŎȅ 

ŀƴŘ Ǌƛǎƪ ƳŀƴŀƎŜƳŜƴǘΦ 

hƴŜ ƻŦ ǘƘŜ Ƴƻǎǘ ŎǊƛǝŎŀƭ ŀǇǇƭƛŎŀǝƻƴǎ ƻŦ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƛƴ ŜƴŜǊƎȅ ƛǎ ǎƛƳǳƭŀǝƴƎ ǘƘŜ ŎƻƴŘƛǝƻƴǎ ƻŦ ǘƘŜ 

ƎǊƛŘΦ ¢Ƙƛǎ ƛǎ ŀŎƘƛŜǾŜŘ Ǿƛŀ ǘƘŜ ǾŀƭƻǊƛǎŀǝƻƴ ƻŦ 5¢ǎΣ ǿƘƛŎƘ ŜȄǇƭƻƛǘ ǊŜŀƭπǝƳŜ ŘŀǘŀΣ ǇǊƻǾƛŘƛƴƎ ǘƘŜ ǇƻǘŜƴǝŀƭ 

ŦƻǊ ƛƴǎǘŀƴǘŀƴŜƻǳǎ ƳŀƴŀƎŜƳŜƴǘ ŀƴŘ ŀƭƭŜǾƛŀǘŜǎ ƎǊƛŘ ŎƻƴƎŜǎǝƻƴ ǘƘǊƻǳƎƘ ǎǳƎƎŜǎǘŜŘ ǊŜǊƻǳǘŜǎ ƻǊ ƭƻŀŘ 

ŀŘƧǳǎǘƳŜƴǘǎ ώнуϐΦ ¢ƘŜ ƭƛǘŜǊŀǘǳǊŜ ǊŜǾƛŜǿ ƛƴŘƛŎŀǘŜǎ ǘƘŀǘ ŘƛƎƛǘŀƭ ǘǿƛƴǎ ŀƭƭƻǿ ŦƻǊ ǘǳƴƛƴƎ ǇŀǊŀƳŜǘŜǊǎ ƻŦ 

{ǇŜŎƛŀƭ tǊƻǘŜŎǝƻƴ ϧ /ƻƴǘǊƻƭ όtϧ/ύ ǎŎƘŜƳŜǎ ōŀǎŜŘ ƻƴ ǎŜǾŜǊŀƭ ǾŀǊƛŀōƭŜǎΣ ŜƴƘŀƴŎƛƴƎ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ 

ǊŜŘǳŎƛƴƎ ōƭŀŎƪƻǳǘ ǊƛǎƪǎΦ ¢ƘǊƻǳƎƘ ǘƘƛǎ ǘŜŎƘƴƻƭƻƎȅΣ ǘƘŜ ƻǇǇƻǊǘǳƴƛǘȅ ŦƻǊ ŀ ǊƛǎƪπŦǊŜŜ ŜƴǾƛǊƻƴƳŜƴǘ ŦƻǊ 

ŘŜŎƛǎƛƻƴπƳŀƪƛƴƎ Ŏŀƴ ōŜ ŘŜǾŜƭƻǇŜŘΣ ŜƴŀōƭƛƴƎ ǎǘŀƪŜƘƻƭŘŜǊǎ ǘƻ ǎƛƳǳƭŀǘŜ ŀƴŘ ƛƳǇƭŜƳŜƴǘ ǎǘǊŀǘŜƎƛŜǎ 

ǿƛǘƘƻǳǘ ƛƳǇŀŎǝƴƎ ǘƘŜ ǇƘȅǎƛŎŀƭ ƎǊƛŘΦ  

5ƛƎƛǘŀƭ ǘŜŎƘƴƻƭƻƎƛŜǎ ƻũŜǊ ǘƘŜ ƻǇǇƻǊǘǳƴƛǘȅ ǘƻ ƻǇǝƳƛȊŜ ƳŀƛƴǘŜƴŀƴŎŜ ōȅ ǇǊŜŘƛŎǝƴƎ ǇƻǘŜƴǝŀƭ ŦŀƛƭǳǊŜǎ 

ŀƴŘ ǇǊƻŀŎǝǾŜƭȅ ǎŎƘŜŘǳƭƛƴƎ ǇǊŜǾŜƴǝǾŜ ŀŎǝƻƴǎΣ ǘƘŜǊŜōȅ ƳŀƛƴǘŀƛƴƛƴƎ ƎǊƛŘ ǎǘŀōƛƭƛǘȅΦ /ƻƴǝƴǳƻǳǎ ǳǇŘŀǘŜǎ 

ǿƛǘƘ ǊŜŀƭπǝƳŜ Řŀǘŀ όŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǿŜŀǘƘŜǊ ƛƴŦƻΣ ǊŜƳŜŘƛŀƭ ƛǎǎǳŜǎΣ ŜǘŎΦύ ŜƴŀōƭŜ ƳƻƴƛǘƻǊƛƴƎ ƻŦ ŀǎǎŜǘǎΩ 

ŎƻƴŘƛǝƻƴǎΣ ǎŎƘŜŘǳƭƛƴƎ ƴŜŎŜǎǎŀǊȅ ƳŀƛƴǘŜƴŀƴŎŜ ŀŎǝǾƛǝŜǎΣ ŀƴŘ ǇǊŜŘƛŎǝƴƎ ŦŀƛƭǳǊŜǎ ōŜŦƻǊŜ ǘƘŜȅ ƻŎŎǳǊΦ 

CǳǊǘƘŜǊƳƻǊŜΣ ŘƛƎƛǘŀƭ ǘǿƛƴǎ Ŏŀƴ ŦƻǊŜŎŀǎǘ ǇƻǿŜǊ ƅƻǿ ŎƘŀƴƎŜǎ ŎŀǳǎŜŘ ōȅ ƅǳŎǘǳŀǝƻƴǎ ƛƴ ǊŜƴŜǿŀōƭŜ 

ŜƴŜǊƎȅ ƻǳǘǇǳǘ ŀƴŘ ŘŜƳŀƴŘΣ ŀǎǎƛǎǝƴƎ ƻƴ ǘƘŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ w9{ ƛƴǘƻ ǘƘŜ ǎȅǎǘŜƳΦ !ŘŘƛǝƻƴŀƭƭȅΣ ōȅ 

ǎƛƳǳƭŀǝƴƎ ǘƘŜ ƛƳǇŀŎǘ ƻŦ ǊŜƴŜǿŀōƭŜ ŜƴŜǊƎȅ ƻƴ ǘƘŜ ƎǊƛŘΣ ǘƘŜ ŘƛƎƛǘŀƭ ǘǿƛƴ ǘŜŎƘƴƻƭƻƎȅ ŜƴŀōƭŜǎ ŦŀǎǘŜǊ 

ŎƻƳƳƛǎǎƛƻƴƛƴƎ ƻŦ w9{Φ 
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¢ƘǊƻǳƎƘ ƛƴŜǊǝŀ ƳƻƴƛǘƻǊƛƴƎΣ ǇƻǿŜǊ ƅƻǿ ŦƻǊŜŎŀǎǝƴƎΣ ŀƴŘ ǎŜŎǳǊƛǘȅ ŀƴŀƭȅǎƛǎΣ ŘƛƎƛǘŀƭ ǘŜŎƘƴƻƭƻƎƛŜǎ ƘŜƭǇ 

ŀǎǎŜǎǎ ƎǊƛŘ ǎǘŀōƛƭƛǘȅ ŀƴŘ ƻǇǝƳƛȊŜ ƎǊƛŘ ǘƻǇƻƭƻƎȅ ŦƻǊ ŦǳǘǳǊŜ ƎǊƻǿǘƘΣ ǿƘƛƭŜ ŀƭǎƻ ƻũŜǊƛƴƎ ŘŜŎƛǎƛƻƴπǎǳǇǇƻǊǘ 

ŎŀǇŀōƛƭƛǝŜǎ ōȅ ƛŘŜƴǝŦȅƛƴƎ ƳƛǝƎŀǝƻƴ ŀŎǝƻƴǎ ǘƻ ŀŘŘǊŜǎǎ ǾǳƭƴŜǊŀōƛƭƛǝŜǎ ŀƴŘ ƻǇǝƳƛȊŜ ƻǇŜǊŀǝƻƴŀƭ 

ǇƭŀƴƴƛƴƎ ώнфϐΦ 

5ƛƎƛǘŀƭƛȊŀǝƻƴ ǎǳǇǇƻǊǘǎ ǘƘŜ ŘŜŎŜƴǘǊŀƭƛȊŀǝƻƴ ƻŦ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎΣ ŜƴŀōƭƛƴƎ ƳƻǊŜ ŜŶŎƛŜƴǘ ƳƻƴƛǘƻǊƛƴƎ 

ŀƴŘ ŎƻƴǘǊƻƭ ƻŦ ŘƛǎǘǊƛōǳǘŜŘ ŀǎǎŜǘǎΣ ƭŜŀŘƛƴƎ ǘƻ ŜƴƘŀƴŎŜŘ ƎǊƛŘ ƅŜȄƛōƛƭƛǘȅΣ ǊŜǎƛƭƛŜƴŎŜΣ ŜƴǎǳǊƛƴƎ ŀ ōŀƭŀƴŎŜŘ 

ŜƴŜǊƎȅ ǎǳǇǇƭȅ ŀƴŘ ŘŜƳŀƴŘ ώолϐΦ .ȅ ŀƴŀƭȅǎƛƴƎ Řŀǘŀ ŦǊƻƳ ǎƳŀǊǘ ƎǊƛŘ ǘŜŎƘƴƻƭƻƎƛŜǎΣ ǎǘŀƪŜƘƻƭŘŜǊǎ Ŏŀƴ 

ƳŀƪŜ ƛƴŦƻǊƳŜŘ ŘŜŎƛǎƛƻƴǎΣ ǊŜŘǳŎŜ ƻǇŜǊŀǝƻƴŀƭ ŎƻǎǘǎΣ ŀƴŘ ŜƴƘŀƴŎŜ ƎǊƛŘ ǊŜǎƛƭƛŜƴŎŜΦ 

5ƛƎƛǘŀƭƛȊŀǝƻƴ ƻǇŜƴǎ ƴŜǿ ƻǇǇƻǊǘǳƴƛǝŜǎ ŦƻǊ ŎƻƴǎǳƳŜǊ ŜƴƎŀƎŜƳŜƴǘ ŀƴŘ ƳŀǊƪŜǘ ƛƴǘŜƎǊŀǝƻƴΣ ǎƛƴŎŜ 

ǎƳŀǊǘ ƳŜǘŜǊǎ ŀƴŘ ŎƻƴƴŜŎǘŜŘ ŘŜǾƛŎŜǎ ƎƛǾŜ ŎƻƴǎǳƳŜǊǎ ǊŜŀƭπǝƳŜ ƛƴǎƛƎƘǘǎ ƛƴǘƻ ǘƘŜƛǊ ŜƴŜǊƎȅ ŎƻƴǎǳƳǇǝƻƴΣ 

ŜƴŀōƭƛƴƎ ǘƘŜƳ ǘƻ ǇŀǊǝŎƛǇŀǘŜ ƛƴ ŘŜƳŀƴŘπǊŜǎǇƻƴǎŜ ǇǊƻƎǊŀƳǎΣ ŀƴŘ ǘƘǳǎ ŜƭŜǾŀǝƴƎ ǘƘŜƳ ǘƻ ǇǊƻǎǳƳŜǊǎΦ 

aƻǊŜƻǾŜǊΣ ŘƛƎƛǘŀƭ ǇƭŀǜƻǊƳǎ ǘƘŀǘ ǎǳǇǇƻǊǘ ŘȅƴŀƳƛŎ ǇǊƛŎƛƴƎ ŀƴŘ ǇŜŜǊπǘƻπǇŜŜǊ ŜƴŜǊƎȅ ǘǊŀŘƛƴƎ ŦƻǎǘŜǊ 

ŎƻƳǇŜǝǝƻƴ ŀƴŘ ŜŶŎƛŜƴŎȅ ƛƴ ǘƘŜ ŜƴŜǊƎȅ ƳŀǊƪŜǘΦ 

Lƴ ŀŘŘƛǝƻƴ ǘƻ ƻǇŜǊŀǝƻƴŀƭ ōŜƴŜŬǘǎΣ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ǘƘǊƻǳƎƘ ŘƛƎƛǘŀƭ ǘǿƛƴǎ Ŏŀƴ ǇǊƻǾƛŘŜ ŀ ǾƛǊǘǳŀƭ 

ŜƴǾƛǊƻƴƳŜƴǘ ŦƻǊ ǎǘŀƪŜƘƻƭŘŜǊ ƛƴǾƻƭǾŜƳŜƴǘΣ ŜƴƘŀƴŎƛƴƎ ǘǊŀƴǎǇŀǊŜƴŎȅ ŀƴŘ ŎƻƭƭŀōƻǊŀǝƻƴΦ ¢ƘǊƻǳƎƘ 

ƛƳǇƭŜƳŜƴǝƴƎ ŀǎǇŜŎǘǎ ǎǳŎƘ ŀǎ ŎȅōŜǊπǎŜŎǳǊƛǘȅ ŀƴŀƭȅǎƛǎΣ ǎǳǇǇƭȅ ŎƘŀƛƴ ƳŀƴŀƎŜƳŜƴǘΣ ŀƴŘ ŬƴŀƴŎƛŀƭ 

ƻǇǝƳƛȊŀǝƻƴΣ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ŦǳǊǘƘŜǊ ŎƻƴǘǊƛōǳǘŜǎ ǘƻ ǘƘŜ Ǌƻōǳǎǘ ƳŀƴŀƎŜƳŜƴǘ ƻŦ ǘƘŜ ŦǳǘǳǊŜ ŜƴŜǊƎȅ 

ǎȅǎǘŜƳǎΦ 

¢ƘŜ ƻǇǇƻǊǘǳƴƛǝŜǎ ŘŜƭƛǾŜǊŜŘ ōȅ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ŎƻƳŜ ǘƻƎŜǘƘŜǊ ǿƛǘƘ ǎƛƎƴƛŬŎŀƴǘ ŎƘŀƭƭŜƴƎŜǎ ǘƘŀǘ Ƴǳǎǘ 

ōŜ ŀŘŘǊŜǎǎŜŘ ǘƻ Ŧǳƭƭȅ ǊŜŀƭƛȊŜ ǘƘŜƛǊ ǇƻǘŜƴǝŀƭΦ  

! ƳŀƧƻǊ ŎƘŀƭƭŜƴƎŜ ƛŘŜƴǝŬŜŘ ƛƴ ǘƘŜ ƭƛǘŜǊŀǘǳǊŜ ƛǎ ǘƘŜ ƭŀŎƪ ƻŦ ǎǘŀƴŘŀǊŘƛȊŀǝƻƴ ŀŎǊƻǎǎ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎ 

ŀƴŘ ŘƛƎƛǘŀƭ ǇƭŀǜƻǊƳǎ ώомϐΣ ŬǩƴƎ ŀƭǎƻ ǿƛǘƘΦ ¢ƘŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ŘƛǾŜǊǎŜ ŜƴŜǊƎȅ ŀǎǎŜǘǎ ƛǎ ƘƛƴŘŜǊŜŘ ōȅ ǘƘŜ 

ŀōǎŜƴŎŜ ƻŦ ŎƻƳƳƻƴ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ŀƴŘ Řŀǘŀ ŦƻǊƳŀǘǎΣ ǊŜǎǳƭǝƴƎ ƛƴ Řŀǘŀ ǎƛƭƻǎ ǘƘŀǘ Řƻ ƴƻǘ 

ŜŶŎƛŜƴǘƭȅ ŜȄŎƘŀƴƎŜ ƛƴŦƻǊƳŀǝƻƴΣ ŎƻƳǇƭƛŎŀǝƴƎ ŜũƻǊǘǎ ǘƻ ƻǇǝƳƛȊŜ ǘƘŜ ŜƴŜǊƎȅ ƎǊƛŘΦ LƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ƛǎ 

ŎǊǳŎƛŀƭ ŦƻǊ ǘƘŜ ǎŜŀƳƭŜǎǎ ƻǇŜǊŀǝƻƴ ƻŦ ƛƴǘŜǊŎƻƴƴŜŎǘŜŘ ŘŜǾƛŎŜǎ ŀƴŘ ŘƛƎƛǘŀƭ ǎƻƭǳǝƻƴǎΣ ōǳǘ ŎǳǊǊŜƴǘ 

ǘŜŎƘƴƻƭƻƎƛŜǎ ŀƴŘ ŦǊŀƳŜǿƻǊƪǎ ƭŀŎƪ ǳƴƛŬŜŘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǎǘŀƴŘŀǊŘǎΣ ƳŀƪƛƴƎ ƭŀǊƎŜπǎŎŀƭŜ ƛƴǘŜƎǊŀǝƻƴ 

ŘƛŶŎǳƭǘ ώонϐΦ Lƴ ŀŘŘƛǝƻƴΣ ƛǘ ƛǎ ŜǾƛŘŜƴǘ ǘƘŀǘ ƴƻ ƻǊ ǾŜǊȅ ƭƻǿ ŀǧŜƴǝƻƴ Ƙŀǎ ōŜŜƴ ƎƛǾŜƴ ǘƻ Řŀǘŀ ŀƴŘ ƳƻŘŜƭ 

ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŘƛƳŜƴǎƛƻƴǎΣ ƳŀƪƛƴƎ ǘƘŜ ŜƴŜǊƎȅ ǎǘŀƪŜƘƻƭŘŜǊǎ ƘƛƎƘƭȅ ǊŜƭǳŎǘŀƴǘ ǘƻ ǎƘŀǊŜ Řŀǘŀ ŘǳŜ ǘƻ 

ǊŜƎǳƭŀǘƻǊȅ ŀƴŘκƻǊ ƻǊƎŀƴƛȊŀǝƻƴŀƭκƘǳƳŀƴǎ ŀƴŘ ǎŜŎǳǊƛǘȅ ŎƻƴǎǘǊŀƛƴǘǎΦ 

!ǎ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ŜȄǇŀƴŘǎ ŀƴŘ ǘƘŜ ǳǎŜ ƻŦ ŘƛƎƛǘŀƭ ǘŜŎƘƴƻƭƻƎƛŜǎ ƛƴŎǊŜŀǎŜǎΣ ǘƘŜ Ǌƛǎƪǎ ǊŜƭŀǘŜŘ ǘƻ 

ŎȅōŜǊǎŜŎǳǊƛǘȅ ŀƴŘ Řŀǘŀ ǇǊƛǾŀŎȅ ŀƭǎƻ ƎǊƻǿΦ ¢ƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊΣ ǿƛǘƘ ƛǘǎ ƛƴŎǊŜŀǎƛƴƎ ǊŜƭƛŀƴŎŜ ƻƴ ŘƛƎƛǘŀƭ 

όǎƳŀǊǘύ ŘŜǾƛŎŜǎΣ ŦŀŎŜǎ ƎǊƻǿƛƴƎ ǾǳƭƴŜǊŀōƛƭƛǝŜǎ ǘƻ ŎȅōŜǊŀǧŀŎƪǎΦ aŀƭǿŀǊŜΣ 5ƛǎǘǊƛōǳǘŜŘ 5Ŝƴƛŀƭ ƻŦ {ŜǊǾƛŎŜ 

ό55ƻ{ύ ŀǧŀŎƪǎΣ ŀƴŘ Řŀǘŀ ōǊŜŀŎƘŜǎ ŎƻǳƭŘ ǎƛƎƴƛŬŎŀƴǘƭȅ ŘƛǎǊǳǇǘ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎΣ ŀǎ ŎǊƛǝŎŀƭ ŀǎǎŜǘǎ ŀǊŜ 

ŜȄǇƻǎŜŘ ǘƻ ŎȅōŜǊ ǘƘǊŜŀǘǎΦ aƻǊŜƻǾŜǊΣ ǘƘŜ Ǿŀǎǘ ŀƳƻǳƴǘǎ ƻŦ Řŀǘŀ ŎƻƭƭŜŎǘŜŘ ŦǊƻƳ ŘƛƎƛǘŀƭ ŘŜǾƛŎŜǎ ǘƻ ōŜ ǳǎŜŘ 

ƛƴ ŘƛƎƛǘŀƭ ǘǿƛƴǎ ŀƴŘ ƻǘƘŜǊ ǘŜŎƘƴƻƭƻƎƛŜǎ ǊŜǉǳƛǊŜ ǎǘǊƛŎǘ Řŀǘŀ ǇǊƻǘŜŎǝƻƴ ƳŜŀǎǳǊŜǎ ώооϐΦ 

!ƴƻǘƘŜǊ ŎƘŀƭƭŜƴƎŜ ƛǎ ǘƘŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ŀŘǾŀƴŎŜŘ ŘƛƎƛǘŀƭ ǘƻƻƭǎ ǿƛǘƘ ŜȄƛǎǝƴƎ ƭŜƎŀŎȅ ǎȅǎǘŜƳǎΣ ǎƛƴŎŜ 

Ƴŀƴȅ ŜƴŜǊƎȅ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜǎ ǊŜƭȅ ƻƴ ƻƭŘŜǊ ǘŜŎƘƴƻƭƻƎƛŜǎ ǘƘŀǘ ǿŜǊŜ ƴƻǘ ŘŜǎƛƎƴŜŘ ǘƻ ƛƴǘŜǊŦŀŎŜ ǿƛǘƘ 

ƳƻŘŜǊƴ ŘƛƎƛǘŀƭ ǎƻƭǳǝƻƴǎ ώопϐΦ ¢ƘŜ ǇǊƻŎŜǎǎ ƻŦ ǳǇƎǊŀŘƛƴƎ ƻǊ ǊŜǇƭŀŎƛƴƎ ǘƘŜǎŜ ǎȅǎǘŜƳǎ Ŏŀƴ ōŜ ŎƻǎǘƭȅΣ ǝƳŜπ

ŎƻƴǎǳƳƛƴƎΣ ŀƴŘ ǇǊƻƴŜ ǘƻ ƻǇŜǊŀǝƻƴŀƭ ŘƛǎǊǳǇǝƻƴǎΦ LƴŘǳǎǘǊƛŜǎ ǘƘŀǘ ŦŀŎŜ ŘƛŶŎǳƭǝŜǎ ƛƴ ŀƭƛƎƴƛƴƎ ǘƘŜƛǊ 

ƻǳǘŘŀǘŜŘ ŜǉǳƛǇƳŜƴǘ ǿƛǘƘ ƴŜǿ ǘŜŎƘƴƻƭƻƎƛŜǎ ŀǊŜ ƭƛƪŜƭȅ ǘƻ ŜƴŎƻǳƴǘŜǊ ōŀǊǊƛŜǊǎ ǘƻ ŀŎƘƛŜǾƛƴƎ Ŧǳƭƭ ŘƛƎƛǘŀƭ 

ǘǊŀƴǎŦƻǊƳŀǝƻƴΦ ²ƘƛƭŜ ŜƴŜǊƎȅ ƻǇŜǊŀǘƻǊǎ ƘŀǾŜ ƛƳǇƭŜƳŜƴǘŜŘ ŘƛƎƛǘŀƭ ƳƻŘŜƭǎ ƻŦ ƛƴŘƛǾƛŘǳŀƭ ŀƴŘ ǎȅǎǘŜƳπ

ƭŜǾŜƭ ŀǎǎŜǘǎ ǘƻ Ǝŀƛƴ ƛƴǎƛƎƘǘǎ ƛƴǘƻ ǘƘŜƛǊ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜϥǎ ōŜƘŀǾƛƻǳǊǎ ŀƴŘ ǇŜǊŦƻǊƳŀƴŎŜΣ ǊŜŀƭπǝƳŜ 

ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ ōŜǘǿŜŜƴ ŘƛƎƛǘŀƭ ƳƻŘŜƭǎ ŀƴŘ ǇƘȅǎƛŎŀƭ ŀǎǎŜǘǎ ǊŜƳŀƛƴǎ ƭŀŎƪƛƴƎΦ ¢ƘŜ ŎǳǊǊŜƴǘ ǎǘŀǘŜ ƻŦ ǘƘŜ 
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ŀǊǘ ƻǇŜǊŀǘŜǎ ŀǎ ŀƴ ϦƻǇŜƴ ƭƻƻǇϦ ǎȅǎǘŜƳΣ ǿƘŜǊŜ Řŀǘŀ ƅƻǿǎ ǳƴƛŘƛǊŜŎǝƻƴŀƭƭȅ ŦǊƻƳ ǘƘŜ ǇƘȅǎƛŎŀƭ ŀǎǎŜǘ ǘƻ 

ǘƘŜ ŘƛƎƛǘŀƭ ƳƻŘŜƭ ǿƛǘƘƻǳǘ ƛƴƅǳŜƴŎƛƴƎ ǊŜŀƭπǝƳŜ ƻǇŜǊŀǝƻƴǎΦ 

¢ƘŜ ƎǊƻǿƛƴƎ ŎƻƳǇƭŜȄƛǘȅ ƻŦ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎΣ ŜǎǇŜŎƛŀƭƭȅ ǿƛǘƘ ǘƘŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ 59wǎΣ ǎƳŀǊǘ ŘŜǾƛŎŜǎΣ 

ŀƴŘ ŘƛƎƛǘŀƭ ǘǿƛƴǎΣ Ƙŀǎ ǊŜǎǳƭǘŜŘ ƛƴ ŀƴ ŜƴƻǊƳƻǳǎ ŜƴǘǊȅ ƻŦ ǊŜŀƭπǝƳŜ ōƛƎ ŘŀǘŀΦ /ǳǊǊŜƴǘ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƻƊŜƴ 

ƭŀŎƪǎ ǘƘŜ ŎŀǇŀŎƛǘȅ ǘƻ ƳŀƴŀƎŜ ŀƴŘ ǇǊƻŎŜǎǎ ǘƘŜǎŜ ƭŀǊƎŜ ǾƻƭǳƳŜǎ ƻŦ Řŀǘŀ ŜŶŎƛŜƴǘƭȅΣ ƭŜŀŘƛƴƎ ǘƻ ƛǎǎǳŜǎ ǿƛǘƘ 

Řŀǘŀ ƭŀǘŜƴŎȅ ŀƴŘ ƭƛƳƛǘŜŘ ǎŎŀƭŀōƛƭƛǘȅΦ wŜŀƭπǝƳŜ ƳƻƴƛǘƻǊƛƴƎ ƛǎ ŎǊǳŎƛŀƭ ŦƻǊ ǳǝƭƛȊƛƴƎ ŘƛƎƛǘŀƭ ǎƻƭǳǝƻƴǎ ŀƴŘ 

ǇŀǊǝŎǳƭŀǊƭȅ ŘƛƎƛǘŀƭ ǘǿƛƴǎΣ ƻǇǝƳƛȊƛƴƎ ƎǊƛŘ ǇŜǊŦƻǊƳŀƴŎŜ ŀƴŘ ǇǊŜǾŜƴǝƴƎ ƻǳǘŀƎŜǎΣ ōǳǘ ƛƴŎƻƴǎƛǎǘŜƴǘ Řŀǘŀ 

ŦƻǊƳŀǘǎ ŀƴŘ ǎƭƻǿ ǇǊƻŎŜǎǎƛƴƎ ǝƳŜǎ ŎƻƴǝƴǳŜ ǘƻ ƘƛƴŘŜǊ ƛǘǎ ŜũŜŎǝǾŜƴŜǎǎΦ  

¢ƘŜ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƻŦ ǘƘŜ 9ǳǊƻǇŜŀƴ ŜƴŜǊƎȅ ǎŜŎǘƻǊ ǇǊŜǎŜƴǘǎ ǎƛƎƴƛŬŎŀƴǘ ƻǇǇƻǊǘǳƴƛǝŜǎ ǿƘƛƭŜ ŀƭǎƻ ǇƻǎƛƴƎ 

ŎƘŀƭƭŜƴƎŜǎ ǘƻƻΦ Lǘ Ǉƭŀȅǎ ŀ ǇƛǾƻǘŀƭ ǊƻƭŜ ƛƴ ƻǇǝƳƛȊƛƴƎ ŜƴŜǊƎȅ ŜŶŎƛŜƴŎȅΣ ǊŜŘǳŎƛƴƎ ǿŀǎǘŜΣ ŀƴŘ ŘǊƛǾƛƴƎ 

ŘŜŎŀǊōƻƴƛȊŀǝƻƴ ŜũƻǊǘǎ ŀŎǊƻǎǎ ǘƘŜ 9¦Φ ¢Ƙƛǎ ǘǊŀƴǎŦƻǊƳŀǝƻƴ ƛǎ ŜȄǇŜŎǘŜŘ ǘƻ ǇƻǎƛǝǾŜƭȅ ƛƴƅǳŜƴŎŜ ǘƘŜ 9¦ǎΩ 

ŎƻǊŜ ƳŀǊƪŜǘ ǎŜŎǘƻǊǎΣ ƛƴŎƭǳŘƛƴƎ ǘƘŜ ǊŜǎƛŘŜƴǝŀƭ όǊŜǇǊŜǎŜƴǝƴƎ ŀōƻǳǘ нс҈ ƻŦ 9¦Ωǎ Ŭƴŀƭ ŜƴŜǊƎȅ 

ŎƻƴǎǳƳǇǝƻƴ ƛƴ нлннΣ ŀƴŘ ƻƴŜπǘƘƛǊŘ ƻŦ Ǝƭƻōŀƭ ŜƴŜǊƎȅ ŎƻƴǎǳƳǇǝƻƴύΣ ǘƘŜ ƛƴŘǳǎǘǊƛŀƭ όŎƻƴǎǝǘǳǝƴƎ нр҈ 

ƻŦ ǘƘŜ Ŭƴŀƭ ŜƴŜǊƎȅ ŎƻƴǎǳƳǇǝƻƴ ƛƴ 9¦ ƛƴ нлнн ώорϐύΣ ǘƘŜ ǎŜǊǾƛŎŜǎ όŀŎŎƻǳƴǘǎ ŦƻǊ моΦп҈ύΣ ǘƘŜ 

ǘǊŀƴǎǇƻǊǘŀǝƻƴ ǎŜŎǘƻǊ όōŜƛƴƎ ǘƘŜ Ƴƻǎǘ ƛƴǘŜƴǎŜ ƻƴŜΣ ŀŎŎƻǳƴǝƴƎ ŦƻǊ ом҈ ƻŦ Ŭƴŀƭ ŜƴŜǊƎȅ ŎƻƴǎǳƳǇǝƻƴ ƛƴ 

9¦ ƛƴ нлнн ώосϐύΦ !ŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ǊŜǾƛǎŜŘ 995 ώотϐ9ǊǊƻǊΗ wŜŦŜǊŜƴŎŜ ǎƻǳǊŎŜ ƴƻǘ ŦƻǳƴŘΦΣ ǘƘŜ Ǝƻŀƭ ƛǎ ǘƻ 

ǊŜŘǳŎŜ ǘƘŜ 9¦Ωǎ ŜƴŜǊƎȅ ŎƻƴǎǳƳǇǝƻƴ ōȅ ммΦт҈ ōȅ нлолΣ ōŀǎŜŘ ƻƴ ŀ нлнл ǊŜŦŜǊŜƴŎŜ ǎŎŜƴŀǊƛƻΦ 

¢ƘŜ ƻǇǇƻǎƛǘŜ ǎƛŘŜ ƻŦ ǘƘŜ Řǳŀƭ ŀǎǇŜŎǘ ƻŦ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ŀǎǎƻŎƛŀǘŜǎ ǿƛǘƘ ǘƘŜ ŎƘŀƭƭŜƴƎŜǎ ǘƘŀǘ ŎƻǳƭŘ ōŜ 

ǊŀƛǎŜŘ ƛƴ ǘƘŜǎŜ ƳŀǊƪŜǘ ǎŜŎǘƻǊǎΣ ǘƘŀǘ ŀǊŜ ƳŀǘŎƘƛƴƎ ǿƛǘƘ ǘƘŜ ƘƛƴŘŜǊǎ ƛƴŘƛŎŀǘŜŘ ǇǊŜǾƛƻǳǎƭȅΦ 

 

Figure 4: Digitalization potential on transport, buildings, and industries 

¢ƘŜ ǇƻǘŜƴǝŀƭ ƻŦ ƪŜȅ ǘŜŎƘƴƻƭƻƎƛŜǎ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƻŦ ǘƘŜ ŘƛũŜǊŜƴǘ ƳŀǊƪŜǘ ǎŜŎǘƻǊǎ 

ƻŦ 9¦Σ Ŏŀƴ ōŜ ǎŜŜƴ ƛƴ ŀ ǎǳƳƳŀǊƛȊƛƴƎ ǾƛŜǿ ƛƴ CƛƎǳǊŜ пΦ ¢ƘŜ ŬƎǳǊŜ ǇǊƻǾƛŘŜŘ ōȅ L9! ώоуϐ ǘŀƪŜǎ ƛƴǘƻ 

ŎƻƴǎƛŘŜǊŀǝƻƴ ǘƘŜ ǘǊŀƴǎŦƻǊƳŀǝǾŜ ǇƻǘŜƴǝŀƭ ƻŦ ŘƛƎƛǘŀƭ ǘŜŎƘƴƻƭƻƎƛŜǎ ƛƴ ǘƘŜ ǎŜŎǘƻǊǎΣ ǿƘƛƭŜ ƛǘ ŀƭǎƻ ǊŜƅŜŎǘǎ 

ǘƘŜ ǎƛƎƴƛŬŎŀƴŎŜ ŀƴŘ ƛƳǇŀŎǘ ƻŦ ǘƘŜ ōŀǊǊƛŜǊǎ ǘƘŀǘ Ƴŀȅ ƛƳǇŜŘŜ ǘƘŜ ǇŀǘƘ ǘƻǿŀǊŘ Ŧǳƭƭ ŘƛƎƛǘŀƭƛȊŀǝƻƴΦ 

4.2.2 Key common challenges indicated in the surveyed projects 

!ƊŜǊ ǊŜǾƛŜǿƛƴƎ ǘƘŜ ǎŎƛŜƴǝŬŎ ƭƛǘŜǊŀǘǳǊŜ ǎǳǊǊƻǳƴŘƛƴƎ ǘƘŜ ǘƘŜƳŜ ƻŦ ŎƘŀƭƭŜƴƎŜǎ ŀƴŘ ƻǇǇƻǊǘǳƴƛǝŜǎ ƛƴ 

ŜƴŜǊƎȅ ŘƛƎƛǘŀƭƛȊŀǝƻƴΣ ǘƘƛǎ ŎƘŀǇǘŜǊ ŦƻŎǳǎŜǎ ƻƴ ǘƘŜ ǊŜǎǇƻƴǎŜǎ ƎŀǘƘŜǊŜŘ ōȅ ǘƘŜ ǎǳǊǾŜȅ ǘƻƻƭΦ ¢ƘŜ ǎǳǊǾŜȅ 

ǉǳŜǎǝƻƴ мп ό!Φмпύ ǎǇŜŎƛŬŎŀƭƭȅ ŘŜǎƛƎƴŜŘ ǘƻ ƛŘŜƴǝŦȅ ŎƘŀƭƭŜƴƎŜǎ ŀƴǝŎƛǇŀǘŜŘ ƛƴ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ 
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ǇǊƻƧŜŎǘ ǎƻƭǳǝƻƴǎ ǇƭŀȅŜŘ ŀ ŎǊǳŎƛŀƭ ǊƻƭŜ ƛƴ ŜȄǘǊŀŎǝƴƎ ǘƘŜ Ƴƻǎǘ ŎƻƳƳƻƴƭȅ ŜƴŎƻǳƴǘŜǊŜŘ ƻƴŜǎΦ !ƴ ŀƴŀƭȅǎƛǎ 

ŀƴŘ ǊŜǾƛŜǿ ƻŦ ǘƘŜ ǊŜǎǳƭǘǎ ƛƴ !ƴƴŜȄ . ǊŜǾŜŀƭŜŘ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ƪŜȅ ŎƘŀƭƭŜƴƎŜǎ ǘƘŀǘ ǿŜǊŜ Ƴƻǎǘƭȅ ƛŘŜƴǝŬŜŘ 

ŀǎ ƘƛƴŘŜǊǎ ǘƻ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǘƘŜ ǇǊƻƧŜŎǘǎΩ ǇǊƻǇƻǎŜŘ ǎƻƭǳǝƻƴǎΦ ¢ƘŜȅ ŀǊŜ ŀƭǎƻ ǇǊŜǎŜƴǘŜŘ ƛƴ ŀ 

ƘƛŜǊŀǊŎƘƛŎŀƭ ǎǘǊǳŎǘǳǊŜΣ ǎǘŀǊǝƴƎ ŦǊƻƳ ǘƘŜ Ƴƻǎǘ ŎƻƳƳƻƴƭȅ ǊŜǇƻǊǘŜŘ ƛƴ ǘƘŜ ǎǳǊǾŜȅΣ ǘƻ ǘƘŜ ƭŜŀǎǘ ŦǊŜǉǳŜƴǘƭȅ 

ƳŜƴǝƻƴŜŘΥ 

¶ Ch1: The challenge of data privacy and security is the most commonly identified challenge 

ŜȄǘǊŀŎǘŜŘ ŦǊƻƳ ǘƘŜ ǇǊƻƧŜŎǘǎΩ ŀƴǎǿŜǊǎ.  

 

A significant concern in eight projects, including CyberSEAS, DATA CELLAR, SYNERGY, 

ENERGYSHIELD, FEVER, EUniversal, INTERSTORE, and ELECTRON. 

5ŜǎŎǊƛǇǝƻƴΥ !ǎ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎ ōŜŎƻƳŜ ƛƴŎǊŜŀǎƛƴƎƭȅ ŘƛƎƛǘŀƭƛȊŜŘΣ ǇǊƻǘŜŎǝƴƎ ǎŜƴǎƛǝǾŜ Řŀǘŀ ŀƴŘ 

ŜƴǎǳǊƛƴƎ ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ǊŜƎǳƭŀǝƻƴǎ ŀǊŜ ǾƛǘŀƭΦ ¢ƘŜ Ǌƛǎƪ ƻŦ ŎȅōŜǊŀǧŀŎƪǎ ŀƴŘ Řŀǘŀ ōǊŜŀŎƘŜǎ 

ƎǊƻǿǎ ǿƛǘƘ ǘƘŜ ƛƴŎǊŜŀǎŜŘ ŎƻƴƴŜŎǝǾƛǘȅ ƻŦ ǎȅǎǘŜƳǎΣ ǊŜǉǳƛǊƛƴƎ ŀŘǾŀƴŎŜŘ ŎȅōŜǊǎŜŎǳǊƛǘȅ ƳŜŀǎǳǊŜǎΦ 

tǊƻƧŜŎǘǎ ŘŜŀƭƛƴƎ ǿƛǘƘ ǎƳŀǊǘ ƎǊƛŘǎΣ ǊŜŀƭπǝƳŜ Řŀǘŀ ŜȄŎƘŀƴƎŜΣ ŀƴŘ Lƻ¢ ŘŜǾƛŎŜǎ ŜƳǇƘŀǎƛȊŜ ǘƘŜ 

ŎǊƛǝŎŀƭ ƴŜŜŘ ǘƻ ǎŀŦŜƎǳŀǊŘ Řŀǘŀ ǇǊƛǾŀŎȅ ŀƴŘ ǎŜŎǳǊƛǘȅΣ ǿƛǘƘ ǎƻƳŜ ǇǊƻǇƻǎƛƴƎ ǎǇŜŎƛŬŎ ƳŜŀǎǳǊŜǎ 

ƭƛƪŜ ƘƻƳƻƳƻǊǇƘƛŎ ŜƴŎǊȅǇǝƻƴΣ ƻǊ ƛƴǘǊǳǎƛƻƴ ŘŜǘŜŎǝƻƴ ǎȅǎǘŜƳǎΦ  CǳǊǘƘŜǊƳƻǊŜΣ ǘƘŜ ŎƻƴǎǳƳŜǊ 

ǊŜƭŀǘŜŘ Řŀǘŀ ƎŜƴŜǊŀǘŜŘ ōȅ Lƻ¢ ŘŜǾƛŎŜǎ ŀƴŘ ǎƳŀǊǘ ƳŜǘŜǊǎ ǎƘƻǳƭŘ ōŜ ǿŜƭƭ ǎŀŦŜƎǳŀǊŘŜŘ ǘƻ 

ŘƛƳƛƴƛǎƘ ŜǘƘƛŎŀƭ ŀƴŘ ƭŜƎŀƭ ŎƻƴŎŜǊƴǎ ƻŦ ƳƛǎǳǎŜ ŀƎŀƛƴǎǘ ǘƘŜ ǿƛŘŜ ǇǳōƭƛŎΣ ŀƴ ŜƭŜƳŜƴǘ ǿƛƭƭ ōŜ 

ƘƛƎƘƭƛƎƘǘŜŘ ƛƴ Řŀǘŀ ǎǇŀŎŜ ǇǊƻƧŜŎǘǎ ŦƻǊ ŜƴŜǊƎȅ ŎƻƳƳǳƴƛǝŜǎ ƛΦŜΦ 5!¢! /9[[!wΦ ¢ƘŜǎŜ ŎƻƴǎǳƳŜǊ 

Řŀǘŀ ǇǊƛǾŀŎȅ ƳŜŀǎǳǊŜǎ ǿƛƭƭ ŀƭǎƻ ǊŜƳƻǾŜ ŀƴȅ ǊŜǎŜǊǾŀǝƻƴǎ ǘƘŜȅ Ƴŀȅ ƘŀǾŜ ŀōƻǳǘ ŀŘƻǇǝƴƎ Lƻ¢ 

ǘŜŎƘƴƻƭƻƎƛŜǎΣ Řŀǘŀ ǎƘŀǊƛƴƎ ǇƭŀǜƻǊƳǎ ŀƴŘ ǇŀǊǝŎƛǇŀǝƻƴ ƛƴ ƅŜȄƛōƛƭƛǘȅ ǇǊƻǾƛǎƛƻƴΦ 

¶ Ch2: The challenge of technological complexity:  

¢Ƙƛǎ ŎƘŀƭƭŜƴƎŜ ƛǎ ǊŀƛǎŜŘ ōȅ ǎŜǾŜƴ ǇǊƻƧŜŎǘǎΣ ƛƴŎƭǳŘƛƴƎ 5!¢! /9[[!wΣ /ȅōŜǊ{9!{Σ C9±9wΣ 

C[9·/I9{{Σ Lb¢9w{¢hw9Σ I±5/π²ƛǎŜΣ hƴŜbŜǘΣ ŀƴŘ {¸b9wD¸Φ 

5ŜǎŎǊƛǇǝƻƴΥ aŀƴŀƎƛƴƎ ǘƘŜ ǘŜŎƘƴƛŎŀƭ ŎƻƳǇƭŜȄƛǘȅ ƻŦ ƛƴǘŜƎǊŀǝƴƎ ǾŀǊƛƻǳǎ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎΣ 

ǇŀǊǝŎǳƭŀǊƭȅ ƭŜƎŀŎȅ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΣ ǇƻǎŜǎ ŀ ǎƛƎƴƛŬŎŀƴǘ ŎƘŀƭƭŜƴƎŜΣ ǘƘŜǊŜŦƻǊŜΣ ǇǊƻƧŜŎǘǎ ǿƻǊƪƛƴƎ 

ǿƛǘƘ ǎƳŀǊǘ ƎǊƛŘ ǘŜŎƘƴƻƭƻƎƛŜǎΣ Lƻ¢Σ ŀƴŘ Řŀǘŀ ǇƭŀǜƻǊƳǎ ŦŀŎŜ ŘƛŶŎǳƭǝŜǎ ƛƴ ŜƴǎǳǊƛƴƎ ǊŜŀƭπǝƳŜ 

ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ ŎƻƻǊŘƛƴŀǝƻƴ ōŜǘǿŜŜƴ ǘƘŜ ŘƛǾŜǊǎŜ ǎȅǎǘŜƳǎΦ 9ƴǎǳǊƛƴƎ ŎƻƳǇŀǝōƛƭƛǘȅ ŀŎǊƻǎǎ 

ŘƛũŜǊŜƴǘ ǘȅǇŜǎ ƻŦ ƘŀǊŘǿŀǊŜΣ ǎƻƊǿŀǊŜΣ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ƛǎ ŀƴ ƻƴƎƻƛƴƎ ƛǎǎǳŜΣ 

ŜǎǇŜŎƛŀƭƭȅ ƛƴ ǇǊƻƧŜŎǘǎ ǘƘŀǘ ŀƛƳ ǘƻ ƛƴǘŜƎǊŀǘŜ ŀŘǾŀƴŎŜŘ ǎŜƴǎƻǊǎ ŀƴŘ ŎƻƴǘǊƻƭ ƳŜŎƘŀƴƛǎƳǎΦ 

¶ Ch3: The challenge of interoperability and standardization: 

¢Ƙƛǎ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŎƘŀƭƭŜƴƎŜ ƛǎ ƳŜƴǝƻƴŜŘ ōȅ ŬǾŜ ǇǊƻƧŜŎǘǎΣ ƛƴŎƭǳŘƛƴƎ 5!¢! /9[[!wΣ ·C[9·Σ 

hƴŜbŜǘΣ Lb¢9w{¢hw9Σ ŀƴŘ Lb¢Υb9¢Φ 

5ŜǎŎǊƛǇǝƻƴΥ ¢ƘŜ ǇǊƛƳŀǊȅ ƛǎǎǳŜ ƛǎ ŀŎƘƛŜǾƛƴƎ ǎŜŀƳƭŜǎǎ ƛƴǘŜƎǊŀǝƻƴ ōŜǘǿŜŜƴ ŘƛũŜǊŜƴǘ ǎȅǎǘŜƳǎ 

ŀƴŘ ǇƭŀǜƻǊƳǎΣ ǿƘƛŎƘ ƛǎ ƛƴǘŜƴǎƛŬŜŘ ōȅ ǘƘŜ ǇǊŜǾƛƻǳǎ ŎƘŀƭƭŜƴƎŜΣ ƛƴŎƭǳŘƛƴƎ ƴƻǘ ŎƻƴǎƛǎǘŜƴǘ Řŀǘŀ 

ŦƻǊƳŀǘǎΣ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎΣ ŀƴŘ ƎŀǇǎ ƛƴ ŜȄƛǎǝƴƎ ǎǘŀƴŘŀǊŘǎ όǎǳŎƘ ŀǎ /La ώофϐΣ {!w9C 

ώплϐΣ ŀƴŘ L9/ смурл ώпмϐύΦ ¢ƘŜ ƴŜŜŘ ŦƻǊ ƘŀǊƳƻƴƛȊŀǝƻƴ ŀƴŘ ǎǘŀƴŘŀǊŘƛȊŀǝƻƴ ƛǎ ŀ ǊŜŎǳǊǊƛƴƎ ǘƘŜƳŜ 

ƛƴ ǘƘŜ ǎǳǊǾŜȅŜŘ ǇǊƻƧŜŎǘǎΣ ŀǎ ƛǘ ƛǎ ŎǊƛǝŎŀƭ ŦƻǊ ŀŎƘƛŜǾƛƴƎ ŦǳƴŎǝƻƴŀƭ ŀƴŘ ŜŶŎƛŜƴǘ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎΦ 

¶ Ch4: Regulatory and policy barriers-related challenges: 



D2.1 Digitalization challenges and opportunities in the future energy system 
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¢Ƙƛǎ ŎƘŀƭƭŜƴƎŜ ƛǎ ŎƛǘŜŘ ōȅ ŬǾŜ ǇǊƻƧŜŎǘǎ ƛƴŎƭǳŘƛƴƎ 5!¢! /9[[!wΣ {¸b9wD¸Σ Lb¢9w/hbb9/¢Σ 

CƭŜȄ/I9{{Σ ŀƴŘ Lb¢9wwC!/9Φ 

5ŜǎŎǊƛǇǝƻƴΥ tǊƻƧŜŎǘǎ ǊŜǇƻǊǘ ŘƛŶŎǳƭǝŜǎ ƛƴ ƴŀǾƛƎŀǝƴƎ ǘƘŜ ǊŜƎǳƭŀǘƻǊȅ ƭŀƴŘǎŎŀǇŜΣ ŜǎǇŜŎƛŀƭƭȅ ǿƘŜƴ 

ƛǘ ŎƻƳŜǎ ǘƻ ƛƴǘǊƻŘǳŎƛƴƎ ƴŜǿ ǘŜŎƘƴƻƭƻƎƛŜǎ ŀƴŘ ŜƴŜǊƎȅ ƳŀǊƪŜǘ ƛƴƴƻǾŀǝƻƴǎΦ ¢ƘŜ ŜȄƛǎǝƴƎ 

ŘƛũŜǊŜƴŎŜǎ ƛƴ ǊŜƎǳƭŀǝƻƴǎ ŀŎǊƻǎǎ ǘƘŜ 9¦ ŎƻǳƴǘǊƛŜǎΣ ǘƘŜ ǎƭƻǿ ŀŘŀǇǘŀǝƻƴ ƻŦ ǇƻƭƛŎƛŜǎΣ ŀƴŘ ǘƘŜ 

ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ǇǊƛǾŀŎȅ ŀƴŘ ŎȅōŜǊǎŜŎǳǊƛǘȅ ǎǘŀƴŘŀǊŘǎ ŀǊŜ ƛƴŘƛŎŀǘŜŘ ŀǎ ŎƻƳƳƻƴ ƻōǎǘŀŎƭŜǎΦ 

tǊƻƧŜŎǘǎ ǿƻǊƪƛƴƎ ƻƴ ƅŜȄƛōƛƭƛǘȅ ƳŀǊƪŜǘǎ ƻǊ ǎƳŀǊǘ ƎǊƛŘ ǘŜŎƘƴƻƭƻƎƛŜǎ ƻƊŜƴ ŦŀŎŜ ŎƘŀƭƭŜƴƎŜǎ ŀƭƛƎƴƛƴƎ 

ǘƘŜƛǊ ƛƴƴƻǾŀǝǾŜ ŀǇǇǊƻŀŎƘŜǎ ǿƛǘƘ ŜȄƛǎǝƴƎ ǊŜƎǳƭŀǝƻƴǎΣ ǊŜǉǳƛǊƛƴƎ ŀ ǇǳǎƘ ŦƻǊ ǊŜƎǳƭŀǘƻǊȅ ǊŜŦƻǊƳ 

ŀƴŘ ƘŀǊƳƻƴƛȊŀǝƻƴ ŀŎǊƻǎǎ ǊŜƎƛƻƴǎΦ 

¶ Ch5: The challenge linked with market acceptance and stakeholder 

engagement/collaboration: 

¢Ƙƛǎ ŎƘŀƭƭŜƴƎŜ ƛǎ ƴƻǘŜŘ ōȅ ŬǾŜ ǇǊƻƧŜŎǘǎ ƛƴŎƭǳŘƛƴƎ 5!¢! /9[[!wΣ {¸b9wD¸Σ tƭŀǘƻƴŜΣ /ȅōŜǊ{9!{Σ 

Lb¢9wwC!/9Φ 

5ŜǎŎǊƛǇǝƻƴΥ ! ŎƘŀƭƭŜƴƎŜ ǘƘŀǘ ƛǎ ŦŀŎŜŘ ōȅ ǘƘŜǎŜ ǇǊƻƧŜŎǘǎ ƛǎ ǊŜƭŀǘŜŘ ǘƻ ƎŀƛƴƛƴƎ ƳŀǊƪŜǘ ŀŎŎŜǇǘŀƴŎŜ 

ŦƻǊ ƴŜǿ ǘŜŎƘƴƻƭƻƎƛŜǎ ŀƴŘ ƅŜȄƛōƛƭƛǘȅ ƳŀǊƪŜǘǎΦ /ƻƻǊŘƛƴŀǝƴƎ ŜũƻǊǘǎ ŀŎǊƻǎǎ ƳǳƭǝǇƭŜ ǎǘŀƪŜƘƻƭŘŜǊǎΣ 

ŜƴƎŀƎƛƴƎ ŎƻƴǎǳƳŜǊǎΣ ǇǊƻǎǳƳŜǊǎΣ ŀƴŘ ƳŀǊƪŜǘ ŀŎǘƻǊǎ ǘƻ ǇŀǊǝŎƛǇŀǘŜ ƛƴ ƴŜǿ ŜƴŜǊƎȅ ƳƻŘŜƭǎ ƻƊŜƴ 

ǊŜǉǳƛǊŜǎ ŎƻƴǎƛŘŜǊŀōƭŜ ŜŘǳŎŀǝƻƴŀƭ ŜũƻǊǘǎ ŀƴŘ ƛƴŎŜƴǝǾŜǎΣ ŀǎ ǿŜƭƭ ŀǎ ŎƭŜŀǊ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀōƻǳǘ 

ǘƘŜ ōŜƴŜŬǘǎΦ LƴŘǳŎǝƴƎ ǿƻǊƪǎƘƻǇǎΣ ǘǊŀƛƴƛƴƎ ǇǊƻƎǊŀƳǎΣ ŀƴŘ ǘŀǊƎŜǘŜŘ ƻǳǘǊŜŀŎƘ ŀǊŜ ŦǊŜǉǳŜƴǘƭȅ 

ƴŜŎŜǎǎŀǊȅ ǘƻ ōǳƛƭŘ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ŀƴŘ ŘǊƛǾŜ ǇŀǊǝŎƛǇŀǝƻƴΦ !ŘŘƛǝƻƴŀƭƭȅΣ ŎƻƻǊŘƛƴŀǝƴƎ ŀŎǊƻǎǎ ŀ 

ŘƛǾŜǊǎŜ ǎŜǘ ƻŦ ǎǘŀƪŜƘƻƭŘŜǊǎΣ ƛƴŎƭǳŘƛƴƎ ¢{hǎΣ 5{hǎΣ ǊŜƎǳƭŀǘƻǊǎΣ ŀƴŘ ŎƻƴǎǳƳŜǊǎΣ Ŏŀƴ ōŜ ŎƻƳǇƭŜȄ 

ŀƴŘ ǝƳŜπŎƻƴǎǳƳƛƴƎΦ 9ǎǘŀōƭƛǎƘƛƴƎ ŜũŜŎǝǾŜ ŎƻƳƳǳƴƛŎŀǝƻƴ ŎƘŀƴƴŜƭǎΣ ǎŜǩƴƎ ŎƻƳƳƻƴ ƎƻŀƭǎΣ 

ŀƴŘ ŜƴǎǳǊƛƴƎ ǎƳƻƻǘƘ ŎƻƭƭŀōƻǊŀǝƻƴ ŀǊŜ ŎǊǳŎƛŀƭ ŦƻǊ ǘƘŜ ǎǳŎŎŜǎǎ ƻŦ ƭŀǊƎŜπǎŎŀƭŜΣ ŎǊƻǎǎπŎƻǳƴǘǊȅ 9¦ 

ǇǊƻƧŜŎǘǎΣ ǿƘŜǊŜ ǎŜŀƳƭŜǎǎ ǎǘŀƪŜƘƻƭŘŜǊ ŎƻƻǇŜǊŀǝƻƴ ƛǎ ŜǎǎŜƴǝŀƭΦ 

¶ Ch6: The challenge associated with investment costs: 

¢Ƙƛǎ ŎƘŀƭƭŜƴƎŜ ƛǎ ƘƛƎƘƭƛƎƘǘŜŘ ōȅ ǘǿƻ ǇǊƻƧŜŎǘǎ ǿƘƛŎƘ ŀǊŜ 5!¢! /9[[!wΣ ŀƴŘ CƭŜȄ/I9{{Φ 

5ŜǎŎǊƛǇǝƻƴΥ IƛƎƘ ƛƴƛǝŀƭ Ŏƻǎǘǎ ŦƻǊ ŘŜǇƭƻȅƛƴƎ ŘƛƎƛǘŀƭ ǘŜŎƘƴƻƭƻƎƛŜǎΣ ǳǇƎǊŀŘƛƴƎ ŜȄƛǎǝƴƎ 

ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΣ ŀƴŘ ǎǳǇǇƻǊǝƴƎ ƴŜǿ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎ ŀǊŜ ŎƻƳƳƻƴ ŎƻƴŎŜǊƴǎΣ ŀƴŘ ǎŜŎǳǊƛƴƎ 

ŀŘŜǉǳŀǘŜ ƭƻƴƎπǘŜǊƳ ŬƴŀƴŎƛŀƭ ǊŜǎƻǳǊŎŜǎ ŦƻǊ ƭŀǊƎŜπǎŎŀƭŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƛǎ ŀ ǊŜŎǳǊǊƛƴƎ ƛǎǎǳŜΦ ¢ƘŜ 

ǳƴŎŜǊǘŀƛƴǘȅ ŀǊƻǳƴŘ ǊŜǘǳǊƴ ƻƴ ƛƴǾŜǎǘƳŜƴǘ ŦƻǊ ŘƛƎƛǘŀƭ ǘŜŎƘƴƻƭƻƎƛŜǎ ŀƭǎƻ ŀŎǘǎ ŀǎ ŀ ōŀǊǊƛŜǊΣ 

ǇŀǊǝŎǳƭŀǊƭȅ ŦƻǊ ǎƳŀƭƭŜǊ ŜƴŜǊƎȅ ǇǊƻǾƛŘŜǊǎΦ 

{ǳƳƳŀǊƛȊƛƴƎΣ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀƴŘ ǎǘŀƴŘŀǊŘƛȊŀǝƻƴ ŀǊŜ ǘƘŜ Ƴƻǎǘ ŎƻƳƳƻƴƭȅ ƛŘŜƴǝŬŜŘ ŎƘŀƭƭŜƴƎŜǎ 

ƛƴ ǘƘŜ ǎǳǊǾŜȅΣ ŦƻƭƭƻǿŜŘ ŎƭƻǎŜƭȅ ōȅ Řŀǘŀ ǇǊƛǾŀŎȅ ŀƴŘ ǎŜŎǳǊƛǘȅ ŀƴŘ ǊŜƎǳƭŀǘƻǊȅ ōŀǊǊƛŜǊǎΦ ¢ƘŜǎŜ ŎƘŀƭƭŜƴƎŜǎ 

Ƴǳǎǘ ōŜ ŀŘŘǊŜǎǎŜŘ ǘƘǊƻǳƎƘ ǘŜŎƘƴƻƭƻƎƛŎŀƭ ƛƴƴƻǾŀǝƻƴΣ ǊŜƎǳƭŀǘƻǊȅ ǊŜŦƻǊƳΣ ŀƴŘ ŜƴƘŀƴŎŜŘ ǎǘŀƪŜƘƻƭŘŜǊ 

ŜƴƎŀƎŜƳŜƴǘ ǘƻ ŜƴǎǳǊŜ ǘƘŜ ǎǳŎŎŜǎǎŦǳƭ ŘƛƎƛǘŀƭ ǘǊŀƴǎŦƻǊƳŀǝƻƴ ƻŦ ǘƘŜ 9ǳǊƻǇŜŀƴ ŜƴŜǊƎȅ ǎŜŎǘƻǊΦ 

¢ŀōƭŜ м ōŜƭƻǿΣ ƛǎ ŎǊŜŀǘŜŘ ǘƻ ƻũŜǊ ŀ ŎƭŜŀǊΣ ŎƻƴŎƛǎŜ ǎǳƳƳŀǊȅ ƻŦ ǘƘŜ ŎƘŀƭƭŜƴƎŜǎ ƛŘŜƴǝŬŜŘ ƛƴ ǘƘŜ 

ǎǳǊǾŜȅŜŘ ǇǊƻƧŜŎǘǎΣ ǇǊƻǾƛŘƛƴƎ ŀƴ ŜŀǎȅπǘƻπǊŜŀŘ ŀƴŘ ǊŜŦŜǊŜƴŎŜ ŦƻǊƳŀǘΦ 

tǊƻƧŜŎǘ /Ƙм /Ƙн /Ƙо /Ƙп /Ƙр /Ƙс 

.ŜC[9·L.[9       
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5!¢! /9[[!w V V V V V V 

9ōŀƭŀƴŎŜҌ       

ŜChw¢       

t!wL¢¸       

{¢w9!a       

{¸b9wD¸ V V  V V  

·C[9·   V    

/ƻƻǊŘƛbŜǘ       

9b9wD¸{IL9[5 V      

b9²D9b       

!DL{¢Lb       

.5пht9a       

955L9       

.5пbwD       

hƴŜbŜǘ  V V    

tƭŀǘƻƴŜ     V  

LƴǘŜǊ/ƻƴƴŜŎǘ    V   

9¦ƴƛǾŜǊǎŀƭ V      

I±5/πǿƛǎŜ  V     

C!w/wh{{       

9bC[!¢9       

ƛƴǘΥƴŜǘ   V    

{5bπaL/wh{9b{9       

/ȅōŜǊ{9!{ V V   V  

9[9/¢whb V      

C9±9w V V     

CƭŜȄ/I9{{  V  V  V 

Lb¢9wwC!/9    V V  

Lb¢9w{¢hw9 V V V    

Table 1: List of challenges identified per surveyed project 

4.2.3 Key common opportunities indicated in the surveyed projects 

¢ƘŜ ǎǳǊǾŜȅ ǉǳŜǎǝƻƴ ό!ΦмоύΣ ǿƘƛŎƘ ƛǎ ǎǇŜŎƛŬŎŀƭƭȅ ŘŜǎƛƎƴŜŘ ǘƻ ƛƴŘƛŎŀǘŜ ǘƘŜ ƻǇǇƻǊǘǳƴƛǝŜǎ ŘŜƭƛǾŜǊŜŘ ōȅ 

ǘƘŜ ǇǊƻǇƻǎŀƭǎ ŘŜǾŜƭƻǇŜŘ ǿƛǘƘƛƴ ǘƘŜ ǎǳǊǾŜȅŜŘ ǇǊƻƧŜŎǘǎΣ ŦƻŎǳǎŜǎ ƻƴ όƛύ Ƙƻǿ ǘƻ ƛƳǇǊƻǾŜ ǘƘŜ ōǳǎƛƴŜǎǎ 

ǇǊƻŎŜǎǎŜǎ όǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎύ ŜŶŎƛŜƴŎȅΣ ǿƘƛƭŜ 

όƛƛύ ŦŀŎƛƭƛǘŀǝƴƎ ǘƘŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ 9¦ ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ vмо ƛǎ ǎǇŜŎƛŬŎŀƭƭȅ ŘŜǎƛƎƴŜŘ ǘƻ 

ƎŀǘƘŜǊ ǘƘŜ ƻǇǇƻǊǘǳƴƛǝŜǎ ŘŜŬƴŜŘ ƛƴ ǘƘŜ ŀƴǎǿŜǊǎ ǘƻ ǘƘŜ ǎǳǊǾŜȅ ǘƻƻƭ ŀƴŘ ƛǎ ŎƻƴǎƛŘŜǊŜŘ ƻŦ ƎǊŜŀǘ 

ƛƳǇƻǊǘŀƴŎŜ ǘƻ ŦƻǊƳ ŀ ŎƻƳǇƭŜǘŜ ƛƳŀƎŜ ƻŦ ǘƘŜ ǎƻƭǳǝƻƴǎ ǘƘŀǘ ǘƘŜ ǇǊƻƧŜŎǘǎ ōǊƛƴƎ Ǿƛŀ ŘƛƎƛǘŀƭƛȊŀǝƻƴΦ  

!ƴ ŀƴŀƭȅǎƛǎ ŀƴŘ ǊŜǾƛŜǿ ƻŦ ǘƘŜ ǊŜǎǳƭǘǎ ƛƴ !ƴƴŜȄ . ǊŜǾŜŀƭŜŘ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ƻǇǇƻǊǘǳƴƛǝŜǎΣ ǿƘƛŎƘ ŀǊŜ 

ǇǊŜǎŜƴǘŜŘ ƘƛŜǊŀǊŎƘƛŎŀƭƭȅΣ ǎǘŀǊǝƴƎ ŦǊƻƳ ǘƘŜ Ƴƻǎǘ ŎƻƳƳƻƴƭȅ ŘŜŬƴŜŘ ƛƴ ǘƘŜ ǎǳǊǾŜȅ ŀƴǎǿŜǊǎΣ ǘƻ ǘƘŜ ƭŜŀǎǘ 

ŦǊŜǉǳŜƴǘƭȅ ƳŜƴǝƻƴŜŘΥ 

¶ Opp1: Leveraging advanced technologies for achieving decarbonization is the most 

commonly recognized opportunity: 
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¢Ƙƛǎ ƻǇǇƻǊǘǳƴƛǘȅ ƛǎ ƴƻǘŜŘ ōȅ ǘƘŜ ŀƴŀƭȅǎƛǎ ƻŦ ŬƊŜŜƴ ǇǊƻƧŜŎǘǎΣ ƛƴŎƭǳŘƛƴƎ .ŜC[9·L.[9Σ 5!¢! 

/9[[!wΣ {¸b9wD¸Σ ·C[9·Σ .5пht9aΣ .5пbwDΣ hƴŜbŜǘΣ Lb¢9w/hbb9/¢Σ 9¦ƴƛǾŜǊǎŀƭΣ Lb¢Υb9¢Σ 

/ȅōŜǊ{9!{Σ C9±9wΣ CƭŜȄ/I9{{Σ Lb¢9wwC!/9Σ ŀƴŘ Lb¢9w{¢hw9Φ 

5ŜǎŎǊƛǇǝƻƴΥ 9ƴƘŀƴŎŜŘ ŘŜŎƛǎƛƻƴπƳŀƪƛƴƎΣ ǇǊŜŘƛŎǝǾŜ ƳŀƛƴǘŜƴŀƴŎŜΣ ŀƴŘ ǎȅǎǘŜƳ ƻǇǝƳƛȊŀǝƻƴ ƛǎ 

ŜƴƘŀƴŎŜŘ ōȅ ǘƘŜ ŀŘǾŀƴŎŜŘ ǘŜŎƘƴƻƭƻƎƛŜǎ ŘŜǾŜƭƻǇŜŘ όƻǊ ōŜƛƴƎ ŘŜǾŜƭƻǇŜŘύ ōȅ ǘƘŜ ǎǳǊǾŜȅŜŘ 

ǇǊƻƧŜŎǘǎΦ ±ƛŀ ǇǊƻǾƛŘƛƴƎ ǊŜŀƭπǝƳŜ Řŀǘŀ ŀƴŀƭȅǝŎǎΣ ŀǳǘƻƳŀǝƻƴΣ ŀƴŘ ŜŶŎƛŜƴǘ ƳŀƴŀƎŜƳŜƴǘ ƻŦ 

59wǎ ǘƘŜȅ ŀŎŎŜƭŜǊŀǘŜ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƻŦ ǘƘŜ ǎȅǎǘŜƳǎΣ ŀƴŘ ŎƻƴǘǊƛōǳǘŜ ǘƻ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ƳƻǊŜ 

ŀŘŀǇǝǾŜΣ ƛƴǘŜƭƭƛƎŜƴǘΣ ŀƴŘ ǊŜǎƛƭƛŜƴǘ ŜƴŜǊƎȅ ƎǊƛŘ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΦ 

¶ Opp2: Delivery of improved data exchange and interoperability: 

¢Ƙƛǎ ƻǇǇƻǊǘǳƴƛǘȅ ƛǎ ƛŘŜƴǝŬŜŘ ƛƴ ŦƻǳǊǘŜŜƴ ǇǊƻƧŜŎǘǎΣ ƛƴŎƭǳŘƛƴƎ ·C[9·Σ .5пht9aΣ t!wL¢¸Σ 

.5пbwDΣ hƴŜbŜǘΣ tƭŀǘƻƴŜΣ Lb¢9w/hbb9/¢Σ 9¦ƴƛǾŜǊǎŀƭΣ Lb¢Υb9¢Σ /ȅōŜǊ{9!{Σ 5!¢! /9[[!wΣ 

CƭŜȄ/I9{{Σ Lb¢9wwC!/9Σ ŀƴŘ Lb¢9w{¢hw9Φ 

5ŜǎŎǊƛǇǝƻƴΥ 9ƴǎǳǊƛƴƎ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀƳƻƴƎ ŘƛũŜǊŜƴǘ ǎȅǎǘŜƳǎ ŀƴŘ ǎǘŀƪŜƘƻƭŘŜǊǎ ƛǎ ŀ ǊŜŎǳǊǊƛƴƎ 

ǘƘŜƳŜΣ ǿƛǘƘ ǇǊƻƧŜŎǘǎ ƘƛƎƘƭƛƎƘǝƴƎ ǘƘŜ ƛƳǇƻǊǘŀƴŎŜ ƻŦ ǎǘŀƴŘŀǊŘƛȊŜŘ Řŀǘŀ ƳƻŘŜƭǎ ŀƴŘ 

ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ǘƘŀǘ ŀǎǎƛǎǘ ƛƴ ŜƴŀōƭƛƴƎ ǘƘŜ ŜŶŎƛŜƴǘ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ƴŜǿ ŜƴŜǊƎȅ 

ǎƻƭǳǝƻƴǎ ŀƴŘ ǎŜǊǾƛŎŜǎΦ LƳǇǊƻǾŜŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀƭǎƻ ǇǊƻƳƻǘŜǎ ƎǊŜŀǘŜǊ ƎǊƛŘ ǾƛǎƛōƛƭƛǘȅΣ ƳŀǊƪŜǘ 

ǇŀǊǝŎƛǇŀǝƻƴΣ ŀƴŘ ŎƻƭƭŀōƻǊŀǝǾŜ ŜũƻǊǘǎ ŀƳƻƴƎ ŜƴŜǊƎȅ ŀŎǘƻǊǎΣ ŘǊƛǾƛƴƎ ǎƳƻƻǘƘŜǊ ŀƴŘ ƳƻǊŜ 

ŎƻƻǊŘƛƴŀǘŜŘ ŜƴŜǊƎȅ ƳŀƴŀƎŜƳŜƴǘΦ 

¶ Opp3: The real-time monitoring and control opportunity: 

¢Ƙƛǎ ƻǇǇƻǊǘǳƴƛǘȅ ƛǎ ƴƻǘŜŘ ōȅ ǘƘƛǊǘŜŜƴ ǇǊƻƧŜŎǘǎΣ ƛƴŎƭǳŘƛƴƎ 5!¢! /9[[!wΣ {¸b9wD¸Σ ·C[9·Σ 

.5пht9aΣ hƴŜbŜǘΣ Lb¢9w/hbb9/¢Σ 9¦ƴƛǾŜǊǎŀƭΣ Lb¢Υb9¢Σ /ȅōŜǊ{9!{Σ C9±9wΣ CƭŜȄ/I9{{Σ 

Lb¢9wwC!/9Σ ŀƴŘ Lb¢9w{¢hw9Φ 

5ŜǎŎǊƛǇǝƻƴΥ LƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǊŜŀƭπǝƳŜ ƳƻƴƛǘƻǊƛƴƎ ŜƴƘŀƴŎŜǎ ǎȅǎǘŜƳ ǎǘŀōƛƭƛǘȅ ŀƴŘ 

ƻǇŜǊŀǝƻƴŀƭ ƅŜȄƛōƛƭƛǘȅΦ ¢Ƙƛǎ ƛǎ ŀŎƘƛŜǾŜŘ Ǿƛŀ ŜƴŀōƭƛƴƎ Ŏƻƴǝƴǳƻǳǎ Řŀǘŀ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ 

ŀǳǘƻƳŀǘŜŘκŀǎǎƛǎǘŜŘ ŘŜŎƛǎƛƻƴπƳŀƪƛƴƎ ǇǊƻŎŜǎǎŜǎΦ ¢ƘŜǊŜŦƻǊŜΣ ƻǇǝƳƛȊƛƴƎ ƎǊƛŘ ƻǇŜǊŀǝƻƴǎΣ ŀƭƭƻǿǎ 

ŦƻǊ ŦŀǎǘŜǊ ŘŜǘŜŎǝƻƴ ƻŦ ƛǎǎǳŜǎ ŀƴŘ ŘȅƴŀƳƛŎ ǊŜǎǇƻƴǎŜǎ ǘƻ ƅǳŎǘǳŀǝƻƴǎ ƛƴ ǎǳǇǇƭȅ ŀƴŘ ŘŜƳŀƴŘΦ 

¢Ƙƛǎ ŎŀǇŀōƛƭƛǘȅ ŜƴŀōƭŜǎ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎ ōŜŎƻƳƛƴƎ ƳƻǊŜ ŀŘŀǇǝǾŜ ŀƴŘ ǊŜǎƛƭƛŜƴǘΣ ǇŀǊǝŎǳƭŀǊƭȅ ƛƴ 

ƳŀƴŀƎƛƴƎ w9{ ǇŜƴŜǘǊŀǝƻƴ ŀƴŘ ŀŘŘǊŜǎǎƛƴƎ ǘƘŜ Ŏƻƴǎǘŀƴǘƭȅ ƎǊƻǿƛƴƎ ŜƴŜǊƎȅ ŘŜƳŀƴŘΦ 

¶ Opp4: The opportunity of revolutionizing cybersecurity and data privacy levels: 

Lǘ ƛǎ ƘƛƎƘƭƛƎƘǘŜŘ ōȅ ǘǿŜƭǾŜ  ǇǊƻƧŜŎǘǎΣ ƛƴŎƭǳŘƛƴƎ /ȅōŜǊ{9!{Σ 5!¢! /9[[!wΣ 955L9Σ ŜChw¢Σ tƭŀǘƻƴŜΣ 

.5пht9aΣ Lb¢9w/hbb9/¢Σ 9b9wD¸{L9[5Σ hƴŜbŜǘΣ 9[9/¢whbΣ {5bπaL/wh{9b{9Σ ŀƴŘ 

Lb¢Υb9¢Φ 

5ŜǎŎǊƛǇǝƻƴΥ ²ƛǘƘ ǘƘŜ ƛƴŎǊŜŀǎƛƴƎ ǊŜƭƛŀƴŎŜ ƻƴ ŘƛƎƛǘŀƭ ǎȅǎǘŜƳǎ ŀƴŘ Lƻ¢ ŘŜǾƛŎŜǎΣ ŜƴǎǳǊƛƴƎ Ǌƻōǳǎǘ 

ŎȅōŜǊǎŜŎǳǊƛǘȅ ŀƴŘ Řŀǘŀ ǇǊƛǾŀŎȅ ƛǎ ŎƻƴǎƛŘŜǊŜŘ ƻŦ ƘƛƎƘ ǎƛƎƴƛŬŎŀƴŎŜΦ ¢ƘŜǎŜ ǇǊƻƧŜŎǘǎ ŎƭŜŀǊƭȅ ƛŘŜƴǝŦȅ 

ǘƘŜ ƴŜŜŘ ǘƻ ǇǊƻǘŜŎǘ ǎŜƴǎƛǝǾŜ ŘŀǘŀΣ ŜƴǎǳǊŜ ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ǊŜƎǳƭŀǝƻƴǎ ŀǘ ŎǊƻǎǎπƴŀǝƻƴŀƭ ƭŜǾŜƭ 

όǎǳŎƘ ŀǎ D5twΣ 9bL{!Σ ŜǘŎΦύΣ ǿƘƛƭŜ ŀƭǎƻ ŎƻƴǎƛŘŜǊƛƴƎ ƴŀǝƻƴŀƭ ƭŜǾŜƭ όǿƛǘƘ ƴŀǝƻƴŀƭ ŎȅōŜǊǎŜŎǳǊƛǘȅ 

ŀǳǘƘƻǊƛǝŜǎΣ ŜǘŎΦύΣ ŀƴŘ ŘŜǾŜƭƻǇƛƴƎ ŎȅōŜǊǎŜŎǳǊƛǘȅ ƳŜŀǎǳǊŜǎ ǘƻ ǎŀŦŜƎǳŀǊŘ ŀƎŀƛƴǎǘ ŜƳŜǊƎƛƴƎ 

ǘƘǊŜŀǘǎΦ  
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¶ Opp5: The provision of flexibility services and demand-response mechanisms: 

¢Ƙƛǎ ƻǇǇƻǊǘǳƴƛǘȅ ƛǎ ŦƻǳƴŘ ŀŎǊƻǎǎ ǘŜƴ ǇǊƻƧŜŎǘǎΣ .ŜC[9·L.[9Σ 5!¢! /9[[!wΣ {¸b9wD¸Σ .5пht9aΣ 

hƴŜbŜǘΣ tƭŀǘƻƴŜΣ Lb¢9w/hbb9/¢Σ 9¦ƴƛǾŜǊǎŀƭΣ Lb¢Υb9¢Σ ŀƴŘ C9±9wΦ 

5ŜǎŎǊƛǇǝƻƴΥ CƭŜȄƛōƛƭƛǘȅ ǎŜǊǾƛŎŜǎΣ ǎǳŎƘ ŀǎ ŘŜƳŀƴŘπǊŜǎǇƻƴǎŜ ŀƴŘ ǘƘŜ ƳŀƴŀƎŜƳŜƴǘ ƻŦ 59wǎ ŀƴŘ 

ǎǘƻǊŀƎŜ ǎȅǎǘŜƳǎΣ ƘƛƎƘƭƛƎƘǘ ǎƛƎƴƛŬŎŀƴǘ ƻǇǇƻǊǘǳƴƛǝŜǎ ŜƴŀōƭŜŘ ōȅ ŘƛƎƛǘŀƭƛȊŀǝƻƴΣ ŘŜƭƛǾŜǊƛƴƎ 

ŜũŜŎǝǾŜ ǊŜŘǳŎǝƻƴ ƻŦ ǇŜŀƪ ƭƻŀŘǎΣ ŜƴƘŀƴŎŜŘ ŜƴŜǊƎȅ ŜŶŎƛŜƴŎȅ ŀŎǊƻǎǎ ǾŀǊƛƻǳǎ ǎŜŎǘƻǊǎΣ 

ŜũŜŎǝǾŜƭȅ ƳŀƴŀƎƛƴƎ ǎǘƻǊŀƎŜ ŀƴŘ 59wǎΣ ǿƘƛƭŜ ǇǊƻǾƛŘƛƴƎ ǊŜŀƭπǝƳŜ ƅŜȄƛōƛƭƛǘȅ ƳŀƴŀƎŜƳŜƴǘΦ 

¶ Opp6: The opportunity to develop and employ enhanced market mechanisms: 

¢Ƙƛǎ ƻǇǇƻǊǘǳƴƛǘȅ ƛǎ ŎƻƴǎƛŘŜǊŜŘ ōȅ ƴƛƴŜ ǇǊƻƧŜŎǘǎΣ ŎƛǘŜŘ ōȅ 5!¢! /9[[!wΣ {¸b9wD¸Σ 955L9Σ 

.5пbwDΣ 9¦ƴƛǾŜǊǎŀƭΣ Lb¢9w/hbb9/¢Σ C9±9wΣ CƭŜȄ/I9{{Σ ŀƴŘ tƭŀǘƻƴŜΦ 

5ŜǎŎǊƛǇǝƻƴΥ {ŜǾŜǊŀƭ ǇǊƻƧŜŎǘǎ ƘƛƎƘƭƛƎƘǘ ǘƘŜ ƻǇǇƻǊǘǳƴƛǘȅ ǘƻ ŘŜǾŜƭƻǇ ŜƴƘŀƴŎŜŘ ƳŀǊƪŜǘ 

ƳŜŎƘŀƴƛǎƳǎΣ ƛƴŎƭǳŘƛƴƎ ŘȅƴŀƳƛŎ ǇǊƛŎƛƴƎΣ ƛƴŎǊŜŀǎŜŘ ǘǊŀƴǎǇŀǊŜƴŎȅΣ ŀƴŘ ƎǊŜŀǘŜǊ ǇŀǊǝŎƛǇŀǝƻƴ ƛƴ 

ƅŜȄƛōƛƭƛǘȅ ƳŀǊƪŜǘǎΦ ¢ƘŜ ǎŎƻǇŜ ƻŦ ǘƘŜ ƳŀǊƪŜǘ ƳŜŎƘŀƴƛǎƳǎ ƛǎ ǘƻ ŦƻǎǘŜǊ ŎƻƳǇŜǝǝƻƴΣ ǇǊƻƳƻǘŜ 

ŜŶŎƛŜƴǘ ŜƴŜǊƎȅ ǳǎŜΣ ŜƴŎƻǳǊŀƎŜ ōƻǘƘ ŜȄǇƭƛŎƛǘ ŀƴŘ ƛƳǇƭƛŎƛǘ ƅŜȄƛōƛƭƛǘȅ ƳŜŎƘŀƴƛǎƳǎ ǿƛǘƘ ŎƻƴŎǊŜǘŜ 

ǇǊƛŎƛƴƎ ǎǘǊǳŎǘǳǊŜΣ ŀƴŘ ǎǳǇǇƻǊǘ ǘƘŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ w9{ ƛƴǘƻ ǘƘŜ ǎȅǎǘŜƳΦ ¢Ƙƛǎ ƛǎ ǇƭŀƴƴŜŘ ǘƻ ōŜ 

ŀŎƘƛŜǾŜŘ ōȅ ŜƴŀōƭƛƴƎ ƳƻǊŜ ŀŎǘƻǊǎ ǘƻ ǇŀǊǝŎƛǇŀǘŜ ƛƴ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎ όǊŜƎƛƻƴŀƭ ŀƴŘ ŎǊƻǎǎπ

ǊŜƎƛƻƴŀƭύΦ 

¶ Opp7: The opportunity delivered by new business models (BMs) for flexibility provision: 

¢ƘŜǊŜ ŀǊŜ ǎƛȄ ǇǊƻƧŜŎǘǎ ŘŜƳƻƴǎǘǊŀǝƴƎ ǘƘƛǎ ƻǇǇƻǊǘǳƴƛǘȅΣ ƛƴŎƭǳŘƛƴƎ .ŜC[9·L.[9Σ .5пht9aΣ 

9¦ƴƛǾŜǊǎŀƭΣ C9±9wΣ Lb¢9w/hbb9/¢Σ ŀƴŘ tƭŀǘƻƴŜΦ 

5ŜǎŎǊƛǇǝƻƴΥ ¢ƘŜ ƴŜǿ .aǎ ǎǳǇǇƻǊǘ ǘƘŜ ƳŀƴŀƎŜƳŜƴǘ ƻŦ 59wǎΣ ŜƴŜǊƎȅ ǎǘƻǊŀƎŜΣ ǎƳŀǊǘ ƘƻƳŜ 

ǘŜŎƘƴƻƭƻƎƛŜǎΣ ŀƴŘ ƅŜȄƛōƭŜ ǇǊƛŎƛƴƎ ǎǘǊŀǘŜƎƛŜǎΣ ŀƴŘ ŀƛƳ ŀǘ ƻǇǝƳƛȊƛƴƎ ŜƴŜǊƎȅ ǳǎŀƎŜ ŀƴŘ ǊŜŘǳŎƛƴƎ 

Ŏƻǎǘǎ ŦƻǊ ŎƻƴǎǳƳŜǊǎΦ .aǎ ŀƭǎƻ ŦƻŎǳǎ ƻƴ ŎǊƻǎǎπǎŜŎǘƻǊ ƻǇǇƻǊǘǳƴƛǝŜǎΣ ƛƴŎƭǳŘƛƴƎ 9± ŎƘŀǊƎƛƴƎΣ 

ŜƴŜǊƎȅ ǎǘƻǊŀƎŜπŀǎπŀπǎŜǊǾƛŎŜ ό{ŀŀ{ύΣ ŀƴŘ ǎƳŀǊǘ ƘƻƳŜ ǎƻƭǳǝƻƴǎΣ ǿƘƛŎƘ ǇǊƻǾƛŘŜ ƅŜȄƛōƛƭƛǘȅΣ ǿƘƛƭŜ 

ŜƴƘŀƴŎƛƴƎ ŎƻƴǎǳƳŜǊ ŜƴƎŀƎŜƳŜƴǘΦ 

¶ Opp8: Promoting collaboration and stakeholder engagement: 

¢Ƙƛǎ ƻǇǇƻǊǘǳƴƛǘȅ ƛǎ ƘƛƎƘƭƛƎƘǘŜŘ ōȅ ǎƛȄ ǇǊƻƧŜŎǘǎΣ ǿƘƛŎƘ ŀǊŜ {¸b9wD¸Σ hƴŜbŜǘΣ tƭŀǘƻƴŜΣ 

Lb¢9w/hbb9/¢Σ Lb¢Υb9¢Σ ŀƴŘ 9¦ƴƛǾŜǊǎŀƭΦ 

5ŜǎŎǊƛǇǝƻƴΥ Lǘ ƛǎ ŎƻƴǎƛŘŜǊŜŘ ƻŦ ƘƛƎƘ ǎƛƎƴƛŬŎŀƴŎŜ ŦƻǊ ǘƘŜ ǎǳŎŎŜǎǎŦǳƭ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ƴŜǿ 

ŜƴŜǊƎȅ ƳƻŘŜƭǎ ǘƻ ŜƴŎƻǳǊŀƎŜ ŎƻƭƭŀōƻǊŀǝƻƴ ŀƳƻƴƎ ǎǘŀƪŜƘƻƭŘŜǊǎΣ ƛƴŎƭǳŘƛƴƎ ¢{hǎΣ 5{hǎΣ 

ŎƻƴǎǳƳŜǊǎΣ ŀƴŘ ǊŜƎǳƭŀǘƻǊǎΦ ¢ƘŜ ǎǳǊǾŜȅŜŘ ǇǊƻƧŜŎǘǎ ƛŘŜƴǝŦȅ ǘƘŜ ƴŜŜŘ ŦƻǊ ŜũŜŎǝǾŜ 

ŎƻƳƳǳƴƛŎŀǝƻƴ ŎƘŀƴƴŜƭǎΣ ǎƘŀǊŜŘ ƎƻŀƭǎΣ ŀƴŘ ŎƻƭƭŀōƻǊŀǝǾŜ ŜũƻǊǘǎ ǘƻ ŀƭƛƎƴ ǎǘŀƪŜƘƻƭŘŜǊǎ ŀƴŘ 

ŜƴǎǳǊŜ ǎƳƻƻǘƘ ƻǇŜǊŀǝƻƴǎΦ {ǘŀƪŜƘƻƭŘŜǊ ŜƴƎŀƎŜƳŜƴǘ ŀƭǎƻ Ǉƭŀȅǎ ŀ ǊƻƭŜ ƛƴ ǇǊƻƳƻǝƴƎ ǘƘŜ 

ŀŘƻǇǝƻƴ ƻŦ ƴŜǿ ǘŜŎƘƴƻƭƻƎƛŜǎ ŀƴŘ ŦƻǎǘŜǊƛƴƎ ǘǊǳǎǘ ƛƴ ƛƴƴƻǾŀǝǾŜ ŜƴŜǊƎȅ ǎƻƭǳǝƻƴǎΦ 

¶ Opp9: The opportunity for cross-sector and cross-country integration of the solutions: 
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¢Ƙƛǎ ƻǇǇƻǊǘǳƴƛǘȅ ƛǎ ƴƻǘŜŘ ōȅ ŬǾŜ ǇǊƻƧŜŎǘǎΣ ǿƘƛŎƘ ŀǊŜ {¸b9wD¸Σ hƴŜbŜǘΣ .5пbwDΣ 

Lb¢9w/hbb9/¢Σ ŀƴŘ Lb¢Υb9¢Φ 

5ŜǎŎǊƛǇǝƻƴΥ /ǊƻǎǎπǎŜŎǘƻǊ ŀƴŘ ŎǊƻǎǎπŎƻǳƴǘǊȅ ƛƴǘŜƎǊŀǝƻƴ ƛǎ ŜƳǇƘŀǎƛȊŜŘ ŀǎ ŀƴ ƻǇǇƻǊǘǳƴƛǘȅ ŦƻǊ 

ŎǊŜŀǝƴƎ ƳƻǊŜ ŎƻƻǊŘƛƴŀǘŜŘ ŀƴŘ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ŜƴŜǊƎȅ ƳŀƴŀƎŜƳŜƴǘ ǎȅǎǘŜƳǎΦ .ȅ ŦŀŎƛƭƛǘŀǝƴƎ 

ǘƘŜ ǎƘŀǊƛƴƎ ƻŦ ǎƻƭǳǝƻƴǎ ŀƴŘ ǘŜŎƘƴƻƭƻƎƛŜǎ ŀŎǊƻǎǎ ǎŜŎǘƻǊǎ όǎǳŎƘ ŀǎ ǘǊŀƴǎǇƻǊǘΣ ƘŜŀƭǘƘŎŀǊŜΣ ŀƴŘ 

ǊŜǎƛŘŜƴǝŀƭύΣ ǇǊƻƧŜŎǘǎ ŀǊŜ ŀōƭŜ ǘƻ ƭŜǾŜǊŀƎŜ ǎȅƴŜǊƎƛŜǎ ŀƴŘ ǇǊƻƳƻǘŜ ǘƘŜ ǿƛŘŜǎǇǊŜŀŘ ŀŘƻǇǝƻƴ ƻŦ 

ŘƛƎƛǘŀƭ ŜƴŜǊƎȅ ǎƻƭǳǝƻƴǎΦ !ŘŘƛǝƻƴŀƭƭȅΣ ŎǊƻǎǎπŎƻǳƴǘǊȅ ŎƻƭƭŀōƻǊŀǝƻƴ ǎǳǇǇƻǊǘǎ ǘƘŜ ǎǘŀƴŘŀǊŘƛȊŀǝƻƴ 

ŀƴŘ ǊŜǇƭƛŎŀǝƻƴ ƻŦ ǎƻƭǳǝƻƴǎ ŀǘ ŀƴ 9¦ ǎŎŀƭŜΦ 

¶ Opp10: The potential for standardization and regulatory support extending to the 

digitalization: 

¢Ƙƛǎ ƻǇǇƻǊǘǳƴƛǘȅ ƛǎ ŘƛǎǇƭŀȅŜŘ ƛƴ ŦƻǳǊ ǇǊƻƧŜŎǘǎΣ ǘƘƛǎ ŀǊŜ ·C[9·Σ .5пbwDΣ Lb¢9w/hbb9/¢Σ ŀƴŘ 

Lb¢Υb9¢Φ 

5ŜǎŎǊƛǇǝƻƴΥ {ǘŀƴŘŀǊŘƛȊŀǝƻƴ ƻŦ Řŀǘŀ ƳƻŘŜƭǎΣ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎΣ ŀƴŘ ǊŜƎǳƭŀǘƻǊȅ 

ŦǊŀƳŜǿƻǊƪǎ ƛǎ ǎŜŜƴ ŀǎ ŀ ƪŜȅ ƻǇǇƻǊǘǳƴƛǘȅ ŦƻǊ ǎŎŀƭƛƴƎ ŘƛƎƛǘŀƭ ŜƴŜǊƎȅ ǎƻƭǳǝƻƴǎ ŀŎǊƻǎǎ ǘƘŜ 9¦Φ .ȅ 

ǇǊƻƳƻǝƴƎ ǎǘŀƴŘŀǊŘƛȊŀǝƻƴ ŀƴŘ ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ǊŜƎǳƭŀǝƻƴǎ ǎǳŎƘ ŀǎ D5tw ŀƴŘ 9¦πǿƛŘŜ Řŀǘŀ 

ǎǇŀŎŜǎΣ ǇǊƻƧŜŎǘǎ Ŏŀƴ ŜƴǎǳǊŜ ŎƻƴǎƛǎǘŜƴǘ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ƴŜǿ ǘŜŎƘƴƻƭƻƎƛŜǎΣ ǊŜŘǳŎŜ 

ƛƴǘŜƎǊŀǝƻƴ ŎƻǎǘǎΣ ŀƴŘ ǎǳǇǇƻǊǘ ǘƘŜ ǊŜǇƭƛŎŀōƛƭƛǘȅ ƻŦ ŜƴŜǊƎȅ ǎƻƭǳǝƻƴǎ ŀŎǊƻǎǎ ŘƛũŜǊŜƴǘ ǊŜƎƛƻƴǎ ŀƴŘ 

ǎŜŎǘƻǊǎΦ 

Lƴ ǎǳƳƳŀǊȅΣ ǘƘŜ Ƴƻǎǘ ŦǊŜǉǳŜƴǘƭȅ ƛŘŜƴǝŬŜŘ ƻǇǇƻǊǘǳƴƛǘȅ ŀŎǊƻǎǎ ǘƘŜ ǎǳǊǾŜȅŜŘ ǇǊƻƧŜŎǘǎ ƛǎ ǘƘŜ 

ǳǝƭƛȊŀǝƻƴ ƻŦ ŀŘǾŀƴŎŜŘ ǘŜŎƘƴƻƭƻƎƛŜǎ ǘƻ ŘǊƛǾŜ ŘŜŎŀǊōƻƴƛȊŀǝƻƴ ŜũƻǊǘǎΦ ¢Ƙƛǎ ǘǊŜƴŘ ƘƛƎƘƭƛƎƘǘǎ ǘƘŜ ƪŜȅ 

ǊƻƭŜ ƻŦ ƛƴƴƻǾŀǝƻƴ ƛƴ ŀŎƘƛŜǾƛƴƎ ŎƭŜŀƴŜǊ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎΦ /ƭƻǎŜƭȅ ŦƻƭƭƻǿƛƴƎ ŀǊŜ ƻǇǇƻǊǘǳƴƛǝŜǎ ǊŜƭŀǘŜŘ ǘƻ 

ǊŜŀƭπǝƳŜ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ŎƻƴǘǊƻƭΣ ǿƘƛŎƘ ŜƴŀōƭŜ ƳƻǊŜ ŜŶŎƛŜƴǘ ŀƴŘ ǊŜǎǇƻƴǎƛǾŜ ƎǊƛŘ ƳŀƴŀƎŜƳŜƴǘΦ 

!ŘŘƛǝƻƴŀƭƭȅΣ ǘƘŜ ǇƻǘŜƴǝŀƭ ǘƻ ƛƳǇǊƻǾŜ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀŎǊƻǎǎ ǎȅǎǘŜƳǎ ƛǎ ŀƴƻǘƘŜǊ ǎƛƎƴƛŬŎŀƴǘ 

ƻǇǇƻǊǘǳƴƛǘȅΣ ŜƳǇƘŀǎƛȊƛƴƎ ǘƘŜ ƛƳǇƻǊǘŀƴŎŜ ƻŦ ǎŜŀƳƭŜǎǎ ŎƻƳƳǳƴƛŎŀǝƻƴ ōŜǘǿŜŜƴ ŘƛǾŜǊǎŜ ŜƴŜǊƎȅ 

ǘŜŎƘƴƻƭƻƎƛŜǎ ǘƻ ŜƴƘŀƴŎŜ ƻǾŜǊŀƭƭ ǎȅǎǘŜƳ ǇŜǊŦƻǊƳŀƴŎŜ ŀƴŘ ƛƴǘŜƎǊŀǝƻƴΦ 

¢ŀōƭŜ н ƛǎ ǎƘŀǇŜŘ ŦƻǊ ŀ ŎƭŜŀǊ ǎǳƳƳŀǊȅ ƻŦ ǘƘŜ ƻǇǇƻǊǘǳƴƛǝŜǎ ƻŎŎǳǊǊŜŘ ƛƴ ǘƘŜ ǎǳǊǾŜȅŜŘ ǇǊƻƧŜŎǘǎΣ 

ǇǊƻǾƛŘƛƴƎ ŀƴ ŜŀǎȅπǘƻπǊŜŀŘ ŀƴŘ ǊŜŦŜǊŜƴŎŜ ŦƻǊƳŀǘΦ 

tǊƻƧŜŎǘ hǇǇм hǇǇн hǇǇо hǇǇп hǇǇр hǇǇс hǇǇт hǇǇу hǇǇф hǇǇм
л .ŜC[9·L.[9 V    V  V    

5!¢! /9[[!w V V V V V V     

9ōŀƭŀƴŎŜҌ           

ŜChw¢    V       

t!wL¢¸  V         

{¢w9!a           

{¸b9wD¸ V  V  V V  V V  

·C[9· V V V       V 

/ƻƻǊŘƛbŜǘ           

9b9wD¸{IL9[5    V       

b9²D9b           

!DL{¢Lb           

.5пht9a V V V V V  V    



D2.1 Digitalization challenges and opportunities in the future energy system 

33 

955L9    V  V     

.5пbwD V V    V   V V 

hƴŜbŜǘ V V V V V   V V  

tƭŀǘƻƴŜ  V  V V V V V   

LƴǘŜǊ/ƻƴƴŜŎǘ V V V V V V V V V V 

9¦ƴƛǾŜǊǎŀƭ V V V  V V V V   

I±5/πǿƛǎŜ           

C!w/wh{{           

9bC[!¢9           

ƛƴǘΥƴŜǘ V V V V V   V V V 

{5bπ
aL/wh{9b{9 

   V       

/ȅōŜǊ{9!{ V V V V       

9[9/¢whb    V       

C9±9w V  V  V V V    

CƭŜȄ/I9{{ V V V   V     

Lb¢9wwC!/9 V V V        

Lb¢9w{¢hw9 V V V        

Table 2: List of opportunities identified per surveyed project 
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5 High-impact factors identified 
/ƘŀǇǘŜǊ р ŦƻŎǳǎŜǎ ƻƴ ǘƘŜ ƪŜȅ ŦŀŎǘƻǊǎ ǘƘŀǘ ōŜŀǊ ŀ ǎƛƎƴƛŬŎŀƴǘ ƛƳǇŀŎǘ ƻƴ ǘƘŜ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ŀƴŘ 

ƳƻŘŜǊƴƛȊŀǝƻƴ ƻŦ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎΣ ŀǎ ƛŘŜƴǝŬŜŘ ŀŎǊƻǎǎ ǘƘŜ ǎǳǊǾŜȅŜŘ ǇǊƻƧŜŎǘǎΦ ¢ƘǊƻǳƎƘ ŘŜǘŀƛƭŜŘ ŀƴŀƭȅǎƛǎΣ 

ǎŜǾŜǊŀƭ ŎǊƛǝŎŀƭ ƎŀǇǎ ŀƴŘ ƻǇǇƻǊǘǳƴƛǝŜǎ ƘŀǾŜ ōŜŜƴ ƘƛƎƘƭƛƎƘǘŜŘΣ ǎǇŀƴƴƛƴƎ Řŀǘŀ ŜȄŎƘŀƴƎŜΣ ŎȅōŜǊπǇƘȅǎƛŎŀƭ 

ƛƴŦǊŀǎǘǊǳŎǘǳǊŜǎΣ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎΣ ƎǊƛŘ ƻǇŜǊŀǝƻƴΣ ŀƴŘ ŜƴŜǊƎȅ ƳŀǊƪŜǘ ƛƴǘŜƎǊŀǝƻƴΦ 9ŀŎƘ ǎǳōπŎƘŀǇǘŜǊ 

ŘƛǾŜǎ ƛƴǘƻ ŀ ǎǇŜŎƛŬŎ ŀǎǇŜŎǘ ƻŦ ǘƘŜǎŜ ŜƴŎƻǳƴǘŜǊǎΣ ǇǊƻǾƛŘƛƴƎ ƛƴπŘŜǇǘƘ ƛƴǎƛƎƘǘǎ ŀƴŘ ƛƴŘƛŎŀǝƴƎ ǇƻǘŜƴǝŀƭ 

ǎƻƭǳǝƻƴǎ ŦƻǊ ōǊƛŘƎƛƴƎΦ ¢ƘŜ ŀƛƳ ƛǎ ǘƻ ƻũŜǊ ŀ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ƻŦ ǘƘŜ ƘƛƎƘπƛƳǇŀŎǘ ŦŀŎǘƻǊǎ 

ǘƘŀǘ ƛƴƅǳŜƴŎŜ ǘƘŜ ǎǳŎŎŜǎǎŦǳƭ ŘƛƎƛǘŀƭ ǘǊŀƴǎŦƻǊƳŀǝƻƴ ƻŦ ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊΦ 

5.1 Analysis of data exchange gaps and proposed solutions 

¢ƻ ŜǾŀƭǳŀǘŜ ǘƘŜ ƘƛƎƘ ƛƳǇŀŎǘ ŦŀŎǘƻǊ ƻŦ Řŀǘŀ ŜȄŎƘŀƴƎŜΣ ǿƘƛƭŜ ǿƻǊƪƛƴƎ ǘƻǿŀǊŘǎ ǇƻǇǳƭŀǝƴƎ ǘƘŜ ŎƻƴǘŜƴǘ 

ƻŦ ǘƘŜ ǇǊƻƧŜŎǘΩǎ Y.Σ ǘƘŜ ǘǿƻπǿŀȅ ǎǘǊŜŀƳ ƛƭƭǳǎǘǊŀǘŜŘ ƛƴ CƛƎǳǊŜ м ƛǎ ƛƳǇƭŜƳŜƴǘŜŘ ŀǎ ǿŜƭƭΦ ¢ƘŜ ǇŀǘƘǎ ƛƴŎƭǳŘŜ 

ǘƘŜ όƛύ ǎȅǎǘŜƳƛŎ ŘŜǎƪǘƻǇ ǊŜǎŜŀǊŎƘ ǘƘŀǘ ƛǎ ŎƻƴŘǳŎǘŜŘ ǘƻ ŎƻƴŎŜƴǘǊŀǘŜ ǘƘŜ ƭƛǘŜǊŀǘǳǊŜπōŀǎŜŘ ŎƻƴǘŜƴǘΣ ŀƴŘ 

ǘƘŜ όƛƛύ ǘŀǊƎŜǘŜŘ ǎŜǘ ƻŦ ǉǳŜǎǝƻƴǎ ǘƘŀǘ ǿŜǊŜ ŀŘŘǊŜǎǎŜŘ ōȅ ǘƘŜ ǎǳǊǾŜȅŜŘ ǇǊƻƧŜŎǘǎΦ 

5.1.1 Data exchange gaps identified in the literature  

!ǎ ǘƘŜ ŜŎƻƴƻƳƛŎ ŀƴŘ ǎǘǊŀǘŜƎƛŎ ōŜƴŜŬǘǎ ƻŦ Řŀǘŀ ǎƘŀǊƛƴƎ Ǝŀƛƴ ƛƴŎǊŜŀǎƛƴƎ ǊŜŎƻƎƴƛǝƻƴΣ ƛǘ ƛǎ ōŜŎƻƳƛƴƎ ŀ 

Ǝƭƻōŀƭ ƳƻǾŜƳŜƴǘ ǘƻ ŜƴŎƻǳǊŀƎŜ ǘƘŜ ƛƴǘŜƎǊŀǝƻƴΣ ƻǇŜƴƴŜǎǎΣ ŀƴŘ ŜȄŎƘŀƴƎŜ ƻŦ Řŀǘŀ ŀŎǊƻǎǎ ǘƘŜ ǾŀǊƛƻǳǎ 

ǎŜŎǘƻǊǎ ŀƴŘ ƛƴŘǳǎǘǊƛŜǎΦ ¢Ƙƛǎ ǘǊŜƴŘ ƛǎ ŘǊƛǾƛƴƎ ǘƘŜ ǘǊŀƴǎŦƻǊƳŀǝƻƴ ƻŦ ǘǊŀŘƛǝƻƴŀƭ ǎŜŎǘƻǊǎΣ ŜƴŎƻǳǊŀƎƛƴƎ 

ŘŜŜǇŜǊ ŎƻƭƭŀōƻǊŀǝƻƴ ōŜǘǿŜŜƴ ƛƴŘǳǎǘǊƛŜǎΣ ŀƴŘ ŜƴƘŀƴŎƛƴƎ ǎƻŎƛŀƭ ǎŜǊǾƛŎŜ ƳŀƴŀƎŜƳŜƴǘΦ ¢ƘŜ ƎŀǇǎ ƛƴ Řŀǘŀ 

ŜȄŎƘŀƴƎŜ ǳƴŘŜǊ ǘƘŜ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƻŦ ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊ ŀǊŜ ƎŀǘƘŜǊŜŘ ŀƴŘ ǇǊŜǎŜƴǘŜŘ ǘƘǊƻǳƎƘ ŀ ŘŜǎƪǘƻǇ 

ǎȅǎǘŜƳƛŎ ƭƛǘŜǊŀǘǳǊŜ ǊŜǾƛŜǿΦ 

YŜȅ ƎŀǇǎ ƛƴ Řŀǘŀ ŜȄŎƘŀƴƎŜ ƘƛƴŘŜǊ ǘƘŜ Ŧǳƭƭ ǊŜŀƭƛȊŀǝƻƴ ƻŦ ǘƘŜ ƻǇǇƻǊǘǳƴƛǝŜǎ ƛƴŘƛŎŀǘŜŘ ƛƴ ¢ŀōƭŜ оΦ !ǎ 

ƻǳǘƭƛƴŜŘ ƛƴ ǘƘŜǎŜ ǎŜŎǝƻƴǎ ƻŦ ǘƘŜ ŘŜƭƛǾŜǊŀōƭŜΣ ǘƘŜ ǇǊƛƳŀǊȅ ŎƘŀƭƭŜƴƎŜǎ ƛŘŜƴǝŬŜŘ ǊŜƭŀǘŜ ǘƻ ǘǿƻ Ƴŀƛƴ 

ŎŀǘŜƎƻǊƛŜǎΣ ǘƘŜ ƎŀǇǎ ƛƴ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀƴŘ ŎȅōŜǊǎŜŎǳǊƛǘȅΦ ¢ƘŜǎŜ ƎŀǇǎ ŀǊŜ ƭƛƴƪŜŘ ǘƻ ǘƘŜ ŘƛǾŜǊǎŜ 

ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ŀƴŘ ǎǘŀƴŘŀǊŘǎ ǾŀƭƻǊƛǎŜŘ ŀŎǊƻǎǎ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎΣ 59wǎΣ ǎƳŀǊǘ ƎǊƛŘǎΣ ŀƴŘ 

ǘǊŀŘƛǝƻƴŀƭ ŜƴŜǊƎȅ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΦ ¢ƘŜ ƎŀǇǎ ƛƴ ǎǘŀƴŘŀǊŘƛȊŀǝƻƴπƭŀŎƪƛƴƎ ŎǊŜŀǘŜ Řŀǘŀ ǎƛƭƻǎ ŀƴŘ ƭƛƳƛǘ ǘƘŜ 

ŀōƛƭƛǘȅ ǘƻ ƛƴǘŜƎǊŀǘŜ ǎȅǎǘŜƳǎ ǎŜŀƳƭŜǎǎƭȅ ŀŎǊƻǎǎ ǘƘŜ ƎǊƛŘΦ ¢ƘŜ ƭƛǘŜǊŀǘǳǊŜ ǊŜǎŜŀǊŎƘ ώпнϐ ƘƛƎƘƭƛƎƘǘǎ ǘƘŜ ǎŀƳŜ 

ǘǿƻ ƎŀǇǎπŎŀǘŜƎƻǊƛŜǎ ŀǎ ǘƘŜ Ƴƻǎǘ ƛŘŜƴǝŬŜŘ ƻƴŜǎΣ ƛƴŘƛŎŀǝƴƎ ǘƘŀǘ ǿƛǘƘƻǳǘ ƘŀǊƳƻƴƛȊŜŘ ŎƻƳƳǳƴƛŎŀǝƻƴ 

ƛƴǘŜǊŦŀŎŜǎΣ ƛƴǘŜƎǊŀǝƴƎ ŜƳŜǊƎƛƴƎ ǘŜŎƘƴƻƭƻƎƛŜǎ ƛƴǘƻ ǘƘŜ ōǊƻŀŘŜǊ ŜƴŜǊƎȅ ŜŎƻǎȅǎǘŜƳ ōŜŎƻƳŜǎ ŘƛŶŎǳƭǘΦ 

!ƴƻǘƘŜǊ ƪŜȅ ƎŀǇ ŎƻƳƳƻƴƭȅ ƛƴŘƛŎŀǘŜŘ ƛƴ ƭƛǘŜǊŀǘǳǊŜ ƛǎ ǘƘŜ ŘƛŶŎǳƭǘȅ ƛƴ ƛƴǘŜƎǊŀǝƴƎ ƘŜǘŜǊƻƎŜƴŜƻǳǎ Řŀǘŀ 

ǎƻǳǊŎŜǎΦ {ƛƴŎŜ ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊ ƛƴŎǊŜŀǎƛƴƎƭȅ ǊŜƭƛŜǎ ƻƴ ǊŜŀƭπǝƳŜ Řŀǘŀ ŦǊƻƳ ǎŜƴǎƻǊǎΣ ǎƳŀǊǘπƳŜǘŜǊǎΣ ŀƴŘ 

ƻǘƘŜǊ Lƻ¢ ŘŜǾƛŎŜǎΣ ƳŜǊƎƛƴƎ ǘƘƛǎ Řŀǘŀ ŀŎǊƻǎǎ ŘƛũŜǊŜƴǘ ǎȅǎǘŜƳǎ ǊŜƳŀƛƴǎ ǇǊƻōƭŜƳŀǝŎΣ ŀǎ Řŀǘŀ ƛǎ ƻƊŜƴ 

ƛƴŎƻƴǎƛǎǘŜƴǘΣ ƻǊ ƛƴŎƻƳǇŀǝōƭŜΦ ¢Ƙƛǎ ƎŀǇ ƛǎ ǇŀǊǝŎǳƭŀǊƭȅ ŘŜŬƴƛǘŜ ƛƴ ŘŜŎŜƴǘǊŀƭƛȊŜŘ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎΣ ǿƘŜǊŜ 

Řŀǘŀ ƛƴǘŜƎǊŀǝƻƴ ƛǎ ŎǊƛǝŎŀƭ ŦƻǊ ƻǇǝƳƛȊƛƴƎ ƻǇŜǊŀǝƻƴǎ ōǳǘ ƻƊŜƴ Ŧŀƭƭǎ ǎƘƻǊǘ ŘǳŜ ǘƻ ŘƛũŜǊƛƴƎ ǝƳŜ ǎŎŀƭŜǎΣ 

Řŀǘŀ ŦƻǊƳŀǘǎΣ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǘŜŎƘƴƻƭƻƎƛŜǎ ώолϐΦ !ǎ ŀ ǊŜǎǳƭǘΣ ǿƘƛƭŜ ŘƛƎƛǘŀƭ ǇƭŀǜƻǊƳǎ Ŏŀƴ ƎŀǘƘŜǊ 

ƳŀǎǎƛǾŜ ŀƳƻǳƴǘǎ ƻŦ ƛƴŦƻǊƳŀǝƻƴΣ ǘƘŜ ƛƴŀōƛƭƛǘȅ ǘƻ ŜũŜŎǝǾŜƭȅ ƳŜǊƎŜ ŀƴŘ ƛƴǘŜǊǇǊŜǘ ǘƘƛǎ Řŀǘŀ ƘƛƴŘŜǊǎ ǘƘŜ 

ƻǇǝƳƛȊŀǝƻƴ ƻŦ ŜƴŜǊƎȅ ƅƻǿǎ ŀƴŘ ŘŜƳŀƴŘ ŦƻǊŜŎŀǎǝƴƎΦ 

5ŀǘŀ ǇǊƛǾŀŎȅ ŀƴŘ ǎŜŎǳǊƛǘȅ ŎƻƴŎŜǊƴǎ ŀǊŜ ŀƴƻǘƘŜǊ ǎƛƎƴƛŬŎŀƴǘ ƎŀǇ ƛŘŜƴǝŬŜŘ ƛƴ ǘƘŜ ƭƛǘŜǊŀǘǳǊŜ ώнмϐΦ ¢ƘŜ 

ƛƴŎǊŜŀǎŜŘ Řŀǘŀ ǎƘŀǊƛƴƎ ŀŎǊƻǎǎ ƳǳƭǝǇƭŜ ǇƭŀǜƻǊƳǎ ŀƴŘ ǎǘŀƪŜƘƻƭŘŜǊǎΣ ǊŀƴƎƛƴƎ ŦǊƻƳ ǳǝƭƛǘȅ ƻǇŜǊŀǘƻǊǎ ǘƻ 

ŎƻƴǎǳƳŜǊǎΣ ƳŀƪŜǎ ŎȅōŜǊǎŜŎǳǊƛǘȅ Ǌƛǎƪǎ ƳƻǊŜ ŜǾƛŘŜƴǘΦ Lƴ ǘƘŀǘ ǇŜǊǎǇŜŎǝǾŜΣ ǘƘŜ ƭŀŎƪ ƻŦ Ǌƻōǳǎǘ 

ŎȅōŜǊǎŜŎǳǊƛǘȅ ŦǊŀƳŜǿƻǊƪǎ Ƙŀǎ ōŜŜƴ ƛŘŜƴǝŬŜŘ ŀǎ ŀ ƳŀƧƻǊ ƎŀǇ ƭƛƳƛǝƴƎ ǘƘŜ ǘǊǳǎǘ ǊŜǉǳƛǊŜŘ ŦƻǊ ǿƛŘŜǎǇǊŜŀŘ 

Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀƴŘ ŘƛƎƛǘŀƭƛȊŀǝƻƴΦ 
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CƛƴŀƭƭȅΣ ǊŜƎǳƭŀǘƻǊȅ ōŀǊǊƛŜǊǎ ŀƴŘ ƳŀǊƪŜǘ ŦǊŀƎƳŜƴǘŀǝƻƴ ǿƻǊǎŜƴ ǘƘŜ ƎŀǇǎ ƻŦ Řŀǘŀ ŜȄŎƘŀƴƎŜΦ ¢ƘŜ ƭŀŎƪ 

ƻŦ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ǊŜƎǳƭŀǘƻǊȅ ŦǊŀƳŜǿƻǊƪǎ ǘƘŀǘ ƳŀƴŘŀǘŜ ƻǊ ƛƴŎŜƴǝǾƛȊŜ Řŀǘŀ ǎƘŀǊƛƴƎ ŀŎǊƻǎǎ ƳŀǊƪŜǘ 

ǇŀǊǝŎƛǇŀƴǘǎ ƛǎ ƴƻǘ ǳƴƛŬŜŘ ƛƴ ŎǊƻǎǎπŎƻǳƴǘǊȅ ƭŜǾŜƭΣ ƭŜŀŘƛƴƎ ǘƻ ŦǊŀƎƳŜƴǘŜŘ ŘƛƎƛǘŀƭ ŜŎƻǎȅǎǘŜƳǎΣ ǿƘŜǊŜ Řŀǘŀ 

ƛǎ ŜƛǘƘŜǊ ǇǊƻǇǊƛŜǘŀǊȅ ƻǊ ƛƴŀŘŜǉǳŀǘŜƭȅ ŀŎŎŜǎǎƛōƭŜΣ ǘƘŜǊŜōȅ ƭƛƳƛǝƴƎ ŎƻƭƭŀōƻǊŀǝƻƴ ŀƴŘ ǘƘŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ 

ŀŘǾŀƴŎŜŘ ŘƛƎƛǘŀƭ ǎƻƭǳǝƻƴǎΦ 

Lƴ ǘƘŜ ŎƻƴǘŜȄǘ ƻŦ ŀŘŘǊŜǎǎƛƴƎ ǘƘŜ ǊŜƎǳƭŀǘƻǊȅ ōŀǊǊƛŜǊǎΣ ǘƘŜ 9¦ 5{h ƛǎ ǿƻǊƪƛƴƎ Ƨƻƛƴǘƭȅ ǿƛǘƘ 9b¢{hπ9 ǘƻ 

ŘŜŬƴŜ ǎǘŀƴŘŀǊŘǎ ƛƴ ǎǇŜŎƛŬŎ ŘƻƳŀƛƴǎ ƻŦ ŘƛƎƛǘŀƭƛȊŀǝƻƴΣ ǎǳŎƘ ŀǎ ǎƳŀǊǘ ƳŜǘŜǊǎ ŀƴŘ ŘŜƳŀƴŘπǊŜǎǇƻƴǎŜ 

όŜΦƎΦΣ ǘƘǊƻǳƎƘ ǘƘŜ bŜǘǿƻǊƪ ŎƻŘŜ ƻƴ 5ŜƳŀƴŘ wŜǎǇƻƴǎŜ ŀƴŘ ƛǘǎ ƛƳǇƭŜƳŜƴǝƴƎ ǊŜƎǳƭŀǝƻƴύΦ ¢ƘŜǊŜŦƻǊŜΣ 

ŦƻǊƳƛƴƎ ŀƴ ŜȄǘŜƴŘŜŘΣ ƘƻǊƛȊƻƴǘŀƭ ǇǊƻŬƭŜ ƻŦ ǎǘŀƴŘŀǊŘƛȊŀǝƻƴ ƛƴ ǘƘŜǎŜ ŀǊŜŀǎΦ  

5.1.2 Data exchange gaps identified in the surveyed projects 

¢ƘŜ ǉǳŜǎǝƻƴǎ ŦǊƻƳ ǘƘŜ ¢нΦм ǊŜǎŜŀǊŎƘ ǉǳŜǎǝƻƴƴŀƛǊŜ ŀŘŘǊŜǎǎƛƴƎ ǘƘƛǎ ƛǎǎǳŜ Ŏŀƴ ōŜ ŎŀǘŜƎƻǊƛȊŜŘ ƛƴǘƻ 

ǘǿƻ ƎǊƻǳǇǎΥ ǘƘƻǎŜ ŀƛƳŜŘ ŀǘ ƛŘŜƴǝŦȅƛƴƎ ŜȄƛǎǝƴƎ ƎŀǇǎ ǳƴŘŜǊ ǘƘŜ ǉǳŜǎǝƻƴǎ vу ό!ΦуύΣ vмл ό!ΦмлύΣ ŀƴŘ 

vмм ό!ΦммύΤ ŀƴŘ vмн ό!ΦмнύΣ ǿƘƛŎƘ ǎǇŜŎƛŬŎŀƭƭȅ ŦƻŎǳǎŜŘ ƻƴ ǘƘŜ ǎƻƭǳǝƻƴǎ ǇǊƻǾƛŘŜŘΣ ŘŜǾŜƭƻǇŜŘΣ ŀƴŘ 

ƛƳǇƭŜƳŜƴǘŜŘ ōȅ ǘƘŜ ǇǊƻƧŜŎǘǎ ǘƻ ŀŘŘǊŜǎǎ ŀƴŘ ōǊƛŘƎŜ ǘƘŜǎŜ ƎŀǇǎΦ !ƴ ŀƴŀƭȅǎƛǎ ƻŦ ǘƘŜ ǊŜǾƛŜǿ ƻŦ ǘƘŜ ǊŜǎǳƭǘǎ 

όŀǎ ƻǳǘƭƛƴŜŘ ƛƴ !ƴƴŜȄ .ύ ǊŜǾŜŀƭŜŘ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎŀǘŜƎƻǊƛŜǎ ƻŦ ƎŀǇǎΣ ǿƘƛŎƘ ŀǊŜ ǇǊŜǎŜƴǘŜŘ ƛƴ ŀ ƘƛŜǊŀǊŎƘƛŎŀƭ 

ŘƛǎǇƭŀȅΣ ǎǘŀǊǝƴƎ ŦǊƻƳ ǘƘŜ Ƴƻǎǘ ŎƻƳƳƻƴƭȅ ǊŜǇƻǊǘŜŘ ƛƴ ǘƘŜ ǎǳǊǾŜȅΣ ǘƻ ǘƘŜ ƭŜŀǎǘ ŦǊŜǉǳŜƴǘƭȅ ƳŜƴǝƻƴŜŘΥ 

¶ Gap1: Inconsistencies indicated in data formats among systems and devices 

This type of gap in data exchange is identified in eleven projects, including DATA CELLAR, 

eFORT, PARITY, SYNERGY, Platone, INTERCONNECT, EUniversal, INT:NET, CyberSEAS, 

ELECTRON, and FEVER. 

5ŜǎŎǊƛǇǝƻƴΥ ¢ƘŜ Ƴƻǎǘ ŎƻƳƳƻƴƭȅ ƻŎŎǳǊǊŜŘ ƎŀǇ ƛƴ Řŀǘŀ ŜȄŎƘŀƴƎŜ ƛǎ ƛƴŘƛŎŀǘŜŘ ƛƴ ǘƘŜ ƭŀŎƪ ƻŦ 

ŎƻƴǎƛǎǘŜƴǘ Řŀǘŀ ŦƻǊƳŀǘǎ ŀŎǊƻǎǎ ǎȅǎǘŜƳǎ ŀƴŘ ŘŜǾƛŎŜǎΣ ǿƘƛŎƘ ƘƛƴŘŜǊǎ ǎŜŀƳƭŜǎǎ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ǘƘŜ 

ǇǊƻǇƻǎŜŘ ǎƻƭǳǝƻƴǎΦ 5ƛũŜǊŜƴǘ ŘŀǘŀōŀǎŜǎΣ ǇƭŀǜƻǊƳǎΣ ŀƴŘ ǎȅǎǘŜƳǎ ǳǎŜ ǾŀǊȅƛƴƎ Řŀǘŀ ǎŎƘŜƳŀǎΣ 

ǿƘƛŎƘ ǊŜǎǳƭǘǎ ƛƴ ŘƛŶŎǳƭǝŜǎ ǿƘŜƴ ŀƎƎǊŜƎŀǝƴƎ ƻǊ ŀƴŀƭȅǎƛƴƎ ǘƘŜ ŘŀǘŀΦ ¢Ƙƛǎ ƛƴŎƻƴǎƛǎǘŜƴŎȅ ǊŜǉǳƛǊŜǎ 

ǎǘŀƴŘŀǊŘƛȊŀǝƻƴ ŀŎǊƻǎǎ Řŀǘŀ ŦƻǊƳŀǘǎ ǘƻ ŦŀŎƛƭƛǘŀǘŜ ŜũŜŎǝǾŜ Řŀǘŀ ŜȄŎƘŀƴƎŜΦ 

¶ Gap2: The gaps in information models  

LŘŜƴǝŬŜŘ ōȅ ǘŜƴ ǇǊƻƧŜŎǘǎΣ ƛƴŘƛŎŀǘŜŘ ƛƴ 5!¢! /9[[!wΣ ŜChw¢Σ t!wL¢¸Σ {¸b9wD¸Σ tƭŀǘƻƴŜΣ 

Lb¢9w/hbb9/¢Σ 9¦ƴƛǾŜǊǎŀƭΣ /ȅōŜǊ{9!{Σ C9±9wΣ ŀƴŘ CƭŜȄ/I9{{Φ 

5ŜǎŎǊƛǇǝƻƴΥ ¢ƘŜ ǇǊƻƧŜŎǘǎ ƛƳǇƭŜƳŜƴǝƴƎ /La ƭŀŎƪ ǘƘŜ ǇǊƻǇŜǊ ŘƻŎǳƳŜƴǘŀǝƻƴ ƻŦ ǳǎŜ ŎŀǎŜǎ ŀƴŘ 

ǘƘŜ ŀǎǎŜǎǎƳŜƴǘ ƻƴ ǿƘŜǘƘŜǊ ǎǳŎƘ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭ ǎŀǝǎŬŜǎ ǘƘŜƳΦ CƻǊ ǊŜŀŘŜǊǎϥ ŦŀŎƛƭƛǘŀǝƻƴ 

ǇǳǊǇƻǎŜǎΣ ŀǎ ŎƻƳƳƻƴ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭ ό/Laύ ώофϐ ƛǎ ŎƻƴǎƛŘŜǊŜŘ ǘƘŜ ŘŜŬƴƛǝƻƴ ǇǊƻǾƛŘŜŘ ōȅ 

9b¢{hπ9 ώнϐ ǊŜƎŀǊŘƛƴƎ ƎǊƛŘ ƳƻŘŜƭ Řŀǘŀ ŜȄŎƘŀƴƎŜΣ ŘŜŬƴƛƴƎ ǘƘŀǘ Ϧ¢ƘŜ /La ŦƻǊ ƎǊƛŘ ƳƻŘŜƭ 

ŜȄŎƘŀƴƎŜ ŜƴŀōƭŜǎ ŜȄŎƘŀƴƎŜǎ ŦƻǊ ǘƘŜ Řŀǘŀ ƴŜŎŜǎǎŀǊȅ ŦƻǊ ǊŜƎƛƻƴŀƭ ƻǊ Ǉŀƴπ9ǳǊƻǇŜŀƴ ƎǊƛŘ 

ŘŜǾŜƭƻǇƳŜƴǘ ǎǘǳŘƛŜǎΣ ŀƴŘ ŦƻǊ ŦǳǘǳǊŜ ǇǊƻŎŜǎǎŜǎ ǊŜƭŀǘŜŘ ǘƻ ƴŜǘǿƻǊƪ ŎƻŘŜǎϦ ώпоϐΦ ¢ƘŜ 

ŎƻƳƳǳƴƛŎŀǝƻƴ ŎƘŀƴƴŜƭǎ ŀƴŘ ŦŜŜŘōŀŎƪ ƭƻƻǇǎ ŦƻǊ ƛƳǇƭŜƳŜƴǘŜǊǎ ǘƻ ŎƻƴǘŀŎǘ ŀŎǘƻǊǎ ŘŜŬƴƛƴƎ ǘƘŜ 

ǎǘŀƴŘŀǊŘƛȊŜŘ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎ ƛƴ ǘƘŜ ŜƴŜǊƎȅ ƛƴŘǳǎǘǊȅ ƭƛƪŜ ǘƘŜ /La ƴŜŜŘ ǘƻ ōŜ ǎǘǊŜƴƎǘƘŜƴ 

ŀƴŘ ŘƛǎǎŜƳƛƴŀǘŜŘΦ ¢ƘŜ ǇǊƻƧŜŎǘǎ ŘŜƳƻƴǎǘǊŀǝƴƎ ǘƘƛǎ ǘȅǇŜ ƻŦ ƛǎǎǳŜ ǊŜǇƻǊǘ ƎŀǇǎ ƛƴ Ƙƻǿ ŘƛũŜǊŜƴǘ 

ǎȅǎǘŜƳǎ ǊŜǇǊŜǎŜƴǘ ŘŀǘŀΣ ƭŜŀŘƛƴƎ ǘƻ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ƛǎǎǳŜǎ ǘƘŀǘ ŎƻǳƭŘ ōŜ ǎƻƭǾŜŘ ōȅ ƛƴŎǊŜŀǎƛƴƎ 
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ŎƻƭƭŀōƻǊŀǝƻƴ ƛƴƛǝŀǝǾŜǎ ǎǳŎƘ ŀǎ ǘƘŜ ƻǊƎŀƴƛȊŀǝƻƴ ƻŦ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ όLhtύ ǘŜǎǘǎ ŀƴŘ ƘŀŎƪŀǘƘƻƴǎΦ 

Lƴ ǎƻƳŜ ŎŀǎŜǎΣ ǘƘŜ ƳŜǘŀŘŀǘŀ ƛǎ ƴƻǘ ŎƻǊǊŜŎǘƭȅ ǊŜǇǊŜǎŜƴǘŜŘ ƛƴ ǘƘŜ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭ όƛΦŜΦΣ 

ŘŜǎŎǊƛǇǝƻƴ ƻŦ ǊŜƭŜǾŀƴǘ ŎƭŀǎǎŜǎ ŀƴŘ ŀǧǊƛōǳǘŜǎΣ ǳǎŜ ƻŦ ƭƛƴƪŜŘ Řŀǘŀ ǘŜŎƘƴƻƭƻƎƛŜǎΣ ŜǘŎΦύΣ ǘƘǳǎ 

ƭŜŀŘƛƴƎ ƛƳǇƭŜƳŜƴǘŜǊǎ ǘƻ ǊŜƭȅ ƻƴ ǎƛŘŜΣ ƴƻƴπǎǘŀƴŘŀǊŘƛȊŜŘ ǘŜŎƘƴƛŎŀƭ ǎǇŜŎƛŬŎŀǝƻƴǎΦ 

¶ Gap3: The gaps indicated with communication protocols: 

¢Ƙƛǎ ƎŀǇ ƛǎ ƛŘŜƴǝŬŜŘ ƛƴ ǘŜƴ ǇǊƻƧŜŎǘǎΣ ƴƻǘŜŘ ōȅ 5!¢! /9[[!wΣ ŜChw¢Σ t!wL¢¸Σ {¸b9wD¸Σ tƭŀǘƻƴŜΣ 

/ȅōŜǊ{9!{Σ 9[9/¢whbΣ C9±9wΣ CƭŜȄ/I9{{Σ ŀƴŘ Lb¢9wwC!/9Φ 

5ŜǎŎǊƛǇǝƻƴΥ /ƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ǊŜŦŜǊ ǘƻ ŀ ϦǎŜǘ ƻŦ ǊǳƭŜǎ ŀƴŘ ǇǊƻŎŜŘǳǊŜǎ ǘƘŀǘ ƎƻǾŜǊƴ ǘƘŜ 

ŜȄŎƘŀƴƎŜ ƻŦ Řŀǘŀ ōŜǘǿŜŜƴ ǎƳŀǊǘ ŘŜǾƛŎŜǎΣ ƛƴŎƭǳŘƛƴƎ ǘŜŎƘƴƻƭƻƎƛŜǎ ǘƘŀǘ ŘŜƳƻƴǎǘǊŀǘŜ ǘƘŜƛǊ ƻǿƴ 

ǘǊŀƴǎƳƛǎǎƛƻƴ ǊŀƴƎŜ ŀƴŘ ŎƻƴǎƛŘŜǊŀǝƻƴǎ ōŀǎŜŘ ƻƴ ǘƘŜ ŘŜǇƭƻȅƳŜƴǘ ŜƴǾƛǊƻƴƳŜƴǘϦΦ 

/ƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ǾŀǊȅ ǿƛŘŜƭȅ ŀŎǊƻǎǎ ǎȅǎǘŜƳǎΣ ǿƛǘƘ ƭŜƎŀŎȅ ǎȅǎǘŜƳǎ ǎǝƭƭ ǊŜƭȅƛƴƎ ƻƴ 

ƻǳǘŘŀǘŜŘ ƻǊ ǇǊƻǇǊƛŜǘŀǊȅ ǇǊƻǘƻŎƻƭǎΣ ǇƻǎƛƴƎ ƛƴŎƻƴǎƛǎǘŜƴŎƛŜǎ ǊŜƎŀǊŘƛƴƎ ǊŜŀƭπǝƳŜ Řŀǘŀ ŜȄŎƘŀƴƎŜΣ 

ǿƘƛŎƘ ƛǎ ŎǊƛǝŎŀƭ ŦƻǊ ŘȅƴŀƳƛŎ ŘŜŎƛǎƛƻƴπƳŀƪƛƴƎ ŀƴŘ ǎȅǎǘŜƳ ǊŜǎǇƻƴǎƛǾŜƴŜǎǎΦ ¢ƘŜ ǇǊƻƧŜŎǘǎ Ǉƻƛƴǘ 

ƻǳǘ ǘƘŜ ƴŜŜŘ ŦƻǊ ǎǘŀƴŘŀǊŘƛȊŜŘ ŀƴŘ ƳƻǊŜ Ǌƻōǳǎǘ ǇǊƻǘƻŎƻƭǎ ǘƻ ƳŀƴŀƎŜ ƳƻŘŜǊƴ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎϥ 

ǊŜŀƭπǝƳŜ Řŀǘŀ ŘŜƳŀƴŘǎ ŜũŜŎǝǾŜƭȅ ώппϐΦ 

¶ Gap4: The gaps associated with interoperability: 

LŘŜƴǝŬŜŘ ōȅ ǘƘŜ ƴƛƴŜ ǇǊƻƧŜŎǘǎΣ 5!¢! /9[[!wΣ {¸b9wD¸Σ t!wL¢¸Σ tƭŀǘƻƴŜΣ Lb¢Υb9¢Σ 9¦ƴƛǾŜǊǎŀƭΣ 

/ȅōŜǊ{9!{Σ C9±9wΣ ŀƴŘ CƭŜȄ/I9{{Φ 

5ŜǎŎǊƛǇǝƻƴΥ LƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǊŜƳŀƛƴǎ ŀ ƳŀƧƻǊ ŎƘŀƭƭŜƴƎŜ ŀŎǊƻǎǎ ŘƛũŜǊŜƴǘ ǎȅǎǘŜƳǎ ŀƴŘ ŘŀǘŀōŀǎŜǎ 

ŘǳŜ ǘƻ ǾŀǊƛŀǝƻƴǎ ƛƴ Řŀǘŀ ŦƻǊƳŀǘǎΣ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎΣ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎΦ ¢ƘŜ 

ƴŜŜŘ ŦƻǊ ŎƻƳƳƻƴ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ŀ ǳƴƛŬŜŘ ŀǇǇǊƻŀŎƘ ǘƻ Řŀǘŀ ŜȄŎƘŀƴƎŜ ƛǎ ŜƳǇƘŀǎƛȊƛƴƎ ǘƘŜ ƎŀǇǎ 

ƛƴ ǎŜƳŀƴǝŎ ŀƴŘ ǘŜŎƘƴƛŎŀƭ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇǊŜǾŜƴǝƴƎ ǘƘŜ ǎƳƻƻǘƘ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ŘŀǘŀΣ 

ŜǎǇŜŎƛŀƭƭȅ ŀŎǊƻǎǎ ŜƴŜǊƎȅ ŀŎǘƻǊǎ ƭƛƪŜ ¢{hǎΣ 5{hǎΣ ŀƴŘ ŎƻƴǎǳƳŜǊǎΦ 

¶ Gap5: The gaps related to semantics: 

¢Ƙƛǎ ƎŀǇ ŎŀǘŜƎƻǊȅ ƛǎ ƛŘŜƴǝŬŜŘ ōȅ ǎƛȄ ǇǊƻƧŜŎǘǎΣ ƛƴŎƭǳŘƛƴƎ 5!¢! /9[[!wΣ {¸b9wD¸Σ 

Lb¢9w/hbb9/¢Σ Lb¢Υb9¢Σ /ȅōŜǊ{9!{Σ ŀƴŘ tƭŀǘƻƴŜΦ 

5ŜǎŎǊƛǇǝƻƴΥ {ŜƳŀƴǝŎ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǊŜŦŜǊǎ ǘƻ ŜƴǎǳǊƛƴƎ ǘƘŀǘ ŘƛũŜǊŜƴǘ ǎȅǎǘŜƳǎ ǳƴŘŜǊǎǘŀƴŘ ŀƴŘ 

ƛƴǘŜǊǇǊŜǘ Řŀǘŀ ƛƴ ǘƘŜ ǎŀƳŜ ǿŀȅΦ tǊƻƧŜŎǘǎ ŦǊŜǉǳŜƴǘƭȅ Ǉƻƛƴǘ ƻǳǘ ǘƘŜ ƭŀŎƪ ƻŦ ŀƭƛƎƴƳŜƴǘ ōŜǘǿŜŜƴ 

ŘƛũŜǊŜƴǘ ƻƴǘƻƭƻƎƛŜǎ ŀƴŘ Řŀǘŀ ǎǘǊǳŎǘǳǊŜǎΣ ǿƘƛŎƘ ŎǊŜŀǘŜǎ ŀ ƴŜŜŘ ŦƻǊ ƳŀǇǇƛƴƎ ŀƴŘ ƘŀǊƳƻƴƛȊƛƴƎ 

ƻƴǘƻƭƻƎƛŜǎ ŀŎǊƻǎǎ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴŀōƭŜ ƳŜŀƴƛƴƎŦǳƭ Řŀǘŀ ŜȄŎƘŀƴƎŜΦ 

¶ Gap6: Gaps related to security and privacy protocol in data exchange: 

LŘŜƴǝŬŜŘ ōȅ ŬǾŜ ǇǊƻƧŜŎǘǎ ƛƴ ǘƘŜ ǎǳǊǾŜȅΣ t!wL¢¸Σ {¸b9wD¸Σ /ȅōŜǊ{9!{Σ 9[9/¢whbΣ ŀƴŘ C9±9wΦ 

5ŜǎŎǊƛǇǝƻƴΥ ¢ƘŜ ƛƴŎǊŜŀǎƛƴƎ ŎƻƳǇƭŜȄƛǘȅ ƻŦ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎ ŀƴŘ ǘƘŜ ƛƴǘǊƻŘǳŎǝƻƴ ƻŦ ƳƻǊŜ 

ŎƻƴƴŜŎǘŜŘ ŘŜǾƛŎŜǎΣ ǎŜŎǳǊƛǘȅ ŀƴŘ ǇǊƛǾŀŎȅ ǇǊƻǘƻŎƻƭǎ ŀǊŜ ƻƊŜƴ ƭŀŎƪƛƴƎΣ ƻǊ ƛƴǎǳŶŎƛŜƴǘƭȅ 

ƛƳǇƭŜƳŜƴǘŜŘΦ ¢ƘŜ ǇǊƻƧŜŎǘǎ ŜƳǇƘŀǎƛȊŜ ǘƘŜ ƛƳǇƻǊǘŀƴŎŜ ƻŦ Ǌƻōǳǎǘ ǎŜŎǳǊƛǘȅ ŦǊŀƳŜǿƻǊƪǎ ǘƻ 

ǇǊƻǘŜŎǘ ǎŜƴǎƛǝǾŜ Řŀǘŀ ŀƴŘ ŜƴǎǳǊŜ ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ǇǊƛǾŀŎȅ ǊŜƎǳƭŀǝƻƴǎ ƭƛƪŜ D5twΦ 
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¶ Gap7: Limitations regarding real-time data exchange: 

¢Ƙƛǎ ƎŀǇ ƛǎ ƛŘŜƴǝŬŜŘ ōȅ ŬǾŜ ǇǊƻƧŜŎǘǎΣ ƛƴŎƭǳŘƛƴƎ {¸b9wD¸Σ tƭŀǘƻƴŜΣ /ȅōŜǊ{9!{Σ C9±9wΣ ŀƴŘ 

CƭŜȄ/I9{{Φ 

5ŜǎŎǊƛǇǝƻƴΥ wŜŀƭπǝƳŜ Řŀǘŀ ŜȄŎƘŀƴƎŜ ƛǎ ŎǊǳŎƛŀƭ ŦƻǊ ŜũŜŎǝǾŜ ƎǊƛŘ ƳŀƴŀƎŜƳŜƴǘ ŀƴŘ ƅŜȄƛōƛƭƛǘȅ 

ǎŜǊǾƛŎŜǎΤ ǘƘŜ ŀōƻǾŜ ǇǊƻƧŜŎǘǎ ƛŘŜƴǝŦȅ ŀ ƭŀŎƪ ƻŦ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ǘƻ ǎǳǇǇƻǊǘ ǘƘƛǎ ƛǎǎǳŜΦ ²ƛǘƘƻǳǘ ǊŜŀƭπ

ǝƳŜ ŎŀǇŀōƛƭƛǝŜǎΣ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎ Ŏŀƴƴƻǘ ǊŜǎǇƻƴŘ ǎǿƛƊƭȅ ǘƻ ŎƘŀƴƎŜǎ ƛƴ ŘŜƳŀƴŘΣ ƭƛƳƛǝƴƎ ǘƘŜƛǊ 

ŀōƛƭƛǘȅ ǘƻ ŜƴǎǳǊŜ ƎǊƛŘ ǎǘŀōƛƭƛǘȅ ŀƴŘ ƻǇǝƳƛȊŜ ŜƴŜǊƎȅ ǊŜǎƻǳǊŎŜǎΦ 

¶ Gap8: Discrepancies associated with data granularity: 

LŘŜƴǝŬŜŘ ōȅ ǘǿƻ ǇǊƻƧŜŎǘǎΣ ǿƘƛŎƘ ŀǊŜ t!wL¢¸Σ ŀƴŘ {¸b9wD¸Φ 

5ŜǎŎǊƛǇǝƻƴΥ 5ŀǘŀ ƛǎ ŎƻƭƭŜŎǘŜŘ ŀǘ ǾŀǊƛƻǳǎ ƭŜǾŜƭǎ ƻŦ ƎǊŀƴǳƭŀǊƛǘȅ ŀŎǊƻǎǎ ŘŜǾƛŎŜǎ ŀƴŘ ǎȅǎǘŜƳǎΣ ǿƘƛŎƘ 

ŎǊŜŀǘŜǎ ŎƘŀƭƭŜƴƎŜǎ ƛƴ ŀƎƎǊŜƎŀǝƻƴ ŀƴŘ ŀƴŀƭȅǎƛǎΦ ¢ƘŜǎŜ ŘƛǎŎǊŜǇŀƴŎƛŜǎ ƳŀƪŜ ƛǘ ŘƛŶŎǳƭǘ ǘƻ ǇŜǊŦƻǊƳ 

ŀŎŎǳǊŀǘŜ ŀƴŘ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ŘŜŎƛǎƛƻƴπƳŀƪƛƴƎ ǇǊƻŎŜǎǎŜǎΣ ŀǎ ǎƻƳŜ ǎȅǎǘŜƳǎ Ƴŀȅ ŎƻƭƭŜŎǘ ƳƻǊŜ 

ŘŜǘŀƛƭŜŘ Řŀǘŀ ǘƘŀƴ ƻǘƘŜǊǎΣ ƭŜŀŘƛƴƎ ǘƻ ƛƴŎƻƴǎƛǎǘŜƴǘ ƛƴǎƛƎƘǘǎΦ 

¢ŀōƭŜ о ƛǎ ŘŜǾŜƭƻǇŜŘ ǘƻ ǇǊŜǎŜƴǘ ŀ ŎƭŜŀǊ ŀƴŘ ǎǳƳƳŀǊƛȊƛƴƎ ǾƛŜǿ ƻŦ ǘƘŜ ƎŀǇǎ ǘƘŀǘ ŀǊŜ ƛŘŜƴǝŬŜŘ ƛƴ ǘƘŜ 

ǎǳǊǾŜȅΦ 

tǊƻƧŜŎǘ DŀǇлм DŀǇлн DŀǇло DŀǇлп DŀǇлр DŀǇлс DŀǇлт DŀǇлу 

5!¢! /9[[!w V V V V V    

ŜChw¢ V V V      

t!wL¢¸ V V V V  V  V 

{¸b9wD¸ V V V V V V V V 

tƭŀǘƻƴŜ V V V V V  V  

LƴǘŜǊ/ƻƴƴŜŎǘ V V   V    

9¦ƴƛǾŜǊǎŀƭ V V  V     

ƛƴǘΥƴŜǘ V   V V    

/ȅōŜǊ{9!{ V V V V V V V  

9[9/¢whb V  V   V   

C9±9w V V V V  V V  

CƭŜȄ/I9{{  V V V   V  

Lb¢9wwC!/9   V      

Table 3: List of Gaps identified per surveyed project 

5.1.3 Data exchange solutions 

.ŀǎŜŘ ƻƴ ǘƘŜ ǊŜǎǇƻƴǎŜǎ ǘƻ vмн ό!Φмнύ ƻŦ ǘƘŜ ǎǳǊǾŜȅ ǊŜƎŀǊŘƛƴƎ ǎƻƭǳǝƻƴǎ ǘƻ ǘƘŜ ƛŘŜƴǝŬŜŘ Řŀǘŀ 

ŜȄŎƘŀƴƎŜ ƎŀǇǎΣ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ƭƛǎǘ ƻŦ ǎƻƭǳǝƻƴǎ ŀǊŜ ǎǘǊǳŎǘǳǊŜŘΦ ¢ƘŜ Ƴƻǎǘ ŎƻƳƳƻƴƭȅ ƻŎŎǳǊǊŜŘ ƻƴŜǎ ŀǊŜ 

ǇǊŜǎŜƴǘŜŘ ƛƴ ŀ ƘƛŜǊŀǊŎƘƛŎŀƭ ƻǊŘŜǊΣ ǊŀƴƪŜŘ ōȅ ŦǊŜǉǳŜƴŎȅ ŀƴŘ ŀŎŎƻƳǇŀƴƛŜŘ ōȅ ŘŜǘŀƛƭŜŘ ǇǊƻƧŜŎǘπǎǇŜŎƛŬŎ 

ƛƴŦƻǊƳŀǝƻƴΥ 

¶ Sol1: Adoption of merged standards for data exchange: 
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LŘŜƴǝŬŜŘ ōȅ ŦƻǳǊǘŜŜƴ ǇǊƻƧŜŎǘǎΣ ƛƴŎƭǳŘƛƴƎ {¸b9wD¸Σ ·C[9·Σ .5пht9aΣ .5пbwDΣ hƴŜbŜǘΣ 

tƭŀǘƻƴŜΣ LƴǘŜǊ/ƻƴƴŜŎǘΣ 9¦ƴƛǾŜǊǎŀƭΣ Lb¢Υb9¢Σ /ȅōŜǊ{9!{Σ 9[9/¢whbΣ C9±9wΣ CƭŜȄ/I9{{Σ ŀƴŘ 

Lb¢9wwC!/9Φ 

5ŜǎŎǊƛǇǝƻƴΥ ¢ƘŜǎŜ ǇǊƻƧŜŎǘǎ ǇǊƻǇƻǎŜŘ ƳŜǊƎƛƴƎ ŀƴŘ ŀŘƻǇǝƴƎ ƛƴŘǳǎǘǊȅ ǎǘŀƴŘŀǊŘǎ ǎǳŎƘ ŀǎ /LaΣ 

5/!¢Σ ¦{9Cκ¦C¢tΣ ŀƴŘ {!w9CΦ ¢ƘŜǎŜ ǎǘŀƴŘŀǊŘǎ ƘŜƭǇ ŜƴǎǳǊŜ ŎƻƴǎƛǎǘŜƴǘ Řŀǘŀ ŦƻǊƳŀǘǎΣ ƛƳǇǊƻǾŜ 

ǎŜƳŀƴǝŎ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΣ ŀƴŘ ŦŀŎƛƭƛǘŀǘŜ ǎƳƻƻǘƘ ƛƴǘŜƎǊŀǝƻƴ ŀŎǊƻǎǎ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎΦ CƻǊ 

ŜȄŀƳǇƭŜΣ ŀƴ ŜȄǘŜƴǎƛƻƴ ƻŦ ǘƘŜ /La ƳƻŘŜƭ ƛǎ ǳǎŜŘ ǘƻ ŎƻǾŜǊ ōŀǧŜǊȅ ǎȅǎǘŜƳǎΣ Ǉŀƴπ9ǳǊƻǇŜŀƴ 

ǊŜƎƛƻƴŀƭ ŎƻƻǊŘƛƴŀǝƻƴ ǇǊƻŎŜǎǎ όǎǳŎƘ ŀǎ ǎŜŎǳǊƛǘȅ ŀƴŀƭȅǎƛǎ ƻǊ ŎŀǇŀŎƛǘȅ ŎŀƭŎǳƭŀǝƻƴύΣ t± ǎȅǎǘŜƳǎΣ 

/ItΣ tнDΣ ŀƴŘ tнI ǎȅǎǘŜƳǎΣ ǿƘƛƭŜ ŀŘƻǇǝƻƴ ƻŦ {!w9C ƳƻŘŜƭǎ ŀƴŘ ǎŜƳŀƴǝŎ ǘŜŎƘƴƻƭƻƎƛŜǎ ƛƴ 

ŜƴŜǊƎȅ ŘŜǾƛŎŜǎ ŀƴŘ ŀǇǇƭƛŀƴŎŜǎ ƛǎ ƭŜǾŜǊŀƎŜǎ ŀǎ ǿŜƭƭΦ 

¶ Sol2: Proposal for developing interfaces and adapters for TSO/DSO and customer 

integration: 

LŘŜƴǝŬŜŘ ƛƴ ǘƘƛǊǘŜŜƴ ǇǊƻƧŜŎǘǎΣ {¸b9wD¸Σ ·C[9·Σ .5пht9aΣ .5пbwDΣ hƴŜbŜǘΣ tƭŀǘƻƴŜΣ 

9¦ƴƛǾŜǊǎŀƭΣ Lb¢Υb9¢Σ /ȅōŜǊ{9!{Σ 9[9/¢whbΣ C9±9wΣ CƭŜȄ/I9{{Σ ŀƴŘ Lb¢9wwC!/9Φ 

5ŜǎŎǊƛǇǝƻƴΥ ¢ƘŜ ǇǊƻƧŜŎǘǎ ŘŜƭƛǾŜǊ ǘƘŜ ǇǊƻǇƻǎŀƭ ŦƻǊ ŎǊŜŀǝƴƎ ƴŜǿ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ ŀŘŀǇǘŜǊǎ ǘƻ 

ŜƴƘŀƴŎŜ ǊŜŀƭπǝƳŜ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀƴŘ ōŜǧŜǊ ƛƴǘŜƎǊŀǘŜ ¢{hǎΣ 5{hǎΣ ŀƴŘ ŎǳǎǘƻƳŜǊǎΦ ¢ƘŜǎŜ 

ƛƴǘŜǊŦŀŎŜǎ ǿƛƭƭ ŜƴŀōƭŜ ǎŜŀƳƭŜǎǎ ǇŀǊǝŎƛǇŀǝƻƴ ƛƴ ŘŜƳŀƴŘπǊŜǎǇƻƴǎŜ ǇǊƻƎǊŀƳǎΣ ƅŜȄƛōƛƭƛǘȅ 

ǎŜǊǾƛŎŜǎΣ ŀƴŘ ƎǊƛŘ ŎƻƻǊŘƛƴŀǝƻƴΦ Lƴ ǘƘƛǎ ŎƻƴǘŜȄǘΣ ŀ ƳƛŘŘƭŜǿŀǊŜ ǎƻƭǳǝƻƴ ŎƻǳƭŘ ōŜ ŘŜǾŜƭƻǇŜŘ ǘƻ 

ŜƴŀōƭŜ ǊŜŀƭπǝƳŜ ŎƻƻǊŘƛƴŀǝƻƴ ōŜǘǿŜŜƴ ¢{hǎΣ 5{hǎΣ ŀƴŘ ŎǳǎǘƻƳŜǊǎΦ ²ƘƛƭŜ Řŀǘŀ ŜȄŎƘŀƴƎŜ 

ǎǇŜŎƛŬŎŀǝƻƴǎ ŦƻǊ ōƻǳƴŘŀǊȅ Ǉƻƛƴǘǎ ōŜǘǿŜŜƴ ¢{h ŀƴŘ 5{h Řŀǘŀ ƳƻŘŜƭǎ ŀƭǊŜŀŘȅ ŜȄƛǎǘΣ ǘƘŜȅ 

ǎƘƻǳƭŘ ōŜ ŦǳǊǘƘŜǊ ŜƴƘŀƴŎŜŘΦ  

¶ Sol3: Implementation of cross-sector and cross-border integration in reference 

architectures: 

¢Ƙƛǎ ǘȅǇŜ ƻŦ ǎƻƭǳǝƻƴ ǿŀǎ ŎƻƴǎƛŘŜǊŜŘ ƛƴ ǘǿŜƭǾŜ ǇǊƻƧŜŎǘǎΣ {¸b9wD¸Σ ·C[9·Σ .5пbwDΣ hƴŜbŜǘΣ 

tƭŀǘƻƴŜΣ 9¦ƴƛǾŜǊǎŀƭΣ Lb¢Υb9¢Σ /ȅōŜǊ{9!{Σ 9[9/¢whbΣ C9±9wΣ CƭŜȄ/I9{{Σ ŀƴŘ Lb¢9wwC!/9Φ 

5ŜǎŎǊƛǇǝƻƴΥ LƴǘŜƎǊŀǝƴƎ ǎƻƭǳǝƻƴǎ ǘƻ ŜƴƘŀƴŎŜ ǎȅǎǘŜƳ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǎŎŀƭŀōƛƭƛǘȅ ƻŦ ŎǊƻǎǎπǎŜŎǘƻǊ 

ŀƴŘ ŎǊƻǎǎπōƻǊŘŜǊ ŎƻƳǇƻƴŜƴǘǎ ƛƴǘƻ ǊŜŦŜǊŜƴŎŜ ŀǊŎƘƛǘŜŎǘǳǊŜǎ ƛǎ ŀ ŎƻƳƳƻƴ ǇǊŀŎǝŎŜ ƛƴ ǘƘŜǎŜ 

ǇǊƻƧŜŎǘǎΦ {ƻƳŜ ǇǊƻƧŜŎǘǎ ŦƻŎǳǎ ƻƴ ŎǊƻǎǎπōƻǊŘŜǊ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀƴŘ ŎǊƻǎǎπǎŜŎǘƻǊ ŀƴŀƭȅǝŎǎ ǘƻ 

ŜƴƘŀƴŎŜ ƎǊƛŘ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜΣ ǿƘƛƭŜ ƻǘƘŜǊǎ ƻǊƎŀƴƛȊŜŘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǘŜǎǘǎ ŀƴŘ 

bŜǘǿƻǊƪ /ƻŘŜ ǇǊƻŬƭŜǎ /La ŜȄǘŜƴǎƛƻƴ ŦƻǊ wŜƎƛƻƴŀƭ /ƻƻǊŘƛƴŀǝƻƴ ǇǊƻŎŜǎǎŜǎ όŜΦƎΦΣ /Da9{ ǾоΦл 

ŀƴŘ ǘƘŜ άbŜǘǿƻǊƪ /ƻŘŜ tǊƻŬƭŜǎέ ŜȄǘŜƴǎƛƻƴ ǘƻ ǘƘŜ /La ǘƻ ƘŀǊƳƻƴƛȊŜ ŜƴŜǊƎȅ ǎŜǊǾƛŎŜǎ ŀŎǊƻǎǎ 

9ǳǊƻǇŜΣ ƘŜƭǇƛƴƎ ǎǘŀƪŜƘƻƭŘŜǊǎ ŀƭƛƎƴ ǿƛǘƘ ŎǊƻǎǎπǎŜŎǘƻǊ ƴŜŜŘǎΦ 

¶ Sol4: Developing enhanced real-time data exchange with low-latency communication 

protocols: 

¢ƘŜǊŜ ŀǊŜ ǎŜǾŜƴ ǇǊƻƧŜŎǘǎ ŘŜƳƻƴǎǘǊŀǝƴƎ ǘƘƛǎ ǎƻƭǳǝƻƴΣ ƛƴŎƭǳŘƛƴƎ {¸b9wD¸Σ ·C[9·Σ 9¦ƴƛǾŜǊǎŀƭΣ 

C9±9wΣ CƭŜȄ/I9{{Σ Lb¢9wwC!/9Σ /ȅōŜǊ{9!{Φ 

5ŜǎŎǊƛǇǝƻƴΥ ¢ƘŜǎŜ ǇǊƻƧŜŎǘǎ ŀƛƳ ǘƻ ƛƳǇǊƻǾŜ ǊŜŀƭπǝƳŜ Řŀǘŀ ŜȄŎƘŀƴƎŜ ōȅ ŘŜǾŜƭƻǇƛƴƎ ƭƻǿπƭŀǘŜƴŎȅ 

ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ŀƴŘ ŜƴƘŀƴŎƛƴƎ ǊŜŀƭπǝƳŜ ǇǊƻŎŜǎǎƛƴƎ ǘƻƻƭǎΦ ¢ƘŜǎŜ ǘƻƻƭǎ ŀǊŜ ŜǎǎŜƴǝŀƭ 
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ŦƻǊ ƅŜȄƛōƛƭƛǘȅ ǎŜǊǾƛŎŜǎΣ ƎǊƛŘ ōŀƭŀƴŎƛƴƎΣ ŀƴŘ ƛƳƳŜŘƛŀǘŜ ǊŜǎǇƻƴǎŜ ǘƻ ƎǊƛŘ ƴŜŜŘΦ {ƻƭǳǝƻƴǎ ŦƻǊ ƭƻǿπ

ƭŀǘŜƴŎȅ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ǘƻ ƛƳǇǊƻǾŜ ǊŜŀƭπǝƳŜ ŎƻƻǊŘƛƴŀǝƻƴ ŀǊŜ ŘŜǎƛƎƴŜŘ ŀƴŘ 

ƛƳǇƭŜƳŜƴǘŜŘΦ ! ǎƻƭǳǝƻƴ ŦƻǊ ƘƛƎƘπǇŜǊŦƻǊƳŀƴŎŜ Řŀǘŀ ǇǊƻŎŜǎǎƛƴƎ ǘƻƻƭǎ ǘƻ ŜƴƘŀƴŎŜ ǊŜŀƭπǝƳŜ 

Řŀǘŀ ŜȄŎƘŀƴƎŜ ŦƻǊ ƎǊƛŘ ƻǇŜǊŀǝƻƴǎ ǿŀǎ ǇǊŜǎŜƴǘŜŘ ŀǎ ǿŜƭƭΦ 

¶ Sol5: Modernization and standardization of energy infrastructure and IT platforms: 

¢Ƙƛǎ ǎƻƭǳǝƻƴ ǿŀǎ ŘŜƳƻƴǎǘǊŀǘŜŘ ōȅ ŬǾŜ ǇǊƻƧŜŎǘǎ ƛƴ ǘƘŜ ǎǳǊǾŜȅΣ ǿƘƛŎƘ ŀǊŜ .5пbwDΣ hƴŜbŜǘΣ 

Lb¢Υb9¢Σ 9[9/¢whbΣ ŀƴŘ LƴǘŜǊ/ƻƴƴŜŎǘΦ 

5ŜǎŎǊƛǇǝƻƴΥ aƻŘŜǊƴƛȊƛƴƎ ŜƴŜǊƎȅ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜǎ ŀƴŘ ǎǘŀƴŘŀǊŘƛȊƛƴƎ L¢ ǇƭŀǜƻǊƳǎ ŀǊŜ ǎŜŜƴ ŀǎ 

ŎǊƛǝŎŀƭ ŦŀŎǘƻǊǎ ŦƻǊ ŀŎŎŜƭŜǊŀǝƴƎ ǘƘŜ ŎǊŜŀǝƻƴ ƻŦ ŜŶŎƛŜƴǘ ƅŜȄƛōƛƭƛǘȅ ǎȅǎǘŜƳǎΦ ¢ƘŜǊŜ ŀǊŜ ǎƻƭǳǝƻƴǎ 

ŜƳǇƘŀǎƛȊƛƴƎ ǘƘŜ ƛƳǇƻǊǘŀƴŎŜ ƻŦ ǎǘŀƴŘŀǊŘƛȊƛƴƎ ŜƴŜǊƎȅ ǇƭŀǜƻǊƳǎ ŀƴŘ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ǘƻ ŜƴǎǳǊŜ 

ŎƻƳǇŀǝōƛƭƛǘȅ ŀƴŘ ǇǊƻƳƻǘŜ ǘƘŜ ǎŎŀƭŀōƛƭƛǘȅ ƻŦ ƅŜȄƛōƛƭƛǘȅ ǎŜǊǾƛŎŜǎΣ ǿƘƛƭŜ ƻǘƘŜǊ ǇǊƻƧŜŎǘ ǇǊƻƳƻǘŜǎ 

ǘƘŜ ǳǎŜ ƻŦ ǎǘŀƴŘŀǊŘ ŦǊŀƳŜǿƻǊƪǎ ǘƻ ŜƴǎǳǊŜ ŀƭƛƎƴƳŜƴǘ ōŜǘǿŜŜƴ ŜƴŜǊƎȅ ǎȅǎǘŜƳ ǳǇƎǊŀŘŜǎ ŀƴŘ L¢ 

ƛƳǇǊƻǾŜƳŜƴǘǎΦ !ǎ ǊŜŦŜǊŜƴŎŜ ƻŦ ŀƭǊŜŀŘȅ ŜȄƛǎǝƴƎ ŜƴŜǊƎȅ ǇƭŀǜƻǊƳǎΥ ¢ƘŜ 9ǳǊƻǇŜŀƴ ŜƴŜǊƎȅ 

ǇƭŀǜƻǊƳǎ tƛŎŀǎǎƻ ώпрϐΣ aŀǊƛ ώпсϐΣ ¢9ww9 ώптϐΣ ŀƴŘ ǘƘŜ 9b¢{hπ9 ¢ǊŀƴǎǇŀǊŜƴŎȅ tƭŀǜƻǊƳ ώпуϐ 

ǎŜǊǾŜ ŀǎ ǇǊƛƳŜ ŜȄŀƳǇƭŜǎ ƻŦ /Ǌƻǎǎπ.ƻǊŘŜǊ 9ƴŜǊƎȅ 5ŀǘŀ {ƘŀǊƛƴƎ tƭŀǜƻǊƳǎΣ ŦŀŎƛƭƛǘŀǝƴƎ ŜŶŎƛŜƴǘ 

ŎƻƻǊŘƛƴŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀŎǊƻǎǎ ƴŀǝƻƴŀƭ ōƻǊŘŜǊǎ ǘƻ ŜƴǎǳǊŜ ǘƘŜ ǎǘŀōƛƭƛǘȅ ŀƴŘ 

ƻǇǝƳƛȊŀǝƻƴ ƻŦ ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘΦ 

¶ Sol6: Proposal for enhanced cybersecurity measures APIs and Middleware solutions for the 

optimal integration of legacy systems: 

¢ƘŜǊŜ ŀǊŜ ŦƻǳǊ ǇǊƻƧŜŎǘǎ ǿƛǘƘ ǘƘƛǎ ǎƻƭǳǝƻƴΣ ǿƘƛŎƘ ŀǊŜ {¸b9wD¸Σ .5пht9aΣ ·C[9·Σ ŀƴŘ tƭŀǘƻƴŜΦ 

5ŜǎŎǊƛǇǝƻƴΥ ¢ƘŜ ŀōƻǾŜ ǇǊƻƧŜŎǘǎ ǊŜŎƻƎƴƛȊŜ ǘƘŜ ŎƘŀƭƭŜƴƎŜǎ ƻŦ ƛƴǘŜƎǊŀǝƴƎ ƭŜƎŀŎȅ ǎȅǎǘŜƳǎ ǿƛǘƘ 

ƳƻŘŜǊƴ Řŀǘŀ ƳŀƴŀƎŜƳŜƴǘ ǘƻƻƭǎ ŀƴŘ ǇǊƻǇƻǎŜ ƳƛŘŘƭŜǿŀǊŜ ǎƻƭǳǝƻƴǎ ƻǊ !tLǎ ǘƻ ōǊƛŘƎŜ ǘƘŜ ƎŀǇΦ 

aƛŘŘƭŜǿŀǊŜ ǎƻƭǳǝƻƴǎ ŀǊŜ ƛƴǘǊƻŘǳŎŜŘ ŀǎ ǎƻƭǳǝƻƴǎ ǘƻ ƛƴǘŜƎǊŀǘŜ ƭŜƎŀŎȅ ǎȅǎǘŜƳǎ ƛƴǘƻ ǘƘŜ ƳƻŘŜǊƴ 

Řŀǘŀ ŀǊŎƘƛǘŜŎǘǳǊŜΣ ŜƴǎǳǊƛƴƎ ǘƘŀǘ ƻƭŘŜǊ ǎȅǎǘŜƳǎ Ŏŀƴ ǎǝƭƭ ŎƻƴǘǊƛōǳǘŜ ǘƻ ƅŜȄƛōƛƭƛǘȅ ǎŜǊǾƛŎŜǎΦ hǘƘŜǊǎ 

ŘŜǾŜƭƻǇŜŘ !tLǎ ǘƻ ŎƻƴƴŜŎǘ 5{hǎ ǿƛǘƘ ŎƻƴǎǳƳŜǊǎ ŀƴŘ ŜƴǎǳǊŜ ƭŜƎŀŎȅ ǎȅǎǘŜƳǎϥ ŎƻƳǇŀǝōƛƭƛǘȅ 

ǿƛǘƘ ƳƻŘŜǊƴ ǇƭŀǜƻǊƳǎΦ 

! ǎǳƳƳŀǊȅ ƻŦ ǘƘŜ ǎƻƭǳǝƻƴǎ ŦƻǊ ǘƘŜ ƛŘŜƴǝŬŜŘ ƎŀǇǎ ƛǎ ǇǊŜǎŜƴǘŜŘ ƛƴ ¢ŀōƭŜ п ōŜƭƻǿΦ ¢Ƙƛǎ ǘŀōƭŜ ǇǊƻǾƛŘŜǎ 

ŀ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ƻǾŜǊǾƛŜǿ ƻŦ ǘƘŜ ǇǊƻǇƻǎŜŘ ǎƻƭǳǝƻƴǎΦ 

tǊƻƧŜŎǘ {ƻƭм {ƻƭн {ƻƭо {ƻƭп {ƻƭр {ƻƭс 

.ŜC[9·L.[9       

5!¢! /9[[!w       

9ōŀƭŀƴŎŜҌ       

ŜChw¢       

t!wL¢¸       

{¢w9!a       

{¸b9wD¸ V V V V  V 

·C[9· V V V V  V 

/ƻƻǊŘƛbŜǘ       

9b9wD¸{IL9[5       

b9²D9b       
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!DL{¢Lb       

.5пht9a V V    V 

955L9       

.5пbwD V V V  V  

hƴŜbŜǘ V V V  V  

tƭŀǘƻƴŜ V V V   V 

LƴǘŜǊ/ƻƴƴŜŎǘ V    V  

9¦ƴƛǾŜǊǎŀƭ V V V V   

I±5/πǿƛǎŜ       

C!w/wh{{       

9bC[!¢9       

ƛƴǘΥƴŜǘ V V V  V  

{5bπaL/wh{9b{9       

/ȅōŜǊ{9!{ V V V V   

9[9/¢whb V V V  V  

C9±9w V V V V   

CƭŜȄ/I9{{ V V V V   

Lb¢9wwC!/9 V V V V   

Lb¢9w{¢hw9       

Table 4: List of Solutions to the gaps identified per surveyed project 

! ŎƻƳǇŀǊƛǎƻƴ ōŜǘǿŜŜƴ ǘƘŜ ƭƛǘŜǊŀǘǳǊŜ ǊŜǾƛŜǿ ŀƴŘ ǘƘŜ ǎǳǊǾŜȅŜŘ ǇǊƻƧŜŎǘǎΣ ǊŜǾŜŀƭǎ ŀ ǎǘǊƻƴƎ ŀƭƛƎƴƳŜƴǘ 

ƛƴ ƛŘŜƴǝŦȅƛƴƎ Řŀǘŀ ŜȄŎƘŀƴƎŜ ƎŀǇǎ ŀǎ ŀ ƘƛƎƘ ƛƳǇŀŎǘ ŦŀŎǘƻǊ ƛƴ ǘƘŜ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƻŦ ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊΦ .ƻǘƘ 

ŀƴŀƭȅǎŜǎ ƘƛƎƘƭƛƎƘǘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΣ ǎǘŀƴŘŀǊŘƛȊŀǝƻƴΣ ŀƴŘ Řŀǘŀ ƛƴǘŜƎǊŀǝƻƴ ŀǎ ŎǊƛǝŎŀƭ ōŀǊǊƛŜǊǎ ǘƘŀǘ ƘƛƴŘŜǊ 

ǘƘŜ Ŧǳƭƭ ǊŜŀƭƛȊŀǝƻƴ ƻŦ ŘƛƎƛǘŀƭ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎΦ 

¢ƘŜ ƭƛǘŜǊŀǘǳǊŜ ŜƳǇƘŀǎƛȊŜǎ ǘƘŜ ƴŜŜŘ ƻŦ ŀŘŘǊŜǎǎƛƴƎ ƎŀǇǎ ƛƴ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀƴŘ ǎǘŀƴŘŀǊŘƛȊŀǝƻƴ ŘǳŜ 

ǘƻ ŘƛǾŜǊǎŜ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ŀƴŘ Řŀǘŀ ŦƻǊƳŀǘǎ ŀŎǊƻǎǎ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎΣ 59wǎΣ ŀƴŘ ǘǊŀŘƛǝƻƴŀƭ 

ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΦ {ƛƳƛƭŀǊƭȅΣ ǘƘŜ ǎǳǊǾŜȅŜŘ ǇǊƻƧŜŎǘǎ ŎƻƴŬǊƳ ǘƘŜǎŜ ƛǎǎǳŜǎΣ ǊŜǇƻǊǝƴƎ ŘƛŶŎǳƭǝŜǎ ƛƴ ŀŎƘƛŜǾƛƴƎ 

ŎƻƴǎƛǎǘŜƴǘ Řŀǘŀ ŦƻǊƳŀǘǎ ŀƴŘ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎΣ ƭŜŀŘƛƴƎ ǘƻ ŦǊŀƎƳŜƴǘŜŘ ǎȅǎǘŜƳǎΦ .ƻǘƘ ǎƻǳǊŎŜǎ 

ŀŘǾƻŎŀǘŜ ŦƻǊ ŀŘƻǇǝƴƎ ƛƴŘǳǎǘǊȅπǿƛŘŜ ǎǘŀƴŘŀǊŘǎ όƛΦŜΦΣ /LaΣ 5/!¢Σ {!w9CΣ {I!/[Σ ŜǘŎΦύ ǘƻ ŦŀŎƛƭƛǘŀǘŜ 

ǎŜŀƳƭŜǎǎ Řŀǘŀ ŜȄŎƘŀƴƎŜΦ 

LƴŎƻƴǎƛǎǘŜƴǘ Řŀǘŀ ŦƻǊƳŀǘǎΣ ǝƳŜǎŎŀƭŜǎΣ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǘŜŎƘƴƻƭƻƎƛŜǎ ŎƻƳǇƭƛŎŀǘŜ Řŀǘŀ ƳŜǊƎƛƴƎ 

ŀƴŘ ƘƛƴŘŜǊ ƻǇǝƳƛȊŀǝƻƴΦ .ƻǘƘ ǘƘŜ ƭƛǘŜǊŀǘǳǊŜ ŀƴŘ ǘƘŜ ǎǳǊǾŜȅ ǊŜǎǳƭǘǎ ǳƴŘŜǊǎŎƻǊŜ ǘƘŜ ŎƘŀƭƭŜƴƎŜǎ ƻŦ 

ƛƴǘŜƎǊŀǝƴƎ ƘŜǘŜǊƻƎŜƴŜƻǳǎ Řŀǘŀ ǎƻǳǊŎŜǎΣ ǇŀǊǝŎǳƭŀǊƭȅ ƛƴ ŘŜŎŜƴǘǊŀƭƛȊŜŘ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎΦ {ǳǊǾŜȅŜŘ 

ǇǊƻƧŜŎǘǎ ǎǳƎƎŜǎǘ ǎƻƭǳǝƻƴǎ ǎǳŎƘ ŀǎ ƭƻǿπƭŀǘŜƴŎȅ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ŀƴŘ ǎǘŀƴŘŀǊŘƛȊŜŘ ƛƴǘŜǊŦŀŎŜǎΣ 

ǊŜƅŜŎǝƴƎ ǘƘŜ ƭƛǘŜǊŀǘǳǊŜΩǎ ǊŜŎƻƳƳŜƴŘŀǝƻƴǎΦ 

5ŀǘŀ ǇǊƛǾŀŎȅ ŀƴŘ ǎŜŎǳǊƛǘȅ ŎƻƴŎŜǊƴǎ ŀǊŜ ŀƴƻǘƘŜǊ ƪŜȅ ƻǾŜǊƭŀǇΦ ¢ƘŜ ƭƛǘŜǊŀǘǳǊŜ ŜƳǇƘŀǎƛȊŜǎ ǘƘŜ ƴŜŜŘ ŦƻǊ 

ǎǘǊƻƴƎ ǎŜŎǳǊƛǘȅ ǇǊƻǘƻŎƻƭǎ ǘƻ ōǳƛƭŘ ǘǊǳǎǘ ŀƳƻƴƎ ǎǘŀƪŜƘƻƭŘŜǊǎΣ ǿƘƛƭŜ ǎǳǊǾŜȅŜŘ ǇǊƻƧŜŎǘǎ ǇǊƻǇƻǎŜ 

ŜƴƘŀƴŎŜŘ ŎȅōŜǊǎŜŎǳǊƛǘȅ ƳŜŀǎǳǊŜǎ ǘƻ ŀŘŘǊŜǎǎ ƎŀǇǎ ƛƴ ǎŜŎǳǊƛǘȅ ŀƴŘ ǇǊƛǾŀŎȅ ǇǊƻǘƻŎƻƭǎΣ ŜƴǎǳǊƛƴƎ 

ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ǊŜƎǳƭŀǝƻƴǎ ƭƛƪŜ D5twΦ 

wŜƎǳƭŀǘƻǊȅ ōŀǊǊƛŜǊǎ ŀƴŘ ƳŀǊƪŜǘ ŦǊŀƎƳŜƴǘŀǝƻƴ ŀƭǎƻ ŜƳŜǊƎŜ ŀǎ ǎƛƎƴƛŬŎŀƴǘ ǘƘŜƳŜǎΦ .ƻǘƘ ǘƘŜ 

ƭƛǘŜǊŀǘǳǊŜ ŀƴŘ ǎǳǊǾŜȅŜŘ ǇǊƻƧŜŎǘǎ ƴƻǘŜ ǘƘŀǘ ŦǊŀƎƳŜƴǘŜŘ ǊŜƎǳƭŀǘƻǊȅ ŦǊŀƳŜǿƻǊƪǎ ŀŎǊƻǎǎ ŎƻǳƴǘǊƛŜǎ 

ŜȄŀŎŜǊōŀǘŜ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŎƘŀƭƭŜƴƎŜǎΣ ŎǊŜŀǝƴƎ ƛǎƻƭŀǘŜŘ ŜŎƻǎȅǎǘŜƳǎΦ .ƻǘƘ ǎƻǳǊŎŜǎ Ŏŀƭƭ ŦƻǊ ŎǊƻǎǎπōƻǊŘŜǊ 

Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀƴŘ ǊŜƎǳƭŀǘƻǊȅ ŀƭƛƎƴƳŜƴǘ ǘƻ ƻǾŜǊŎƻƳŜ ǘƘŜǎŜ ōŀǊǊƛŜǊǎΦ 
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Lƴ ŎƻƴŎƭǳǎƛƻƴΣ ǘƘŜ ǎǳǊǾŜȅŜŘ ǇǊƻƧŜŎǘǎ ǾŀƭƛŘŀǘŜ ǘƘŜ ŬƴŘƛƴƎǎ ŦǊƻƳ ǘƘŜ ƭƛǘŜǊŀǘǳǊŜΣ ƛƴŘƛŎŀǝƴƎ ŀ ƘƛƎƘ 

ŘŜƎǊŜŜ ƻŦ ŀƭƛƎƴƳŜƴǘ ōŜǘǿŜŜƴ ǘƘŜƻǊŜǝŎŀƭ ŦǊŀƳŜǿƻǊƪǎ ŀƴŘ ǘƘŜ ǊŜŀƭπǿƻǊƭŘΦ .ƻǘƘ ǎƻǳǊŎŜǎ ŀƎǊŜŜ ƻƴ ǘƘŜ 

ŎǊƛǝŎŀƭ ōŀǊǊƛŜǊǎ ŀƴŘ ǇǊƻǇƻǎŜ ǎƛƳƛƭŀǊ ǎƻƭǳǝƻƴǎΣ ǊŜƛƴŦƻǊŎƛƴƎ ǘƘŜ ƴŜŜŘ ŦƻǊ ƘŀǊƳƻƴƛȊŜŘ ǎǘŀƴŘŀǊŘǎΣ 

ƛƳǇǊƻǾŜŘ ǎŜŎǳǊƛǘȅΣ ŀƴŘ ǊŜƎǳƭŀǘƻǊȅ ŎƻƘŜǎƛƻƴ ǘƻ ŀŘǾŀƴŎŜ ǘƘŜ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƻŦ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎΦ 

5.2 Analysis of gaps in the cyber-physical digitalised pan-European 

grid 

5.2.1 Analysis of gaps in cyber-physical digitalized pan-European grid 

identified in literature  

¢ƘŜ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƻŦ ǘƘŜ Ǉŀƴπ9ǳǊƻǇŜŀƴ ƎǊƛŘΣ ƛƴǘŜƎǊŀǝƴƎ ǇƘȅǎƛŎŀƭ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ǿƛǘƘ ŎȅōŜǊ 

ŎŀǇŀōƛƭƛǝŜǎΣ ŘŜƳƻƴǎǘǊŀǘŜǎ ƎŀǇǎΣ ŘƛǎŎǳǎǎŜŘ ǿƛŘŜƭȅ ƛƴ ǘƘŜ ŀǾŀƛƭŀōƭŜ ǎŎƛŜƴǝŬŎ ƭƛǘŜǊŀǘǳǊŜΣ ǇŀǊǝŎǳƭŀǊƭȅ 

ǊŜǾƻƭǾŜ ŀǊƻǳƴŘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΣ ŎȅōŜǊǎŜŎǳǊƛǘȅΣ ǊŜǎƛƭƛŜƴŎŜΣ ŀƴŘ ǊŜŀƭπǝƳŜ Řŀǘŀ ƳƻƴƛǘƻǊƛƴƎΦ 

! ǊŜŎǳǊǊƛƴƎ ƛǎǎǳŜ ƛƴ ǘƘŜ ƭƛǘŜǊŀǘǳǊŜ ƛǎ ǘƘŜ ƭŀŎƪ ƻŦ ǎǘŀƴŘŀǊŘƛȊŀǝƻƴ ŀƴŘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀŎǊƻǎǎ ǘƘŜ 

9ǳǊƻǇŜŀƴ ƎǊƛŘΦ ¢ƘŜ ƎǊƛŘϥǎ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƛƴǾƻƭǾŜǎ ǾŀǊƛƻǳǎ ǾŜƴŘƻǊǎΣ ǎȅǎǘŜƳǎΣ ŀƴŘ ƴŀǝƻƴŀƭ ōƻǳƴŘŀǊƛŜǎΣ 

ŀƭƭ ƻŦ ǿƘƛŎƘ ǳǎŜ ŘƛǎǝƴŎǘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ŀƴŘ Řŀǘŀ ŦƻǊƳŀǘǎΣ ǇǊŜǾŜƴǝƴƎ ǘƘŜ ǎŜŀƳƭŜǎǎ Řŀǘŀ 

ŜȄŎƘŀƴƎŜ ŀƴŘ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ŀǎǎŜǘǎ ŀƴŘ ǎƳŀǊǘ ǘŜŎƘƴƻƭƻƎƛŜǎ ƛƴ ŎǊƻǎǎ ǊŜƎƛƻƴŀƭ ƭŜǾŜƭ ώпфϐΦ Lƴ ŀŘŘƛǝƻƴΣ 

ƭƛǘŜǊŀǘǳǊŜ ƘƛƎƘƭƛƎƘǘǎ ǘƘŀǘ ǘƘŜ ŘƛƎƛǘŀƭƛȊŜŘ ŜƴŜǊƎȅ ƎǊƛŘΣ ƴƻǿ ŦŀŎŜǎ Ǌƛǎƪǎ ǎǳŎƘ ŀǎ ƳŀƭǿŀǊŜ ŀǧŀŎƪǎΣ Řŀǘŀ 

ōǊŜŀŎƘŜǎΣ ŀƴŘ 5ƛǎǘǊƛōǳǘŜŘ 5Ŝƴƛŀƭ ƻŦ {ŜǊǾƛŎŜ ό55ƻ{ύ ŀǧŀŎƪǎΦ /ǊƛǝŎŀƭ ŀǎǎŜǘǎ ǎǳŎƘ ŀǎ ǎǳōǎǘŀǝƻƴǎΣ 

ǘǊŀƴǎŦƻǊƳŜǊǎΣ ǎƳŀǊǘ ƳŜǘŜǊǎΣ ŀƴŘ ŎƻƴǘǊƻƭ ǎȅǎǘŜƳǎ ŀǊŜ ǾǳƭƴŜǊŀōƭŜΣ ŀƴŘ ǘƘŜǊŜ ƛǎ ŀƴ ǳǊƎŜƴǘ ƴŜŜŘ ŦƻǊ 

ŎƻƳǇǊŜƘŜƴǎƛǾŜ ŎȅōŜǊǎŜŎǳǊƛǘȅ ŦǊŀƳŜǿƻǊƪǎ ǘŀƛƭƻǊŜŘ ǘƻ ǇǊƻǘŜŎǘ ōƻǘƘ ŎȅōŜǊ ŀƴŘ ǇƘȅǎƛŎŀƭ ŜƭŜƳŜƴǘǎ ƻŦ ǘƘŜ 

ƎǊƛŘ ώнмϐΦ Lƴ ŀŘŘƛǝƻƴΣ ǎǳǇǇƭȅ ŎƘŀƛƴ ǾǳƭƴŜǊŀōƛƭƛǝŜǎΣ ǇŀǊǝŎǳƭŀǊƭȅ ǊŜƭŀǘŜŘ ǘƻ ǘƘƛǊŘπǇŀǊǘȅ ǎŜǊǾƛŎŜǎΣ ŦǳǊǘƘŜǊ 

ƛƴǘŜƴǎƛŦȅ ǘƘŜǎŜ ǊƛǎƪǎΦ 

Lƴ ŀŘŘƛǝƻƴΣ ǎŜǊƛƻǳǎ ǘƘǊŜŀǘ ǘƻ ƎǊƛŘ ǎǘŀōƛƭƛǘȅ ŎƻƴǎǝǘǳǘŜǎ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ŀǧŀŎƪǎΣ ǿƘƛŎƘ 

ǎƛƳǳƭǘŀƴŜƻǳǎƭȅ ŜȄǇƭƻƛǘ ŘƛƎƛǘŀƭ ǾǳƭƴŜǊŀōƛƭƛǝŜǎ ǘƻ ŎŀǳǎŜ ǇƘȅǎƛŎŀƭ ŘƛǎǊǳǇǝƻƴǎ ώрлϐΦ ¢Ƙƛǎ ƪƛƴŘ ƻŦ ŀǧŀŎƪǎ Ŏŀƴ 

ǘǊƛƎƎŜǊ ŎŀǎŎŀŘƛƴƎ ŦŀƛƭǳǊŜǎ ŀŎǊƻǎǎ ǘƘŜ ƎǊƛŘΣ ŀǎ ǎŜŜƴ ƛƴ Ǉŀǎǘ ƛƴŎƛŘŜƴǘǎ ƭƛƪŜ ǘƘŜ ¦ƪǊŀƛƴŜ ƎǊƛŘ ŎȅōŜǊŀǧŀŎƪ 

ώрмϐΦ 5ŜǎǇƛǘŜ ǘƘŜ ŎǊƛǝŎŀƭƛǘȅ ƻŦ ǘƘŜǎŜ ǘƘǊŜŀǘǎΣ ǘƘŜ ƭƛǘŜǊŀǘǳǊŜ Ǉƻƛƴǘǎ ǘƻ ƎŀǇǎ ƛƴ ǊŜŀƭπǝƳŜ ŘŜǘŜŎǝƻƴ ŀƴŘ 

ǊŜǎǇƻƴǎŜ ƳŜŎƘŀƴƛǎƳǎΦ /ǳǊǊŜƴǘ ǎȅǎǘŜƳǎ ǎǘǊǳƎƎƭŜ ǘƻ ŘŜǘŜŎǘ ŀƴŘ ƳƛǝƎŀǘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ǘƘǊŜŀǘǎ 

ŜŶŎƛŜƴǘƭȅΣ ŜǎǇŜŎƛŀƭƭȅ ǿƛǘƘ ǘƘŜ ƎǊƻǿƛƴƎ ŎƻƳǇƭŜȄƛǘȅ ƻŦ 59wǎ ŀƴŘ ŘŜŎŜƴǘǊŀƭƛȊŜŘ ƎǊƛŘ ƻǇŜǊŀǝƻƴǎΦ 

!ƴƻǘƘŜǊ ǎƛƎƴƛŬŎŀƴǘ ƎŀǇ ƛƴ ǎŎƻǇŜ ƻŦ ǘƘŜ Ǉŀƴπ9¦ ƎǊƛŘ ǎŎŜƴŀǊƛƻΣ ƛǎ ƛƴŘƛŎŀǘŜŘ ƛƴ ǘƘŜ ŀōƛƭƛǘȅ ǘƻ ǇǊƻŎŜǎǎ 

ŀƴŘ ƛƴǘŜƎǊŀǘŜ Řŀǘŀ ŀŎǊƻǎǎ ǾŀǊƛƻǳǎ ƎǊƛŘ ǎȅǎǘŜƳǎ ŜũŜŎǝǾŜƭȅΦ wŜŀƭπǝƳŜ ƳƻƴƛǘƻǊƛƴƎ ƛǎ ŜǎǎŜƴǝŀƭ ŦƻǊ ƎǊƛŘ 

ǊŜǎƛƭƛŜƴŎŜΤ ǘƘŜǊŜŦƻǊŜΣ ǘƘŜ Ǿŀǎǘ ŀƳƻǳƴǘǎ ƻŦ ǊŜŀƭπǝƳŜ Řŀǘŀ ōŜƛƴƎ ǇǊƻŘǳŎŜŘ ōȅ ǘƘŜ ŘƛƎƛǘŀƭ ŘŜǾƛŎŜǎΣ 

όǎŜƴǎƻǊǎΣ ǎƳŀǊǘ ƳŜǘŜǊǎΣ Lƻ¢ ŘŜǾƛŎŜǎΣ ŜǘŎΦύ ǿƘƛŎƘ ŀǊŜ ōŜŎƻƳƛƴƎ ǇŀǊǘ ƻŦ ǘƘŜ ƎǊƛŘΣ ƴŜŜŘ ǘƻ ōŜ ǎǳǇǇƻǊǘŜŘΦ 

¢ƘƻǳƎƘΣ ŎǳǊǊŜƴǘ ǎȅǎǘŜƳǎ ƻƊŜƴ ŦŀŎŜ ƛǎǎǳŜǎ ǿƛǘƘ Řŀǘŀ ƭŀǘŜƴŎȅΣ ǎŎŀƭŀōƛƭƛǘȅΣ ŀƴŘ ƛƴŎƻƴǎƛǎǘŜƴǘ ŦƻǊƳŀǘǎΣ 

ǿƘƛŎƘ ƘƛƴŘŜǊ ǘƘŜ ŜũŜŎǝǾŜ ǳǎŜ ƻŦ ŘȅƴŀƳƛŎ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ǇǊŜŘƛŎǝǾŜ ŀƴŀƭȅǝŎǎ ƴŜŎŜǎǎŀǊȅ ŦƻǊ ƎǊƛŘ 

ƻǇǝƳƛȊŀǝƻƴ ŀƴŘ Ŧŀǳƭǘ ŘŜǘŜŎǝƻƴ ώрнϐΦ 

¢ƘŜ 9ǳǊƻǇŜŀƴ ƎǊƛŘ ŦŀŎŜǎ ŀŘŘƛǝƻƴŀƭ ŎƻƳǇƭŜȄƛǘȅ ŘǳŜ ǘƻ ǊŜƎǳƭŀǘƻǊȅ ŀƴŘ ƳŀǊƪŜǘ ŦǊŀƎƳŜƴǘŀǝƻƴ ŀŎǊƻǎǎ 

ŘƛũŜǊŜƴǘ ŎƻǳƴǘǊƛŜǎΦ 9ŀŎƘ ŎƻǳƴǘǊȅ ŘŜƳƻƴǎǘǊŀǘŜǎ ǾŀǊȅƛƴƎ ŘŜƎǊŜŜǎ ƻŦ ƎǊƛŘ ŘƛƎƛǘŀƭƛȊŀǝƻƴΣ ŀƴŘ ǘƘŜǊŜ ƛǎ ƴƻ 

ǳƴƛŬŜŘ ǊŜƎǳƭŀǘƻǊȅ ŦǊŀƳŜǿƻǊƪ ŜƴŦƻǊŎƛƴƎ ŎȅōŜǊǎŜŎǳǊƛǘȅ ƻǊ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǎǘŀƴŘŀǊŘǎΦ ¢Ƙƛǎ ƭŀŎƪ ƻŦ 

ŎƻƘŜǎƛƻƴ ŎƻƳǇƭƛŎŀǘŜǎ ǘƘŜ ŀŘƻǇǝƻƴ ƻŦ ŀŘǾŀƴŎŜŘ ŘƛƎƛǘŀƭ ǎƻƭǳǝƻƴǎ ŀŎǊƻǎǎ ǘƘŜ ŜƴǝǊŜ ƎǊƛŘΣ ƭŜŀǾƛƴƎ ƛǘ 

ǾǳƭƴŜǊŀōƭŜ ǘƻ ƛƴŜŶŎƛŜƴŎƛŜǎ ŀƴŘ ǇƻǘŜƴǝŀƭ ǎŜŎǳǊƛǘȅ Ǌƛǎƪǎ ώнмϐΦ 

Lƴ ǘƘŜ ŎƻƴǘŜȄǘ ƻŦ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴ ǘƘǊƻǳƎƘΣ ǘƘŜ ŎƻƳƳƛǎǎƛƻƴ ǘƻƎŜǘƘŜǊ ǿƛǘƘ ƻǘƘŜǊ ŜƴǝǝŜǎ ǇǊŜǎŜƴǘŜŘ 

ŀ ƴŜǿ ŎȅōŜǊǎŜŎǳǊƛǘȅ ǎǘǊŀǘŜƎȅ ώроϐ ŀǘ ǘƘŜ ŜƴŘ ƻŦ нлнлΣ ŎƻǾŜǊƛƴƎ ǘƘŜ ǎŜŎǳǊƛǘȅ ƻŦ ŜǎǎŜƴǝŀƭ ǎŜǊǾƛŎŜǎ ǎǳŎƘ 

ŀǎ ƘƻǎǇƛǘŀƭǎΣ ŜƴŜǊƎȅ ƎǊƛŘǎ ŀƴŘ ǊŀƛƭǿŀȅǎΣ ǿƘƛƭŜ ŜȄǘŜƴŘƛƴƎ ǘƻ ǎŜŎǳǊƛƴƎ ǘƘŜ ŜǾŜǊπƛƴŎǊŜŀǎƛƴƎ ƴǳƳōŜǊ ƻŦ 
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ŎƻƴƴŜŎǘŜŘ ŘŜǾƛŎŜǎ ŦǊƻƳ ŘƻƳŜǎǝŎΣ ōǳǎƛƴŜǎǎ ŀƴŘ ǘƘŜ ƛƴŘǳǎǘǊƛŀƭ ǎŜŎǘƻǊΦ ¢ƘŜ ǎǘǊŀǘŜƎȅ ŦƻŎǳǎŜǎ ƻƴ 

ŀǎǎŜƳōƭƛƴƎ ŀ ŎƻƭƭŜŎǝǾŜ ŎŀǇŀōƛƭƛǘȅ ǘƻ ǊŜǎǇƻƴŘ ǘƻ ƳŀƧƻǊ ŎȅōŜǊŀǧŀŎƪǎΣ ǿƘƛƭŜ ǿƻǊƪƛƴƎ ǿƛǘƘ ǇŀǊǘƴŜǊǎ 

ŀǊƻǳƴŘ ǘƘŜ ǿƻǊƭŘ ǘƻ ŜƴǎǳǊŜ ƛƴǘŜǊƴŀǝƻƴŀƭ ǎŜŎǳǊƛǘȅ ŀƴŘ ǎǘŀōƛƭƛǘȅ ƛƴ ŎȅōŜǊǎǇŀŎŜΦ ¢ƘŜ ǎǘǊŀǘŜƎȅ ǳǎŜǎ ǘƘŜ 

ŎƻƭƭŜŎǝǾŜ ǊŜǎƻǳǊŎŜǎ ŀƴŘ ŜȄǇŜǊǝǎŜ ŀǾŀƛƭŀōƭŜ ǘƻ ǘƘŜ 9¦ ŀƴŘ aŜƳōŜǊ {ǘŀǘŜǎ ǘƻ ŀŘŘǊŜǎǎ Ǿƛŀ ǘƘŜ Ƴƻǎǘ 

ŜũŜŎǝǾŜ ǿŀȅ ǘƘŜ ŎȅōŜǊ ǘƘǊŜŀǘǎΦ ! ŎƻƳǇǊŜƘŜƴǎƛǾŜ ŀƴŀƭȅǎƛǎ ƻŦ ǘƘŜ ǊŜƎǳƭŀǘƻǊȅ ŦǊŀƳŜǿƻǊƪ ƻƴ ŘƛƎƛǘŀƭƛȊƛƴƎ 

ǘƘŜ 9¦ ŜƴŜǊƎȅ ǎŜŎǘƻǊ ƛǎ ǇǊƻǾƛŘŜŘ ƛƴ ǎŜŎǝƻƴ о ƻŦ ǘƘŜ ŎǳǊǊŜƴǘ ŘƻŎǳƳŜƴǘΦ 

CƛƴŀƭƭȅΣ ǘƘŜ ƛƴŎǊŜŀǎƛƴƎ ǳǎŜ ƻŦ ǎƳŀǊǘ ƳŜǘŜǊǎ ŀƴŘ Lƻ¢ ŘŜǾƛŎŜǎ ƛƴŘƛŎŀǘŜǎ ǘƘŜ ŎƻƭƭŜŎǝƻƴ ƻŦ ǎŜƴǎƛǝǾŜ ŘŀǘŀΣ 

ǿƘƛƭŜ ǘƘŜǊŜ ƛǎ ŀ ƭŀŎƪ ƻŦ Ǌƻōǳǎǘ Řŀǘŀ ǇǊƻǘŜŎǝƻƴ ŦǊŀƳŜǿƻǊƪǎΣ ǇǊŜǎŜƴǝƴƎ Ǌƛǎƪ ƻŦ ǇǊƛǾŀŎȅ ǾƛƻƭŀǝƻƴǎΦ 

/ƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ǊŜƎǳƭŀǝƻƴǎ ǎǳŎƘ ŀǎ D5tw ƛǎ ŎǊƛǝŎŀƭ ōǳǘ ŘƛŶŎǳƭǘ ǘƻ Ƴŀƛƴǘŀƛƴ ŀŎǊƻǎǎ ŀ ŦǊŀƎƳŜƴǘŜŘΣ 

ƳǳƭǝπŎƻǳƴǘǊȅ ƎǊƛŘ ώрнϐΦ 

¢ƻ ŎƻƴŎƭǳŘŜΣ ǘƘŜ ƭƛǘŜǊŀǘǳǊŜ ƘƛƎƘƭƛƎƘǘǎ ŎǊƛǝŎŀƭ ƎŀǇǎ ƛƴ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƻŦ ǘƘŜ Ǉŀƴπ

9ǳǊƻǇŜŀƴ ƎǊƛŘΣ ǇŀǊǝŎǳƭŀǊƭȅ ƛƴ ŀǊŜŀǎ ƻŦ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΣ ŎȅōŜǊǎŜŎǳǊƛǘȅΣ ǊŜŀƭπǝƳŜ ƳƻƴƛǘƻǊƛƴƎΣ ǊŜǎƛƭƛŜƴŎŜΣ 

ŀƴŘ ǊŜƎǳƭŀǘƻǊȅ ŀƭƛƎƴƳŜƴǘΦ !ŘŘǊŜǎǎƛƴƎ ǘƘŜǎŜ ƎŀǇǎ ǿƛƭƭ ǊŜǉǳƛǊŜ ŀ ŎƻƴŎŜǊǘŜŘ ŜũƻǊǘ ǘƻ ǎǘŀƴŘŀǊŘƛȊŜ 

ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎΣ ƛƳǇƭŜƳŜƴǘ ŀŘǾŀƴŎŜŘ ŎȅōŜǊǎŜŎǳǊƛǘȅ ƳŜŀǎǳǊŜǎΣ ŀƴŘ ŎǊŜŀǘŜ ǳƴƛŬŜŘ ǊŜƎǳƭŀǘƻǊȅ 

ŦǊŀƳŜǿƻǊƪǎ ŀŎǊƻǎǎ 9ǳǊƻǇŜΦ ²ƛǘƘƻǳǘ ǘƘŜǎŜ ŜũƻǊǘǎΣ ǘƘŜ Ǉŀƴπ9ǳǊƻǇŜŀƴ ƎǊƛŘϥǎ ŘƛƎƛǘŀƭƛȊŀǝƻƴ Ǌƛǎƪǎ ŦŀƭƭƛƴƎ 

ǎƘƻǊǘ ƻŦ ƛǘǎ ǇƻǘŜƴǝŀƭ ǘƻ ŜƴƘŀƴŎŜ ŜŶŎƛŜƴŎȅΣ ǊŜǎƛƭƛŜƴŎŜΣ ŀƴŘ ǎǳǎǘŀƛƴŀōƛƭƛǘȅΦ 

5.2.2 Analysis of gaps in cyber-physical digitalized pan-European grid 

indicated in the surveyed projects 

¢ƘŜ ǊŜǎǇƻƴǎŜǎ ǘƻ vмр ό!Φмрύ ƻŦ ǘƘŜ ǎǳǊǾŜȅ Ŏŀƴ ōŜ ŎŀǘŜƎƻǊƛȊŜŘ ƛƴǘƻ ǘƘǊŜŜ ǘȅǇŜǎΥ όƛύ ŀŶǊƳŀǝǾŜ 

ǊŜǎǇƻƴǎŜǎΣ ǿƘŜǊŜ ǇǊƻƧŜŎǘǎ ƘŀǾŜ ŜƛǘƘŜǊ ƳŀŘŜ ƻǊ ŀǊŜ ŀŎǝǾŜƭȅ ŘŜǾŜƭƻǇƛƴƎ ŀŘǾŀƴŎŜƳŜƴǘǎ ƛƴ ŎȅōŜǊπǇƘȅǎƛŎŀƭ 

ǎȅǎǘŜƳǎΤ όƛƛύ ƴŜƎŀǝǾŜ ǊŜǎǇƻƴǎŜǎΣ ǿƘŜǊŜ ǇǊƻƧŜŎǘǎ ƛƴŘƛŎŀǘŜ ƴƻ ŜƴƎŀƎŜƳŜƴǘ ǿƛǘƘ ŎȅōŜǊπǇƘȅǎƛŎŀƭ 

ŘŜǾŜƭƻǇƳŜƴǘǎΤ ŀƴŘ όƛƛƛύ ƴƻƴπǊŜǎǇƻƴǎŜǎΣ ŀǧǊƛōǳǘŜŘ ŜƛǘƘŜǊ ǘƻ ǘƘŜ ŜŀǊƭȅ ǎǘŀƎŜǎ ƻŦ ǇǊƻƧŜŎǘ ƳŀǘǳǊƛǘȅΣ ƭƛƳƛǝƴƎ 

ǘƘŜ ŀǾŀƛƭŀōƛƭƛǘȅ ƻŦ ǊŜƭŜǾŀƴǘ ŘŀǘŀΣ ƻǊ ǘƻ ǊŜǎǘǊƛŎǝƻƴǎ ƛƳǇƻǎŜŘ ōȅ Řŀǘŀ ǇǊƛǾŀŎȅ ǇƻƭƛŎƛŜǎΦ ¢ŀōƭŜ р ǇǊƻǾƛŘŜǎ ŀ 

ǎǳƳƳŀǊȅ ƻŦ ǘƘŜ ǎǳǊǾŜȅŜŘ ǇǊƻƧŜŎǘǎϥ ǊŜǎǇƻƴǎŜǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜƛǊ ŎƻƴǘǊƛōǳǝƻƴǎ ǘƻ ŎȅōŜǊπǎŜŎǳǊƛǘȅπǊŜƭŀǘŜŘ 

ŀŘǾŀƴŎŜƳŜƴǘǎΦ 

tǊƻƧŜŎǘ ǇƻǎƛǝǾŜ ƴŜƎŀǝǾŜ ƴƻ ŀƴǎǿŜǊ 
 н[ƛtt   V 

.ŜC[9·L.[9   V 

5!¢! /9[[!w V   

9ōŀƭŀƴŎŜҌ   V 

ŜChw¢   V 

t!wL¢¸   V 

{¢w9!a   V 

{¸b9wD¸   V 

·C[9·   V 

/hhw5Lb!¢9   V 

9b9wD¸{IL9[5   V 

b9²D9b V   

!DL{¢Lb   V 

.5пht9a V   

955L9   V 

.5пbwD V   

hƴŜbŜǘ V   

tƭŀǘƻƴŜ  V  
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LƴǘŜǊ/ƻƴƴŜŎǘ V   

9¦ƴƛǾŜǊǎŀƭ  V  

I±5/πǿƛǎŜ V   

C!w/wh{{   V 

9bC[!¢9   V 

ƛƴǘΥƴŜǘ  V  

{5bπaL/wh{9b{9 V   

/ȅōŜǊ{9!{ V   

9[9/¢whb V   

C9±9w V   

CƭŜȄ/I9{{  V  

Lb¢9wwC!/9 V   

Lb¢9w{¢hw9   V 

Table 5: Responses on project advancements in cyber-security developments 

vǳŜǎǝƻƴ мр ƻŦ 9ǊǊƻǊΗ wŜŦŜǊŜƴŎŜ ǎƻǳǊŎŜ ƴƻǘ ŦƻǳƴŘΦ ōŜŀǊǎ ŀƭǎƻ ǘƘŜ ǎǳōπǉǳŜǎǝƻƴǎ vмрƛ ŀƴŘ vмрƛƛΣ 

ŀƛƳƛƴƎ ǊŜǎǇŜŎǝǾŜƭȅ ƻƴ όƛύ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ŀǎǎŜǘǎ ŀŘŘǊŜǎǎŜŘ ŀƴŘ ǘƘŜ Ǌƛǎƪ ƳƛǝƎŀǝƻƴ ƛƴŘƛŎŀǘŜŘ ōȅ ǘƘŜ 

ǎǳǊǾŜȅ ŀƴǎǿŜǊǎΣ ŀƴŘ ƻƴ όƛƛύ ǘƘŜ ŎȅōŜǊ ŦƻŎǳǎπŀǊŜŀǎ ƻŦ ǘƘŜ Ǉŀƴπ9¦ ƎǊƛŘΦ 

!ƴŀƭȅǎƛƴƎ ǘƘŜ ǊŜǎǇƻƴǎŜǎ ǇǊƻǾƛŘŜŘ ōȅ ǘƘŜ ǎǳǊǾŜȅŜŘ ǇǊƻƧŜŎǘǎ ƛƴ !ƴƴŜȄ .Σ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎŀǘŜƎƻǊƛŜǎ ƻŦ 

ŎȅōŜǊπǇƘȅǎƛŎŀƭ ŀǎǎŜǘǎ ŀǊŜ ŀŘŘǊŜǎǎŜŘ ƛƴ ǘƘŜ ŎƻƴǘŜȄǘ ƻŦ ƛƳǇǊƻǾƛƴƎ ǘƘŜ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ 

ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘΥ 

¶ Frameworks associated with data management systems and cybersecurity: This category 

includes secure access to data and AI models, ensuring compliance with GDPR and data 

privacy regulations. Blockchain technology is also employed to enhance data integrity and 

trust. The projects emphasize continuous monitoring, secure data exchange, and dynamic risk 

management through guidelines (e.g., NISTIR 7628). These projects are: 

o DATA CELLAR: Data platforms ensuring secure access to datasets and AI models, with 

a focus on cybersecurity and GDPR compliance. 

o BD4NRG: Governance and cybersecurity management tools, following NISTIR 7628 

guidelines for data access policies and continuous monitoring. 

o CyberSEAS: Blockchain technology for ensuring data integrity and trust, along with 

real-time monitoring and advanced cybersecurity frameworks. 

o ELECTRON: Federated learning models and decentralized SIEM for cybersecurity, 

along with blockchain-based transaction systems for data security. 

 

¶ Focusing on the physical grid assets: These projects address the physical elements of the grid, 

particularly HVDC cables, distribution grid components, and hybrid AC/DC systems, assets that 

are designed to improve resilience and reliability by mitigating risks such as cable failures, grid 

disturbances, and overloads. What is of high significance, is that HVDC-WISE specifically 

focuses on reducing outages and enhancing grid reliability through optimized system design 

and protection mechanisms: 

o NEWGEN: HVDC cables, insulation systems, and global monitoring systems designed 

to mitigate cable failure risks (e.g., partial discharges, insulation breakdown). 

o BD4OPEM: Distribution grid components, focusing on grid disturbances, predictive 

maintenance, and overload management. 

o HVDC-WISE: HVDC architectures and technologies integrated with hybrid AC/DC 

systems, aiming to enhance reliability and resilience against disturbances. 

https://electron-project.eu/
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o FEVER: DERs, power electronics devices (PEDs), smart meters, and SCADA systems for 

real-time grid monitoring and secure trading. 

¶ Enhancing monitoring and controlling systems: The solutions include network traffic and 

infrastructure monitoring, protection of communication protocols (e.g., IEC61850), and tools 

for managing secure data exchange. Dynamic monitoring systems enable real-time decision-

ƳŀƪƛƴƎ ŀƴŘ ŜƴƘŀƴŎŜ ǘƘŜ ƻǾŜǊŀƭƭ ǎŜŎǳǊƛǘȅ ƻŦ ǘƘŜ ƎǊƛŘΩǎ ŎȅōŜǊ-physical layers: 

o OneNet: Network traffic and infrastructure monitoring tools, with risk mitigation 

strategies including cryptography, identity management, and traffic filtering for 

secure data exchange. 

o SDN-MICROSENSE: Substation bus and process control systems, with a focus on 

securing communication protocols such as IEC61850 and protecting against process 

bus attacks. 

o INTERRFACE: Advanced grid service platforms and communication protocols for 

ŘȅƴŀƳƛŎ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ǎŜŎǳǊŜ ƻǇŜǊŀǘƛƻƴ ƻŦ ǘƘŜ ƎǊƛŘΩǎ ŎȅōŜǊ-physical layers. 

¶ Provide risk mitigation and threat detection tools: These projects develop tools for predictive 

maintenance, real-time threat detection, and dynamic rating systems that assess the grid's 

capacity and vulnerability. They propose comprehensive cybersecurity frameworks and 

continuous monitoring to ensure grid resilience and reliability in response to potential threats: 

o EUniversal: Tools to identify vulnerabilities and mitigate risks from extreme events in 

distribution networks, focusing on resilience improvements. 

o FEVER: Predictive maintenance systems and integration of DERs, combined with 

comprehensive cybersecurity frameworks for real-time threat detection and grid 

protection. 

o CyberSEAS: Threat intelligence platforms for continuous monitoring and response to 

potential cyber-attacks, along with dynamic rating systems for real-time grid capacity 

assessment. 

wŜƎŀǊŘƛƴƎ ǘƘŜ ǎŜŎƻƴŘ ǇŀǊǘ ƻŦ vмр όvмрƛƛύΣ ǿƘƛŎƘ ŦƻŎǳǎŜǎ ƻƴ ǘƘŜ ŎȅōŜǊ ŀǎǇŜŎǘǎ ƻŦ ǘƘŜ Ǉŀƴπ9¦ ƎǊƛŘΣ 

ǘƘŜ ŎŀǘŜƎƻǊƛŜǎ ŀƴŘ ƪŜȅ ŀǊŜŀǎ ƻŦ ǎƛƎƴƛŬŎŀƴŎŜ ŎƭƻǎŜƭȅ ŀƭƛƎƴ ǿƛǘƘ ǘƘƻǎŜ ƛŘŜƴǝŬŜŘ ƛƴ ǘƘŜ ŬǊǎǘ ǇŀǊǘ όvмрƛύΦ 

¢ƘŜ ƻǾŜǊƭŀǇǇƛƴƎ ŦƻŎǳǎ ŀǊŜŀǎ ŜƳǇƘŀǎƛȊŜ ŀ ŎƻƴǎƛǎǘŜƴǘ ǎǘǊŀǘŜƎƛŎ ŀǇǇǊƻŀŎƘΣ ƘƛƎƘƭƛƎƘǝƴƎ ǘƘŜ 

ƛƴǘŜǊŎƻƴƴŜŎǝƻƴ ōŜǘǿŜŜƴ ǘƘŜ ŎȅōŜǊπŘƛƳŜƴǎƛƻƴǎ ŀƴŘ ōǊƻŀŘŜǊ ƎǊƛŘ ƻǇŜǊŀǝƻƴŀƭ ǇǊƛƻǊƛǝŜǎΦ ¢ƘƻǳƎƘΣ ǘƘŜǊŜ 

ƛǎ ƻƴŜ ŜȄǘǊŀ ŎŀǘŜƎƻǊȅ ǘƘŀǘ ǇƻǇǳƭŀǘŜǎ ǘƘŜ ƭƛǎǘ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ vмрƛƛΣ ǿƘƛŎƘ ŀǊŜΥ 

¶ The potential cross-border collaboration: This category emphasizes the importance of sharing 

threat intelligence, best practices, and standardized protocols between countries to improve 

collective defence against cyber threats. The projects covering this area are: 

o FEVER: Promoting cross-border collaboration for sharing threat intelligence and best 

practices in cybersecurity. 

o INTERRFACE: Ensuring standardized communication protocols for better coordination 

and threat monitoring across the pan-EU grid. 

hǾŜǊƭŀǇǇƛƴƎ ŎƻƴŎŜǊƴǎ ŀǊŜ ƛŘŜƴǝŬŜŘ ŀŎǊƻǎǎ ǎŜǾŜǊŀƭ ƪŜȅ ŀǊŜŀǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ŘƛƎƛǘŀƭƛȊŜŘ 

Ǉŀƴπ9¦ ƎǊƛŘ ŎƻƴŎŜǇǘΦ ¢ƘŜǎŜ ŎƻƴŎŜǊƴǎ ŀǊŜ ƛŘŜƴǝŬŜŘ ƛƴ ōƻǘƘ ǎǘǊŜŀƳǎ ǘƻǿŀǊŘǎ ŦƻǊƳƛƴƎ ǘƘŜ Y. όCƛƎǳǊŜ мύΦ 

.ƻǘƘ ǎƻǳǊŎŜǎ ƘƛƎƘƭƛƎƘǘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀǎ ŀ ƳŀƧƻǊ ƻōǎǘŀŎƭŜΣ ƴƻǝƴƎ ǘƘŀǘ ǘƘŜ ƭŀŎƪ ƻŦ ǎǘŀƴŘŀǊŘƛȊŀǝƻƴ ƛƴ 

ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ŀƴŘ Řŀǘŀ ŦƻǊƳŀǘǎ ƘƛƴŘŜǊǎ ǎŜŀƳƭŜǎǎ ƛƴǘŜƎǊŀǝƻƴ ŀŎǊƻǎǎ ŘƛũŜǊŜƴǘ ǎȅǎǘŜƳǎ ŀƴŘ 

ǊŜƎƛƻƴǎΦ {ƛƳƛƭŀǊƭȅΣ ŎȅōŜǊǎŜŎǳǊƛǘȅ ǾǳƭƴŜǊŀōƛƭƛǝŜǎ ŜƳŜǊƎŜ ŀǎ ŀ ŎǊƛǝŎŀƭ ŎƻƴŎŜǊƴ ƛƴ ōƻǘƘ ǘƘŜ ƭƛǘŜǊŀǘǳǊŜ ŀƴŘ 

ǇǊƻƧŜŎǘ ŬƴŘƛƴƎǎΦ ¢ƘŜ ƭƛǘŜǊŀǘǳǊŜ Ǉƻƛƴǘǎ ǘƻ ǘƘǊŜŀǘǎ ǎǳŎƘ ŀǎ ƳŀƭǿŀǊŜ ŀǧŀŎƪǎ ŀƴŘ 55ƻ{ ƛƴŎƛŘŜƴǘǎ ǘŀǊƎŜǝƴƎ 
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ŎǊƛǝŎŀƭ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΣ ǿƘŜǊŜŀǎ ǘƘŜ ǇǊƻƧŜŎǘǎ ŜƳǇƘŀǎƛȊŜ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ǘƻƻƭǎ ŦƻǊ ǊŜŀƭπǝƳŜ ǘƘǊŜŀǘ 

ŘŜǘŜŎǝƻƴ ŀƴŘ ǎŜŎǳǊŜ Řŀǘŀ ŜȄŎƘŀƴƎŜΦ 

! ƪŜȅ ŀǊŜŀ ƻŦ ŀƭƛƎƴƳŜƴǘ ƛǎ ǘƘŜ ƎŀǇ ƛƴ ǊŜŀƭπǝƳŜ Řŀǘŀ ƳƻƴƛǘƻǊƛƴƎΦ .ƻǘƘ ǘƘŜ ƭƛǘŜǊŀǘǳǊŜ ŀƴŘ ǘƘŜ ǎǳǊǾŜȅŜŘ 

ǇǊƻƧŜŎǘǎ ƛŘŜƴǝŦȅ ǎŎŀƭŀōƛƭƛǘȅ ŀƴŘ Řŀǘŀ ƭŀǘŜƴŎȅ ƛǎǎǳŜǎ ƛƴ ǇǊƻŎŜǎǎƛƴƎ ǘƘŜ ƭŀǊƎŜ ǾƻƭǳƳŜǎ ƻŦ ǊŜŀƭπǝƳŜ Řŀǘŀ 

ƎŜƴŜǊŀǘŜŘ ōȅ Lƻ¢ ŘŜǾƛŎŜǎ ŀƴŘ ǎƳŀǊǘ ƳŜǘŜǊǎΣ ǿƘƛŎƘ ƭƛƳƛǘǎ ǘƘŜ ŜũŜŎǝǾŜƴŜǎǎ ƻŦ ǇǊŜŘƛŎǝǾŜ ŀƴŀƭȅǝŎǎ ŀƴŘ 

ƎǊƛŘ ǊŜǎƛƭƛŜƴŎŜΦ !ŘŘƛǝƻƴŀƭƭȅΣ ǘƘŜ ǊŜƎǳƭŀǘƻǊȅ ŀƴŘ ƳŀǊƪŜǘ ŦǊŀƎƳŜƴǘŀǝƻƴ ŎƛǘŜŘ ƛƴ ǘƘŜ ƭƛǘŜǊŀǘǳǊŜ ƛǎ 

ŎƻƴŬǊƳŜŘ ōȅ ǘƘŜ ǇǊƻƧŜŎǘǎΣ ǇŀǊǝŎǳƭŀǊƭȅ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ƴŜŜŘ ŦƻǊ ŎǊƻǎǎπōƻǊŘŜǊ ŎƻƭƭŀōƻǊŀǝƻƴ ŀƴŘ ǳƴƛŬŜŘ 

ŎȅōŜǊǎŜŎǳǊƛǘȅ ŦǊŀƳŜǿƻǊƪǎ ŀŎǊƻǎǎ ǘƘŜ 9ǳǊƻǇŜŀƴ ƎǊƛŘΦ 

IƻǿŜǾŜǊΣ ǿƘƛƭŜ ǘƘŜ ƭƛǘŜǊŀǘǳǊŜ ŜƳǇƘŀǎƛȊŜǎ ƎŀǇǎ ƛƴ ƻǾŜǊŀǊŎƘƛƴƎ ǊŜƎǳƭŀǘƻǊȅ ŀƭƛƎƴƳŜƴǘ ŀƴŘ ǎǘǊŀǘŜƎƛŎ 

ǊŜǎƛƭƛŜƴŎŜΣ ǘƘŜ ǎǳǊǾŜȅŜŘ ǇǊƻƧŜŎǘǎ ŘŜƳƻƴǎǘǊŀǘŜ ƳƻǊŜ ŎƻƴŎǊŜǘŜ ŀŘǾŀƴŎŜƳŜƴǘǎ ƛƴ ǎǇŜŎƛŬŎ ŀǊŜŀǎ ƭƛƪŜ 

ōƭƻŎƪŎƘŀƛƴ ŦƻǊ Řŀǘŀ ƛƴǘŜƎǊƛǘȅ ŀƴŘ ŦŜŘŜǊŀǘŜŘ ƭŜŀǊƴƛƴƎ ƳƻŘŜƭǎ ŦƻǊ ŎȅōŜǊǎŜŎǳǊƛǘȅΣ ƻũŜǊƛƴƎ ǇǊƻƳƛǎƛƴƎ 

ǎƻƭǳǝƻƴǎ ǘƘŀǘ ŀǊŜ ǳƴŘŜǊǊŜǇǊŜǎŜƴǘŜŘ ƛƴ ŀŎŀŘŜƳƛŎ ŘƛǎŎƻǳǊǎŜΦ ¢ƘŜ ǎǳǊǾŜȅŜŘ ǇǊƻƧŜŎǘǎ ŀƭǎƻ ƛƴǘǊƻŘǳŎŜ 

ŎǊƻǎǎπōƻǊŘŜǊ ŎƻƭƭŀōƻǊŀǝƻƴ ŀǎ ŀ ƴŜǿ ŎŀǘŜƎƻǊȅΣ ǿƘƛŎƘ ƛǎ ƭŜǎǎ ǇǊƻƳƛƴŜƴǘ ƛƴ ƭƛǘŜǊŀǘǳǊŜ ōǳǘ ƛƴŎǊŜŀǎƛƴƎƭȅ 

ǊŜƭŜǾŀƴǘ ŦƻǊ ǘƘŜ Ǉŀƴπ9¦ ƎǊƛŘϥǎ ŦǳǘǳǊŜ ŎȅōŜǊǎŜŎǳǊƛǘȅ ǎǘǊŀǘŜƎȅΦ 

5.3 Analysis of Gaps and Opportunities in System Planning and Grid 

Operation 

Lƴ ǘƘŜ ǇǊŜǎŜƴǘ ǎŜŎǝƻƴΣ ƎŀǇǎ ŀƴŘ ƻǇǇƻǊǘǳƴƛǝŜǎ ƛǎ ŎƻƴǎƛŘŜǊŜŘ ƛƴ ǘƘŜ ǎŜƴǎŜ ƻŦ ǇǊƻōƭŜƳǎ ŀƴŘ ǇǊƻǇƻǎŜŘ 

ǎƻƭǳǝƻƴǎ ǘƘǳǎ ƛǘ ƛǎ ǿƻǊǘƘ ƳŜƴǝƻƴƛƴƎ ǘƘŜ ŦƻƭƭƻǿƛƴƎΥ 

{ȅǎǘŜƳ ǇƭŀƴƴƛƴƎ ǇǊƻŎŜǎǎŜǎ ŀǊŜ ŎŀƭƭŜŘ ǳǇƻƴ ǘƻ ƛƴǘŜƎǊŀǘŜ ƳŀǎǎƛǾŜ w9{ ŀƴŘ ŜƭŜŎǘǊƛŬŎŀǝƻƴ ƻŦ ǎŜŎǘƻǊǎΣ 

ƛƴ ŀ ǿŜƭƭπŎƻƻǊŘƛƴŀǘŜŘ ƳŀƴƴŜǊΦ [ƻƻƪƛƴƎ ƛƴǘƻ ǘƘŜ ǊŜǎŜŀǊŎƘ ŀƴŘ ƛƴƴƻǾŀǝƻƴ ǇǊƻƧŜŎǘǎ ŀƴŀƭȅǎŜŘΣ ǘƘŜǊŜ ŀǊŜ 

ǎŜǾŜǊŀƭ ŀǇǇƭƛŎŀǝƻƴǎ ƻŦ ƻǇǝƳŀƭ 59w ŎƻƴƴŜŎǝƻƴǎΣ ƛƴ ŀ ǿŀȅ ǘƘŀǘ ŜƴǎǳǊŜ ƛƴǘŜƎǊŀǝƻƴ ǘƘǊƻǳƎƘ ŜŶŎƛŜƴǘ Řŀǘŀ 

ŜȄŎƘŀƴƎŜ ŀƴŘ ƻǇŜǊŀǝƻƴ ŎƻƴǘǊƻƭΦ ¢Ƙƛǎ ƛǎ ŀ ŎƘŀƭƭŜƴƎŜ ǘƘŀǘ {hǎ ǿƛƭƭ ōŜ ŦŀŎƛƴƎ ǘƻ ŀŎƘƛŜǾŜ ǘƘŜ 

ŘŜŎŀǊōƻƴƛȊŀǝƻƴ ŎƘŀƭƭŜƴƎŜΦ IƻǿŜǾŜǊΣ ǘƘŜ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎ ǇǊƻŎŜǎǎ Ƴŀƛƴƭȅ ŀŘŘǊŜǎǎ ŜƛǘƘŜǊ ǘƘŜ 

ŘƛǎǘǊƛōǳǝƻƴ ƭŜǾŜƭ ƻǊ ǘƘŜ ǘǊŀƴǎƳƛǎǎƛƻƴ ƭŜǾŜƭΣ ŜǎǇŜŎƛŀƭƭȅ ǘƘŜ ƛǎǎǳŜǎ ƻŦ ƘȅōǊƛŘ !/κ5/ ƎǊƛŘǎΦ ¢ƘŜǊŜ ƛǎ ŀ ƴŜŜŘ 

ǘƻ ǇǊƻǾƛŘŜ ŀ ŎƻƻǊŘƛƴŀǘŜŘ ƳŜǘƘƻŘƻƭƻƎȅ ŀǇǇƭƛŎŀōƭŜ ŦƻǊ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎ ŀƴŘ Ŏƻǎǘ ōŜƴŜŬǘǎ ŀƴŀƭȅǎƛǎ ŀǘ 

ǘǊŀƴǎƳƛǎǎƛƻƴ ŀƴŘ ŘƛǎǘǊƛōǳǝƻƴ ƭŜǾŜƭǎΦ  ¢Ƙƛǎ ƴŜŜŘ ƻŦ ŎƻƻǊŘƛƴŀǘŜŘ ǇƭŀƴƴƛƴƎ ƛǎ ōŜŎƻƳƛƴƎ ƳƻǊŜ ŀǇǇŀǊŜƴǘ 

ōŜŎŀǳǎŜ ǎŜǾŜǊŀƭ ŜŘƎŜ ƎǊƛŘ ŀǎǎŜǘǎ ŀǊŜ 5/πōŀǎŜŘ όōŀǧŜǊƛŜǎΣ t±ǎΣ 9±ǎΣ ƘƻƳŜ ŀǇǇƭƛŀƴŎŜǎ ŜǘŎΦύ ǿƘƛƭŜ I±5/ 

ƭƻƴƎ ǘǊŀƴǎƳƛǎǎƛƻƴ ƭƛƴŜǎκŎŀōƭŜǎ ƛǎ ōŜŎƻƳƛƴƎ ŀƴ ŜȄŎŜƭƭŜƴǘ ǎƻƭǳǝƻƴ ŦƻǊ ƛƴǘŜǊŎƻƴƴŜŎǝƻƴ ŎƘŀƭƭŜƴƎŜǎ ŀƴŘ 

ƳƛǝƎŀǝƻƴ ƻŦ ǇǳōƭƛŎ ŘƛǎŎƻƴǘŜƴǘ ǘƻ ƴŜǿ ƎǊƛŘ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΦ 5ƛƎƛǘŀƭ ƳƻŘŜƭǎκǘǿƛƴǎ ŀƴŘ !L ǘŜŎƘƴƻƭƻƎȅΣ ŀƴŘ 

ŜǎǇŜŎƛŀƭƭȅ ǘƘŜ ŎƻƴŎŜǇǘ ƻŦ ŦŜŘŜǊŀǘŜŘ ŀǊŎƘƛǘŜŎǘǳǊŜǎΣ Ŏŀƴ ǇǊƻǾƛŘŜ ŀ ǇǊƻǇƻǎƛǝƻƴ ǘƻ ŀŘŘǊŜǎǎ ǘƘƛǎ ƎŀǇΣ 

ŜƴǎǳǊƛƴƎ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀƴŘ ŎƻƻǇŜǊŀǝƻƴ ŀƳƻƴƎ ǎȅǎǘŜƳǎΦ ! ƴŜǿ ƳŜǘƘƻŘƻƭƻƎȅ ŦƻǊ ŎƻƻǊŘƛƴŀǘŜŘ ǎȅǎǘŜƳ 

ǇƭŀƴƴƛƴƎ ǘƘŀǘ ōƻǘƘ ¢{h ŀƴŘ 5{h Ŏŀƴ ǳǎŜ ǿƻǳƭŘ ōŜ ōŜƴŜŬŎƛŀƭΣ ŀǎ ǿŜƭƭ ŀǎ ǘƘŜ LŘŜƴǝŬŎŀǝƻƴ ƻŦ ƳƛǎǎƛƴƎ 

ŎƻƳƳǳƴƛŎŀǝƻƴ ŀŘŀǇǘŜǊǎ ǘƘŀǘ ǇǊŜǾŜƴǘ ŜŶŎƛŜƴǘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ōŜǘǿŜŜƴ ¢{hǎΣ 5{hǎΣ ƳŀǊƪŜǘ ƻǇŜǊŀǘƻǊǎ 

ŀƴŘ ƻǘƘŜǊ ǎǘŀƪŜƘƻƭŘŜǊǎΦ 

tƻƭƛŎȅƳŀƪŜǊǎ ǎƘƻǳƭŘ ŀŘƻǇǘ ǎǘǊŀǘŜƎƛŜǎ ǘƘŀǘ ǳƴƭƻŎƪ ƎǊƛŘ ƛƴǾŜǎǘƳŜƴǘǎ ŀƴŘ ŎǊŜŀǘŜ ƛƴŎŜƴǝǾŜǎ ŦƻǊ 

ƳƻŘŜǊƴƛȊŀǝƻƴΦ Lƴ ǎŜǾŜǊŀƭ ǇǊƻƧŜŎǘǎΣ ƛǘ Ƙŀǎ ōŜŜƴ ƳŜƴǝƻƴŜŘ ŀ ƭŀŎƪ ƻŦ ǎǳŶŎƛŜƴǘ ƛƴŎŜƴǝǾŜǎ ǘƻ ǇǊƻƳƻǘŜ 

ƴŜǿ ǘŜŎƘƴƻƭƻƎȅ ŀƴŘ ŘƛƎƛǘŀƭ ǎȅǎǘŜƳǎ LƴǾŜǎǘƳŜƴǘΦ !ƴ ǳǇŘŀǘŜ Ŏƻǎǘ ōŜƴŜŬǘ ŀƴŀƭȅǎƛǎ ŦǊŀƳŜǿƻǊƪ ǘƻ 

ƛƴŎƻǊǇƻǊŀǘŜ ƴƻƴπǿƛǊŜ ǎƻƭǳǝƻƴǎ ŀƴŘ ŘƛƎƛǘŀƭ ǎȅǎǘŜƳǎΣ ŀǎ ǿŜƭƭ ŀǎ ǊŜƛƳōǳǊǎŜƳŜƴǘǎ ƴƻǘ ƻƴƭȅ ŦƻǊ /!t9· ōǳǘ 

ŦƻǊ ¢h¢9· ŀƴŘ ƛƴƴƻǾŀǝƻƴǎκŘƛƎƛǘŀƭƛȊŀǝƻƴ ƎǊƛŘ ǳǇƎǊŀŘŜǎΦ 

IŀǊƳƻƴƛȊŜŘ ǎǘŀƴŘŀǊŘǎ ŦƻǊ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀƴŘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀŎǊƻǎǎ ǘƘŜ ŜƴŜǊƎȅ ǾŀƭǳŜ ŎƘŀƛƴ ŀǊŜ 

ŜǎǎŜƴǝŀƭ ŦƻǊ ŜŶŎƛŜƴǘ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΦ ¢ƘǊƻǳƎƘ ǘƘŜ ŀƴŀƭȅǎƛǎ ƻŦ ǘƘŜ ŬƴŘƛƴƎǎ ƻŦ ǘƘŜ ǇǊƻƧŜŎǘǎΣ ƛǘ Ƙŀǎ ōŜŜƴ 

ƳŜƴǝƻƴŜŘ ǘƘŀǘ ǘƘŜǊŜ ƛǎ ŀ ƭŀŎƪ ƻŦ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǘŜŎƘƴƻƭƻƎȅΣ ǎǳŎƘ ŀǎ ŎƻƳƳƻƴ ǘƻƻƭƛƴƎ 

ŜƴŀōƭƛƴƎ ōŀŎƪǿŀǊŘǎ ŀƴŘ ŦƻǊǿŀǊŘǎ ǎǘŀƴŘŀǊŘ ǾŜǊǎƛƻƴ ŎƻƳǇŀǝōƛƭƛǘȅΣ ŜǎǇŜŎƛŀƭƭȅ ƛƴ ǊŜǎǇŜŎǘ ǘƻ ǘƘŜ ƭŜƎŀŎȅ 
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ǎȅǎǘŜƳǎ ƻŦ ƎǊƛŘ ƻǇŜǊŀǘƻǊǎΦ CǳǊǘƘŜǊ ŎƻƻǇŜǊŀǝƻƴ ƻŦ ŜƴŜǊƎȅ ǎǘŀƪŜƘƻƭŘŜǊǎ ƛǎ ƴŜŜŘŜŘ ŦƻǊ ƻǾŜǊŎƻƳƛƴƎ ǘƘŜ 

ƛǎǎǳŜǎ ŀǊƻǳƴŘ ƛƴŎƻƳǇŀǝōƭŜ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ŀƴŘ ƳƻŘŜƭ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŦƻǊƳŀǘǎΦ ¢Ƙƛǎ ǿƛƭƭ 

ŦŀŎƛƭƛǘŀǘŜ ǘƘŜ ǎƳƻƻǘƘ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ƳƻŘŜǊƴ ŘƛƎƛǘŀƭ ǘŜŎƘƴƻƭƻƎƛŜǎ ǿƛǘƘ ǘƘŜ ƭŜƎŀŎȅ ǎȅǎǘŜƳǎ ƛƴ ǘƘŜ 9¦Φ 

{ȅǎǘŜƳ ƻǇŜǊŀǘƻǊǎ ǎƘƻǳƭŘ ƭŜǾŜǊŀƎŜ ǘƘŜ ōŜƴŜŬǘǎ ƻŦ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ǿƘƛƭŜ ƛƳǇƭŜƳŜƴǝƴƎ Ǌƻōǳǎǘ 

ŎȅōŜǊǎŜŎǳǊƛǘȅ ƳŜŀǎǳǊŜǎ ǘƻ ƳƛƴƛƳƛȊŜ ŀƴȅ ƴŜǿ ŘƛƎƛǘŀƭ ƻǇŜǊŀǝƻƴŀƭ ǊƛǎƪǎΦ Lƴ ǎŜǾŜǊŀƭ ǇǊƻƧŜŎǘǎ ƴŜǿ ŘƛƎƛǘŀƭ 

ǎƻƭǳǝƻƴǎ ƘŀǾŜ ōŜŜƴ ƎŜƴŜǊŀǘŜŘ ǘƘŀǘ ƻǇǝƳƛȊŜ ǘƘŜ ŎƻƴǘǊƻƭ ƻŦ 59wǎ ŀƴŘ ǘŜǎǘ ǎŎŜƴŀǊƛƻǎ ƻŦ ƛƴǘŜǊŀŎǝƻƴ ǿƛǘƘ 

5{h ǘƻ ǇǊƻǾƛŘŜ ƅŜȄƛōƛƭƛǘȅ ǎŜǊǾƛŎŜǎΦ ¢ƘŜ ƛƴǘŜƭƭƛƎŜƴǘ Lƻ¢ ŘŜǾƛŎŜǎ ŀƴŘ ŘƛƎƛǘŀƭ ǇƭŀǜƻǊƳǎ ƛƴǘŜƎǊŀǘŜŘ Ŏŀƴ 

ŎƻƴǝƴǳŜ ǎǳǇǇƻǊǝƴƎ ŜŶŎƛŜƴŎȅ ŀƴŘ ǎŜŎǳǊƛǘȅ ǿƛǘƘ ǊŜŀƭ ǝƳŜ ŜȄŎƘŀƴƎŜ ƻŦ Řŀǘŀ ŘǳǊƛƴƎ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴǎ 

ŀƴŘ ǘƘŜ ōŀƭŀƴŎƛƴƎ ŎƘŀƭƭŜƴƎŜΦ !ǘ ŎƻƳƳǳƴƛǘȅκǊŜǎƛŘŜƴǝŀƭ ǎŎŀƭŜΣ .ǳƛƭŘƛƴƎ aŀƴŀƎŜƳŜƴǘ {ȅǎǘŜƳǎ ό.a{ύ ŀǊŜ 

ƛƴǎǘŀƭƭŜŘ ǘƻ ŎƻƴǘǊƻƭ ŀƴŘ ƳƻƴƛǘƻǊ ǘƘŜ ǘŜŎƘƴƛŎŀƭ ǎȅǎǘŜƳǎ ŀƴŘ ǎŜǊǾƛŎŜǎ ƻŦ ŀ ōǳƛƭŘƛƴƎΣ ƭƛƪŜ !/Σ ƭƛƎƘǝƴƎΣ 

ǾŜƴǝƭŀǝƻƴΣ ŀƴŘ ƘȅŘǊŀǳƭƛŎǎΦ IƻǿŜǾŜǊΣ ǘƘŜ ŦǊŀƳŜǿƻǊƪǎ ŦƻǊ ŎƻƭƭŜŎǝƻƴ ŀƴŘ ƘŀƴŘƭƛƴƎ ƻŦ ŘŀǘŀΣ ŀǎ ǿŜƭƭ ŀǎ ǘƘŜ 

ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ !L ŀƴŘ ƳŀŎƘƛƴŜ ƭŜŀǊƴƛƴƎ ǘƻƻƭǎΣ Ŏŀƴ ƎŜƴŜǊŀǘŜ ƴŜǿ ǘƘǊŜŀǘǎ ŦƻǊ ŎȅōŜǊπŀǧŀŎƪǎΦ !ǘ ǘƘŜ ǎŀƳŜ 

ǝƳŜΣ ƛƴŎǊŜŀǎŜŘ ŦƻŎǳǎ ƻƴ ŎȅōŜǊǎŜŎǳǊƛǘȅ Ǌƛǎƪ ŀǎǎŜǎǎƳŜƴǘǎΣ ǿƛǘƘ ǇǊƻŀŎǝǾŜ ŀƴŘ ǊŜŀŎǝǾŜ ŎŀǇŀōƛƭƛǝŜǎ ƛǎ 

ŜǎǎŜƴǝŀƭ ǘƻ ŜƴǎǳǊŜ ǘƘŜ ǎŜŎǳǊƛǘȅ ƻŦ ǇƻǿŜǊ ǎȅǎǘŜƳǎΦ 5ƛƎƛǘŀƭƛȊŀǝƻƴ ǎƘƻǳƭŘ ƴƻǘ ƎŜƴŜǊŀǘŜ ƴŜǿ 

ǾǳƭƴŜǊŀōƛƭƛǝŜǎ ŀƴŘ ƧŜƻǇŀǊŘƛȊŜ ǘƘŜ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎ ōǳǘ ǎƘƻǳƭŘ ŜƴƘŀƴŎŜ ǊŜǎƛƭƛŜƴŎŜ ŀƴŘ ǊŜƭƛŀōƛƭƛǘȅΦ 

5ƛƎƛǘŀƭ ǎƻƭǳǝƻƴǎ ǎƘƻǳƭŘ ōŜ ǾŀƭƻǊƛǎŜŘ ǘƻ ƳŀȄƛƳƛȊŜ ǘƘŜ ǳǎŀƎŜ ƻŦ ƎǊƛŘ ŀǎǎŜǘǎ ŀƴŘ ǘƘŜƛǊ ŎŀǇŀōƛƭƛǝŜǎΦ ¢ƘŜ 

ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘǎ ƘŀǾŜ ōŜŜƴ ŘŜǎƛƎƴŜŘ ǘƻ ƻǇŜǊŀǘŜ ǿƛǘƘ ǎŀŦŜ ƳŀǊƎƛƴǎ ǊŜƎŀǊŘƛƴƎ ǇƻǿŜǊ ǊŀǝƴƎ ŀƴŘ ƭƻŀŘƛƴƎΦ 

¢ƘŜǊŜ ŀǊŜ ǾŀǊƛƻǳǎ ǇƻǎǎƛōƭŜ ŘƛƎƛǘŀƭ ŀƴŘ ǎŜƴǎƻǊπōŀǎŜŘ ǎƻƭǳǝƻƴǎ ŦƻǊ ƛƳǇǊƻǾƛƴƎ ǘƘŜ ǳǝƭƛȊŀǝƻƴ ƻŦ ǘƘŜ ŬƴƛǘŜ 

ǊŜǎƻǳǊŎŜ ƻŦ ǘƘŜ ŎǊƻǎǎπōƻǊŘŜǊ ǘǊŀƴǎƳƛǎǎƛƻƴ ƭƛƴŜǎ ŀƴŘ ŎŜǊǘŀƛƴ ǾƛŜǿǇƻƛƴǘǎ ǎƘƻǳƭŘ ōŜ ŎƻƴǎƛŘŜǊŜŘΣ ǎǳŎƘ ŀǎ 

ǘƘŜ ŀǾŀƛƭŀōƭŜ ǎǳǊǇƭǳǎ ǘǊŀƴǎŦŜǊ ŎŀǇŀŎƛǘȅΣ ƻǇŜǊŀǝƻƴŀƭ ǎŀŦŜǘȅΣ ŜŎƻƴƻƳƛŎŀƭ ŀǎǇŜŎǘǎΣ ƭŜƎŀƭ ŀǳǘƘƻǊƛȊŀǝƻƴ 

ǇǊƻŎŜǎǎΦ {ŜǾŜǊŀƭ ŀǇǇƭƛŎŀǝƻƴǎ ƘŀǾŜ ōŜŜƴ ŘŜǾŜƭƻǇŜŘ ŀƴŘ ǘŜǎǘŜŘ ƛƴ 9ǳǊƻǇŜŀƴ ǇǊƻƧŜŎǘǎΣ ƘƻǿŜǾŜǊ ǘƘŜǊŜ ƛǎ 

ŀ ƴŜŜŘ ǘƻ ƛƴŎƭǳŘŜ ŘƛƎƛǘŀƭ ǎƻƭǳǝƻƴǎ ƛƴ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎ ŀƴŘ ƻǇŜǊŀǝƻƴ ŘŜǾŜƭƻǇƳŜƴǘǎ ŦƻǊ ƻǇǝƳƛȊƛƴƎ 

ŎŀǇŀŎƛǘȅ ǳǎŀƎŜΦ 

! ǎƪƛƭƭŜŘ ǿƻǊƪŦƻǊŎŜ ǿŜƭƭπǾŜǊǎŜŘ ƛƴ ŘƛƎƛǘŀƭ ǘŜŎƘƴƻƭƻƎƛŜǎ ƛǎ ŜǎǎŜƴǝŀƭ ŦƻǊ ǘƘŜ ŦǳǘǳǊŜ ƻŦ ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊΦ 

Lƴ Ƴƻǎǘ ŎƻǳƴǘǊƛŜǎΣ ǘƘŜ ƭƛōŜǊŀƭƛȊŀǝƻƴ ƻŦ ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊ ŀƴŘ ǎƳŀǊǘ ƎǊƛŘ ŘŜǇƭƻȅƳŜƴǘ Ƙŀǎ ƻŎŎǳǊǊŜŘ ƛƴ 

ǘƘŜ ƭŀǎǘ ŎƻǳǇƭŜ ƻŦ ŘŜŎŀŘŜǎΦ {ƛƴŎŜ ǘƘŜ ǇŀŎŜ ƻŦ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƛǎ ǊŜŀƭƭȅ ŦŀǎǘΣ ǘƘŜǊŜ ƛǎ ŀƭǊŜŀŘȅ ŀ ƴŜŜŘ ŦƻǊ ŀ 

ƘƛƎƘ ƴǳƳōŜǊ ƻŦ ŘƛƎƛǘŀƭƭȅ ǎƪƛƭƭŜŘ ǿƻǊƪŜǊǎ ŀŎǊƻǎǎ ǘƘŜ ŜƴǝǊŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊΣ ƛƴ ŎƻƳǇŀƴƛŜǎ ǿƛǘƘ ŘƛũŜǊŜƴǘ 

ǊƻƭŜǎ ƛƴ ǘƘŜ ǾŀƭǳŜ ŎƘŀƛƴ ƛΦŜΦ ǇǊƻŘǳŎŜǊǎΣ ǎǳǇǇƭƛŜǊǎΣ ƻǇŜǊŀǘƻǊǎΣ ǊŜƎǳƭŀǘƻǊǎΦ 9ǎǇŜŎƛŀƭƭȅ ƛƴ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴ 

ǇǊŀŎǝŎŜǎ Lƻ¢ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜǎ ŦƻǊ ǊŜŀƭπǝƳŜ ŎƻƴǘǊƻƭ ŀƴŘ ŘŜŎƛǎƛƻƴπƳŀƪƛƴƎ ŀǘ ŀƭƭ ǾƻƭǘŀƎŜ ƭŜǾŜƭǎ ƛǎ 

ǘǊŀƴǎŦƻǊƳƛƴƎ ǘƻ Ŧǳƭƭȅ ŘƛƎƛǘŀƭƛȊŜŘ ǇǊƻŎŜǎǎΣ ƛƴ ǊŜǎǇŜŎǘ ŀƭǎƻ ǿƛǘƘ ƳƻŘŜǊƴ ƎǊƛŘ ŀǎǎŜǘǎ ƛƴ ǘƘŜ ŬŜƭŘΦ Lƴ ǘƘŜ ƎǊƛŘ 

ŀǎǎŜǘǎ ƳŀƴŀƎŜƳŜƴǘΣ ǘƘŜ ƳŀƛƴǘŜƴŀƴŎŜ ǇŜǊǎƻƴƴŜƭ ƴŜŜŘ ǘƻ Ǉŀǎǎ ǘƘŜƛǊ ŜȄǇŜǊǝǎŜ ǘƻ ǘƘŜ ƴŜȄǘ ƎŜƴŜǊŀǝƻƴ 

ƻŦ ǎƪƛƭƭŜŘ ǿƻǊƪŦƻǊŎŜ ƛƴ ƻǊŘŜǊ ǘƻ ŜƴŀōƭŜ ǘƘŜƳ ǘƻ ŀŘŀǇǘ ǘƘŜ ƭŜƎŀŎȅ ŜǉǳƛǇƳŜƴǘ ǿƛǘƘ ǘƘŜ ŘƛƎƛǘŀƭ ǳǇƎǊŀŘŜǎΦ 

¢Ƙƛǎ Ŏŀƴ ōŜ ƳŀƴŀƎŜŘ ƛƴ ŀ ǎȅǎǘŜƳŀǝŎ ǿŀȅ ƛƴ ǘƘŜ ǎȅǎǘŜƳ ƻǇŜǊŀǘƻǊΩǎ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ DƻǾŜǊƴƳŜƴǘǎ 

ŀƴŘ ǇƻƭƛŎȅ ƳŀƪŜǊǎ ƴŜŜŘ ǘƻ ŜƴǎǳǊŜ ǘƘŜȅ ƳŀƴŀƎŜ ǘƘŜ ƛƳǇŀŎǘǎ ƻŦ ƛƴŎǊŜŀǎŜŘ ŀǳǘƻƳŀǝƻƴ ƻƴ ǇŜǊǎƻƴƴŜƭ 

ǘƘǊƻǳƎƘ ǊŜǎƪƛƭƭƛƴƎ ŀƴŘ ƛƴŎŜƴǝǾƛǎƛƴƎ ƻƴπǘƘŜπƧƻō ǘǊŀƛƴƛƴƎΦ 

5.4 Analysis of Digitalization Gaps and Opportunities in the 

Interconnected Energy Markets 

5ƛƎƛǘŀƭƛȊŀǝƻƴ ƛǎ ƛƴŎǊŜŀǎƛƴƎƭȅ ŎƻƴǎƛŘŜǊŜŘ ŀǎ ŀ ƪŜȅ ŜƴŀōƭŜǊ ǘƻ ǘƘŜ ŘŜŎŀǊōƻƴƛȊŀǝƻƴ ŀƴŘ ǘƘŜ 

ŘŜƳƻŎǊŀǝȊŀǝƻƴ ƻŦ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎ ƛƴ ƎŜƴŜǊŀƭΣ ŀƴŘ ƻŦ ŜƭŜŎǘǊƛŎƛǘȅ ǎȅǎǘŜƳǎ ƛƴ ǇŀǊǝŎǳƭŀǊΦ Lƴ ŦŀŎǘΣ ǘƘŜ 

ƳŀǎǎƛǾŜ ŀŘƻǇǝƻƴ ƻŦ ƴŜǿ ŀƴŘ ƳƻǊŜ ǇƻǿŜǊŦǳƭ ŘƛƎƛǘŀƭ ǘŜŎƘƴƻƭƻƎƛŜǎ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǎȅǎǘŜƳǎ ŀƭƭƻǿǎ 

ƎŜǩƴƎ ŀƴŘ ǘǊŜŀǝƴƎ ƭŀǊƎŜǊ ŀƳƻǳƴǘǎ ƻŦ ŘŀǘŀΣ ŎƻƴƴŜŎǝƴƎ ƳƻǊŜ ŀƴŘ ƳƻǊŜ ŜǉǳƛǇƳŜƴǘ ŀƴŘ ƛƳǇƭŜƳŜƴǝƴƎ 

ƳƻǊŜ ŎƻƳǇƭŜǘŜ ŀƴŘ ŀŘŜǉǳŀǘŜ ŎƻƴǘǊƻƭ ŀƭƎƻǊƛǘƘƳǎΦ !ƭǘƻƎŜǘƘŜǊΣ ǘƘŜǎŜ ƳƻǾŜǎ ǇŀǾŜ ǘƘŜ ǿŀȅ ǘƻ ǘƘŜ 

ƛƴŎǊŜŀǎƛƴƎ ƛƴǎǘŀƭƭŀǝƻƴ ƻŦ ǊŜƴŜǿŀōƭŜ ŜƴŜǊƎȅ ǎƻǳǊŎŜǎΣ ǘƘŜ ǇŀǊǝŎƛǇŀǝƻƴ ƻŦ ƭŀǊƎŜǊ ŀƳƻǳƴǘǎ ƻŦ ŜƴŘ ǳǎŜǊǎ 

ƛƴ ŘƛũŜǊŜƴǘ ǎƻǊǘǎ ƻŦ ƳŀǊƪŜǘ ƳŜŎƘŀƴƛǎƳǎ ŀƴŘ ǘƘŜǎŜ ŎƘŀƴƎŜǎ ŀǊŜ ŀƭǊŜŀŘȅ ŘŜŬƴƛǘŜƭȅ ŎƻƴǘǊƛōǳǝƴƎ ǘƻ 
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ǊŜŘǳŎŜ DID ŜƳƛǎǎƛƻƴǎ ǿƛǘƘƛƴ ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ ǎŜŎǘƻǊΦ 5ƛƎƛǘŀƭƛȊŀǝƻƴ ƛǎ ŀƭǎƻ ŎǊŜŀǝƴƎ ǘƘŜ ŎƻƴŘƛǝƻƴǎ ǘƻ 

ŜƭŜŎǘǊƛŦȅ ǎŜǾŜǊŀƭ ŜƴŜǊƎȅ ŘŜƳŀƴŘǎ ǇƻǿŜǊŜŘ ǳƴǝƭ ƴƻǿ ōȅ ƻǘƘŜǊ ŜƴŜǊƎȅ ǾŜŎǘƻǊǎ ŀƴŘ ƛǘ ƛǎ ŜƳǇƻǿŜǊƛƴƎ ŜƴŘ 

ŎƻƴǎǳƳŜǊǎ ǘƘǳǎ ǘǳǊƴƛƴƎ ǘƘŜ ǊŜƭŀǝƻƴ ōŜǘǿŜŜƴ ƎŜƴŜǊŀǝƻƴ ŀƴŘ ŘŜƳŀƴŘ ƳƻǊŜ ǎȅƳƳŜǘǊƛŎŀƭ ŀƴŘ ǘƘŜ 

ƳŀǊƪŜǘǎ ƳƻǊŜ ŎƻƳǇŜǝǝǾŜΦ 

Lƴ ǘƘŜ ŎƻƴǘŜȄǘ ƻŦ ƛƴǘŜǊŎƻƴƴŜŎǘŜŘ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎΣ ŘƛƎƛǘŀƭƛȊŀǝƻƴ Ǉƭŀȅǎ ŀ ŎǊǳŎƛŀƭ ǊƻƭŜ ƛƴ ŜƴƘŀƴŎƛƴƎ ǘƘŜ 

ŜŶŎƛŜƴŎȅΣ ǊŜƭƛŀōƛƭƛǘȅΣ ŀƴŘ ǎǳǎǘŀƛƴŀōƛƭƛǘȅ ƻŦ 9ǳǊƻǇŜΩǎ ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ LƴǘŜǊŎƻƴƴŜŎǝƴƎ 9ƴŜǊƎȅ aŀǊƪŜǘǎ ŀǘ 

9ǳǊƻǇŜŀƴ ƭŜǾŜƭ Ŏŀƴ ƻǇǝƳƛȊŜ ǘƘŜ ǳǎŜ ƻŦ ǊŜƴŜǿŀōƭŜ ǊŜǎƻǳǊŎŜǎ ŀƴŘ ōŀƭŀƴŎƛƴƎ ǎǳǇǇƭȅ ŀƴŘ ŘŜƳŀƴŘ ƳƻǊŜ 

ŜũŜŎǝǾŜƭȅΦ ¢Ƙƛǎ ƛƴǘŜǊŎƻƴƴŜŎǝƻƴ ƴƻǘ ƻƴƭȅ ŜƴƘŀƴŎŜǎ ŜƴŜǊƎȅ ǎŜŎǳǊƛǘȅ ōȅ ŀƭƭƻǿƛƴƎ ŎƻǳƴǘǊƛŜǎ ǘƻ ǊŜƭȅ ƻƴ 

ǘƘŜƛǊ ƴŜƛƎƘōƻǳǊǎ ŘǳǊƛƴƎ ǎƘƻǊǘŀƎŜǎ ƻǊ ǇŜŀƪ ŘŜƳŀƴŘ ǇŜǊƛƻŘǎ ōǳǘ ŀƭǎƻ ŦƻǎǘŜǊǎ ŎƻƳǇŜǝǝƻƴΣ ƭŜŀŘƛƴƎ ǘƻ 

ƳƻǊŜ ŎƻƳǇŜǝǝǾŜ ŜƴŜǊƎȅ ǇǊƛŎŜǎ ŦƻǊ ŎƻƴǎǳƳŜǊǎΦ 

CǳǊǘƘŜǊƳƻǊŜΣ ƛƴǘŜǊŎƻƴƴŜŎǘŜŘ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎ ǎǳǇǇƻǊǘ ǘƘŜ 9¦Ωǎ ŎƭƛƳŀǘŜ Ǝƻŀƭǎ ōȅ ŦŀŎƛƭƛǘŀǝƴƎ ǘƘŜ 

ƛƴǘŜƎǊŀǝƻƴ ƻŦ ǊŜƴŜǿŀōƭŜ ŜƴŜǊƎȅ ǎƻǳǊŎŜǎΣ ǊŜŘǳŎƛƴƎ ǘƘŜ ƴŜŜŘ ŦƻǊ Ŧƻǎǎƛƭ ŦǳŜƭπōŀǎŜŘ ǇƻǿŜǊ ƎŜƴŜǊŀǝƻƴΦ 

hǾŜǊŀƭƭΣ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ŀ Ǉŀƴπ9ǳǊƻǇŜŀƴ ƎǊƛŘ ǎŜǊǾƛŎŜ ŀǊŎƘƛǘŜŎǘǳǊŜ ƛǎ ŜǎǎŜƴǝŀƭ ŦƻǊ ŎǊŜŀǝƴƎ ŀ 

ǊŜǎƛƭƛŜƴǘΣ ƅŜȄƛōƭŜΣ ŀƴŘ ǎǳǎǘŀƛƴŀōƭŜ ŜƴŜǊƎȅ ŦǳǘǳǊŜ ŦƻǊ 9ǳǊƻǇŜΦ 

.ŜŦƻǊŜ ŜƴǳƳŜǊŀǝƴƎ ǎƻƳŜ ƻŦ ǘƘŜ ŎƘŀƭƭŜƴƎŜǎΣ ƻǇǇƻǊǘǳƴƛǝŜǎ ŀƴŘ ƎŀǇǎ ǊŀƛǎŜŘ ōȅ ǘƘŜ ƛƴŎǊŜŀǎƛƴƎ 

ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƻŦ ƛƴǘŜǊŎƻƴƴŜŎǘŜŘ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎΣ ŀƴŘ ŀŎŎƻǊŘƛƴƎ ǘƻ L9! ώнмϐΣ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƛƴ ǘƘŜ ŎƻƴǘŜȄǘ 

ƻŦ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎ ƛǎ ǊŜƭŀǘŜŘ ǘƻ ǘƘǊŜŜ Ƴŀƛƴ ŀǎǇŜŎǘǎ ŀǎ ŦƻƭƭƻǿǎΥ 

¶ Data gathering ς the reduction of the cost of sensors and data storage devices is creating the 

conditions to collect larger volumes of data, both by the increasing number of monitored 

points and variables and by the increasing sampling frequency that can be eventually adopted. 

¶ Data treatment ς because of the previous aspect, larger volumes of data must be transmitted 

and treated. In this context, rather than just transmitting large quantities of data to 

increasingly more powerful control centres, it seems much more adequate and efficient to 

adopt hierarchical structures in which raw data recorded locally is immediately subjected to 

some preliminary treatment, and the treated data then transmitted to higher-level structures. 

In any case, the volumes of data to treat (due to the increasing number of sensors and to the 

increase of the sampling frequency) will certainly be enormous thus requiring the 

development of data analytics techniques and new computing capabilities. Still related with 

data, power and energy system engineers must carefully decide on what type of aggregated 

information will be produced based on raw data. This information should be meaningful in 

terms of enabling operators or end users to understand the key aspects of the energy systems 

while ensuring that they will not be sunk in large amounts of information that is impossible to 

assimilate in due time. 

¶ Communication links ς as inferred from the previous two aspects, in parallel to the 

development of the existing infrastructure of energy systems, it is necessary to implement 

increasingly powerful communication links and data exchange mechanisms among machines 

and different sorts of devices and powerful interfaces with humans. As mentioned before, it 

will be pointless having an operator submerged in large amounts of untreated and raw data 

which raises the question of how to aggregate data without losing its meaning and its capacity 

to represent events in energy systems. 

IŀǾƛƴƎ ŀŘŘǊŜǎǎŜŘ ŀƴŘ ŎƘŀǊŀŎǘŜǊƛȊŜŘ ǘƘŜǎŜ ǘƘǊŜŜ ŀǎǇŜŎǘǎΣ ǘƘŜ ǊŜǎǘ ƻŦ ǘƘƛǎ ǎŜŎǝƻƴ ŘŜǘŀƛƭǎ ǎƻƳŜ ƻŦ ǘƘŜ 

ŎƘŀƭƭŜƴƎŜǎΣ ƻǇǇƻǊǘǳƴƛǝŜǎ ŀƴŘ ƎŀǇǎ ǊŀƛǎŜŘ ōȅ ǘƘŜ ƛƴŎǊŜŀǎƛƴƎ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƻŦ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎ ƛƴ ƎŜƴŜǊŀƭ 

ŀƴŘ ƻŦ ƛƴǘŜǊŎƻƴƴŜŎǘŜŘ ŜƭŜŎǘǊƛŎƛǘȅ ǎȅǎǘŜƳǎΣ ƛƴ ǇŀǊǝŎǳƭŀǊΥ 
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5.4.1 Increased management efficiency 

¢ƘŜ ƛƴŎǊŜŀǎŜŘ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƻŦ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎ ŀƴŘ ƳŀǊƪŜǘǎ Ŏŀƴ ŎƻƴǘǊƛōǳǘŜ ǘƻ ƛƴŎǊŜŀǎƛƴƎ ǘƘŜ 

ŜŶŎƛŜƴŎȅ ƻŦ ǘƘŜ ǎŜŎǘƻǊΣ ƳŀƪƛƴƎ ƭƻƎƛǎǝŎǎ ƳƻǊŜ ŜŶŎƛŜƴǘ ŀƴŘ ǘƘǳǎ ŎƻƴǘǊƛōǳǝƴƎ ǘƻ ǊŜŘǳŎƛƴƎ ǘƘŜ ŜƴŜǊƎȅ 

ǇǊƛŎŜǎΦ !ǎ ŀ ŎƘŀƭƭŜƴƎŜΣ ǘƘƛǎ ŜƭŜŎǘǊƛŎƛǘȅ ǇǊƛŎŜ ǊŜŘǳŎǝƻƴ Ŏŀƴ ƛƴŘǳŎŜ ŘŜƳŀƴŘ ǘǊŀƴǎŦŜǊǎ ŦǊƻƳ ƻǘƘŜǊ ŜƴŜǊƎȅ 

ǾŜŎǘƻǊǎ ǘƻ ŜƭŜŎǘǊƛŎƛǘȅ ƻǊΣ ƛŦ ǘƘƛǎ ǇǊƛŎŜ ǊŜŘǳŎǝƻƴ ƛǎ ƎŜƴŜǊŀƭ ǘƻ ŀƭƭ ŜƴŜǊƎȅ ǾŜŎǘƻǊǎΣ ƛǘ Ŏŀƴ ƻǊƛƎƛƴŀǘŜ ŀ ǊŜōƻǳƴŘ 

ŜũŜŎǘ ƻŦ ŎƻƴǎǳƳǇǝƻƴ ƛƴŎǊŜŀǎŜ ŀƴŘ ǎǳōǎŜǉǳŜƴǘ ǇǊƛŎŜ ƛƴŎǊŜŀǎŜǎΦ 

¢ƘŜ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƻŦ ǇƻǿŜǊ ǎȅǎǘŜƳǎ Ŏŀƴ ƘŜƭǇ ǘƻ ŎƻǳƴǘŜǊŀŎǘ ǘƘƛǎ ŜǾŜƴǘǳŀƭ ǊŜōƻǳƴŘ ŜũŜŎǘ ƎƛǾŜƴ ǘƘŀǘ 

ƎŜƴŜǊŀǝƻƴ ŎƻƳǇŀƴƛŜǎ Ŏŀƴ ƳƻǊŜ Ŝŀǎƛƭȅ ǎǇƻǘ ǎǳǇǇƭȅ ǇǊƻōƭŜƳǎ ŀƴŘ ŘŜǾŜƭƻǇ ōŜǧŜǊ ǉǳŀƭƛǘȅ ŦƻǊŜŎŀǎǘǎΣ ōƻǘƘ 

ǊŜƎŀǊŘƛƴƎ ǘƘŜ ŘŜƳŀƴŘ ŀƴŘ ǘƘŜ ŀǾŀƛƭŀōƭŜ ǊŜƴŜǿŀōƭŜ ǊŜǎƻǳǊŎŜǎΦ ¢Ƙƛǎ ǿƛƭƭ ŜƴŀōƭŜ ǘƘŜƳ ǘƻ ŀŘƻǇǘ ƭƻǿŜǊ 

Ŏƻǎǘ ƎŜƴŜǊŀǝƻƴ ǎǘǊŀǘŜƎƛŜǎ ŀƴŘ ǘƻ ƳƻǊŜ ŀŎŎǳǊŀǘŜƭȅ ƳŀǘŎƘ ƎŜƴŜǊŀǝƻƴ ǿƛǘƘ ŘŜƳŀƴŘ ǎƻ ǘƘŀǘ ǳƴōŀƭŀƴŎŜǎ 

ŀǊŜ ƳƛƴƛƳƛȊŜŘΦ 

5.4.2 Electrification of other activities 

¢ƘŜ ǇǊƻƎǊŜǎǎƛǾŜ ǊŜŘǳŎǝƻƴ ƻŦ DID ŜƳƛǎǎƛƻƴǎ ǘƻ ŎƻǳƴǘŜǊŀŎǘ ŎƭƛƳŀǘŜ ŎƘŀƴƎŜ ƛǎ ŎŜǊǘŀƛƴƭȅ ŀ ǿŜƭƭπ

ŜǎǘŀōƭƛǎƘŜŘ Ǝƻŀƭ ǿƛǘƘƛƴ 9¦ ŎƻǳƴǘǊƛŜǎΦ Lǘ ƛǎ ƴƻǿ ǿŜƭƭ ŀŎŎŜǇǘŜŘ ǘƘŀǘ ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ ǎŜŎǘƻǊ ƛǎ ǇŜǊƘŀǇǎ ǘƘŜ 

ŜŎƻƴƻƳƛŎ ǎŜŎǘƻǊ ǘƘŀǘ ƛǎ ŘƛǎǇƭŀȅƛƴƎ ƛƳǇǊƻǾŜŘ ǇŜǊŦƻǊƳŀƴŎŜ ƛƴ ǘŜǊƳǎ ƻŦ ƛƴŎǊŜŀǎƛƴƎ ǘƘŜ ǳǎŜ ƻŦ ǊŜƴŜǿŀōƭŜ 

ǊŜǎƻǳǊŎŜǎΦ  

hƴ ǘƘŜ ƻǘƘŜǊ ƘŀƴŘΣ ƛǘ ƛǎ ǿŜƭƭ ǳƴŘŜǊǎǘƻƻŘ ǘƘŀǘ ǘƘŜ ƛƴŎǊŜŀǎŜ ƛƴ ǎƘŀǊŜ ƻŦ ǊŜƴŜǿŀōƭŜ ǎƻǳǊŎŜǎ ƛƴ ǘŜǊƳǎ 

ƻŦ ǘƘŜ ŜƴǝǊŜ ŜƴŜǊƎȅ ŘŜƳŀƴŘ Ŏŀƴƴƻǘ ōŜ ŀŎŎƻƳǇƭƛǎƘŜŘ ǿƛǘƘƻǳǘ ŀŎǝƴƎ ƻƴ ǘƘŜ ǘǊŀƴǎǇƻǊǘŀǝƻƴ ǎŜŎǘƻǊΦ ¢Ƙƛǎ 

ƳŜŀƴǎ ǘƘŀǘ ŀǘ ƭŜŀǎǘ ŦƻǊ ǇŀǎǎŜƴƎŜǊ ŎŀǊǎΣ ƛǘ ƛǎ ŜȄǇŜŎǘŜŘ ǘƘŀǘ ǘƘŜ ƴǳƳōŜǊ ƻŦ 9±ǎ ǿƛƭƭ ŎƻƴǝƴǳŜ ǘƻ ƛƴŎǊŜŀǎŜΣ 

ōǳǘ ƳŀȅōŜ ƴƻǘ ŀǘ ǎƻ Ŧŀǎǘ ŀ ǇŀŎŜ ǘƘŀǘ ǿŀǎ ŜȄǇŜŎǘŜŘ ǎƻƳŜ ȅŜŀǊǎ ŀƎƻΦ ¢Ƙƛǎ ƳŜŀƴǎ ǘƘŀǘ ǎƻƳŜ Ŧƻǎǎƛƭ ŦǳŜƭ 

ǘǊŀŘƛǝƻƴŀƭ ŘŜƳŀƴŘǎ ŀǊŜ ƳƻǾƛƴƎ ǘƻ ŜƭŜŎǘǊƛŎƛǘȅΣ ǘƘǳǎ ƛƴŎǊŜŀǎƛƴƎ ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ ŘŜƳŀƴŘΦ Lƴ ǘǳǊƴΣ ǘƘƛǎ ǿƛƭƭ 

ƭƛƪŜƭȅ ŎƘŀƴƎŜ ǘƘŜ ǎƘŀǇŜ ƻŦ ŘŜƳŀƴŘ ŘƛŀƎǊŀƳǎΣ ŀƴŘ ƛǘ ǿƛƭƭ ǊŜǉǳƛǊŜ ƳƻǊŜ ƛƴǾŜǎǘƳŜƴǘǎ ƛƴ ǎŜǾŜǊŀƭ ŀǊŜŀǎ ƻŦ 

ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ ǎȅǎǘŜƳǎΦ 

5.4.3 Increase of the use of renewable energy sources 

¢ƘŜ ǊŜŘǳŎǝƻƴ ƻŦ DID ŜƳƛǎǎƛƻƴǎ ƛǎ ōŜƛƴƎ ǎǳǇǇƻǊǘŜŘ ōȅ ǘƘŜ ƛƴŎǊŜŀǎƛƴƎ ǳǎŜ ƻŦ ǊŜƴŜǿŀōƭŜ ǎƻǳǊŎŜǎ ŀǎ 

t±Σ ǿƛƴŘΣ ōƛƻƳŀǎǎΣ ōƛƻŦǳŜƭǎ ŀƴŘ ƎŜƻǘƘŜǊƳŀƭ όƛƴ ǘƘƛǎ ŎŀǎŜΣ ƛƴ ǎǇŜŎƛŬŎ ƭƻŎŀǝƻƴǎύΣ ŀƴŘ ŀƭǎƻ ƻǘƘŜǊ ƭŜǎǎ 

ƳŀǘǳǊŜ ǘŜŎƘƴƻƭƻƎƛŜǎ ǎǳŎƘ ŀǎ ǿŀǾŜ ŜƴŜǊƎȅΦ ¢ƘŜ ǇǊŜǎŜƴŎŜ ƻŦ ƛƴŎǊŜŀǎƛƴƎ ŎŀǇŀŎƛǘȅ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜǎŜ 

ǘŜŎƘƴƻƭƻƎƛŜǎ ƛǎ ŎƘŀƭƭŜƴƎƛƴƎ ŀƴŘ ǎŜǾŜǊŀƭ ŎƻǳƴǘǊƛŜǎ ƘŀǾŜ ƛƴŎƭǳŘŜŘ ƛƴ ǘƘŜƛǊ bŀǝƻƴŀƭ tƭŀƴǎ ŦƻǊ ǘƘŜ 9ƴŜǊƎȅ 

ŀƴŘ /ƭƛƳŀǘŜ ǾŜǊȅ ŀƳōƛǝƻǳǎ ǘŀǊƎŜǘǎ ƛƴ ǘŜǊƳǎ ƻŦ ǘƘŜ ǇŜǊŎŜƴǘŀƎŜ ƻŦ ŜƭŜŎǘǊƛŎƛǘȅ ŦǊƻƳ ǊŜƴŜǿŀōƭŜ ǎƻǳǊŎŜǎ 

ƛƴ ǘƘŜ ƎŜƴŜǊŀǝƻƴ ƳƛȄΦ ¢Ƙƛǎ ŎŜǊǘŀƛƴƭȅ ǊŜǉǳƛǊŜǎ ƳƻǊŜ ŀŘǾŀƴŎŜŘ ŦƻǊŜŎŀǎǝƴƎ ŀƭƎƻǊƛǘƘƳǎΣ ƭŀǊƎŜǊ ŀƳƻǳƴǘǎ 

ƻŦ Řŀǘŀ Ƴǳǎǘ ōŜ ŎƻƭƭŜŎǘŜŘΣ ǘǊŜŀǘŜŘ ŀƴŘ ŎƻƳƳǳƴƛŎŀǘŜŘ ŜǾŜƴǘǳŀƭƭȅ ŀǘ ƘƛƎƘŜǊ ŦǊŜǉǳŜƴŎȅ ǊŀǘŜǎ ǘƘŀƴ ǘƻŘŀȅΦ 

hƴŎŜ ŀƎŀƛƴΣ ŘƛƎƛǘŀƭƛȊŀǝƻƴ Ŏŀƴ ōŜ ǘƘŜ ŜƴŀōƭŜǊ ǘƻ ǘƘƛǎ ƴŜǿ ǇƻǿŜǊ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴ ƻŦ ŎǳǊǊŜƴǘ ŜƭŜŎǘǊƛŎƛǘȅ 

ƳŀǊƪŜǘǎΦ 

{ŜǾŜǊŀƭ ȅŜŀǊǎ ŀƎƻΣ ƴŀǝƻƴŀƭ ƎƻǾŜǊƴƳŜƴǘǎ ŀŘƻǇǘŜŘ ǎǳōǎƛŘƛȊŜŘ ǘŀǊƛũǎ ǘƻ ƛƴŘǳŎŜ ƛƴǾŜǎǘƳŜƴǘǎ ƛƴ 

ǊŜƴŜǿŀōƭŜ ǎƻǳǊŎŜǎΦ ¢Ƙƛǎ ǘȅǇƛŎŀƭƭȅ ǊŜǇǊŜǎŜƴǘŜŘ ŀƴ ŀŘŘƛǝƻƴŀƭ Ŏƻǎǘ ǘƻ ŎƻƴǎǳƳŜǊǎΣ ōǳǘ ǘƘƛǎ ǎǘǊŀǘŜƎȅ ǿŀǎ 

ƴƻǘ ǉǳŜǎǝƻƴŜŘ ǎƛƴŎŜ ǘƘŜ ƛƴǎǘŀƭƭŜŘ ŎŀǇŀŎƛǝŜǎ ǿŜǊŜ ǎǝƭƭ ǎƳŀƭƭΦ ¢ƘŜƴΣ ǘŜŎƘƴƻƭƻƎƛŜǎ Ǝƻǘ ƳƻǊŜ ƳŀǘǳǊŜΣ ŀƴŘ 

ǘƘŜ ƛƴǎǘŀƭƭŜŘ ŎŀǇŀŎƛǝŜǎ ǎǘŀǊǘŜŘ ǘƻ ǊƛǎŜΣ ŀƴŘΣ ŀǎ ƳŜƴǝƻƴŜŘ ǇǊŜǾƛƻǳǎƭȅΣ ǘƘŜȅ ǿƛƭƭ ƛƴŎǊŜŀǎŜ ŜǾŜƴ ƳƻǊŜ ƛƴ 

ǘƘŜ ƴŜȄǘ ȅŜŀǊǎΦ ¢Ƙƛǎ ƳŜŀƴǎ ǘƘƛǎ ǎǳōǎƛŘƛȊŀǝƻƴ ŀǇǇǊƻŀŎƘ ƛǎ ƴƻ ƭƻƴƎŜǊ ǎǳǎǘŀƛƴŀōƭŜ ŀƴŘ ƴŜǿ ǿƛƴŘ ŀƴŘ t± 

ǳƴƛǘǎΣ ŀǎ ǿŜƭƭ ŀǎ ǘƘŜ ŜȄƛǎǝƴƎ ƻƴŜǎ ǿƘŜƴ ǘƘŜ ǎǳōǎƛŘƛȊŀǝƻƴ ǇŜǊƛƻŘ ŜƴŘǎΣ ǿƛƭƭ ƘŀǾŜ ǘƻ ōƛŘ ƛƴ ŜƭŜŎǘǊƛŎƛǘȅ 

ƳŀǊƪŜǘǎ ƻǊ ƎŜǘ ōƛƭŀǘŜǊŀƭ ŎƻƴǘǊŀŎǘǎΦ  

¢Ƙƛǎ ƳŜŀƴǎ ǘƘŀǘ ǘƘŜ ƴǳƳōŜǊ ƻŦ ƎŜƴŜǊŀǝƻƴ ŀƎŜƴǘǎ ƛƴ ǘƘŜ ƳŀǊƪŜǘ ǿƛƭƭ ƛƴŎǊŜŀǎŜΣ ǎŜǾŜǊŀƭ ƻŦ ǘƘŜƳ ƘŀǾƛƴƎ 

ǾŜǊȅ ǊŜŘǳŎŜŘ ƻǊ ŜǾŜƴ ȊŜǊƻ ƳŀǊƎƛƴŀƭ ŎƻǎǘǎΦ !ǎ ŀ ǊŜǎǳƭǘΣ ŜƭŜŎǘǊƛŎƛǘȅ ƳŀǊƪŜǘǎ ǿƛƭƭ ōŜŎƻƳŜ ƳƻǊŜ ŎƻƳǇŜǝǝǾŜ 
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ǿƛǘƘ ǎƻƳŜ ŘŀȅƭƛƎƘǘ ƘƻǳǊǎ ƘŀǾƛƴƎ ǾŜǊȅ ǊŜŘǳŎŜŘΣ ȊŜǊƻ ƻǊ ŜǾŜƴ ƴŜƎŀǝǾŜ ǇǊƛŎŜǎΣ ǿƘƛƭŜ ƛƴ ǎƻƳŜ ƻǘƘŜǊπƘƻǳǊǎ 

ǇǊƛŎŜǎ ǿƛƭƭ ǇŜŀƪ ǿƘŜƴ ǘƘŜ ƳŀǊƎƛƴŀƭ ǘŜŎƘƴƻƭƻƎȅ ōŜŎƻƳŜǎ ŀ //D¢Σ ŦƻǊ ƛƴǎǘŀƴŎŜΦ  

¢Ƙƛǎ ŜǾƻƭǳǝƻƴ ƳŀƪŜǎ ǘƘŜ ƻǇŜǊŀǝƻƴ ƻŦ ŜƭŜŎǘǊƛŎƛǘȅ ƳŀǊƪŜǘǎ ƳƻǊŜ ŎƘŀƭƭŜƴƎƛƴƎ ƛƴ ǎŜǾŜǊŀƭ ǿŀȅǎΦ hƴ ǘƘŜ 

ƻƴŜ ƘŀƴŘΣ ǘǊŀŘƛǝƻƴŀƭ ǘƘŜǊƳŀƭ ǳƴƛǘǎ ōŜŎƻƳŜ ƭŜǎǎ ǳǎŜŘΣ ǿƛƭƭ ƘŀǾŜ ƭƻǿŜǊ ǊŜǾŜƴǳŜǎ ŀƴŘ ǘƘƛǎ ǿƛƭƭ ƳŀƪŜ 

ǘƘŜǎŜ ƛƴǾŜǎǘƳŜƴǘǎ ǊƛǎƪƛŜǊΦ IƻǿŜǾŜǊΣ ǎŜǾŜǊŀƭ ǎƛƳǳƭŀǝƻƴǎ ƛƴŘƛŎŀǘŜ ǘƘŀǘ ŀǘ ƭŜŀǎǘ ƛƴ ǎƻƳŜ ǇŜǊƛƻŘǎ ǘƘŜǎŜ 

ǳƴƛǘǎ ŀǊŜ ǎǝƭƭ ƴŜŎŜǎǎŀǊȅ ǘƻ ōŀƭŀƴŎŜ ǘƘŜ ǎȅǎǘŜƳ ǿƘƛŎƘ ƳŜŀƴǎ ǘƘŀǘ ƻǘƘŜǊ ǇŀȅƳŜƴǘ ƳŜŎƘŀƴƛǎƳǎ ŀǇŀǊǘ 

ŦǊƻƳ ǘƘŜ ƳŀǊƎƛƴŀƭ ƳŀǊƪŜǘ ǇǊƛŎŜ ǎƘƻǳƭŘ ōŜ ŀŘƻǇǘŜŘΦ ¢Ƙƛǎ ŎƭŜŀǊƭȅ ǎǳƎƎŜǎǘǎ ǘƘŜ ŀŘƻǇǝƻƴ ƻŦ ŎŀǇŀŎƛǘȅ 

ǇŀȅƳŜƴǘǎΣ ŀǎ ƛǘ ƛǎ ǳƴŘŜǊ ǎǘǳŘȅ ƛƴ ǎŜǾŜǊŀƭ ŎƻǳƴǘǊƛŜǎΦ hƴ ǘƘŜ ƻǘƘŜǊ ƘŀƴŘΣ ǘƘŜ ƭŀǊƎŜǊ ǇǊŜǎŜƴŎŜ ƻŦ 

ƛƴǘŜǊƳƛǧŜƴǘ ǎƻǳǊŎŜǎ ŀƴŘ ǘƘŜ ǊŜŘǳŎǝƻƴ ƻŦ ǘƘŜ ƛƴǎǘŀƭƭŜŘ ŎŀǇŀŎƛǘȅ ƛƴ ǘǊŀŘƛǝƻƴŀƭ ƭŀǊƎŜ ǇƻǿŜǊ ǎǘŀǝƻƴǎ ǿƛƭƭ 

ƭƛƪŜƭȅ ǊŜŘǳŎŜ ǘƘŜ ƛƴŜǊǝŀ ƛƴ ǘƘŜ ǎȅǎǘŜƳ ŜǾŜƴǘǳŀƭƭȅ ŎǊŜŀǝƴƎ ƴŜǿ ŎƻƴǘǊƻƭ ǇǊƻōƭŜƳǎ ƛƴ ǇƻǿŜǊ ǎȅǎǘŜƳǎΦ ¢Ƙƛǎ 

ǎǳƎƎŜǎǘǎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ƴŜǿ ƳŀǊƪŜǘŜŘ ŀƴŘ ǇŀƛŘ ǇǊƻŘǳŎǘǎΣ ƻǊ ǘƘŜ ǇŀȅƳŜƴǘ ƻŦ ŀƭǊŜŀŘȅ ŜȄƛǎǝƴƎ 

ǇǊƻŘǳŎǘǎ ŎǳǊǊŜƴǘƭȅ ǇǊƻǾƛŘŜŘ ǳƴŘŜǊ ŀ ƳŀƴŘŀǘƻǊȅ ŀƴŘ ƴƻƴπǇŀƛŘ ǎŎƘŜƳŜ ƛƴ ǎŜǾŜǊŀƭ ŎƻǳƴǘǊƛŜǎΦ LƴŜǊǝŀΣ 

ƅŜȄƛōƛƭƛǘȅ ŀƴŘ CǊŜǉǳŜƴŎȅ /ƻƴǘŀƛƴƳŜƴǘ wŜǎŜǊǾŜΣ C/wΣ ŀǊŜ Ƨǳǎǘ ǘƘǊŜŜ ŜȄŀƳǇƭŜǎ ƻŦ ǎǳŎƘ ƛǘŜƳǎΦ  

!ƭǘƘƻǳƎƘ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ǎǳŎƘ ƳŀǊƪŜǘǎ ƛǎ ŜȄǇŜŎǘŜŘ ǘƻ ōŜ ŎƘŀƭƭŜƴƎƛƴƎ ƛƴ ǘŜǊƳǎ ƻŦ Řŀǘŀ ŀƴŘ 

ŎƻƴǘǊƻƭ ŀǇǇǊƻŀŎƘŜǎΣ ƛǘ ǿƛƭƭ ŎƻƴǘǊƛōǳǘŜ ǘƻ ŎǊŜŀǘŜ ƴŜǿ ǎǘǊŜŀƳǎ ƻŦ ƳƻƴŜȅ ǘƻ ǎŜǾŜǊŀƭ ǇƭŀȅŜǊǎ ŜǾŜƴǘǳŀƭƭȅ 

ŎƻƴǘǊƛōǳǝƴƎ ǘƻ ōǊŜŀƪ ŜǾŜƴ ǎƻƳŜ ƛƴǾŜǎǘƳŜƴǘǎΦ 

5.4.4 Increasing investments 

¢ƘŜ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƻŦ ǇƻǿŜǊ ǎȅǎǘŜƳǎ ƛǎ ŎǊŜŀǝƴƎ ǘƘŜ ŎƻƴŘƛǝƻƴǎ ǘƻ ƛƴŎǊŜŀǎŜ ǘƘŜ ƛƴǎǘŀƭƭŜŘ ŎŀǇŀŎƛǘȅ ƻŦ 

ǊŜƴŜǿŀōƭŜ ǎƻǳǊŎŜǎ ŀƴŘ ǘƻ ŜƭŜŎǘǊƛŦȅ ǎŜǾŜǊŀƭ ŘŜƳŀƴŘ ǎŜƎƳŜƴǘǎ ǳƴǝƭ ƴƻǿ ǇƻǿŜǊŜŘ ōȅ ƻǘƘŜǊ ŜƴŜǊƎȅ 

ǾŜŎǘƻǊǎΦ ¢Ƙƛǎ ǿƛƭƭ ǊŜǉǳƛǊŜ ƭŀǊƎŜ ƛƴǾŜǎǘƳŜƴǘǎ ƛƴ ƎǊƛŘ ŜǉǳƛǇƳŜƴǘΣ ŀǎ ƛǘ ƛǎ ŦƻǊŜŎŀǎǘŜŘ ǘƻ ŎƻƴƴŜŎǘ ƭŀǊƎŜ 

ƻũǎƘƻǊŜ ǿƛƴŘ ǇŀǊƪǎΣ ƭŀǊƎŜ t± ŦŀǊƳǎΣ ǎƻƳŜǝƳŜǎ ŎƻƴŎŜƴǘǊŀǘŜŘ ƛƴ ǎƻƳŜ ƎŜƻƎǊŀǇƘƛŎŀƭ ŀǊŜŀǎ ǿƛǘƘ ƘƛƎƘŜǊ 

ŜƴŜǊƎȅ ǇƻǘŜƴǝŀƭΦ  

Lƴ ŀŘŘƛǝƻƴΣ ǘƘŜ ƛƴŎǊŜŀǎƛƴƎ ƴǳƳōŜǊ ƻŦ 9±ǎ ǿƛƭƭ ŀƭǎƻ ǇƻǎŜ ŎƘŀƭƭŜƴƎŜǎ ǘƻ ŘƛǎǘǊƛōǳǝƻƴ ƴŜǘǿƻǊƪǎ ōŜŎŀǳǎŜ 

ǘƘŜǎŜ [± ŀƴŘ a± ƎǊƛŘǎ ƘŀǾŜ ƴƻǘ ŜƴƻǳƎƘ ŎŀǇŀŎƛǘȅ ǘƻ ǎǳǇǇƭȅ ƭŀǊƎŜ ŀƳƻǳƴǘǎ ƻŦ ǎƛƳǳƭǘŀƴŜƻǳǎ ŘŜƳŀƴŘΦ  

!ǎ ŀƴ ƻǇǇƻǊǘǳƴƛǘȅ ŎƻƳƛƴƎ ŦǊƻƳ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ŀƴŘ ǘƘŜ ŀǾŀƛƭŀōƛƭƛǘȅ ƻŦ ƳƻǊŜ Řŀǘŀ ǊŜƎŀǊŘƛƴƎ ǘƘŜ 

ƻǇŜǊŀǝƻƴ ƻŦ ƎǊƛŘ ŜǉǳƛǇƳŜƴǘ ŀƴŘ ƳŀŎƘƛƴŜǊȅΣ ƛǘ ǿƛƭƭ ōŜ ǇƻǎǎƛōƭŜ ǘƻ ŘŜǾŜƭƻǇ ŀƴŘ ƛƳǇƭŜƳŜƴǘ ōŜǧŜǊ ǉǳŀƭƛǘȅ 

ǇǊŜǾŜƴǝǾŜ ƳŀƛƴǘŜƴŀƴŎŜ ƳŜŎƘŀƴƛǎƳǎ ǎƻ ǘƘŀǘ ǘƘŜ ƻǇŜǊŀǝƻƴŀƭ ǎǘǊŜǎǎ ƛǎ ǊŜŘǳŎŜŘΣ ŀƴŘ ǘƘŜ ŜǉǳƛǇƳŜƴǘ 

ƭƛŦŜǝƳŜ ƛǎ ŜȄǘŜƴŘŜŘΦ ¢Ƙƛǎ ǿƛƭƭ ŎƻƴǘǊƛōǳǘŜ ǘƻ ǊŜŘǳŎƛƴƎ ǘƘŜ Ŏƻǎǘ ƻŦ ƻǇŜǊŀǝƻƴ ŀǎ ǿŜƭƭ ŀǎ ǘƘŜ ƛƴǾŜǎǘƳŜƴǘ 

ǊŜǉǳƛǊŜƳŜƴǘǎ ƛƴ ǘƘŜ ƭƻƴƎ ǘŜǊƳΣ ǿƛǘƘ ǇƻǎƛǝǾŜ ƛƳǇŀŎǘǎ ƻƴ ǘƘŜ ǊŜƎǳƭŀǘŜŘ ƎǊƛŘ ǘŀǊƛũǎΦ 

5.4.5 Impacts on grid tariffs 

5ǳŜ ǘƻ ǘƘŜ ƭŀǊƎŜ ƎǊƛŘ ƛƴǾŜǎǘƳŜƴǘǎ ǘƘŀǘ ǿƛƭƭ ōŜ ǊŜǉǳƛǊŜŘΣ ǘƘŜ ƎǊƛŘ ǘŀǊƛũǎ ǇŀƛŘ ōȅ ŜƴŘ ŎƻƴǎǳƳŜǊǎ ǘƻ 

ǊŜƳǳƴŜǊŀǘŜ ǊŜƎǳƭŀǘŜŘ ƎǊƛŘ ŎƻƳǇŀƴƛŜǎ ŦƻǊ ǘƘŜǎŜ Ŏƻǎǘǎ ǿƛƭƭ ƭƛƪŜƭȅ ƛƴŎǊŜŀǎŜΦ ¢ƻ ǘŀŎƪƭŜ ǘƘƛǎ ƛǎǎǳŜ ŀƴŘ ǘƻ 

ǘǳǊƴ ǘƘƛǎ ǘǊŀƴǎƛǝƻƴ ǎƳƻǘƘŜǊ ŦǊƻƳ ǘƘƛǎ Ǉƻƛƴǘ ƻŦ ǾƛŜǿΣ ƛǘ ƛǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ƳƻǾŜ ŦǊƻƳ ǇǳǊŜ ŘǳƳōπŎƘŀǊƎƛƴƎ 

ŀǇǇǊƻŀŎƘŜǎ ƻŦ 9±ǎ ǘƻ ƳƻǊŜ ŎƻƴǘǊƻƭƭŜŘ ŀƴŘ ǎǳǇŜǊǾƛǎŜŘ ŎƘŀǊƎƛƴƎ ǎŎƘŜƳŜǎ ǎƻ ǘƘŀǘ ǘƘŜ ǇŜŀƪ ŘŜƳŀƴŘ ŘƻŜǎ 

ƴƻǘ ŜȄŎŜŜŘ ǘƘŜ ŜȄƛǎǝƴƎ ƎǊƛŘ ŎŀǇŀŎƛǘȅΦ  

¢Ƙƛǎ ǿƛƭƭ ŎŜǊǘŀƛƴƭȅ ǊŜǉǳƛǊŜ ƳƻǊŜ Řŀǘŀ ƎŀǘƘŜǊƛƴƎΣ ƳƻǊŜ ŎƻƳƳǳƴƛŎŀǝƻƴ ƭƛƴƪǎ ōŜǘǿŜŜƴ ŜƴŘ ǳǎŜǊǎ ŀƴŘ 

ǘƘŜ 5{hǎΣ ŀƴŘ ƳƻǊŜ ǇƻǿŜǊŦǳƭ ŎƻƴǘǊƻƭ ŀƭƎƻǊƛǘƘƳǎΦ hƴŎŜ ŀƎŀƛƴΣ ŀƭƭ ǘƘŜǎŜ ŘŜǾŜƭƻǇƳŜƴǘǎ Ŏŀƴ ōŜ ŜƴŀōƭŜŘ 

ōȅ ǘƘŜ ƛƴŎǊŜŀǎŜŘ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƻŦ ǇƻǿŜǊ ǎȅǎǘŜƳǎΦ 
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5.4.6 Investments on storage systems 

¢ƘŜ ŎƻƴƴŜŎǝƻƴ ƻŦ ƭŀǊƎŜΣ ŀƴŘ ƛƴ ǎŜǾŜǊŀƭ ŎŀǎŜǎ ƛƴǘŜǊƳƛǧŜƴǘ ǎƻǳǊŎŜǎΣ ǎǳŎƘ ŀǎ ǿƛƴŘ ǇŀǊƪǎ ŀƴŘ t± ŦŀǊƳǎΣ 

Ŏŀƴ ōŜ ŎƻƴƴŜŎǘŜŘ ǘƻ ŜȄƛǎǝƴƎ ƴŜǘǿƻǊƪǎ ƻǊ Ŏŀƴ ǊŜŘǳŎŜ ǊŜǉǳƛǊŜŘ ƎǊƛŘ ƛƴǾŜǎǘƳŜƴǘǎ ƛŦ ǎǘƻǊŀƎŜ ŘŜǾƛŎŜǎ ŀǊŜ 

ƛƴǎǘŀƭƭŜŘ ƛƴ ǘƘƻǎŜ ǳƴƛǘǎΦ 

¢Ƙƛǎ ǿƛƭƭ ŀƭƭƻǿ ŜƭŜŎǘǊƛŎƛǘȅ ƛƴƧŜŎǝƻƴǎ ƛƴ ǘƘŜ ƎǊƛŘ ǘƻ ōŜ ŎƻƴǘǊƻƭƭŜŘΣ ŘŜŎƻǳǇƭƛƴƎ ǘƘŜǎŜ ƛƴƧŜŎǝƻƴǎ ŦǊƻƳ 

ǘƘŜ ƛƴǎǘŀƴǘ ƻŦ ƎŜƴŜǊŀǝƻƴ ŀƴŘΣ ŦƻǊ ƛƴǎǘŀƴŎŜΣ ƳƻǾƛƴƎ ǇŀǊǘǎ ƻŦ ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ ƎŜƴŜǊŀǘŜŘ ƛƴ t± ŦŀǊƳǎ ƛƴ 

ŘŀȅƭƛƎƘǘ ƘƻǳǊǎ ǘƻ ŜǾŜƴƛƴƎ ǇŜǊƛƻŘǎ ǿƘŜƴ ǘƘŜ ŘŜƳŀƴŘ ƛǎ ǘȅǇƛŎŀƭƭȅ ƭŀǊƎŜΦ ¢Ƙƛǎ Ŏŀƴ ŎƻƴǘǊƛōǳǘŜ ǘƻ ǊŜŘǳŎŜŘ 

ŜƭŜŎǘǊƛŎƛǘȅ ǇǊƛŎŜǎ ŘǳǊƛƴƎ ǘƘŜ ǿƘƻƭŜ Řŀȅ ŀƴŘ ƴƻǘ Ƨǳǎǘ ŘǳǊƛƴƎ ŘŀȅƭƛƎƘǘ ǇŜǊƛƻŘǎΦ 

5.4.7 New structures, actors and regulations 

¢ƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ŀƴŘ ƳƻǊŜ ŜŶŎƛŜƴǘ ŎƻƳƳǳƴƛŎŀǝƻƴ ƭƛƴƪǎ ƛǎ ŜƴŀōƭƛƴƎ ǘƘŜ 

ŎƻƴƴŜŎǝƻƴ ƻŦ ƳƻǊŜ ƴŜǿ ǳƴƛǘǎ ǳǎƛƴƎ ǊŜƴŜǿŀōƭŜ ŜƴŜǊƎȅ ǎƻǳǊŎŜǎΦ {ƻƳŜ ƻŦ ǘƘŜǎŜ ǳƴƛǘǎ ƘŀǾŜ ƭŀǊƎŜ 

ƛƴǎǘŀƭƭŜŘ ŎŀǇŀŎƛǝŜǎ ōǳǘ ǎŜǾŜǊŀƭ ƻǘƘŜǊǎ ŀǊŜ ǎƳŀƭƭ ǳƴƛǘǎ ŦƻǊ ǎŜƭŦπŎƻƴǎǳƳǇǝƻƴ ŀǘ ǘƘŜ ƛƴŘǳǎǘǊƛŀƭ ƻǊ ŘƻƳŜǎǝŎ 

ƭŜǾŜƭǎΣ ƴŀƳŜƭȅ ŎƻƴƴŜŎǘŜŘ ǘƻ a± ƻǊ [± ƎǊƛŘǎΦ ¢Ƙƛǎ ƳŜŀƴǎ ǘƘŀǘ ǘƘŜ ǘǊŀŘƛǝƻƴŀƭ ǘƻǇπŘƻǿƴ ǎǘǊǳŎǘǳǊŜ ƻŦ 

ǇƻǿŜǊ ǎȅǎǘŜƳǎ Ƙŀǎ ŎƘŀƴƎŜŘ ǘƻ ŀ ƳƻǊŜ ŘŜŎŜƴǘǊŀƭƛȊŜŘ ƻƴŜ ǿƛǘƘ ŀƴ ƛƴŎǊŜŀǎƛƴƎ ƛƴǎǘŀƭƭŜŘ ŎŀǇŀŎƛǘȅ 

ŎƻƴƴŜŎǘŜŘ ŀǘ ǘƘŜ a± ŀƴŘ [± ƭŜǾŜƭǎΦ 

¢Ƙƛǎ ŀƭǎƻ ƳŜŀƴǎ ǘƘŀǘ Ƴŀƴȅ ǘǊŀŘƛǝƻƴŀƭ ŜƴŘ ŎƻƴǎǳƳŜǊǎ ŀǊŜ ōŜŎƻƳƛƴƎ ǇǊƻǎǳƳŜǊǎ ŀƴŘ ƛƴƧŜŎǘ ǘƘŜ 

ŜƭŜŎǘǊƛŎƛǘȅ ǇǊƻŘǳŎŜŘ ƛƴ ŜȄŎŜǎǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜƛǊ ƭƻŎŀƭ ŘŜƳŀƴŘ ƛƴ ǘƘŜ ƎǊƛŘǎΦ !ǎ ŀ ǊŜǎǳƭǘ ƻŦ ŘƛƎƛǘŀƭƛȊŀǝƻƴΣ 

ǇƻǿŜǊ ǎȅǎǘŜƳǎ ŀǊŜ ōŜŎƻƳƛƴƎ ŘŜƳƻŎǊŀǝȊŜŘΣ ŀƴŘ ŜƴŘ ŎƻƴǎǳƳŜǊǎ Ŏŀƴ ōŜ ŜƳǇƻǿŜǊŜŘΦ 5ƛƎƛǘŀƭƛȊŀǝƻƴ 

ŀƭƭƻǿǎ ŎƻƴǎǳƳŜǊǎ ǘƻ ƘŀǾŜ ōŜǧŜǊ ŎƻƴǘǊƻƭ ƻǾŜǊ ǘƘŜƛǊ ŜƴŜǊƎȅ ǳǎŀƎŜΣ ŀŎŎŜǎǎ ǊŜŀƭπǝƳŜ ŘŀǘŀΣ ŀƴŘ ǇŀǊǝŎƛǇŀǘŜ 

ƛƴ ŘŜƳŀƴŘ ǊŜǎǇƻƴǎŜ ǇǊƻƎǊŀƳǎΣ ǿƘƛŎƘ Ŏŀƴ ƭŜŀŘ ǘƻ Ŏƻǎǘ ǎŀǾƛƴƎǎ ŀƴŘ ƳƻǊŜ ǎǳǎǘŀƛƴŀōƭŜ ŜƴŜǊƎȅ 

ŎƻƴǎǳƳǇǝƻƴ ώрпϐΦ 

¢Ƙƛǎ ƛǎ ǇŀǊǝŎǳƭŀǊƭȅ ǊŜƭŜǾŀƴǘ ǎƛƴŎŜ ŜƴŘ ŎƻƴǎǳƳŜǊǎ ǎǘŀǊǘ ōŜƛƴƎ ǇŀƛŘ ŦƻǊ ǘƘŜ ƳŜƴǝƻƴŜŘ ƛƴƧŜŎǝƻƴǎ ŀƴŘ 

ƘŀǾŜ ǘƘŜ Ǉƻǎǎƛōƛƭƛǘȅ ƻŦ ƛƴǘŜǊŀŎǝƴƎ ƛƴ ŀ ƳƻǊŜ ǘǊŀƴǎǇŀǊŜƴǘ ŀƴŘ Ŝŀǎȅ ǿŀȅ ǿƛǘƘ ǊŜǘŀƛƭŜǊǎ ŀƴŘ ƎǊƛŘ ŎƻƳǇŀƴƛŜǎ 

όŦƻǊ ƛƴǎǘŀƴŎŜ ǇǊƻǾƛŘƛƴƎ ŦŜŜŘōŀŎƪΣ ŎƘŀƴƎƛƴƎ ŎƻƳƳŜǊŎƛŀƭ ŀƴŘ ŎƻƴǘǊŀŎǘǳŀƭ ŀǊǊŀƴƎŜƳŜƴǘǎ ƻǊ ŜǾŜƴ ƳƻǾƛƴƎ 

ŦǊƻƳ ƻƴŜ ǊŜǘŀƛƭŜǊ ǘƻ ŀƴƻǘƘŜǊ ƻƴŜ ƛƴ ŀ ǎƛƳǇƭŜǊ ŀƴŘ ŦŀǎǘŜǊ ǿŀȅύΦ ¢Ƙƛǎ ŀƭǎƻ ƳŜŀƴǎ ǘƘŀǘ ǘƘŜ ǊŜƭŀǝƻƴ 

ōŜǘǿŜŜƴ ǘƘŜ ǘǿƻ ŜȄǘǊŜƳŜ ǎƛŘŜǎ ƻŦ ǘƘŜ ǇƻǿŜǊ ǎȅǎǘŜƳ ǎǘǊǳŎǘǳǊŜΣ ƎŜƴŜǊŀǝƻƴ ŀƴŘ ŘŜƳŀƴŘΣ ƛǎ ōŜŎƻƳƛƴƎ 

ƳƻǊŜ ǎȅƳƳŜǘǊƛŎΣ ǘƘŀǘ ƛǎΣ ŎƻƴŘƛǝƻƴǎ ŀǊŜ ōŜƛƴƎ ŎǊŜŀǘŜŘ ŦƻǊ ǘƘŜ ŘŜƳŀƴŘ ǘƻ ōŜ ƳƻǊŜ ǊŜǎǇƻƴǎƛǾŜ ǘƻ ǘƘŜ 

ǇǊƛŎŜ ǎƻ ǘƘŀǘ ŜƭŜŎǘǊƛŎƛǘȅ ƳŀǊƪŜǘǎ ōŜŎƻƳŜ ǘǊǳƭȅ ŎƻƳǇŜǝǝǾŜΣ ŀƴŘ ǘƘŜ ŀƎƎǊŜƎŀǘŜŘ ŘŜƳŀƴŘ ŎǳǊǾŜ ŘƛǎǇƭŀȅǎ 

ŀ ƭŜǎǎ ǾŜǊǝŎŀƭ ǎƘŀǇŜ ǊŜƎŀǊŘƛƴƎ ǿƘŀǘ ƘŀǇǇŜƴŜŘ ƛƴ ǘƘŜ ǇŀǎǘΦ 5ƛƎƛǘŀƭ ǘŜŎƘƴƻƭƻƎƛŜǎ ƭƛƪŜ ǘƘŜ LƴǘŜǊƴŜǘ ƻŦ 

¢ƘƛƴƎǎ όLƻ¢ύΣ ǎƳŀǊǘ ŀǇǇƭƛŀƴŎŜǎΣ ŀƴŘ ǎƳŀǊǘ ƎǊƛŘǎ Ŏŀƴ ƻǇǝƳƛȊŜ ŜƴŜǊƎȅ ŎƻƴǎǳƳǇǝƻƴ ŀƴŘ ŘƛǎǘǊƛōǳǝƻƴΣ 

ƭŜŀŘƛƴƎ ǘƻ ƳƻǊŜ ŜŶŎƛŜƴǘ ŀƴŘ ƅŜȄƛōƭŜ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎ ώррϐΦ 

¢Ƙƛǎ ƳƻǾŜ ǊŜǉǳƛǊŜǎ ƴŜǿ ǊŜƎǳƭŀǝƻƴǎ ǎƛƴŎŜ ǘǊŀŘƛǝƻƴŀƭ ŎƻƴǎǳƳŜǊǎ Ŏŀƴ ƴƻǿ ōŜŎƻƳŜ ƴŜǘ ǇǊƻŘǳŎŜǊǎ ƛƴ 

ǎƻƳŜ ǇŜǊƛƻŘǎΦ hƴ ǘƘŜ ƻǘƘŜǊ ƘŀƴŘΣ ŀǎ ŘŜǘŜǊƳƛƴŜŘ ōȅ 9¦ ǊŜƎǳƭŀǝƻƴǎΣ ǎŜǾŜǊŀƭ 9¦ ŎƻǳƴǘǊƛŜǎ ƘŀǾŜ ŀƭǊŜŀŘȅ 

ƛƴ ǇƭŀŎŜ ƛƴ ǘƘŜƛǊ ƴŀǝƻƴŀƭ ƭŜƎƛǎƭŀǝƻƴǎ ǘƘŜ ŬƎǳǊŜ ƻŦ 9ƴŜǊƎȅ /ƻƳƳǳƴƛǝŜǎ ŀƴŘ wŜƴŜǿŀōƭŜ 9ƴŜǊƎȅ 

/ƻƳƳǳƴƛǝŜǎΣ w9/ǎΣ ŀǎ ŀ ǿŀȅ ǘƻ ōƻƻǎǘ ǘƘŜ ǳǎŜ ŀƴŘ ǘƘŜ ƛƴǎǘŀƭƭŀǝƻƴ ƻŦ ǊŜƴŜǿŀōƭŜǎΦ !ƭǘƘƻǳƎƘ ǎŜǾŜǊŀƭ 

w9/ǎ ŀǊŜ ŀƭǊŜŀŘȅ ƛƴ ƻǇŜǊŀǝƻƴ ƛƴ ǎŜǾŜǊŀƭ ŎƻǳƴǘǊƛŜǎΣ ǘƘŜǊŜ ƛǎ ƻƴƎƻƛƴƎ ǊŜǎŜŀǊŎƘ ǊŜƭŀǘŜŘ ǘƻ Ƙƻǿ ǘƻ ŀƭƭƻŎŀǘŜ 

ƭƻŎŀƭƭȅ ǇǊƻŘǳŎŜŘ ŜƴŜǊƎȅ ǘƻ ǘƘŜ ǇŀǊǝŎƛǇŀƴǘǎΣ ƛǘ ōŜƛƴƎ ŎƭŜŀǊ ǘƘŀǘ ƳƻǊŜ ŀŎŎǳǊŀǘŜ ŀƴŘ ŦŀƛǊ ŀƭƭƻŎŀǝƻƴ 

ǘŜŎƘƴƛǉǳŜǎ ǊŜǉǳƛǊŜ ƳƻǊŜ Řŀǘŀ ŀƴŘ ƳƻǊŜ ƳŜŀǎǳǊŜƳŜƴǘǎ ǘƻ ōŜ ŎƻƭƭŜŎǘŜŘ ŀƴŘ ǘǊŜŀǘŜŘΦ 

5.4.8 New products, new markets 

Lǘ ƛǎ ŜȄǇŜŎǘŜŘ ǘƘŀǘ ƛƴ ǘƘŜ ƴŜȄǘ ŦŜǿ ȅŜŀǊǎ ƴŜǿ ǇǊƻŘǳŎǘǎ ǿƛƭƭ ōŜ ƳŀǊƪŜǘŜŘ ŀǎ ƛǎ ǘƘŜ ŎŀǎŜ ŦƻǊ ƛƴŜǊǝŀ ŀƴŘ 

CǊŜǉǳŜƴŎȅ /ƻƴǘŀƛƴƳŜƴǘ wŜǾŜǊǎŜ όC/wύΣ ŀƴŘ ƅŜȄƛōƛƭƛǘȅΦ CƭŜȄƛōƛƭƛǘȅ ƛǎ ŜȄǇŜŎǘŜŘ ǘƻ ōŜŎƻƳŜ ŀ ǊŜƭŜǾŀƴǘ 

ǇǊƻŘǳŎǘ ƛƴ ǘƘŜ ƴŜȄǘ ŦŜǿ ȅŜŀǊǎ ŀǎ ŀ ǿŀȅ ǘƻ ŀŘŘǊŜǎǎ ǘƘŜ ǾŀǊƛŀōƛƭƛǘȅ ƻŦ ǎƻƳŜ ǊŜƴŜǿŀōƭŜ ǎƻǳǊŎŜǎΦ Lƴ ǘƘƛǎ 
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ǎŜƴǎŜΣ ƛǘ Ŏŀƴ ŎƻǊǊŜǎǇƻƴŘ ǘƻ ŀ ƴŜǿ ǘƻƻƭ ǘƻ ōŜ ǳǎŜŘ ōȅ ¢{hǎ ƻǊ 5{hǎ ǘƻ ƘŜƭǇ ǘƘŜƳ ƳŀƴŀƎŜ ǇƻǿŜǊ ǎȅǎǘŜƳǎ 

ǿƛǘƘ ŀ ƭŀǊƎŜ ǎƘŀǊŜ ƻŦ ǳƴƛǘǎ ǳǎƛƴƎ ǊŜƴŜǿŀōƭŜ ǊŜǎƻǳǊŎŜǎΦ ¢Ƙƛǎ ƳŜŀƴǎ ǘƘŀǘ ǎǇŜŎƛŬŎ ƳŀǊƪŜǘǎ ǿƛƭƭ ƘŀǾŜ ǘƻ ōŜ 

ŘŜǾŜƭƻǇŜŘ ŦƻǊ ǘƘŜǎŜ ǇǊƻŘǳŎǘǎ ŜƛǘƘŜǊ ŀǘ ǘƘŜ ǊŜƎƛƻƴŀƭ ƻǊ ƴŀǝƻƴŀƭ ƭŜǾŜƭǎ ƻǊ ŜǾŜƴǘǳŀƭƭȅ ƛƴǾƻƭǾƛƴƎ ǎŜǾŜǊŀƭ 

ƛƴǘŜǊŎƻƴƴŜŎǘŜŘ ŎƻǳƴǘǊƛŜǎΦ  

hƴ ǘƘŜ ƻǘƘŜǊ ƘŀƴŘΣ ǘƘŜ ǇǊƻƎǊŜǎǎƛǾŜ ǎƘǳǘ Řƻǿƴ ƻŦ ƭŀǊƎŜ Ŏƻŀƭ ǎǘŀǝƻƴǎ ŀƴŘ ǘƘŜ ƛƴŎǊŜŀǎŜŘ ǇǊŜǎŜƴŎŜ ƻŦ 

ǊŜƴŜǿŀōƭŜǎ ǿƛƭƭ ŜǾŜƴǘǳŀƭƭȅ ŎǊŜŀǘŜ ǘƘŜ ŎƻƴŘƛǝƻƴǎ ǘƻ ǊŜŦƻǊƳ ǘƘŜ ŜȄƛǎǝƴƎ ŘŀȅπŀƘŜŀŘ ƳŀǊƪŜǘǎΦ ¢ƘŜǎŜ 

ƳŀǊƪŜǘǎ ƻǇŜǊŀǘŜ ǘƘŜ Řŀȅ ōŜŦƻǊŜ ŦƻǊ ŜǾŜǊȅ ƘƻǳǊ ƻŦ ǘƘŜ ƴŜȄǘ ŘŀȅΦ LŦ ǿŜ ǘŀƪŜ ǘƘŜ ŜȄŀƳǇƭŜ ƻŦ ǘƘŜ LōŜǊƛŀƴ 

9ƭŜŎǘǊƛŎƛǘȅ aŀǊƪŜǘΣ ǘƘŜ ƎŀǇ ōŜǘǿŜŜƴ ƎŀǘŜ ŎƭƻǎǳǊŜ ŀƴŘ ǘƘŜ ƭŀǎǘ ƘƻǳǊ ƻŦ ǘƘŜ ƴŜȄǘ Řŀȅ ƛǎ ос ƘƻǳǊǎΦ ¢Ƙƛǎ 

ƭŀǊƎŜ ƎŀǇ ǿŀǎ ŜǾŜƴǘǳŀƭƭȅ ƴŜŎŜǎǎŀǊȅ ǿƘŜƴ ƭŀǊƎŜ ǎƭƻǿ ǊŜǎǇƻƴǎŜ Ŏƻŀƭ ǎǘŀǝƻƴǎ ǿŜǊŜ ƻƴΦ IƻǿŜǾŜǊΣ ŀǎ ǘƘŜǎŜ 

ǳƴƛǘǎ ŀǊŜ ōŜƛƴƎ ŘŜŎƻƳƳƛǎǎƛƻƴŜŘΣ ǘƘŜ ǊŜŀǎƻƴǎ ǘƻ Ƴŀƛƴǘŀƛƴ Řŀȅ ŀƘŜŀŘ ƳŀǊƪŜǘǎ ǿƛǘƘ ŀ ǎƻ ƭŀǊƎŜ ƎŀǇ ŀǊŜ 

ƴƻ ƭƻƴƎŜǊ ǾŀƭƛŘΦ ¢Ƙƛǎ ŜǾƻƭǳǝƻƴ ǘƻǿŀǊŘǎ ƳƻǊŜ ǾƻƭŀǝƭŜ ŀƴŘ ŘȅƴŀƳƛŎ ǇƻǿŜǊ ǎȅǎǘŜƳǎ ǎǳƎƎŜǎǘǎ ǘƘŜ 

ǎǳōǎǝǘǳǝƻƴ ƻŦ ǘƘŜ ǇǊŜǎŜƴǘ Řŀȅ ŀƘŜŀŘ ƳŀǊƪŜǘǎ ōȅ ǎŜǾŜǊŀƭ ƛƴǘǊŀŘŀȅ ƳŀǊƪŜǘǎ ǿƛǘƘ ǎƳŀƭƭŜǊ ǝƳŜ ƎŀǇǎΣ 

ƳǳŎƘ ƳƻǊŜ ŀŘƧǳǎǘŜŘ ǘƻ ǘƘŜ ƎŜƴŜǊŀǝƻƴ ǘŜŎƘƴƻƭƻƎƛŜǎ ŎǳǊǊŜƴǘƭȅ ƛƴ ǳǎŜΦ ¢Ƙƛǎ ǿƻǳƭŘ ŀƭǎƻ ŀƭƭƻǿ ƛƴǘŜǊƳƛǧŜƴǘ 

ǳƴƛǘǎ ǘƻ ƻōǘŀƛƴ ōŜǧŜǊ ǉǳŀƭƛǘȅ ŦƻǊŜŎŀǎǘǎ ŘǳŜ ǘƻ ǘƘŜ ǊŜŘǳŎǝƻƴ ƻŦ ǘƘŜ ŦƻǊŜŎŀǎǝƴƎ ƘƻǊƛȊƻƴΣ ǎƻ ǘƘŀǘ ǘƘŜȅ 

ǿƻǳƭŘ ōƛŘ ƻƴ ǘƘŜǎŜ ƛƴǘǊŀŘŀȅ ƳŀǊƪŜǘǎ ǿƛǘƘ ƳƻǊŜ ŬǊƳ ƎŜƴŜǊŀǝƻƴ ǾŀƭǳŜǎΦ  

CƛƴŀƭƭȅΣ ǘƘŜǎŜ ōŜǧŜǊ ŦƻǊŜŎŀǎǘŜŘ ƎŜƴŜǊŀǝƻƴ ǾŀƭǳŜǎ ǿƻǳƭŘ ŎƻƴǘǊƛōǳǘŜ ǘƻ ǊŜŘǳŎŜ ƛƳōŀƭŀƴŎŜǎΣ ǎƻ ǘƘŀǘ 

¢{hǎ ǿƻǳƭŘ ƘŀǾŜ ǘƘŜ ŎƘŀƴŎŜ ǘƻ ǊŜŘǳŎŜ ǘƘŜ ǾƻƭǳƳŜ ƻŦ ǊŜǎŜǊǾŜǎ ǘƻ ōŜ ǇǊƻŎǳǊŜŘ ŀƴŘ ŎƻƴǘǊŀŎǘŜŘΣ ŀƴŘ ǘƘƛǎ 

ǿƻǳƭŘ ǊŜŘǳŎŜ ǘƘƛǎ ŎƻƳǇƻƴŜƴǘ ƻƴ ǘƘŜ Ŭƴŀƭ ǘŀǊƛũǎ ǇŀƛŘ ōȅ ŜƴŘ ǳǎŜǊǎΦ 

5.4.9  Interoperability and digital applications 

¢ƘŜ ŜƭŜŎǘǊƛŎƛǘȅ ǎŜŎǘƻǊ Ƙŀǎ ǾŜǊȅ ŘƛǎǝƴŎǝǾŜ ŦŜŀǘǳǊŜǎ ƛƴ ǘƘŜ ǎŜƴǎŜ ƛǘ ƛƴŎƭǳŘŜǎ ǊŜƎǳƭŀǘŜŘ ŀŎǝǾƛǝŜǎ 

ǘƻƎŜǘƘŜǊ ǿƛǘƘ ƻǘƘŜǊ ǇǊƻǾƛŘŜŘ ǳƴŘŜǊ ŎƻƳǇŜǝǝƻƴΣ ƎŜƴŜǊŀǝƻƴ ŀƴŘ ǊŜǘŀƛƭƛƴƎΦ 

hƴ ǘƘŜ ƻǘƘŜǊ ƘŀƴŘΣ ƘƛǎǘƻǊƛŎŀƭƭȅ ƛǘ ƛǎ ŀ ǎŜŎǘƻǊ ƛƴ ǿƘƛŎƘ ƭŀǊƎŜ ǳǝƭƛǝŜǎΣ ¢{hǎ ŀƴŘ 5{hǎ ŀǊŜ ǾŜǊȅ 

ŎƻƴŎŜǊƴŜŘ ǿƛǘƘ Řŀǘŀ ŀŎŎŜǎǎ ǎŜŎǳǊƛǘȅ ǎƻ ǘƘŀǘ ƛǘ ƛǎ Ƴƻǎǘ ŎƻƳƳƻƴ ǘƻ ƘŀǾŜ ǇǊƻǇǊƛŜǘŀǊȅ ŀƴŘ ŎƭƻǎŜŘ ǎȅǎǘŜƳǎ 

ǿƘƛŎƘ ǘǳǊƴǎ ǘƘŜ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƻŦ ǘƘŜ ǎȅǎǘŜƳǎ ŀƴŘ ǘƘŜ ƛƴŎǊŜŀǎŜ ƻŦ ŎƻƻǇŜǊŀǝƻƴ ŀƴŘ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ 

ƻŦ ŎƻƳƳǳƴƛŎŀǝƻƴ ƭƛƴƪǎ ŜǾŜƴ ƳƻǊŜ ŎƘŀƭƭŜƴƎƛƴƎ ŀƴŘ ǎƛƳǳƭǘŀƴŜƻǳǎƭȅ ǾŜǊȅ ǝƳŜƭȅΦ ¢ƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ŀ 

ŎƻƳƳƻƴ 9ǳǊƻǇŜŀƴ ŜƴŜǊƎȅ Řŀǘŀ ǎǇŀŎŜ Ŏŀƴ ŦƻǎǘŜǊ ƛƴƴƻǾŀǝƻƴ ōȅ ŜƴŀōƭƛƴƎ ōŜǧŜǊ Řŀǘŀ ǎƘŀǊƛƴƎ ŀƴŘ 

ŎƻƭƭŀōƻǊŀǝƻƴ ŀƳƻƴƎ ǎǘŀƪŜƘƻƭŘŜǊǎ ώрсϐΦ 

¢ƘŜ ƳŀƴŀƎŜƳŜƴǘ ƻŦ ǇƻǿŜǊ ǎȅǎǘŜƳǎ Ŏŀƴ ǇǊƻŬǘ ŦǊƻƳ ǘƘŜ ŜȄǇŜǊƛŜƴŎŜǎ ŦǊƻƳ ƻǘƘŜǊ ǎŜŎǘƻǊǎ ƛƴ ǳǎƛƴƎ 

ŎƻƳǇǳǘŜǊ ǎŎƛŜƴŎŜ ǘŜŎƘƴƛǉǳŜǎ ŀǎ ōƭƻŎƪŎƘŀƛƴ ǘƻƻƭǎΣ ŘƛƎƛǘŀƭ ǇƭŀǜƻǊƳǎ ŀƴŘ ŘƛƎƛǘŀƭ ǘǿƛƴǎΦ !ƭǘƻƎŜǘƘŜǊΣ ǘƘŜǎŜ 

ǘƻƻƭǎ ǿƛƭƭ ŎƻƴǘǊƛōǳǘŜ ǘƻ ŜƴǎǳǊŜ ǘƘŜ ǎŜŎǳǊƛǘȅ ƻŦ ǘƘŜ ŀŎŎŜǎǎ ǿƘƛƭŜ ŦŀŎƛƭƛǘŀǝƴƎ ŀƴŘ ǘǳǊƴƛƴƎ ƛǘ ƳƻǊŜ 

ǘǊŀƴǎǇŀǊŜƴǘΦ 

5.4.10  Larger interconnections between national systems 

Lǘ ƛǎ ƻƴŜ ƻŦ ǘƘŜ Ǝƻŀƭǎ ƻŦ ǘƘŜ 9¦ ŜƴŜǊƎȅ ǇƻƭƛŎȅ ǘƻ ŘŜǾŜƭƻǇ ǘƘŜ ƛƴǘŜǊƴŀƭ ƳŀǊƪŜǘ ƻŦ ŜƭŜŎǘǊƛŎƛǘȅΦ ¢Ƙƛǎ 

ǊŜǉǳƛǊŜǎ ǿŜƭƭ ŜǎǘŀōƭƛǎƘŜŘ ƛƴǘŜǊŎƻƴƴŜŎǝƻƴ ƎǊƛŘǎ ǘƻ ŀƭƭƻǿ ŜƭŜŎǘǊƛŎƛǘȅ ŜȄŎƘŀƴƎŜǎ ǎƻ ǘƘŀǘ ǘƘŜ ǘǊŀƴǎƳƛǎǎƛƻƴ 

ƴŜǘǿƻǊƪǎ ŀǊŜ ƴŜǳǘǊŀƭ ǊŜƎŀǊŘƛƴƎ ƎŜƴŜǊŀǝƻƴ ƛƴǾŜǎǘƳŜƴǘ ŀƴŘ ŎƻƳƳŜǊŎƛŀƭ ŘŜŎƛǎƛƻƴǎΦ ¢Ƙƛǎ ƳŜŀƴǎ ǘƘŀǘ 

ŎƻƴƎŜǎǝƻƴ ǎƘƻǳƭŘ ōŜ ǊŜŘǳŎŜŘ ŀǎ ƳǳŎƘ ŀǎ ǇƻǎǎƛōƭŜ ǎƻ ǘƘŀǘ ŜƭŜŎǘǊƛŎƛǘȅ ōŜŎƻƳŜǎ ŀ ƘƻƳƻƎŜƴƻǳǎ ǇǊƻŘǳŎǘ 

ŀƭƻƴƎ ƛƴǘŜǊŎƻƴƴŜŎǘŜŘ ǎȅǎǘŜƳǎΦ  

LŦ ǿŜ ǘŀƪŜ ǘƘŜ ŎŀǎŜ ƻŦ ǘƘŜ LōŜǊƛŀƴ tŜƴƛƴǎǳƭŀΣ ǘƘŜ ǇƭŀƴƴŜŘ ƛƴǾŜǎǘƳŜƴǘǎ ƻƴ ƻũǎƘƻǊŜ ŀƴŘ t± ǳƴƛǘǎ ŦƻǊ 

ǘƘŜ ƴŜȄǘ мл ǘƻ мр ȅŜŀǊǎ Ŏŀƴ ƻƴƭȅ ōŜ ƧǳǎǝŬŜŘ ōȅ ŘŜƳŀƴŘ ƛƴŎǊŜŀǎŜǎ όƎƛǾŜƴ ǘƘŜ ŜȄǇŜŎǘŜŘ ŜƭŜŎǘǊƛŬŎŀǝƻƴ 

ƻŦ ŜȄƛǎǝƴƎ ŜŎƻƴƻƳƛŎ ǎŜŎǘƻǊǎΣ ōȅ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ŀƴŘ ƛƴǎǘŀƭƭŀǝƻƴ ƻŦ ŜƭŜŎǘǊƻƭȅǎŜǊǎ ŀƴŘ ǘƘŜ ŜȄǇŜŎǘŜŘ 

ǎƘŀǊǇ ƛƴŎǊŜŀǎŜ ƻŦ ŜƭŜŎǘǊƛŎƛǘȅ ŘŜƳŀƴŘ ƛƴ ŘŜǎŀƭƛƴƛǎŀǝƻƴ ǳƴƛǘǎΣ ŦƻǊ ƛƴǎǘŀƴŎŜύ ƻǊ ōȅ ǘƘŜ Ǉƻǎǎƛōƛƭƛǘȅ ƻŦ 

ŜȄŎƘŀƴƎƛƴƎ ŜƭŜŎǘǊƛŎƛǘȅ ŜȄŎŜǎǎŜǎ ǿƛǘƘ ŎŜƴǘǊŀƭ 9ǳǊƻǇŜŀƴ ŎƻǳƴǘǊƛŜǎΦ CǳǊǘƘŜǊƳƻǊŜΣ ŀǎ ŘŜŬƴŜŘ ƛƴ ǘƘŜ 
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9b¢{hπŜ wŜƎƛƻƴŀƭ LƴǾŜǎǘƳŜƴǘ Ǉƭŀƴ ƻŦ ǘƘŜ /{9 ǊŜƎƛƻƴ ώртϐ ǘƘŜ {99 ŎƻǳƴǘǊƛŜǎ ƭƛƪŜ DǊŜŜŎŜ ŀƴŘ .ǳƭƎŀǊƛŀ 

ŀǊŜ ǳǊƎŜŘ ǘƻ ǇǊƻŎŜŜŘ ǿƛǘƘ ƳŀǎǎƛǾŜ ƎǊƛŘ ǊŜƛƴŦƻǊŎŜƳŜƴǘ ƛƴ ƻǊŘŜǊ ǘƻ ŀƭƭƻǿ ǘƘŜ ŘŜǎƛǊŜŘ ǊŜƴŜǿŀōƭŜ ŜƴŜǊƎȅ 

ƅƻǿǎ ŀŎǊƻǎǎ ǘƘŜƳ ŀƴŘ ŀŎƘƛŜǾŜ ǘƘŜƛǊ b/9t ǘŀǊƎŜǘǎΦ ¢ƘŜǎŜ ŀǎǇŜŎǘǎ ǊŜǉǳƛǊŜ ǘƘŜ ŜƭƛƳƛƴŀǝƻƴ ƻŦ ōƻǧƭŜƴŜŎƪǎ 

ŀǘ ǘƘŜ ǘǊŀƴǎƳƛǎǎƛƻƴ ƭŜǾŜƭ ŘǊƛǾŜƴ ōȅ ƴŜǿ ƛƴǾŜǎǘƳŜƴǘǎ ƛƴ ƛƴǘŜǊŎƻƴƴŜŎǝƻƴǎ ōŜǘǿŜŜƴ ƴŀǝƻƴŀƭ ǎȅǎǘŜƳǎΦ 

¢Ƙƛǎ ǿƻǳƭŘ ŀƭǎƻ ǊŜǉǳƛǊŜ ǘƘŀǘ ƴŀǝƻƴŀƭ ¢{hǎ ōŜŎƻƳŜ ƳƻǊŜ ŎƻƻǇŜǊŀǝǾŜ ŜǾŜƴǘǳŀƭƭȅ ǳǎƛƴƎ ŀ Ǉŀƴπ

9ǳǊƻǇŜŀƴ ƎǊƛŘ ǎŜǊǾƛŎŜ ŀǊŎƘƛǘŜŎǘǳǊŜΦ aƻǊŜ Řŀǘŀ ǎƘŀƭƭ ōŜ ŎƻƭƭŜŎǘŜŘ ŀƴŘ ǘǊŜŀǘŜŘ ŜƴŀōƭŜŘ ōȅ ǘƘŜ ƛƴŎǊŜŀǎŜŘ 

ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƻŦ ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊΦ !ǇŀǊǘ ŦǊƻƳ ǘƘŜ ǇƘȅǎƛŎŀƭ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΣ ƴŀǝƻƴŀƭ ƻǊ ǊŜƎƛƻƴŀƭ 

ŜƭŜŎǘǊƛŎƛǘȅ ƳŀǊƪŜǘǎ ǎƘƻǳƭŘ ǇǊƻƎǊŜǎǎƛǾŜƭȅ ƳƻǾŜ ǘƻ Ǉŀƴπ9ǳǊƻǇŜŀƴ ŀǇǇǊƻŀŎƘŜǎ ǎƻ ǘƘŀǘ ƳƻǊŜ ŎƻƳǇŜǝǝƻƴ 

Ŏŀƴ ōŜ ƛƴǘǊƻŘǳŎŜŘ ǿƘƛƭŜ ŜƴǎǳǊƛƴƎ ŀƴŘ ƳŀƛƴǘŀƛƴƛƴƎ ƘƛƎƘ ƭŜǾŜƭ ƻŦ ƻǇŜǊŀǝƻƴŀƭ ǎŜŎǳǊƛǘȅ ǎǘŀƴŘŀǊŘǎΦ  

¢ƘŜ Ƴŀƛƴ ŀǎǇŜŎǘǎ ǘƻ ōŜ ŎƻƴǎƛŘŜǊŜŘ ŀǊŜ ǘƘŜ Ǉƻǎǎƛōƛƭƛǘȅ ǘƻ ƛƳǇƭŜƳŜƴǘ ŎƻƳƳƻƴ ǊŜƎǳƭŀǝƻƴǎ ŀƴŘ 

ǎǘŀƴŘŀǊŘǎ ŀŎǊƻǎǎ ŀƭƭ 9¦ aŜƳōŜǊ {ǘŀǘŜǎΦ ¢Ƙƛǎ ƛƴŎƭǳŘŜǎ ǘƘŜ /ŀǇŀŎƛǘȅ !ƭƭƻŎŀǝƻƴ ŀƴŘ /ƻƴƎŜǎǝƻƴ 

aŀƴŀƎŜƳŜƴǘ ό/!/aύ wŜƎǳƭŀǝƻƴΣ ǘƘŜ CƻǊǿŀǊŘ /ŀǇŀŎƛǘȅ !ƭƭƻŎŀǝƻƴ όC/!ύ wŜƎǳƭŀǝƻƴΣ ŀƴŘ ǘƘŜ 9ƭŜŎǘǊƛŎƛǘȅ 

.ŀƭŀƴŎƛƴƎ ό9.ύ wŜƎǳƭŀǝƻƴ ώруϐΦ 

Lƴ ŀŘŘƛǝƻƴΣ ƳŀǊƪŜǘ ǊǳƭŜǎ ŦƻǊ ŎƻǳǇƭƛƴƎ ŀƴŘ ōŀƭŀƴŎƛƴƎ ƴŜŜŘ ǘƻ ōŜ ŀƭƛƎƴŜŘ ŀƴŘ ǎǘŀƴŘŀǊŘƛȊŜŘ ŦƻǊ ƘŜƭǇƛƴƎ 

ǘƘŜ ƻǇǝƳƛȊŀǝƻƴ ƻŦ ŎǊƻǎǎπōƻǊŘŜǊ ǘǊŀƴǎƳƛǎǎƛƻƴ ŎŀǇŀŎƛǝŜǎ ŀƴŘ ŜƴǎǳǊŜ ŜŶŎƛŜƴǘ ŜƭŜŎǘǊƛŎƛǘȅ ǘǊŀŘƛƴƎ ŀŎǊƻǎǎ 

ōƻǊŘŜǊǎΣ ƛƴŎƭǳŘƛƴƎ ŀǘ ǘƘŜ ǎŀƳŜ ǝƳŜ ŀ ƳƻǊŜ ŜŶŎƛŜƴǘ ƳŀƴŀƎŜƳŜƴǘ ƻŦ ǎǳǇǇƭȅ ŀƴŘ ŘŜƳŀƴŘΣ ǊŜŘǳŎƛƴƎ ǘƘŜ 

ƴŜŜŘ ŦƻǊ Ŏƻǎǘƭȅ ǊŜǎŜǊǾŜ ǇƻǿŜǊ ŀƴŘ ŜƴƘŀƴŎƛƴƎ ƎǊƛŘ ǎǘŀōƛƭƛǘȅ ώрфϐΦ 

!ǎ ǎŜǾŜǊŀƭ ǊŜǎŜŀǊŎƘŜǊǎ ƛƴŘƛŎŀǘŜ ŀƴŘ ƛƴ ƭƛƴŜ ǿƛǘƘ ǘƘŜ ŜȄǇŜǊƛŜƴŎŜ ƻŦ ƻǇŜǊŀǝƴƎ ǎƳŀƭƭ ƛǎƻƭŀǘŜŘ ǎȅǎǘŜƳǎ 

ŀǎ ƛǎƭŀƴŘǎΣ ƛǘ ƛǎ ǾŜǊȅ ŘƛŶŎǳƭǘ ǘƻ ŘŜŎŀǊōƻƴƛȊŜ ƛǎƻƭŀǘŜŘ ǎȅǎǘŜƳǎΣ ōǳǘ ƛǘ ōŜŎƻƳŜǎ ƳǳŎƘ ŜŀǎƛŜǊ ǘƻ ƛƴŎǊŜŀǎŜ 

ǘƘŜ ǳǎŜ ƻŦ ǊŜƴŜǿŀōƭŜ ŜƴŜǊƎȅ ǎƻǳǊŎŜǎ ƛƴ ƭŀǊƎŜ ƛƴǘŜǊŎƻƴƴŜŎǘŜŘ ǎȅǎǘŜƳǎ ƎƛǾŜƴ ǘƘŜƛǊ ŘƛǾŜǊǎƛǘȅ ŀƴŘ ǘƘŜ 

Ǉƻǎǎƛōƛƭƛǘȅ ƻŦ ǎƻƳŜ ƻŦ ǘƘŜƳ ōŀŎƪƛƴƎ ǳǇ ǎƻƳŜ ƻǘƘŜǊǎΦ 

5.4.11  Additional Benefits ς Economical and Social Impact 

LƴǘŜǊŎƻƴƴŜŎǝƻƴ ƻŦ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎ ŀƴŘ ǘƘŜ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƻŦ ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊ ƴƻǘ ƻƴƭȅ ŎƻǾŜǊ 

ǘŜŎƘƴƻƭƻƎƛŎŀƭ ŀǎǇŜŎǘǎ ōǳǘ ŀƭǎƻ ƛƳǇŀŎǘ ƻƴ ŜŎƻƴƻƳƛŎ ŀƴŘ ǎƻŎƛŀƭ ŀǎǇŜŎǘǎΦ 

Lƴ ŦŀŎǘΣ ǘƘŜ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƛƴ ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊ ƻũŜǊǎ ǎƛƎƴƛŬŎŀƴǘ Ŏƻǎǘ ǊŜŘǳŎǝƻƴ ōŜƴŜŬǘǎ ōȅ ŜƴƘŀƴŎƛƴƎ 

ƭƻƎƛǎǝŎǎ ŜŶŎƛŜƴŎȅ ŀƴŘ ŜƴŀōƭƛƴƎ ǊŜŀƭπǝƳŜ ƳƻƴƛǘƻǊƛƴƎ ƻŦ ǎǳǇǇƭȅ ƛǎǎǳŜǎΦ ²ƛǘƘ ŀŘǾŀƴŎŜŘ Řŀǘŀ ŀƴŀƭȅǝŎǎ 

ŀƴŘ Lƻ¢ ǘŜŎƘƴƻƭƻƎƛŜǎΣ ŜƴŜǊƎȅ ŎƻƳǇŀƴƛŜǎ Ŏŀƴ ŀŎŎǳǊŀǘŜƭȅ ŦƻǊŜŎŀǎǘ ŜƴŜǊƎȅ ǎǳǊƎŜǎ ŀƴŘ ŘŜƳŀƴŘ ǇŀǧŜǊƴǎΣ 

ŀƭƭƻǿƛƴƎ ǘƘŜƳ ǘƻ ǇǊƻŘǳŎŜ ǘƘŜ ŜȄŀŎǘ ŀƳƻǳƴǘ ƻŦ ŜƴŜǊƎȅ ǊŜǉǳƛǊŜŘΦ ¢Ƙƛǎ ǇǊŜŎƛǎƛƻƴ ƴƻǘ ƻƴƭȅ ǊŜŘǳŎŜǎ ǿŀǎǘŜ 

ōǳǘ ŀƭǎƻ ƻǇǝƳƛȊŜǎ ǊŜǎƻǳǊŎŜ ŀƭƭƻŎŀǝƻƴΣ ƭŜŀŘƛƴƎ ǘƻ ǎǳōǎǘŀƴǝŀƭ Ŏƻǎǘ ǎŀǾƛƴƎǎΦ !ŘŘƛǝƻƴŀƭƭȅΣ ǊŜŀƭπǝƳŜ Řŀǘŀ 

ŜƴŀōƭŜǎ ǉǳƛŎƪŜǊ ǊŜǎǇƻƴǎŜ ǘƻ ǎǳǇǇƭȅ ŎƘŀƛƴ ŘƛǎǊǳǇǝƻƴǎΣ ƳƛƴƛƳƛȊƛƴƎ ŘƻǿƴǝƳŜ ŀƴŘ ŜƴǎǳǊƛƴƎ ŀ ƳƻǊŜ 

ǊŜƭƛŀōƭŜ ŜƴŜǊƎȅ ǎǳǇǇƭȅΦ 

LƳǇǊƻǾƛƴƎ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ŀƴŘ ǎŜǊǾƛŎŜǎ ƛǎ ŀƴƻǘƘŜǊ ŎǊƛǝŎŀƭ ŀŘǾŀƴǘŀƎŜ ƻŦ ŘƛƎƛǘŀƭƛȊŀǝƻƴΦ tǊŜŘƛŎǝǾŜ 

ƳŀƛƴǘŜƴŀƴŎŜΣ ǇƻǿŜǊŜŘ ōȅ !L ŀƴŘ ƳŀŎƘƛƴŜ ƭŜŀǊƴƛƴƎΣ ŀƭƭƻǿǎ ŦƻǊ Ŏƻƴǝƴǳƻǳǎ ƳƻƴƛǘƻǊƛƴƎ ƻŦ ŜǉǳƛǇƳŜƴǘ 

ŀƴŘ ƳŀŎƘƛƴŜǊȅΣ ƛŘŜƴǝŦȅƛƴƎ ǇƻǘŜƴǝŀƭ ƛǎǎǳŜǎ ōŜŦƻǊŜ ǘƘŜȅ ƭŜŀŘ ǘƻ ŦŀƛƭǳǊŜǎΦ ¢Ƙƛǎ ǇǊƻŀŎǝǾŜ ŀǇǇǊƻŀŎƘ 

ǊŜŘǳŎŜǎ ǇƘȅǎƛŎŀƭ ǎǘǊŜǎǎ ƻƴ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΣ ŜȄǘŜƴŘƛƴƎ ƛǘǎ ƻǇŜǊŀǝƻƴŀƭ ƭƛŦŜǝƳŜ ŀƴŘ ǊŜŘǳŎƛƴƎ ƳŀƛƴǘŜƴŀƴŎŜ 

ŎƻǎǘǎΦ .ȅ ƳƛƴƛƳƛȊƛƴƎ ǳƴŜȄǇŜŎǘŜŘ ōǊŜŀƪŘƻǿƴǎ ŀƴŘ ƻǇǝƳƛȊƛƴƎ ƳŀƛƴǘŜƴŀƴŎŜ ǎŎƘŜŘǳƭŜǎΣ ŘƛƎƛǘŀƭƛȊŀǝƻƴ 

ŜƴǎǳǊŜǎ ǘƘŀǘ ŜƴŜǊƎȅ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƻǇŜǊŀǘŜǎ ƳƻǊŜ ŜŶŎƛŜƴǘƭȅ ŀƴŘ ǎǳǎǘŀƛƴŀōƭȅΦ 

CǳǊǘƘŜǊƳƻǊŜΣ ŘƛƎƛǘŀƭ ǘǊŀƴǎŦƻǊƳŀǝƻƴ ǎƛƎƴƛŬŎŀƴǘƭȅ ŜƴƘŀƴŎŜǎ ŎǳǎǘƻƳŜǊ ƛƴǘŜǊŀŎǝƻƴ ōȅ ǇǊƻǾƛŘƛƴƎ ƳƻǊŜ 

ŀŎŎŜǎǎƛōƭŜ ŀƴŘ ǊŜǎǇƻƴǎƛǾŜ ŦŜŜŘōŀŎƪ ƳŜŎƘŀƴƛǎƳǎΦ ¢ƘǊƻǳƎƘ ŘƛƎƛǘŀƭ ǇƭŀǜƻǊƳǎΣ ŎǳǎǘƻƳŜǊǎ Ŏŀƴ Ŝŀǎƛƭȅ 

ŎƻƳƳǳƴƛŎŀǘŜ ǘƘŜƛǊ ƴŜŜŘǎΣ ǊŜǇƻǊǘ ƛǎǎǳŜǎΣ ŀƴŘ ǊŜŎŜƛǾŜ ǊŜŀƭπǝƳŜ ǳǇŘŀǘŜǎ ƻƴ ǘƘŜƛǊ ŜƴŜǊƎȅ ǳǎŀƎŜΦ ¢Ƙƛǎ 

ƛƳǇǊƻǾŜŘ ƛƴǘŜǊŀŎǝƻƴ ŦƻǎǘŜǊǎ ŀ ōŜǧŜǊ ŎǳǎǘƻƳŜǊ ŜȄǇŜǊƛŜƴŎŜΣ ŀǎ ŎƻƳǇŀƴƛŜǎ Ŏŀƴ ǘŀƛƭƻǊ ǘƘŜƛǊ ǎŜǊǾƛŎŜǎ ǘƻ 

ƳŜŜǘ ƛƴŘƛǾƛŘǳŀƭ ǇǊŜŦŜǊŜƴŎŜǎ ŀƴŘ ŀŘŘǊŜǎǎ ŎƻƴŎŜǊƴǎ ǇǊƻƳǇǘƭȅΦ 9ƴƘŀƴŎŜŘ ŎǳǎǘƻƳŜǊ ŜƴƎŀƎŜƳŜƴǘ ƴƻǘ ƻƴƭȅ 
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ōǳƛƭŘǎ ǘǊǳǎǘ ōǳǘ ŀƭǎƻ ŜƴŎƻǳǊŀƎŜǎ ƳƻǊŜ ŀŎǝǾŜ ǇŀǊǝŎƛǇŀǝƻƴ ƛƴ ŜƴŜǊƎȅπǎŀǾƛƴƎ ƛƴƛǝŀǝǾŜǎΣ ŎƻƴǘǊƛōǳǝƴƎ ǘƻ 

ŀ ƳƻǊŜ ǎǳǎǘŀƛƴŀōƭŜ ŜƴŜǊƎȅ ŜŎƻǎȅǎǘŜƳΦ 

¢ƘŜ ŎǳǎǘƻƳŜǊ ŜƴƎŀƎŜƳŜƴǘ ƛƳǇƭƛŜǎ ǘŀƪƛƴƎ ƛƴǘƻ ŀŎŎƻǳƴǘ ǘƘŜ ǎƻŎƛŀƭ ŀŎŎŜǇǘŀƴŎŜ ƻŦ ǘƘŜ ŜƴŜǊƎȅ 

ŘƛƎƛǘŀƭƛȊŀǝƻƴΦ Lƴ ƻǊŘŜǊ ǘƻ ƘŀǾŜ ŀ ƘƛƎƘπǊŀǘŜ ŀƴŘ ǘǊǳǎǘ ƛǘ ƛǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ǇǊƻǾƛŘŜ ǘǊŀƴǎǇŀǊŜƴŎȅΣ 

ŜƴƎŀƎŜƳŜƴǘΣ ŀƴŘ ǘŀƴƎƛōƭŜ ōŜƴŜŬǘǎ ŦƻǊ ǘƘŜ ŎǳǎǘƻƳŜǊ ŎƻƳƳǳƴƛǝŜǎΦ 

LƴǾƻƭǾƛƴƎ ǎǘŀƪŜƘƻƭŘŜǊǎ ŀƴŘ ǘƘŜ ǇǳōƭƛŎ ŜŀǊƭȅ ƛƴ ǘƘŜ ǇƭŀƴƴƛƴƎ ǇǊƻŎŜǎǎ ǘƘǊƻǳƎƘ Ŏƻƴǎǳƭǘŀǝƻƴǎ ŀƴŘ ƻǇŜƴ 

ŦƻǊǳƳǎ Ŏŀƴ ƘŜƭǇ ŀŘŘǊŜǎǎ ŎƻƴŎŜǊƴǎ ŀƴŘ ōǳƛƭŘ ǘǊǳǎǘΦ /ƭŜŀǊ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀōƻǳǘ ǘƘŜ ōŜƴŜŬǘǎ ƻŦ 

ŘƛƎƛǘŀƭƛȊŀǝƻƴΣ ǎǳŎƘ ŀǎ ƛƳǇǊƻǾŜŘ ŜƴŜǊƎȅ ŜŶŎƛŜƴŎȅΣ Ŏƻǎǘ ǎŀǾƛƴƎǎΣ ŀƴŘ ŜƴƘŀƴŎŜŘ ƎǊƛŘ ǊŜƭƛŀōƛƭƛǘȅΣ ƛǎ 

ŜǎǎŜƴǝŀƭΦ !ŘŘƛǝƻƴŀƭƭȅΣ ŘŜƳƻƴǎǘǊŀǝƴƎ ǘƘŜ ǇƻǎƛǝǾŜ ŜƴǾƛǊƻƴƳŜƴǘŀƭ ƛƳǇŀŎǘΣ ǎǳŎƘ ŀǎ ǊŜŘǳŎŜŘ ŎŀǊōƻƴ 

ŜƳƛǎǎƛƻƴǎ ŀƴŘ ōŜǧŜǊ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ǊŜƴŜǿŀōƭŜ ŜƴŜǊƎȅ ǎƻǳǊŎŜǎΣ Ŏŀƴ ƎŀǊƴŜǊ ǎǳǇǇƻǊǘΦ tǊƻǾƛŘƛƴƎ ŘƛǊŜŎǘ 

ōŜƴŜŬǘǎ ǘƻ ƭƻŎŀƭ ŎƻƳƳǳƴƛǝŜǎΣ ǎǳŎƘ ŀǎ Ƨƻō ŎǊŜŀǝƻƴΣ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƛƳǇǊƻǾŜƳŜƴǘǎΣ ŀƴŘ ŜŘǳŎŀǝƻƴŀƭ 

ǇǊƻƎǊŀƳǎΣ Ŏŀƴ ŦǳǊǘƘŜǊ ŜƴƘŀƴŎŜ ŀŎŎŜǇǘŀƴŎŜΦ [ŀǎǘƭȅΣ ŜƴǎǳǊƛƴƎ Ǌƻōǳǎǘ Řŀǘŀ ǇǊƛǾŀŎȅ ŀƴŘ ŎȅōŜǊǎŜŎǳǊƛǘȅ 

ƳŜŀǎǳǊŜǎ Ŏŀƴ ŀƭƭŜǾƛŀǘŜ ŦŜŀǊǎ ǊŜƭŀǘŜŘ ǘƻ ŘƛƎƛǘŀƭƛȊŀǝƻƴΣ ŦƻǎǘŜǊƛƴƎ ŀ ǎŜƴǎŜ ƻŦ ǎŜŎǳǊƛǘȅ ŀƴŘ ŎƻƴŬŘŜƴŎŜ 

ŀƳƻƴƎ ǘƘŜ ǇǳōƭƛŎΦ .ȅ ŀŘŘǊŜǎǎƛƴƎ ǘƘŜǎŜ ŀǎǇŜŎǘǎΣ ŜƴŜǊƎȅ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƛƴƛǝŀǝǾŜǎ Ŏŀƴ Ǝŀƛƴ ōǊƻŀŘŜǊ ǎƻŎƛŀƭ 

ŀŎŎŜǇǘŀƴŎŜ ŀƴŘ ǎǳǇǇƻǊǘΦ 

5.5 Identify the EU-legislative Related Barriers Regarding Energy 

Digitalization  

¢ƘŜ ƻƴƎƻƛƴƎ ŜƴŜǊƎȅ ŎǊƛǎƛǎ Ƙŀǎ ƴƻǘ ƻƴƭȅ ŘƛǎǊǳǇǘŜŘ Ǝƭƻōŀƭ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎ ōǳǘ ŀƭǎƻ ǇƻǎŜŘ ǎŜǾŜǊŜ 

ŎƘŀƭƭŜƴƎŜǎ ǘƻ ǘƘŜ 9¦ϥǎ ŎƭƛƳŀǘŜ ŀƴŘ ŜƴŜǊƎȅ ƻōƧŜŎǝǾŜǎΦ ¢ƘŜ ŎǊƛǎƛǎΣ ŦǳŜƭƭŜŘ ōȅ ƎŜƻǇƻƭƛǝŎŀƭ ǘŜƴǎƛƻƴǎ ǎǳŎƘ 

ŀǎ ǘƘŜ wǳǎǎƛŀπ¦ƪǊŀƛƴŜ ǿŀǊΣ Ƙŀǎ ŜȄŀŎŜǊōŀǘŜŘ ǘƘŜ 9¦ϥǎ ŘŜǇŜƴŘŜƴŎŜ ƻƴ ƛƳǇƻǊǘŜŘ Ŧƻǎǎƛƭ ŦǳŜƭǎ ŀƴŘ 

ƘƛƎƘƭƛƎƘǘŜŘ ǘƘŜ ǳǊƎŜƴǘ ƴŜŜŘ ŦƻǊ ŜƴŜǊƎȅ ŘƛǾŜǊǎƛŬŎŀǝƻƴ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜΦ ¢Ƙƛǎ ŘŜǇŜƴŘŜƴŎŜ Ƙŀǎ ƳŀŘŜ ǘƘŜ 

9¦ ǾǳƭƴŜǊŀōƭŜ ǘƻ ƳŀǊƪŜǘ Ǿƻƭŀǝƭƛǘȅ ŀƴŘ ǇǊƛŎŜ ǎƘƻŎƪǎΣ ŎƻƳǇƭƛŎŀǝƴƎ ƛǘǎ ǘǊŀƴǎƛǝƻƴ ǘƻ ŀ ǎǳǎǘŀƛƴŀōƭŜ ŜƴŜǊƎȅ 

ŦǳǘǳǊŜΦ ¢ƘŜ w9tƻǿŜǊ9¦ ǇƭŀƴΣ ŘŜǎƛƎƴŜŘ ǘƻ ǊŜŘǳŎŜ ǊŜƭƛŀƴŎŜ ƻƴ wǳǎǎƛŀƴ Ŧƻǎǎƛƭ ŦǳŜƭǎ ŀƴŘ ƛƴŎǊŜŀǎŜ ǘƘŜ ǎƘŀǊŜ 

ƻŦ ǊŜƴŜǿŀōƭŜ ŜƴŜǊƎȅ ǘƻ пр҈ ōȅ нлолΣ ǊŜǇǊŜǎŜƴǘǎ ŀ ŎǊǳŎƛŀƭ ǎǘŜǇ ǘƻǿŀǊŘ ŜƴŜǊƎȅ ƛƴŘŜǇŜƴŘŜƴŎŜΦ IƻǿŜǾŜǊΣ 

ǘƘŜ ǊŀǇƛŘ ŜǎŎŀƭŀǝƻƴ ƻŦ ŜƴŜǊƎȅ ǇǊƛŎŜǎ ŀƴŘ ǎǳǇǇƭȅ ŘƛǎǊǳǇǝƻƴǎ Ƙŀǎ ŦƻǊŎŜŘ ǘƘŜ 9¦ ǘƻ ǘŜƳǇƻǊŀǊƛƭȅ ǊŜǾŜǊǘ ǘƻ 

Ŧƻǎǎƛƭ ŦǳŜƭǎΣ ǳƴŘŜǊƳƛƴƛƴƎ ƛǘǎ ŎƭƛƳŀǘŜ ŎƻƳƳƛǘƳŜƴǘǎ ώслϐΦ 

! ǎƛƎƴƛŬŎŀƴǘ ŎƘŀƭƭŜƴƎŜ ƛƴ ǘƘƛǎ ŎƻƴǘŜȄǘ ƛǎ ǘƘŜ ŎƻƴǘǊŀŘƛŎǘƻǊȅ ōŜƘŀǾƛƻǳǊ ƻŦ ƭŀǊƎŜ ƻƛƭ ŎƻƳǇŀƴƛŜǎΣ ǿƘƛŎƘ 

ƘŀǾŜ ƭŜǾŜǊŀƎŜŘ ǘƘŜ ŎǊƛǎƛǎ ǘƻ ŀŎƘƛŜǾŜ ǊŜŎƻǊŘ ǇǊƻŬǘǎ ŦǊƻƳ Ŧƻǎǎƛƭ ŦǳŜƭ ǎŀƭŜǎΦ Lƴ нлннΣ ƳŀƧƻǊ ƻƛƭ ŎƻǊǇƻǊŀǝƻƴǎ 

ǊŜǇƻǊǘŜŘ ǎǳōǎǘŀƴǝŀƭ ŜŀǊƴƛƴƎǎ ŀƴŘ ǎǳōǎŜǉǳŜƴǘƭȅ ǎŎŀƭŜŘ ōŀŎƪ ǘƘŜƛǊ ǊŜƴŜǿŀōƭŜ ŜƴŜǊƎȅ ǘŀǊƎŜǘǎΦ ¢Ƙƛǎ 

ǊŜƎǊŜǎǎƛƻƴ ǘƘǊŜŀǘŜƴǎ ǘƘŜ 9¦ϥǎ ŎƭƛƳŀǘŜ Ǝƻŀƭǎ ŀƴŘ ǳƴŘŜǊǎŎƻǊŜǎ ǘƘŜ ƴŜŜŘ ŦƻǊ ǎǘǊƻƴƎŜǊ ƭŜƎƛǎƭŀǝǾŜ ƻǾŜǊǎƛƎƘǘ 

ŀƴŘ ƛƴŎŜƴǝǾŜǎ ǘƻ ƪŜŜǇ ǊŜƴŜǿŀōƭŜ ŜƴŜǊƎȅ ƛƴǾŜǎǘƳŜƴǘǎ ƻƴ ǘǊŀŎƪΦ 5ŜǎǇƛǘŜ ǘƘŜ ŀƳōƛǝƻǳǎ ǘŀǊƎŜǘǎ ƻŦ 

w9tƻǿŜǊ9¦Σ ǘƘŜǊŜ ƛǎ ŀ ƭŀŎƪ ƻŦ Ǌƻōǳǎǘ ŜƴŦƻǊŎŜƳŜƴǘ ƳŜŎƘŀƴƛǎƳǎ ŀƴŘ ŬƴŀƴŎƛŀƭ ƛƴŎŜƴǝǾŜǎ ǘƘŀǘ Ŏŀƴ 

ŎƻƳǇŜƭ ŜƴŜǊƎȅ ŎƻƳǇŀƴƛŜǎ ǘƻ ǇǊƛƻǊƛǝȊŜ ǊŜƴŜǿŀōƭŜ ŜƴŜǊƎȅ ƻǾŜǊ Ŧƻǎǎƛƭ ŦǳŜƭǎ ώсмϐΦ aƻǊŜƻǾŜǊΣ ƎŜƻǇƻƭƛǝŎŀƭ 

ŦŀŎǘƻǊǎ ǎǳŎƘ ŀǎ Ǝƭƻōŀƭ ƛƴƅŀǝƻƴΣ ǎǳǇǇƭȅ ŎƘŀƛƴ ŘƛǎǊǳǇǝƻƴǎΣ ŀƴŘ ǘƘŜ ǿŜŀǇƻƴƛȊŀǝƻƴ ƻŦ ŜƴŜǊƎȅ ǎǳǇǇƭƛŜǎ 

ƘŀǾŜ ƛƴǘŜƴǎƛŬŜŘ ǘƘŜ 9¦ϥǎ ŜƴŜǊƎȅ ǎŜŎǳǊƛǘȅ ŎƻƴŎŜǊƴǎΦ ¢ƘŜ 9¦ϥǎ ƭƻƴƎπǎǘŀƴŘƛƴƎ ǊŜƭƛŀƴŎŜ ƻƴ ƛƳǇƻǊǘŜŘ 

ŜƴŜǊƎȅΣ ǇŀǊǝŎǳƭŀǊƭȅ ƴŀǘǳǊŀƭ Ǝŀǎ ŦǊƻƳ wǳǎǎƛŀΣ Ƙŀǎ ŜȄǇƻǎŜŘ ǘƘŜ ǊŜƎƛƻƴ ǘƻ ǎƛƎƴƛŬŎŀƴǘ ǊƛǎƪǎΦ ¢ƘŜ ƴŜŜŘ ǘƻ 

ǎŜŎǳǊŜ ŀƭǘŜǊƴŀǝǾŜ ŜƴŜǊƎȅ ǎǳǇǇƭƛŜǎ Ƙŀǎ ǇǊƻƳǇǘŜŘ ǘƘŜ 9¦ ǘƻ ŜȄǇƭƻǊŜ ƴŜǿ ǇŀǊǘƴŜǊǎƘƛǇǎ ŀƴŘ ŘƛǾŜǊǎƛŦȅ ƛǘǎ 

ŜƴŜǊƎȅ ƳƛȄΣ ƛƴŎƭǳŘƛƴƎ ŀŎŎŜƭŜǊŀǘŜŘ ƛƴǾŜǎǘƳŜƴǘǎ ƛƴ ǊŜƴŜǿŀōƭŜ ŜƴŜǊƎȅ ŀƴŘ ŜƴŜǊƎȅ ŜŶŎƛŜƴŎȅΦ IƻǿŜǾŜǊΣ 

ǘƘƛǎ ǘǊŀƴǎƛǝƻƴ ƛǎ ŦǊŀǳƎƘǘ ǿƛǘƘ ŎƘŀƭƭŜƴƎŜǎΣ ƛƴŎƭǳŘƛƴƎ ǘƘŜ ƴŜŜŘ ŦƻǊ ǎǳōǎǘŀƴǝŀƭ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƛƴǾŜǎǘƳŜƴǘǎΣ 

ǊŀǇƛŘ ǎŎŀƭƛƴƎ ƻŦ ǊŜƴŜǿŀōƭŜ ǘŜŎƘƴƻƭƻƎƛŜǎΣ ŀƴŘ ƴŀǾƛƎŀǝƴƎ ŎƻƳǇƭŜȄ ƭŜƎƛǎƭŀǝǾŜ ƭŀƴŘǎŎŀǇŜǎ ǘƘŀǘ ǾŀǊȅ ŀŎǊƻǎǎ 

ƳŜƳōŜǊ ǎǘŀǘŜǎ ώснϐΦ ¢ƘŜ ŜƴŜǊƎȅ ŎǊƛǎƛǎ Ƙŀǎ ŀƭǎƻ ŜƳǇƘŀǎƛȊŜŘ ǘƘŜ ƛƳǇƻǊǘŀƴŎŜ ƻŦ ƛƴǘŜƎǊŀǝƴƎ ŘƛƎƛǘŀƭ 

ǎƻƭǳǝƻƴǎΣ ǎǳŎƘ ŀǎ ŘƛƎƛǘŀƭ ǘǿƛƴǎΣ ƛƴǘƻ ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊ ǘƻ ŜƴƘŀƴŎŜ ƎǊƛŘ ƳŀƴŀƎŜƳŜƴǘ ŀƴŘ ǎǘŀōƛƭƛǘȅΦ 

5ƛƎƛǘŀƭ ǘǿƛƴǎ Ŏŀƴ ǇǊƻǾƛŘŜ ǊŜŀƭπǝƳŜ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ŎƻƴǘǊƻƭΣ ŦƻǊŜŎŀǎǘ ǎǳǇǇƭȅπŘŜƳŀƴŘ ƛƳōŀƭŀƴŎŜǎΣ ŀƴŘ 

ƛƳǇǊƻǾŜ ǘƘŜ ǊŜǎƛƭƛŜƴŎŜ ƻŦ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎ ŘǳǊƛƴƎ ǾƻƭŀǝƭŜ ƳŀǊƪŜǘ ŎƻƴŘƛǝƻƴǎΣ ǘƘǳǎ ǇƭŀȅƛƴƎ ŀ ŎǊƛǝŎŀƭ ǊƻƭŜ 
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ƛƴ ƳƛǝƎŀǝƴƎ ǘƘŜ ƛƳǇŀŎǘǎ ƻŦ ǘƘŜ ŎǊƛǎƛǎΦ ¢ƻ ŀŘŘǊŜǎǎ ǘƘŜǎŜ ŎƘŀƭƭŜƴƎŜǎΣ ¢ǿƛƴ9¦ ŀŘǾƻŎŀǘŜǎ ŦƻǊ ƳŜǊƎƛƴƎ 

ǎǘŀƴŘŀǊŘǎ ŦƻǊ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀƴŘ ŘŜǾŜƭƻǇƛƴƎ Ǌƻōǳǎǘ ƛƴǘŜǊŦŀŎŜǎ ōŜǘǿŜŜƴ ¢{hǎΣ 5{hǎΣ ŀƴŘ ƻǘƘŜǊ 

ǎǘŀƪŜƘƻƭŘŜǊǎΣ ǎǳŎƘ ŀǎ ǎǘŀƴŘŀǊŘƛȊƛƴƎ ǘƘŜ ǿŀȅ ōƻǳƴŘŀǊȅ ǇƻƛƴǘǎΣ ŀƴŘ ǊŜŦŜǊŜƴŎŜ Řŀǘŀ ŀǊŜ ŜȄŎƘŀƴƎŜŘ ōƻǘƘ 

ōȅ ¢{hǎ ŀƴŘ 5{hǎΦ ¢ƘŜǎŜ ƳŜŀǎǳǊŜǎ ŀǊŜ ŎǊǳŎƛŀƭ ŦƻǊ ƘŀƴŘƭƛƴƎ ǘƘŜ ƛƴŎǊŜŀǎŜŘ Ǿƻƭŀǝƭƛǘȅ ƛƴ ŜƴŜǊƎȅ ǎǳǇǇƭȅ 

ŀƴŘ ŜƴǎǳǊƛƴƎ ŎƻƻǊŘƛƴŀǘŜŘ ǊŜǎǇƻƴǎŜǎ ǘƻ ŘƛǎǊǳǇǝƻƴǎΦ ¢ƘŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ǘƘŜǎŜ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ƛƴǘŜǊŦŀŎŜǎ 

ƛǎ ŀ ǎǘǊŀǘŜƎƛŎ ǇǊƛƻǊƛǘȅ ǘƻ ƻǾŜǊŎƻƳŜ ǘƘŜ ŎǳǊǊŜƴǘ ƭŜƎƛǎƭŀǝǾŜ ŀƴŘ ǘŜŎƘƴƻƭƻƎƛŎŀƭ ƎŀǇǎΦ 

5ƛƎƛǘŀƭƛȊŀǝƻƴ ƛǎ ŀ ŎƻǊƴŜǊǎǘƻƴŜ ƻŦ ǘƘŜ 9¦ϥǎ ǎǘǊŀǘŜƎȅ ǘƻ ƳƻŘŜǊƴƛȊŜ ƛǘǎ ŜƴŜǊƎȅ ǎŜŎǘƻǊ ŀƴŘ ƳŜŜǘ ŎƭƛƳŀǘŜ 

ƎƻŀƭǎΦ ¢ƘŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ŘƛƎƛǘŀƭ ǘŜŎƘƴƻƭƻƎƛŜǎ ǎǳŎƘ ŀǎ ǎƳŀǊǘ ƎǊƛŘǎΣ ŀŘǾŀƴŎŜŘ ƳŜǘŜǊƛƴƎ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΣ 

ŀƴŘ !LπŘǊƛǾŜƴ ŜƴŜǊƎȅ ƳŀƴŀƎŜƳŜƴǘ ǎȅǎǘŜƳǎ ƛǎ ŜǎǎŜƴǝŀƭ ŦƻǊ ŀŎƘƛŜǾƛƴƎ ŀ ƳƻǊŜ ƅŜȄƛōƭŜΣ ŜŶŎƛŜƴǘΣ ŀƴŘ 

ǊŜǎƛƭƛŜƴǘ ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ IƻǿŜǾŜǊΣ ǘƘŜ ŎǳǊǊŜƴǘ ƭŜƎƛǎƭŀǝǾŜ ŀƴŘ ǊŜƎǳƭŀǘƻǊȅ ŦǊŀƳŜǿƻǊƪǎ ŀŎǊƻǎǎ ǘƘŜ 9¦ 

ǇǊŜǎŜƴǘ ǎƛƎƴƛŬŎŀƴǘ ōŀǊǊƛŜǊǎ ǘƻ ŜƴŜǊƎȅ ŘƛƎƛǘŀƭƛȊŀǝƻƴΦ hƴŜ ƻŦ ǘƘŜ ǇǊƛƳŀǊȅ ƛǎǎǳŜǎ ƛǎ ǘƘŜ ƭŀŎƪ ƻŦ ƘŀǊƳƻƴƛȊŜŘ 

ǊŜƎǳƭŀǝƻƴǎ ŀŎǊƻǎǎ ƳŜƳōŜǊ ǎǘŀǘŜǎΣ ƭŜŀŘƛƴƎ ǘƻ ŦǊŀƎƳŜƴǘŜŘ ŀǇǇǊƻŀŎƘŜǎ ǘƻ ŘƛƎƛǘŀƭ ŜƴŜǊƎȅ ǎƻƭǳǝƻƴǎ ώсоϐΦ 

/ǳǊǊŜƴǘƭȅΣ 9¦ ƳŜƳōŜǊ ǎǘŀǘŜǎ ƻǇŜǊŀǘŜ ǳƴŘŜǊ ŘƛũŜǊŜƴǘ ǊŜƎǳƭŀǘƻǊȅ ǎǘŀƴŘŀǊŘǎΣ ǿƘƛŎƘ ƛƳǇŜŘŜǎ ǘƘŜ 

ǎŜŀƳƭŜǎǎ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ŘƛƎƛǘŀƭ ŜƴŜǊƎȅ ǘŜŎƘƴƻƭƻƎƛŜǎΦ CƻǊ ŜȄŀƳǇƭŜΣ ǘƘŜ ŘŜǇƭƻȅƳŜƴǘ ƻŦ ǎƳŀǊǘ ƎǊƛŘǎ ŀƴŘ 

ŀŘǾŀƴŎŜŘ ƳŜǘŜǊƛƴƎ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƛǎ ǳƴŜǾŜƴ ŀŎǊƻǎǎ ǘƘŜ 9¦Σ ǿƛǘƘ ǎƻƳŜ ŎƻǳƴǘǊƛŜǎ ƭŜŀŘƛƴƎ ƛƴ ŀŘƻǇǝƻƴ 

ǿƘƛƭŜ ƻǘƘŜǊǎ ƭŀƎ ǎƛƎƴƛŬŎŀƴǘƭȅ ōŜƘƛƴŘΦ ¢Ƙƛǎ ƛƴŎƻƴǎƛǎǘŜƴŎȅ ŎǊŜŀǘŜǎ ŎƘŀƭƭŜƴƎŜǎ ŦƻǊ Řŀǘŀ ǎƘŀǊƛƴƎΣ 

ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΣ ŀƴŘ ŎǊƻǎǎπōƻǊŘŜǊ ŜƴŜǊƎȅ ǘǊŀŘŜΣ ǳƭǝƳŀǘŜƭȅ ƘƛƴŘŜǊƛƴƎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ŀƴ ƛƴǘŜƎǊŀǘŜŘ 

ŘƛƎƛǘŀƭ ŜƴŜǊƎȅ ƳŀǊƪŜǘΦ CǳǊǘƘŜǊƳƻǊŜΣ ǊŜƎǳƭŀǘƻǊȅ ƎŀǇǎ ŎƻƴŎŜǊƴƛƴƎ Řŀǘŀ ǇǊƛǾŀŎȅΣ ŎȅōŜǊǎŜŎǳǊƛǘȅΣ ŀƴŘ Řŀǘŀ 

ǎƻǾŜǊŜƛƎƴǘȅ ǇƻǎŜ ŀŘŘƛǝƻƴŀƭ ŎƘŀƭƭŜƴƎŜǎΣ ŀǎ ǘƘŜǎŜ ƛǎǎǳŜǎ ŀǊŜ ŎǊƛǝŎŀƭ ŦƻǊ ǘƘŜ ǿƛŘŜǎǇǊŜŀŘ ŀŘƻǇǝƻƴ ƻŦ 

ŘƛƎƛǘŀƭ ǎƻƭǳǝƻƴǎ ƛƴ ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊ ώсоϐΦ 

¢ŜŎƘƴƻƭƻƎƛŎŀƭ ōŀǊǊƛŜǊǎ ŦǳǊǘƘŜǊ ŎƻƳǇƭƛŎŀǘŜ ǘƘŜ 9¦ϥǎ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ŜũƻǊǘǎΦ hǳǘŘŀǘŜŘ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΣ 

ƭŀŎƪ ƻŦ ƛƴǾŜǎǘƳŜƴǘ ƛƴ ƳƻŘŜǊƴ ŘƛƎƛǘŀƭ ǘŜŎƘƴƻƭƻƎƛŜǎΣ ŀƴŘ ƭƛƳƛǘŜŘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ōŜǘǿŜŜƴ ƭŜƎŀŎȅ ǎȅǎǘŜƳǎ 

ŀƴŘ ƴŜǿ ŘƛƎƛǘŀƭ ǎƻƭǳǝƻƴǎ ƘƛƴŘŜǊ ǘƘŜ Ŧǳƭƭ ǊŜŀƭƛȊŀǝƻƴ ƻŦ ŀ ŘƛƎƛǘŀƭ ŜƴŜǊƎȅ ŜŎƻǎȅǎǘŜƳΦ CƻǊ ƛƴǎǘŀƴŎŜΣ Ƴŀƴȅ 

ŜȄƛǎǝƴƎ ŜƴŜǊƎȅ ƎǊƛŘǎ ǿŜǊŜ ƴƻǘ ŘŜǎƛƎƴŜŘ ǘƻ ŀŎŎƻƳƳƻŘŀǘŜ ǘƘŜ ōƛŘƛǊŜŎǝƻƴŀƭ ƅƻǿ ƻŦ ŜƴŜǊƎȅ ŀƴŘ Řŀǘŀ 

ǊŜǉǳƛǊŜŘ ōȅ ǎƳŀǊǘ ƎǊƛŘǎΣ ƳŀƪƛƴƎ ƛǘ ŘƛŶŎǳƭǘ ǘƻ ƛƴǘŜƎǊŀǘŜ ǊŜƴŜǿŀōƭŜ ŜƴŜǊƎȅ ǎƻǳǊŎŜǎ ŀƴŘ ƳŀƴŀƎŜ ŜƴŜǊƎȅ 

ŘŜƳŀƴŘ ƛƴ ǊŜŀƭ ǝƳŜΦ ¢ƘŜ 9¦ϥǎ ƭŜƎƛǎƭŀǝǾŜ ŦǊŀƳŜǿƻǊƪǎ ƻƊŜƴ Ŧŀƛƭ ǘƻ ŀŘŘǊŜǎǎ ǘƘŜǎŜ ǘŜŎƘƴƻƭƻƎƛŎŀƭ 

ǎƘƻǊǘŎƻƳƛƴƎǎΣ ƭŜŀǾƛƴƎ ŎǊƛǝŎŀƭ ƎŀǇǎ ƛƴ ǘƘŜ ǎǳǇǇƻǊǘ ƴŜŜŘŜŘ ŦƻǊ ŘƛƎƛǘŀƭ ƛƴƴƻǾŀǝƻƴ ŀƴŘ ǘǊŀƴǎŦƻǊƳŀǝƻƴ 

ǿƛǘƘƛƴ ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊ ώнлϐΦ aƻǊŜƻǾŜǊΣ ǘƘŜǊŜ ƛǎ ŀƴ ǳǊƎŜƴǘ ƴŜŜŘ ǘƻ ŀƭƛƎƴ ǘƘŜ ƭŜƎƛǎƭŀǝǾŜ ƭŀƴŘǎŎŀǇŜ ǿƛǘƘ 

ŜƳŜǊƎƛƴƎ ŘƛƎƛǘŀƭ ǘŜŎƘƴƻƭƻƎƛŜǎ ǎǳŎƘ ŀǎ !LΣ ōƭƻŎƪŎƘŀƛƴΣ ŀƴŘ Lƻ¢Σ ǿƘƛŎƘ ƘƻƭŘ ǎƛƎƴƛŬŎŀƴǘ ǇƻǘŜƴǝŀƭ ǘƻ 

ƻǇǝƳƛȊŜ ŜƴŜǊƎȅ ƳŀƴŀƎŜƳŜƴǘΣ ǊŜŘǳŎŜ ŎƻƴǎǳƳǇǝƻƴΣ ŀƴŘ ŜƴƘŀƴŎŜ ƎǊƛŘ ǎǘŀōƛƭƛǘȅΦ ¢ƘŜ ŎǳǊǊŜƴǘ ǊŜƎǳƭŀǘƻǊȅ 

ŜƴǾƛǊƻƴƳŜƴǘ ŘƻŜǎ ƴƻǘ ǇǊƻǾƛŘŜ ŎƭŜŀǊ ƎǳƛŘŜƭƛƴŜǎ ƻǊ ƛƴŎŜƴǝǾŜǎ ŦƻǊ ǘƘŜ ŀŘƻǇǝƻƴ ƻŦ ǘƘŜǎŜ ǘŜŎƘƴƻƭƻƎƛŜǎΣ 

ƭŜŀŘƛƴƎ ǘƻ ŀ Ŏŀǳǝƻǳǎ ŀǇǇǊƻŀŎƘ ŀƳƻƴƎ ŜƴŜǊƎȅ ŎƻƳǇŀƴƛŜǎ ŀƴŘ ƛƴǾŜǎǘƻǊǎΦ ²ƛǘƘƻǳǘ ŎƭŜŀǊ ŀƴŘ ǎǳǇǇƻǊǝǾŜ 

ǊŜƎǳƭŀǘƻǊȅ ŦǊŀƳŜǿƻǊƪǎΣ ǘƘŜ 9¦ϥǎ ŜƴŜǊƎȅ ǎŜŎǘƻǊ Ǌƛǎƪǎ ŦŀƭƭƛƴƎ ōŜƘƛƴŘ ƛƴ ǘƘŜ Ǝƭƻōŀƭ ǊŀŎŜ ǘƻǿŀǊŘ 

ŘƛƎƛǘŀƭƛȊŀǝƻƴΣ ǿƘƛŎƘ ƛǎ ŜǎǎŜƴǝŀƭ ŦƻǊ ŀŎƘƛŜǾƛƴƎ ǘƘŜ ǘǿƛƴ Ǝƻŀƭǎ ƻŦ ŜƴŜǊƎȅ ǎŜŎǳǊƛǘȅ ŀƴŘ ǎǳǎǘŀƛƴŀōƛƭƛǘȅ ώспϐΦ 

¢ƘŜ 9¦ϥǎ ŀƳōƛǝƻǳǎ ŎƭƛƳŀǘŜ ŀƴŘ ŜƴŜǊƎȅ ǘŀǊƎŜǘǎ ŀǊŜ ǎǳǇǇƻǊǘŜŘ ōȅ ǎŜǾŜǊŀƭ ƪŜȅ ƛƴƛǝŀǝǾŜǎΣ ƛƴŎƭǳŘƛƴƎ 

ǘƘŜ !Ŏǝƻƴ tƭŀƴ ŦƻǊ DǊƛŘǎΣ ǘƘŜ wŜƴŜǿŀōƭŜ 9ƴŜǊƎȅ 5ƛǊŜŎǝǾŜ LLL όw95 LLLύΣ ŀƴŘ ǘƘŜ ǊŜŦƻǊƳŜŘ 9ƭŜŎǘǊƛŎƛǘȅ 

aŀǊƪŜǘ 5ŜǎƛƎƴΦ ¢ƘŜǎŜ ƭŜƎƛǎƭŀǝǾŜ ŜũƻǊǘǎ ŀƛƳ ǘƻ ƳƻŘŜǊƴƛȊŜ ǘƘŜ 9¦ϥǎ ŜƴŜǊƎȅ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΣ ǇǊƻƳƻǘŜ 

ǊŜƴŜǿŀōƭŜ ŜƴŜǊƎȅΣ ŀƴŘ ŎǊŜŀǘŜ ŀ ƳƻǊŜ ƛƴǘŜƎǊŀǘŜŘ ŀƴŘ ŎƻƳǇŜǝǝǾŜ ŜƴŜǊƎȅ ƳŀǊƪŜǘΦ IƻǿŜǾŜǊΣ ǎƛƎƴƛŬŎŀƴǘ 

ƎŀǇǎ ǊŜƳŀƛƴ ōŜǘǿŜŜƴ ǘƘŜǎŜ ƭŜƎƛǎƭŀǝǾŜ ƛƴƛǝŀǝǾŜǎ ŀƴŘ ǘƘŜ ǇǊŀŎǝŎŀƭ ǊŜǉǳƛǊŜƳŜƴǘǎ ŦƻǊ ŀŘǾŀƴŎƛƴƎ ŜƴŜǊƎȅ 

ŘƛƎƛǘŀƭƛȊŀǝƻƴ ώсрϐΦ 

¢ƘŜ wŜƴŜǿŀōƭŜ 9ƴŜǊƎȅ 5ƛǊŜŎǝǾŜ LLL όw95 LLLύ ƛǎ ŘŜǎƛƎƴŜŘ ǘƻ ōƻƻǎǘ ǘƘŜ ǎƘŀǊŜ ƻŦ ǊŜƴŜǿŀōƭŜǎ ƛƴ ǘƘŜ 9¦ϥǎ 

ŜƴŜǊƎȅ ƳƛȄΣ ǎŜǩƴƎ ŀƳōƛǝƻǳǎ ǘŀǊƎŜǘǎ ŦƻǊ ǊŜƴŜǿŀōƭŜ ŜƴŜǊƎȅ ƎŜƴŜǊŀǝƻƴ ŀƴŘ ŎƻƴǎǳƳǇǝƻƴΦ IƻǿŜǾŜǊΣ 

w95 LLL ŘƻŜǎ ƴƻǘ ǎǳŶŎƛŜƴǘƭȅ ŀŘŘǊŜǎǎ ǘƘŜ ǊƻƭŜ ƻŦ ŘƛƎƛǘŀƭ ǘŜŎƘƴƻƭƻƎƛŜǎ ƛƴ ŦŀŎƛƭƛǘŀǝƴƎ ǘƘƛǎ ǘǊŀƴǎƛǝƻƴΦ ¢ƘŜ 

ŘƛǊŜŎǝǾŜ ƭŀŎƪǎ ŎƭŜŀǊ ǇǊƻǾƛǎƛƻƴǎ ƻƴ Ƙƻǿ ŘƛƎƛǘŀƭ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƛƴǾŜǎǘƳŜƴǘǎΣ ǎǳŎƘ ŀǎ ǘƘƻǎŜ ƴŜŜŘŜŘ ŦƻǊ 

ǎƳŀǊǘ ƎǊƛŘǎΣ ŜƴŜǊƎȅ ǎǘƻǊŀƎŜΣ ŀƴŘ ŘƛƎƛǘŀƭ ŜƴŜǊƎȅ ƳŀƴŀƎŜƳŜƴǘ ǎȅǎǘŜƳǎΣ ǎƘƻǳƭŘ ōŜ ǇǊƛƻǊƛǝȊŜŘ ŀƴŘ 
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ƛƴǘŜƎǊŀǘŜŘ ƛƴǘƻ ǘƘŜ ōǊƻŀŘŜǊ ŜƴŜǊƎȅ ǎǘǊŀǘŜƎȅΦ ¢Ƙƛǎ ƻǾŜǊǎƛƎƘǘ ƘƛƴŘŜǊǎ ǘƘŜ ǇƻǘŜƴǝŀƭ ŦƻǊ ŘƛƎƛǘŀƭ ǎƻƭǳǝƻƴǎ ǘƻ 

ŜƴƘŀƴŎŜ ǘƘŜ ŜŶŎƛŜƴŎȅ ŀƴŘ ŜũŜŎǝǾŜƴŜǎǎ ƻŦ ǊŜƴŜǿŀōƭŜ ŜƴŜǊƎȅ ŘŜǇƭƻȅƳŜƴǘΦ 

{ƛƳƛƭŀǊƭȅΣ ǘƘŜ !Ŏǝƻƴ tƭŀƴ ŦƻǊ DǊƛŘǎ ŜƳǇƘŀǎƛȊŜǎ ǘƘŜ ƴŜŜŘ ŦƻǊ ƛƴŎǊŜŀǎŜŘ ƛƴǾŜǎǘƳŜƴǘ ƛƴ ƎǊƛŘ 

ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ǘƻ ǎǳǇǇƻǊǘ ǘƘŜ 9¦ϥǎ ŜƴŜǊƎȅ ǘǊŀƴǎƛǝƻƴΦ ²ƘƛƭŜ ǘƘŜ Ǉƭŀƴ ǊŜŎƻƎƴƛȊŜǎ ǘƘŜ ƛƳǇƻǊǘŀƴŎŜ ƻŦ 

ŜƴƘŀƴŎƛƴƎ ƎǊƛŘ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ŎŀǇŀŎƛǘȅΣ ƛǘ Ŧŀƭƭǎ ǎƘƻǊǘ ƻŦ ŀŘŘǊŜǎǎƛƴƎ ǘƘŜ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ǊŜǉǳƛǊŜŘ ǘƻ ƳŀƴŀƎŜ 

ǘƘŜǎŜ ŎƻƳǇƭŜȄ ǎȅǎǘŜƳǎ ƛƴ ŀ ǊŜƴŜǿŀōƭŜπŘƻƳƛƴŀƴǘ ŜƴǾƛǊƻƴƳŜƴǘΦ YŜȅ ŘƛƎƛǘŀƭ ǘƻƻƭǎΣ ǎǳŎƘ ŀǎ !LπŘǊƛǾŜƴ 

ŘŜƳŀƴŘπǊŜǎǇƻƴǎŜ ǎȅǎǘŜƳǎ ŀƴŘ ōƭƻŎƪŎƘŀƛƴπōŀǎŜŘ ƎǊƛŘ ƳŀƴŀƎŜƳŜƴǘΣ ŀǊŜ ƴƻǘ ŀŘŜǉǳŀǘŜƭȅ ƛƴǘŜƎǊŀǘŜŘ 

ƛƴǘƻ ǘƘŜ ǇƭŀƴΣ ƭŜŀǾƛƴƎ ǎƛƎƴƛŬŎŀƴǘ ƻǇǇƻǊǘǳƴƛǝŜǎ ŦƻǊ ƛƳǇǊƻǾƛƴƎ ƎǊƛŘ ƳŀƴŀƎŜƳŜƴǘ ŀƴŘ ǎǘŀōƛƭƛǘȅ ǳƴǘŀǇǇŜŘΦ 

¢ƘŜ ǊŜŦƻǊƳŜŘ 9ƭŜŎǘǊƛŎƛǘȅ aŀǊƪŜǘ 5ŜǎƛƎƴ ǎŜŜƪǎ ǘƻ ƛƴǘǊƻŘǳŎŜ ƳŀǊƪŜǘπōŀǎŜŘ ǎƻƭǳǝƻƴǎ ǘƻ ŀŘŘǊŜǎǎ ǘƘŜ 

ŎƘŀƭƭŜƴƎŜǎ ƻŦ ŜƴŜǊƎȅ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǎǘƻǊŀƎŜΦ ²ƘƛƭŜ ǘƘƛǎ ŦǊŀƳŜǿƻǊƪ ƳŀƪŜǎ ǎǘǊƛŘŜǎ ǘƻǿŀǊŘ ŎǊŜŀǝƴƎ ƳƻǊŜ 

ǘǊŀƴǎǇŀǊŜƴǘ ŀƴŘ ŎƻƳǇŜǝǝǾŜ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎΣ ƛǘ ŘƻŜǎ ƴƻǘ Ŧǳƭƭȅ ƛƴŎƻǊǇƻǊŀǘŜ ǘƘŜ ǘŜŎƘƴƻƭƻƎƛŎŀƭ 

ŀŘǾŀƴŎŜƳŜƴǘǎ ƴŜŜŘŜŘ ǘƻ ƻǇǝƳƛȊŜ ƳŀǊƪŜǘ ƻǇŜǊŀǝƻƴǎ ǘƘǊƻǳƎƘ ŘƛƎƛǘŀƭ ǎƻƭǳǝƻƴǎΦ ¢ƘŜ ŘŜǎƛƎƴ ŘƻŜǎ ƴƻǘ 

ŀŘŜǉǳŀǘŜƭȅ ŀŘŘǊŜǎǎ ǘƘŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ŘƛƎƛǘŀƭ ǘƻƻƭǎ ǘƘŀǘ Ŏŀƴ ŜƴƘŀƴŎŜ ŜƴŜǊƎȅ ǘǊŀŘƛƴƎΣ ƎǊƛŘ ōŀƭŀƴŎƛƴƎΣ 

ŀƴŘ ǊŜŀƭπǝƳŜ ŜƴŜǊƎȅ ƳŀƴŀƎŜƳŜƴǘΣ ŎǊŜŀǝƴƎ ŀ ŘƛǎŎƻƴƴŜŎǘ ōŜǘǿŜŜƴ ƳŀǊƪŜǘ ǊŜŦƻǊƳǎ ŀƴŘ ǘƘŜ 

ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƛƳǇŜǊŀǝǾŜ 9ǊǊƻǊΗ wŜŦŜǊŜƴŎŜ ǎƻǳǊŎŜ ƴƻǘ ŦƻǳƴŘΦΦ 

¢ǿƛƴ9¦Σ ŀǎ ŀ ƭŜŀŘƛƴƎ ǇǊƻƧŜŎǘ ŦƻŎǳǎŜŘ ƻƴ ŘƛƎƛǘŀƭ ǘǿƛƴ ǘŜŎƘƴƻƭƻƎƛŜǎΣ Ŏŀƴ Ǉƭŀȅ ŀ ŎǊƛǝŎŀƭ ǊƻƭŜ ƛƴ 

ŀŘŘǊŜǎǎƛƴƎ ǘƘŜ ƛŘŜƴǝŬŜŘ ƭŜƎƛǎƭŀǝǾŜ ŀƴŘ ǊŜƎǳƭŀǘƻǊȅ ƎŀǇǎΦ ¢ƘŜ ǇǊƻƧŜŎǘ Ŏŀƴ ƭŜǾŜǊŀƎŜ ŀŘǾŀƴŎŜŘ ŘƛƎƛǘŀƭ 

ǘƻƻƭǎ ŀƴŘ ǘŜŎƘƴƻƭƻƎƛŜǎ ǘƻ ŦŀŎƛƭƛǘŀǘŜ ŀ ƳƻǊŜ ƛƴǘŜƎǊŀǘŜŘΣ ŜŶŎƛŜƴǘΣ ŀƴŘ ǊŜǎƛƭƛŜƴǘ ŜƴŜǊƎȅ ǎȅǎǘŜƳ ŀŎǊƻǎǎ ǘƘŜ 

9¦Φ {ƻƳŜ ǎǇŜŎƛŬŎ ǎƻƭǳǝƻƴǎ ŀǊŜ ǇǊŜǎŜƴǘŜŘ ōŜƭƻǿΥ 

¶ Digital Twin Technology for Enhanced Grid Management: TwinEU can develop digital twins 

of energy grids that simulate, monitor, and optimize energy flows in real-time. This technology 

ŜƴƘŀƴŎŜǎ ǘƘŜ 9¦Ωǎ ŀōƛƭƛǘȅ ǘƻ ƳŀƴŀƎŜ ƎǊƛŘ ŦƭŜȄƛōƛƭƛǘȅΣ ǇǊŜŘƛŎǘ ǎǳǇǇƭȅ-demand imbalances, and 

integrate renewable energy sources more effectively, providing policymakers with insights to 

update legislative frameworks accordingly. 

¶ Standardization of Digital Energy Systems: TwinEU can advocate for and contribute to the 

standardization of digital energy infrastructure across the EU. By creating common standards 

for data sharing, cybersecurity, and system interoperability, the project can help overcome 

the current regulatory fragmentation. Standardization will enable smoother cross-border 

energy trade and cooperation, which is essential for a fully integrated EU energy market. 

¶ Blockchain for Transparent and Secure Energy Markets: Implementing blockchain technology 

within EU energy markets can improve transparency, security, and efficiency in energy 

trading. 

¶ Cybersecurity Frameworks for Digital Energy SystemsΥ !ǎ ǘƘŜ 9¦Ωǎ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎ ōŜŎƻƳŜ 

increasingly digitalized, the need for robust cybersecurity measures grows. TwinEU can 

develop advanced cybersecurity frameworks tailored to protect digital energy infrastructure 

from potential cyber threats, ensuring the resilience and reliability of energy systems. 

¶ Cross-Border Energy Data Sharing Platforms: TwinEU can promote the creation of shared 

digital platforms for energy data exchange among EU member states. These platforms will 

facilitate more efficient cross-border energy trade and grid integration, addressing one of the 

significant barriers posed by the current legislative discrepancies. 

¢ƘŜǎŜ ǎƻƭǳǝƻƴǎ ǇǊƻǾƛŘŜŘ ōȅ ¢ǿƛƴ9¦ Ŏŀƴ ƘŜƭǇ ōǊƛŘƎŜ ǘƘŜ ƎŀǇǎ ōŜǘǿŜŜƴ 9¦ ƭŜƎƛǎƭŀǝǾŜ ŦǊŀƳŜǿƻǊƪǎ 

ŀƴŘ ǘƘŜ ǇǊŀŎǝŎŀƭ ƴŜŜŘǎ ƻŦ ŜƴŜǊƎȅ ŘƛƎƛǘŀƭƛȊŀǝƻƴΣ ǎǳǇǇƻǊǝƴƎ ǘƘŜ 9¦ϥǎ ōǊƻŀŘŜǊ ŎƭƛƳŀǘŜ ŀƴŘ ŜƴŜǊƎȅ 

ƻōƧŜŎǝǾŜǎΦ .ȅ ŀƭƛƎƴƛƴƎ ŘƛƎƛǘŀƭ ǘŜŎƘƴƻƭƻƎƛŜǎ ǿƛǘƘ ŜȄƛǎǝƴƎ ƭŜƎƛǎƭŀǝǾŜ ŜũƻǊǘǎΣ ¢ǿƛƴ9¦ Ŏŀƴ ǎƛƎƴƛŬŎŀƴǘƭȅ 

ŜƴƘŀƴŎŜ ǘƘŜ 9¦ϥǎ ŀōƛƭƛǘȅ ǘƻ ǘǊŀƴǎƛǝƻƴ ǘƻ ŀ ǎǳǎǘŀƛƴŀōƭŜ ŀƴŘ ǎŜŎǳǊŜ ŜƴŜǊƎȅ ŦǳǘǳǊŜΦ  
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6 9ƴŜǊƎȅ {ǘŀƪŜƘƻƭŘŜǊǎΩ wŜǉǳƛǊŜƳŜƴǘǎ 
5ƛƎƛǘŀƭ ǘǿƛƴǎ ŀǊŜ ŘȅƴŀƳƛŎΣ ǾƛǊǘǳŀƭ ǊŜǇǊŜǎŜƴǘŀǝƻƴǎ ƻŦ ǊŜŀƭπǿƻǊƭŘ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎ ǘƘŀǘ ƛƴǘŜƎǊŀǘŜ Řŀǘŀ 

ŦǊƻƳ ǇƘȅǎƛŎŀƭ ŀǎǎŜǘǎ ŀƴŘ ǇǊƻŎŜǎǎŜǎΦ .ȅ ŎƻƴƴŜŎǝƴƎ ƭƻŎŀƭ ŘƛƎƛǘŀƭ ǘǿƛƴǎ ǘƻ ŀ Ǉŀƴπ9ǳǊƻǇŜŀƴ ǇƭŀǜƻǊƳΣ 

¢ǿƛƴ9¦ ŀƛƳǎ ǘƻ ŜƴƘŀƴŎŜ ƎǊƛŘ ǊŜǎƛƭƛŜƴŎŜΣ ƅŜȄƛōƛƭƛǘȅΣ ŀƴŘ ǎǳǎǘŀƛƴŀōƛƭƛǘȅΣ ǘƘŜǊŜōȅ ŜƴǎǳǊƛƴƎ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ 

ŀƴŘ ŎƻƭƭŀōƻǊŀǝƻƴ ŀŎǊƻǎǎ ǘƘŜ ŎƻƴǝƴŜƴǘΦ 

¢Ƙƛǎ ŎƘŀǇǘŜǊ ǎǳƳƳŀǊƛȊŜǎ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ŀƴŘ ŜȄǇŜŎǘŀǝƻƴǎ ǘƘŀǘ 9ǳǊƻǇŜŀƴ ŜƴŜǊƎȅ ǎǘŀƪŜƘƻƭŘŜǊǎ 

ƘŀǾŜ ŦƻǊ 5ƛƎƛǘŀƭ ¢ǿƛƴǎ ό5¢ǎύΦ ¢ƘŜǎŜ ƪŜȅ ǊŜǉǳƛǊŜƳŜƴǘǎ ƘŀǾŜ ōŜŜƴ ŘŜǊƛǾŜŘ ŦǊƻƳ ŀ ǘƘƻǊƻǳƎƘ ŀƴŀƭȅǎƛǎ ƻŦ 

ǘƘŜ ǊŜǎǇƻƴǎŜǎ ƻŦ ŜƛƎƘǘȅπǎƛȄ ǎǘŀƪŜƘƻƭŘŜǊǎ ǘƻ ǘƘŜ ǉǳŜǎǝƻƴǎ ƛƴ !ƴƴŜȄ /Σ ǊŀƴƎƛƴƎ ŦǊƻƳ ¢{hǎΣ 5{hǎΣ 

ŀƎƎǊŜƎŀǘƻǊǎΣ ŀǎǎƻŎƛŀǝƻƴǎΣ ŜπƳƻōƛƭƛǘȅ ƻǇŜǊŀǘƻǊǎΣ ƳŀǊƪŜǘ ƻǇŜǊŀǘƻǊǎΣ ǊŜƴŜǿŀōƭŜ ŜƴŜǊƎȅ ǇǊƻŘǳŎŜǊǎΣ 

ǊŜǎŜŀǊŎƘ ƛƴǎǝǘǳǝƻƴǎΣ ǘŜŎƘƴƻƭƻƎȅ ǇǊƻǾƛŘŜǊǎ ŀƴŘ ƻǘƘŜǊ ǎƳŀƭƭ ƻǊ ŜƳŜǊƎƛƴƎ ŜƴǝǝŜǎΣ ŀǎ ǎƘƻǿƴ ƛƴ CƛƎǳǊŜ рΦ 

¢ƘǊƻǳƎƘ ǘƘŜƛǊ ŎƻƴǘǊƛōǳǝƻƴǎΣ ǘƘƛǎ ŎƘŀǇǘŜǊ ǇǊƻǾƛŘŜǎ ŀ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ƻǾŜǊǾƛŜǿ ƻŦ ǘƘŜ ŎǳǊǊŜƴǘ ǎǘŀǘŜΣ 

ŜȄƛǎǝƴƎ ŎƘŀƭƭŜƴƎŜǎ ŀƴŘ ŦǳǘǳǊŜ ŘƛǊŜŎǝƻƴǎ ŦƻǊ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ 5¢ǎ ƛƴ ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊΦ Lǘ 

ŀŘŘǊŜǎǎŜǎ ǘƘŜ ǘŜŎƘƴƛŎŀƭ ŎŀǇŀōƛƭƛǝŜǎ ƻŦ 5¢ǎΣ ƻǊƎŀƴƛȊŀǝƻƴŀƭ ŦŀŎǘƻǊǎ ƛƴƅǳŜƴŎƛƴƎ ǘƘŜƛǊ ŀŘƻǇǝƻƴΣ ǊŜƎǳƭŀǘƻǊȅ 

ŀƴŘ ŎƻƳǇƭƛŀƴŎŜ ŎƻƴǎƛŘŜǊŀǝƻƴǎΣ Řŀǘŀ ƳŀƴŀƎŜƳŜƴǘ ǇǊŀŎǝŎŜǎΣ ŀƴŘ ǘƘŜ ŜȄǇŜŎǘŜŘ ōŜƴŜŬǘǎ ƻŦ ǘƘŜƛǊ 

ŘŜǇƭƻȅƳŜƴǘΦ CƛƴŀƭƭȅΣ ƛǘ ƛƭƭǳǎǘǊŀǘŜǎ Ƙƻǿ 5¢ǎ Ŏŀƴ ǎǳǇǇƻǊǘ 9ǳǊƻǇŜϥǎ ǘǊŀƴǎƛǝƻƴ ǘƻǿŀǊŘǎ ŎƭƛƳŀǘŜ ƴŜǳǘǊŀƭƛǘȅ 

ŀƴŘ ŀ ƳƻǊŜ ŘƛƎƛǝǎŜŘΣ ǎŜŎǳǊŜ ŀƴŘ ŜŶŎƛŜƴǘ ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ 

 

Figure 5 Number of respondents by their role in the energy sector 

6.1 Core Capabilities, Limitations, and Desired Features  

¢Ƙƛǎ ǎŜŎǝƻƴ ŀƴŀƭȅǎŜǎ ǘƘŜ ǊŜǎǇƻƴǎŜǎ ǘƻ ǘƘŜ ǉǳŜǎǝƻƴǎ ǇǊŜǎŜƴǘŜŘ ōŜƭƻǿΣ ƛƴ ǘŜǊƳǎ ƻŦ ǘŜŎƘƴƛŎŀƭ 

ŎŀǇŀōƛƭƛǝŜǎΣ ǎȅǎǘŜƳ ƭƛƳƛǘŀǝƻƴǎ ŀƴŘ ǾŀƭǳŀōƭŜ ŦŜŀǘǳǊŜǎ ǘƘŀǘ ǎǘŀƪŜƘƻƭŘŜǊǎ ƛŘŜƴǝŦȅ ŀǎ ǇǊƛƻǊƛǝŜǎ ŦƻǊ ǘƘŜ 

ŦǳǘǳǊŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ŘƛƎƛǘŀƭ ǘǿƛƴǎΦ ¢Ƙƛǎ ŀƴŀƭȅǎƛǎ ŀƛƳŜŘ ǘƻ ǇǊƻǾƛŘŜ ŀ ŦƻǳƴŘŀǝƻƴ ŦƻǊ ǳƴŘŜǊǎǘŀƴŘƛƴƎ 

Ƙƻǿ 5¢ǎ Ŏŀƴ ŜǾƻƭǾŜ ǘƻ ƳŜŜǘ ǘƘŜ ŘȅƴŀƳƛŎ ƴŜŜŘǎ ƻŦ ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊΦ .ȅ ŀŘŘǊŜǎǎƛƴƎ ŎǳǊǊŜƴǘ ƭƛƳƛǘŀǝƻƴǎ 
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ŀƴŘ ǇǊƛƻǊƛǝȊƛƴƎ ǾŀƭǳŀōƭŜ ŦŜŀǘǳǊŜǎΣ ŦǳǘǳǊŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴǎ ƻŦ ŘƛƎƛǘŀƭ ǘǿƛƴǎ ƘŀǾŜ ǘƘŜ ǇƻǘŜƴǝŀƭ ǘƻ ŘŜƭƛǾŜǊ 

ǘǊŀƴǎŦƻǊƳŀǝǾŜ ōŜƴŜŬǘǎ ƛƴ ǘŜǊƳǎ ƻŦ ƻǇŜǊŀǝƻƴŀƭ ŜŶŎƛŜƴŎȅΣ ǎȅǎǘŜƳ ǊŜǎƛƭƛŜƴŎŜΣ ŀƴŘ ǎǳǎǘŀƛƴŀōƛƭƛǘȅΦ 

vǳŜǎǝƻƴ с LŦ ȅƻǳ ŀƭǊŜŀŘȅ ƛƳǇƭŜƳŜƴǘŜŘ ŀ ŘƛƎƛǘŀƭ ǘǿƛƴΣ ǇƭŜŀǎŜ ŘŜǎŎǊƛōŜ ǘƘŜ ƪŜȅ 
ŎƘŀǊŀŎǘŜǊƛǎǝŎǎΣ ŦǳƴŎǝƻƴǎΣ ŀƴŘ ǘŜŎƘƴƛŎŀƭ ŎŀǇŀōƛƭƛǝŜǎ όǎǳŎƘ ŀǎ 
ǇŜǊŦƻǊƳŀƴŎŜΣ ǊŜƭƛŀōƛƭƛǘȅΣ ǎŜŎǳǊƛǘȅΣ ŜǘŎΦύΦ  

vǳŜǎǝƻƴ ф ²Ƙŀǘ ƭƛƳƛǘŀǝƻƴǎ ŀǊŜ ȅƻǳ ŎǳǊǊŜƴǘƭȅ ŦŀŎƛƴƎ ƛƴ ǘŜǊƳǎ ƻŦ ƻōǎŜǊǾŀōƛƭƛǘȅ 
ŀƴŘ ŎƻƴǘǊƻƭƭŀōƛƭƛǘȅΚ 

vǳŜǎǝƻƴ мл ²Ƙŀǘ ŎǳǊǊŜƴǘ ƭƛƳƛǘŀǝƻƴǎ ŜȄƛǎǘ ƛƴ ȅƻǳǊ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ŀƴŘ ƴŜǘǿƻǊƪ 
ǇƭŀƴƴƛƴƎ ǇǊƻŎŜǎǎŜǎΚ 

vǳŜǎǝƻƴ мм ²Ƙŀǘ ƭƛƳƛǘŀǝƻƴǎ ŀǊŜ ȅƻǳ ŎǳǊǊŜƴǘƭȅ ŜȄǇŜǊƛŜƴŎƛƴƎ ƛƴ ȅƻǳǊ ǇǊƻŎŜǎǎŜǎ 
ǊŜƭŀǘŜŘ ǘƻ ƻǇŜǊŀǝƻƴǎ ŀƴŘ ǎƛƳǳƭŀǝƻƴǎ ŦƻǊ ŜƴƘŀƴŎƛƴƎ ƎǊƛŘ ǊŜǎƛƭƛŜƴŎŜΚ 

vǳŜǎǝƻƴ мн ²Ƙŀǘ ƭƛƳƛǘŀǝƻƴǎ Řƻ ȅƻǳ ŎǳǊǊŜƴǘƭȅ ŦŀŎŜ ƛƴ ŀŎǝǾŜ ǎȅǎǘŜƳ ƳŀƴŀƎŜƳŜƴǘ 
ŀƴŘ ŦƻǊŜŎŀǎǝƴƎΚ 

vǳŜǎǝƻƴ мп ²Ƙŀǘ ŦŜŀǘǳǊŜǎ ǿƻǳƭŘ ȅƻǳ ŎƻƴǎƛŘŜǊ Ƴƻǎǘ ǾŀƭǳŀōƭŜ ŦƻǊ ŦǳǘǳǊŜ ǳǇƎǊŀŘŜǎ 
ƻǊ ƴŜǿ ƛƳǇƭŜƳŜƴǘŀǝƻƴǎ ƻŦ ŘƛƎƛǘŀƭ ǘǿƛƴǎΚ 

vǳŜǎǝƻƴ мт ²Ƙŀǘ ŀǊŜ ǘƘŜ ŎǳǊǊŜƴǘ ƭƛƳƛǘŀǝƻƴǎ ƛƳǇŀŎǝƴƎ ȅƻǳǊ ǇǊƻŎŜǎǎŜǎΣ 
ŜǎǇŜŎƛŀƭƭȅ ƛƴ ǘŜǊƳǎ ƻŦ ƻōǎŜǊǾŀōƛƭƛǘȅ ŀƴŘ ŎƻƴǘǊƻƭƭŀōƛƭƛǘȅΣ ŜŶŎƛŜƴǘ 
ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ŀƴŘ ƴŜǘǿƻǊƪ ǇƭŀƴƴƛƴƎΣ ƻǇŜǊŀǝƻƴǎ ŀƴŘ ǎƛƳǳƭŀǝƻƴǎΣ 
ŀŎǝǾŜ ǎȅǎǘŜƳ ƳŀƴŀƎŜƳŜƴǘ ŀƴŘ ŦƻǊŜŎŀǎǝƴƎΣ Řŀǘŀ ŜȄŎƘŀƴƎŜΣ ŀƴŘ 
ŎȅōŜǊǎŜŎǳǊƛǘȅΚ 

vǳŜǎǝƻƴ му ²ƘƛŎƘ ŦŜŀǘǳǊŜǎ Řƻ ȅƻǳ ǘƘƛƴƪ ǿƻǳƭŘ ōŜ Ƴƻǎǘ ǾŀƭǳŀōƭŜ ŦƻǊ ŀ ƴŜǿ ŘƛƎƛǘŀƭ 
ǘǿƛƴ ƛƳǇƭŜƳŜƴǘŀǝƻƴΚ 

vǳŜǎǝƻƴ мф ²Ƙŀǘ ŎƘŀƭƭŜƴƎŜǎ ƻǊ ǇǊƻōƭŜƳǎ Řƻ ȅƻǳ ŦŀŎŜ ǿƘŜƴ ƛƴǘŜǊŀŎǝƴƎ ǿƛǘƘ 
ƻǘƘŜǊ ǎǘŀƪŜƘƻƭŘŜǊǎΣ ŀƴŘ Ƙƻǿ ŎƻǳƭŘ ŘƛƎƛǘŀƭ ǘǿƛƴǎ ǇƻǘŜƴǝŀƭƭȅ ƘŜƭǇ 
ŀŘŘǊŜǎǎ ǘƘŜǎŜ ƛǎǎǳŜǎΚ 

 

6.1.1 Current Capabilities 

!ŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ŀƴŀƭȅǎƛǎ ƻŦ ǘƘŜ ǘƘƛǊǘȅπǘƘǊŜŜ ǊŜǎǇƻƴǎŜǎ ǘƻ vǳŜǎǝƻƴ сΣ digital twins in the energy 

sector already offer a wide range of functionalities and underlying technical strengths. They support 

grid operations, market simulations, asset management, research initiatives, and more. Key functional 

areas include: 

¶ Grid Analysis and Planning: 
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Digital twins perform load flow calculations, fault current analysis, and dynamic simulations. 

They support grid planning, hosting capacity assessments, and scenario testing for future 

network expansions. 

¶ Real-Time Integration and Monitoring: 

By integrating data from sensors, smart meters, SCADA systems, and IoT devices, digital twins 

provide near-real-time visibility into grid states. This enables proactive operational decisions, 

such as rapid response to faults and the simulation of short-term operational scenarios (e.g., 

switching actions, the next possible scenarios in the next 15 minutes, etc.). 

¶ Advanced Analytics and Predictive Maintenance: 

Leveraging AI/ML methods, digital twins enhance forecasting of load and generation, support 

predictive maintenance by identifying potential equipment failures, and optimize 

maintenance schedules to improve reliability and reduce downtime. 

¶ Market Modelling and Optimization: 

Digital twins enable simulations of market dynamics (such as bidding strategies, price 

formation, balancing mechanisms, and what-if market scenarios) improving decision-making 

for market operators and other participants. 

¶ Interoperability and Integration: 

Designed to work with legacy systems (SCADA, GIS, EMS) and emerging platforms, digital twins 

use open standards (e.g., CIM) and communication protocols to facilitate smooth data 

exchange. This ensures effective interaction among TSOs, DSOs, market operators, and other 

stakeholders, promoting regional coordination and shared insights. 

¶ Asset Management and R&D Applications: 

Digital Twins model critical grid components (transformers, lines, substations) at high fidelity, 

aiding condition monitoring, asset replacement strategies, and infrastructure planning. They 

also serve as research and development platforms, through hardware-in-the-loop testing and 

offline simulations, to validate new technologies before deployment. 

Technical Capabilities Supporting These Functionalities: 

¦ƴŘŜǊǇƛƴƴƛƴƎ ǘƘŜ ŀōƻǾŜ ŎŀǇŀōƛƭƛǝŜǎ ŀǊŜ Ǌƻōǳǎǘ ǘŜŎƘƴƛŎŀƭ ŦŜŀǘǳǊŜǎ ǘƘŀǘ ŜƴǎǳǊŜ 5¢ǎ ƻǇŜǊŀǘŜ 

ŜŶŎƛŜƴǘƭȅΣ ǊŜƭƛŀōƭȅ ŀƴŘ ǎŜŎǳǊŜƭȅΥ 

¶ Performance and Scalability: 

Digital twins handle large-scale and complex grids with thousands of nodes. High processing 

speeds and scalable, cloud-based architectures allow for rapid simulations, real-time decision 

support, and efficient allocation of computational resources as systems evolve. 

¶ Reliability and Accuracy: 

High-fidelity modelling and adherence to industry standards ensure that digital twins 

accurately represent physical grid conditions. This fidelity underpins reliable simulation 

results, operational forecasts, and compliance with relevant grid codes and regulations. 

¶ Security and Compliance: 
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Strong cybersecurity measures (encryption, secure access controls, and regular assessments) 

protect sensitive operational data. Adherence to security directives and policies helps 

maintain the integrity of critical infrastructure and ensures compliance with data protection 

regulations. 

¶ User Interfaces and Visualization: 

Interactive dashboards, real-time visualization tools, and customizable interfaces make 

complex data more accessible. These features help operators and other users to quickly 

interpret analytical insights, respond to operational alerts, and tailor views to their specific 

roles and preferences. 

¶ Flexibility and Adaptability: 

Interactive dashboards, real-time visualization tools, and customizable interfaces make 

complex data more accessible. These features help operators and other users quickly interpret 

analytical insights, respond to operational alerts, and tailor views to their specific roles and 

preferences. 

6.1.2 Current Limitations 

¢Ƙƛǎ ŀƴŀƭȅǎƛǎ ǎȅƴǘƘŜǎƛȊŜǎ ǊŜǎǇƻƴǎŜǎ ŦǊƻƳ ǘƘŜ ǎǳǊǾŜȅ ǇŀǊǝŎƛǇŀƴǘǎ ǘƻ ǳƴŘŜǊǎǘŀƴŘ ǘƘŜ ŎǳǊǊŜƴǘ 

ƭƛƳƛǘŀǝƻƴǎ ǘƘŜȅ ŦŀŎŜ ƛƴ ǾŀǊƛƻǳǎ ŀǎǇŜŎǘǎ ƻŦ ǘƘŜƛǊ ŘƛƎƛǘŀƭ ǘǿƛƴ ƻǇŜǊŀǝƻƴǎΦ ¢ƘŜ ƛƴǎƛƎƘǘǎ ŀǊŜ ŘǊŀǿƴ ŦǊƻƳ 

ǊŜǎǇƻƴǎŜǎ ǘƻ ŬǾŜ ƪŜȅ ǉǳŜǎǝƻƴǎτфΣ млΣ ммΣ мнΣ мтΣ ŀƴŘ мфτ ƻƴ ƻōǎŜǊǾŀōƛƭƛǘȅ ŀƴŘ ŎƻƴǘǊƻƭƭŀōƛƭƛǘȅΤ 

ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ŀƴŘ ƴŜǘǿƻǊƪ ǇƭŀƴƴƛƴƎΤ ƻǇŜǊŀǝƻƴǎ ŀƴŘ ǎƛƳǳƭŀǝƻƴǎΤ ŀŎǝǾŜ ǎȅǎǘŜƳ ƳŀƴŀƎŜƳŜƴǘ ŀƴŘ 

ŦƻǊŜŎŀǎǝƴƎΤ ŀƴŘ ŎȅōŜǊǎŜŎǳǊƛǘȅ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ƭƛǎǘ ǇǊƻǾƛŘŜǎ ŀ ŎƭŜŀǊ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ƻŦ 

ǘƘŜ ŎƘŀƭƭŜƴƎŜǎ ǎǘŀƪŜƘƻƭŘŜǊǎ ŦŀŎŜ ƛƴ ǘƘŜƛǊ ŘƛƎƛǘŀƭ ǘǿƛƴ ƻǇŜǊŀǝƻƴǎΥ 

¶ Data Quality and Visibility: 

Incomplete or low-quality data, especially at LV levels, limited sensor coverage, and 

bandwidth restrictions hinder accurate modelling and forecasting 

¶ Data Exchange and Organizational Barriers: 

Fragmented data, lack of common standards, and reluctance to share information (due to 

privacy, security, and commercial concerns) hinder effective data sharing. In addition, a lack 

of coordination between departments, organisational resistance, skills gaps and a reliance on 

proprietary systems are slowing down interoperability, the adoption of DT technology and the 

effective implementation of DTs. 

¶ Technological and Infrastructure Limitations: 

Aging infrastructure, legacy IT systems, limited computational resources, and integration 

complexities with DERs and EV charging infrastructures restrict advanced DT functionalities 

because they do not produce high granularity data (e.g. analogue energy meters) or have 

limited control functionalities (e.g. lack of setpoint control for distributed PV generation). 

¶ Regulatory, Cybersecurity, and Market Factors: 

Outdated or unclear regulatory frameworks, cybersecurity risks, insufficient incentives, and 

unpredictable markets complicate DT adoption, because the further definition of roles in the 

DT process, interrelations of actors for data and model exchanges, as well as support in 

upfront digital upgrade costs could really limit DT developments. 

¶ Forecasting and Active System Management Challenges: 
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Limited controllability and visibility into DERs, unregistered self-consumption, and outdated 

forecasting models reduce the effectiveness of active system management. Since forecasting 

and what-if scenario analyses are major applications of DT (i.e. for the past and current states 

we have the physical systems, and no need for digital twins), the increased controllability and 

visibility at the edge of the network can really support the development of DTs. 

 

6.1.3 Desired Features for Future Digital Twins 

!ƴ ŀƴŀƭȅǎƛǎ ƻŦ ǘƘŜ ǊŜǎǇƻƴǎŜǎ ǘƻ vǳŜǎǝƻƴ мп ŀƴŘ vǳŜǎǝƻƴ му ǊŜǾŜŀƭǎ ǎŜǾŜǊŀƭ ƪŜȅ ŦŜŀǘǳǊŜǎ ǘƘŀǘ 

ŜƴŜǊƎȅ ǎǘŀƪŜƘƻƭŘŜǊǎ ŎƻƴǎƛŘŜǊ Ƴƻǎǘ ǾŀƭǳŀōƭŜ ŦƻǊ ŦǳǘǳǊŜ ǳǇƎǊŀŘŜǎ ƻǊ ƴŜǿ ƛƳǇƭŜƳŜƴǘŀǝƻƴǎ ƻŦ ŘƛƎƛǘŀƭ 

ǘǿƛƴǎΦ .ȅ ƛƴŎƻǊǇƻǊŀǝƴƎ ǘƘŜǎŜ ŦŜŀǘǳǊŜǎΣ ŦǳǘǳǊŜ ŘƛƎƛǘŀƭ ǘǿƛƴ ƛƳǇƭŜƳŜƴǘŀǝƻƴǎ Ŏŀƴ ōŜǧŜǊ ƳŜŜǘ ǘƘŜ 

ŜǾƻƭǾƛƴƎ ƴŜŜŘǎ ƻŦ ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊΦ {ǘŀƪŜƘƻƭŘŜǊǎ ƛŘŜƴǝŬŜŘ ƪŜȅ ƛƳǇǊƻǾŜƳŜƴǘǎΥ 

¶ Enhanced Data Integration and Real-Time Data Processing: 

High-quality, standardized data (internally and across actors), real-time simulations, co-

simulation with other DTs, and integration of external data sources (e.g., weather) for holistic 

system views. 

¶ Advanced Observability, Controllability, and Automation: 

Improved visibility, fault detection, remote control of distributed assets, intelligent event 

response, and active system management to ensure resilience. 

¶ Sophisticated Modelling, Analytics, and AI/ML Integration: 

High-fidelity, multiresolution models, scenario analyses, uncertainty handling, enhanced 

forecasting, and predictive insights for flexible planning. 

¶ Interoperability, Standards, and Adaptability: 

Adoption of open APIs, IEC standards (e.g., IEC 61850), CIM-based models, and BIM 

integration, plus scalable architectures that evolve with changing business and technological 

conditions. 

¶ User-Friendly Interfaces and Visualization: 

Intuitive dashboards, GIS-based maps, 3D models, and customizable views, enabling clear, 

role-specific insights and decision support. By combining 3D modelling with real-time grid 

data, these intelligent models can serve as a foundation for extended reality (XR) applications, 

dynamic sensor-based monitoring (e.g., through robotics), and predictive maintenance 

capabilities. 

¶ Robust Cybersecurity and Data Governance: 

Compliance with cybersecurity directives, strong encryption, secure access control, and 

privacy regulations to foster trust and protect sensitive data 

¶ Scalability, Cloud-Based Solutions and HPC: 

Cloud, edge computing, modular architectures, and HPC resources to handle complex, large-

scale simulations efficiently and flexibly. 

¶ Federation of Digital Twins and Collaboration: 
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Connected platforms for TSOs, DSOs, market operators, manufacturers, and research centres 

to support coordination across borders and organisations, harmonized planning, and data 

exchange. 

¶ Model Validation, Verification and Auditability: 

Transparent data sources, scientific validation, auditing, and correctness checks to ensure 

reliability and trust. 

¶ Sustainability and Environmental Considerations: 

Integrating tools to assess environmental impacts, facilitate RES integration, and support 

decarbonization strategies aligned with EU climate goals 

6.2 Regulatory and Compliance Requirements 

bŀǾƛƎŀǝƴƎ ǘƘŜ ǊŜƎǳƭŀǘƻǊȅ ŀƴŘ ŎƻƳǇƭƛŀƴŎŜ ƭŀƴŘǎŎŀǇŜ ƛǎ ŜǎǎŜƴǝŀƭ ŦƻǊ ǘƘŜ ǎǳŎŎŜǎǎŦǳƭ ƛƳǇƭŜƳŜƴǘŀǝƻƴ 

ƻŦ ŘƛƎƛǘŀƭ ǘǿƛƴǎ ƛƴ ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊΦ .ȅ ǇǊƻŀŎǝǾŜƭȅ ŀŘŘǊŜǎǎƛƴƎ ǘƘŜǎŜ ŎƻƴǎƛŘŜǊŀǝƻƴǎΣ ƻǊƎŀƴƛȊŀǝƻƴǎ Ŏŀƴ 

ƳƛǝƎŀǘŜ ǊƛǎƪǎΣ ŜƴƘŀƴŎŜ ǎŜŎǳǊƛǘȅΣ ŜƴǎǳǊŜ ƭŜƎŀƭ ŎƻƳǇƭƛŀƴŎŜΣ ŀƴŘ ǳƴƭƻŎƪ ǘƘŜ Ŧǳƭƭ ǇƻǘŜƴǝŀƭ ƻŦ ŘƛƎƛǘŀƭ ǘǿƛƴǎ 

ǘƻ ƛƳǇǊƻǾŜ ƻǇŜǊŀǝƻƴǎΣ ǇƭŀƴƴƛƴƎΣ ŀƴŘ ŘŜŎƛǎƛƻƴπƳŀƪƛƴƎΦ !ƴ ŀƴŀƭȅǎƛǎ ƻŦ ǘƘŜ ǊŜǎǇƻƴǎŜǎ ǘƻ vǳŜǎǝƻƴ т ŀƴŘ 

vǳŜǎǝƻƴ мр ǊŜǾŜŀƭǎ ǎŜǾŜǊŀƭ ǊŜƎǳƭŀǘƻǊȅ ŀƴŘ ŎƻƳǇƭƛŀƴŎŜ ŎƻƴǎƛŘŜǊŀǝƻƴǎ ǘƘŀǘ ŜƴŜǊƎȅ ǎǘŀƪŜƘƻƭŘŜǊǎ ƴŜŜŘ 

ǘƻ ŀŘŘǊŜǎǎ ǿƘŜƴ ǳǎƛƴƎ ŀƴŘ ƛƳǇƭŜƳŜƴǝƴƎ ŘƛƎƛǘŀƭ ǘǿƛƴǎ ǿƛǘƘƛƴ ǘƘŜƛǊ ƻǇŜǊŀǝƻƴǎΦ  ¢ƘŜ ŦƻƭƭƻǿƛƴƎ 

ǎǳƳƳŀǊƛȊŜǎ ǘƘŜ Ƴŀƛƴ ǘƘŜƳŜǎ ŀƴŘ ƛƴǎƛƎƘǘǎ ƎŀǘƘŜǊŜŘ ŦǊƻƳ ǘƘŜ ǎǘŀƪŜƘƻƭŘŜǊǎϥ ǊŜǎǇƻƴǎŜǎΦ 

Question 7 Are there any regulatory or compliance requirements that need to be 
considered in the use of digital twins within your operations? 

Question 15 Are you aware of any regulatory or compliance requirements that need to be 
considered for the implementation of digital twins? 

 

6.2.1 Key Regulatory and Compliance Considerations 

! ƴǳƳōŜǊ ƻŦ ǊŜƎǳƭŀǘƻǊȅΣ ŎƻƳǇƭƛŀƴŎŜ ŀƴŘ ƛƴǘŜǊƴŀƭ ǇƻƭƛŎȅ ŦŀŎǘƻǊǎΣ ŀǎ ƭƛǎǘŜŘ ōŜƭƻǿΣ Ƴǳǎǘ ōŜ ŎƻƴǎƛŘŜǊŜŘ 

ǿƘŜƴ ƛƳǇƭŜƳŜƴǝƴƎ ŘƛƎƛǘŀƭ ǘǿƛƴǎ ǎƻ ǘƘŀǘ ƻǊƎŀƴƛǎŀǝƻƴǎ Ŏŀƴ ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜƛǊ ŘƛƎƛǘŀƭ ǘǿƛƴǎ ƴƻǘ ƻƴƭȅ 

ŘŜƭƛǾŜǊ ƻǇŜǊŀǝƻƴŀƭ ōŜƴŜŬǘǎΣ ōǳǘ ŀƭǎƻ ŎƻƳǇƭȅ ǿƛǘƘ ǊŜƎǳƭŀǘƻǊȅ ƻōƭƛƎŀǝƻƴǎΣ ǎŜŎǳǊƛǘȅ ǇƻƭƛŎƛŜǎΣ ƛƴŘǳǎǘǊȅ 

ǎǘŀƴŘŀǊŘǎ ŀƴŘ ŎƻǊǇƻǊŀǘŜ ƎƻǾŜǊƴŀƴŎŜ ǇǊƛƴŎƛǇƭŜǎΥ 

¶ Data Privacy and GDPR Compliance: 

Organizations must comply with data protection laws like GDPR. Handling customer data, 

especially beyond billing purposes, requires strict adherence to privacy regulations, 

potentially affecting data granularity and usefulness.  

¶ Cybersecurity and Critical Infrastructure Protection: 

Compliance with national and EU regulations on cybersecurity and critical infrastructure 

protection (e.g., NIS/NIS2 [13], ISO 27001 [67], KritisV [68], BSI-Gesetz [69], etc.) is essential. 

Robust measures are needed to safeguard digital twins against cyber threats and ensure data 

integrity. Awareness of new regulations such as the EU Cybersecurity Act and the Cyber 

Resilience Act is necessary to ensure compliance as well. 

¶ Grid Codes, Market Rules and Interoperability Standards: 



D2.1 Digitalization challenges and opportunities in the future energy system 

62 

Digital twins must align with EU Network Codes [70], System Operation Guidelines (SO GL) 

[71], national electricity laws (e.g., Electricity Law of Cyprus [72]), and standards like IEC 

60870-5-104 [73], CIM [39], TASE.2 [74] or OPC UA [75]. Compliance with sector-specific 

regulations, such as Building Information Modeling (BIM) regulations for infrastructure 

projects, may be required as well. 

¶ Data Sovereignty and Unbundling: 

Regulatory requirements related to data ownership, unbundling (separating 

supply/generation from network operations), and antitrust laws influence how data is 

managed and shared. Respecting data sovereignty helps maintain trust and compliance across 

the energy value chain. 

¶ Use of AI and Emerging Regulations: 

Digital twins incorporating AI must be designed to comply with emerging AI-related 

regulations, such as the forthcoming EU AI Act. Ethical and transparent use of AI, as well as 

deterministic and trustworthy models, are necessary to meet evolving legal frameworks. 

¶ Environmental and Market Regulations: 

Environmental compliance, renewable integration, adherence to market integrity rules (e.g., 

REMIT [76]), and transparency requirements shape how digital twins are developed and used, 

particularly in managing and forecasting renewable energy sources. 

¶ Internal Compliance and Operational Policies: 

Beyond external regulations, internal company policies also influence digital twin 

implementation. Some organizations may mandate on-premises deployment rather than 

cloud-based solutions to maintain control and reliability. Strict access controls, public 

procurement rules, funding constraints, and intellectual property/licensing considerations 

(e.g., EU Copyright Policy) further define how digital twins are procured, managed, and 

operated. 

6.2.2 Limitations and Considerations 

²ƘƛƭŜ ƳŜŜǝƴƎ ǊŜƎǳƭŀǘƻǊȅΣ ǎŜŎǳǊƛǘȅ ŀƴŘ ƛƴǘŜǊƴŀƭ ǇƻƭƛŎȅ ǊŜǉǳƛǊŜƳŜƴǘǎ ƛǎ ŜǎǎŜƴǝŀƭΣ ǘƘŜǊŜ Ŏŀƴ ōŜ ŀ 

ƴǳƳōŜǊ ƻŦ ǇǊŀŎǝŎŀƭ ŎƘŀƭƭŜƴƎŜǎ ǘƻ ŘƛƎƛǘŀƭ ǘǿƛƴ ƛƳǇƭŜƳŜƴǘŀǝƻƴΣ ŀǎ ƻǳǘƭƛƴŜŘ ōŜƭƻǿΦ .ȅ ǇǊƻŀŎǝǾŜƭȅ 

ǊŜŎƻƎƴƛǎƛƴƎ ǘƘŜǎŜ ƻōǎǘŀŎƭŜǎ ŀƴŘ ǇƭŀƴƴƛƴƎ ŀŎŎƻǊŘƛƴƎƭȅΣ ǎǘŀƪŜƘƻƭŘŜǊǎ Ŏŀƴ ƳƻǊŜ ŜũŜŎǝǾŜƭȅ ƴŀǾƛƎŀǘŜ ǘƘŜ 

ŎƻƳǇƭŜȄ ǊŜƎǳƭŀǘƻǊȅ ŜƴǾƛǊƻƴƳŜƴǘ ŀƴŘ ŜƴǎǳǊŜ ǘƘŀǘ ŘƛƎƛǘŀƭ ǘǿƛƴǎ ŘŜƭƛǾŜǊ ǘƘŜƛǊ ƛƴǘŜƴŘŜŘ ōŜƴŜŬǘǎ ǿƘƛƭŜ 

ƳŀƛƴǘŀƛƴƛƴƎ ŎƻƳǇƭƛŀƴŎŜ ŀƴŘ ǘǊǳǎǘΦ 

¶ Data Utility Constraints: 

If personal data is handled by DT systems, then it must be done in a way that satisfies data 

privacy and protection rules (e.g. by applying data anonymisation or by applying special 

permissions. Technical data handled by DT systems does not need to be anonymised to satisfy 

privacy and protection rules. Any DT system must have some governance which gives its users 

appropriate controlled access to data, so the availability of the data is controlled. The 

granularity of the data available to a given user is then whatever the given user is entitled to. 

¶ Resource and Infrastructure Investments: 

Meeting stringent cybersecurity and compliance standards often demands significant 

investments in security infrastructure, specialized expertise, and ongoing monitoring. 
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¶ Complex Regulatory Environments: 

Multiple, evolving frameworks and standards complicate compliance, requiring dedicated 

resources to ensure alignment with all relevant directives and practices.  

. These can be the technical standards evolution for electrification of sectors (i.e. EVs, heat 

pumps, P2X, electrolyzers, DC-based assets), new regulation to fully enable renewable 

integration, demand flexibility and sector integration. The DT should be designed and enabled 

to serve these processes. 

¶ Technology and Interoperability Trade-offs: 

Strict adherence to certain standards can limit technological choices and slow integration with 

innovative solutions. Regulatory restrictions may also reduce the scope of data sharing among 

stakeholders, affecting interoperability and value creation. 

¶ Operational Constraints and Internal Policies: 

Internal rulesτsuch as preferring on-premises deployments, enforcing strict access controls, 

or facing procurement limitationsτfurther shape how digital twins are developed and 

operated, potentially reducing flexibility and efficiency. 

¶ Ongoing Alignment and Skill Development: 

Continuous education, training, and proactive monitoring of regulatory changes help 

organizations anticipate new requirements and adjust their strategies accordingly. 

6.3 Organizational and Cultural Factors 

vǳŜǎǝƻƴǎ уΣ мсΣ ŀƴŘ но ŜȄŀƳƛƴŜ ŎǳƭǘǳǊŀƭ ŀƴŘ ƻǊƎŀƴƛȊŀǝƻƴŀƭ ŦŀŎǘƻǊǎΣ ǎǘŀƪŜƘƻƭŘŜǊ ƛƴǘŜǊŀŎǝƻƴǎΣ ŀƴŘ 

ŎƻƭƭŀōƻǊŀǝƻƴ ǊŜǉǳƛǊŜƳŜƴǘǎ ŦƻǊ ǘƘŜ ǎǳŎŎŜǎǎŦǳƭ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ 5¢ǎΦ ¢ƘǊƻǳƎƘ ǘƘƛǎ ŀƴŀƭȅǎƛǎΣ ǘƘŜ 

ŎƘŀǇǘŜǊ ŜƳǇƘŀǎƛȊŜǎ ǘƘŀǘ ǎǳŎŎŜǎǎŦǳƭ ŘŜǇƭƻȅƳŜƴǘ ŜȄǘŜƴŘǎ ōŜȅƻƴŘ ǘŜŎƘƴƛŎŀƭ ŎŀǇŀōƛƭƛǝŜǎΦ Lǘ ǊŜǉǳƛǊŜǎ ŀ 

ŎƻƴŎŜǊǘŜŘ ŜũƻǊǘ ǘƻ ŀƭƛƎƴ ƻǊƎŀƴƛȊŀǝƻƴŀƭ ŎǳƭǘǳǊŜǎΣ ōǳƛƭŘ ǘǊǳǎǘ ŀƳƻƴƎ ǎǘŀƪŜƘƻƭŘŜǊǎΣ ŀƴŘ ŦƻǎǘŜǊ ŀ 

ŎƻƭƭŀōƻǊŀǝǾŜ ŜƴǾƛǊƻƴƳŜƴǘ ǿƘŜǊŜ ƪƴƻǿƭŜŘƎŜ ƛǎ ǎƘŀǊŜŘΣ ǎǘǊŀǘŜƎƛŜǎ ŀǊŜ ŎƻƻǊŘƛƴŀǘŜŘΣ ŀƴŘ ƻǳǘŎƻƳŜǎ ŀǊŜ 

Ƴǳǘǳŀƭƭȅ ōŜƴŜŬŎƛŀƭΦ 

Question 8 & 
16 

What cultural and organizational factors could (potentially) impact the 
adoption of digital twins in your organization? 

Question 23 Are there any other specific stakeholders or user groups that you believe 
should be involved in the development and use of the digital twins? Please 
specify. 

 

6.3.1 Adoption Challenges and Cultural Factors 

{ŜǾŜǊŀƭ ƴƻƴπǘŜŎƘƴƛŎŀƭ ƘǳǊŘƭŜǎ Ŏŀƴ ǎƭƻǿ ǘƘŜ ŀŘƻǇǝƻƴ ƻŦ ŘƛƎƛǘŀƭ ǘǿƛƴǎ ǿƛǘƘƛƴ ƻǊƎŀƴƛȊŀǝƻƴǎΦ ¢ƘŜǎŜ 

ŎƘŀƭƭŜƴƎŜǎτǊŀƴƎƛƴƎ ŦǊƻƳ ǊŜǎƛǎǘŀƴŎŜ ǘƻ ŎƘŀƴƎŜ ŀƴŘ ǎƪƛƭƭ ƎŀǇǎ ǘƻ ƛǎǎǳŜǎ ƻŦ ǘǊǳǎǘΣ ŀǿŀǊŜƴŜǎǎΣ ŀƴŘ 

ƻǊƎŀƴƛȊŀǝƻƴŀƭ ǎǘǊǳŎǘǳǊŜǎτƳǳǎǘ ōŜ ŀŘŘǊŜǎǎŜŘ ǘƻ Ŧǳƭƭȅ ǊŜŀƭƛȊŜ ǘƘŜ ǇƻǘŜƴǝŀƭ ƻŦ 5¢ǎ ŀƴŘ ǎǳŎŎŜǎǎŦǳƭ 5¢ 

ŀŘƻǇǝƻƴΦΥ 

¶ Resistance to Change and Skill Gaps: 
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Employees may be reluctant to abandon familiar methods or doubt the benefits of new 

technologies. Training, early involvement of staff, and demonstrating practical advantages are 

key strategies to overcome these barriers. 

¶ Understanding and Awareness of Digital Twins: 

The concept of digital twins is sometimes seen as abstract or poorly understood. Increasing 

clarity through education, training, and highlighting concrete use cases can help teams 

appreciate the tangible improvements DTs can bring to operations. For example, the need for 

training of the system operators is defined in the cybersecurity network, where dedicated 

training is requested for cyber-resilience scenarios. 

¶ Trust and Confidence in Technology: 

Some users may distrust the need for DT technology, preferring traditional data sources and 

human judgment. Providing proof of reliability, demonstrating accuracy in real scenarios, and 

gradually integrating DT-driven decision-making can build confidence and acceptance. 

¶ Siloed Structures and Strategic Alignment:  

Organizational silos, poor communication, and unclear strategic objectives impede integration 

efforts. Ensuring top-level commitment, aligning DT initiatives with organizational goals, and 

fostering cross-departmental collaboration help create a more unified approach. 

¶ Organizational Structure and Decision-Making Processes: 

Unclear roles , during the DT development and integration, lengthy decision-making 

processes, and insufficient involvement of middle management can slow or misdirect DT 

development projects. Defining responsibilities early, streamlining approval workflows, and 

engaging managers at all levels enhance the pace and direction of implementation. 

¶ Data Sharing Reluctance and Privacy Concerns: 

Fears about data security, privacy, and commercial sensitivity discourage open information 

exchange. The concepts of data spaces, federated architectures and peer to peer exchanges 

are not very clear to the minds of the involved actors so they are cautious to adopt them. 

Addressing these concerns with transparent policies, robust safeguards, and clear data-

ownership guidelines encourages more collaborative data use. 

¶ Infrastructure and Resource Limitations: 

Limited IT capabilities, budget constraints, and competing priorities can restrict adoption. 

Prioritizing critical use cases, seeking management support, and allocating sufficient resources 

are crucial steps to ensure that DTs can be deployed effectively and scaled over time. 

¶ Other Organizational and Cultural Factors: 

A culture more inclined toward digital innovation generally adapts to DTs more readily, 

whereas those with low digital affinity may lag. High implementation costs, limited time for 

training, regulatory constraints on data availability, and uncertainty over the necessity of DTs 

can also slow progress. Encouraging innovation, covering upfront digital investment costs, 

carefully managing costs, clearly communicating regulatory requirements, and illustrating the 

necessity and value of DTs all support a smoother transition. However, in the cases that there 

is strong determination and planning for digital innovations these hurdles can be overcome. 
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6.3.2 Stakeholder Involvement 

¢ƻ ƳŀȄƛƳƛȊŜ ǘƘŜ ōŜƴŜŬǘǎ ƻŦ ŘƛƎƛǘŀƭ ǘǿƛƴǎ ƛƴ ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊΣ ƛƴǾƻƭǾƛƴƎ ŀ ŘƛǾŜǊǎŜ ǊŀƴƎŜ ƻŦ 

ǎǘŀƪŜƘƻƭŘŜǊǎ ƛǎ ŜǎǎŜƴǝŀƭΦ ¢Ƙƛǎ ŘƛǾŜǊǎŜ ƛƴǾƻƭǾŜƳŜƴǘ ǇǊƻƳƻǘŜǎ ƛƴƴƻǾŀǝƻƴΣ ǎǘŀƴŘŀǊŘƛȊŀǝƻƴΣ ƪƴƻǿƭŜŘƎŜ 

ŜȄŎƘŀƴƎŜΣ ŀƴŘ ŜũŜŎǝǾŜ Řŀǘŀ ƎƻǾŜǊƴŀƴŎŜΦ ¢ƘŜ рм ǊŜǎǇƻƴǎŜǎ ǘƻ ǉǳŜǎǝƻƴ но ǳƴŘŜǊǎŎƻǊŜ ǘƘŜ ƛƳǇƻǊǘŀƴŎŜ 

ƻŦ ƛƴŎƭǳŘƛƴƎ ǾŀǊƛƻǳǎ ǎǘŀƪŜƘƻƭŘŜǊǎ ƛƴ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ŀƴŘ ŘŜǇƭƻȅƳŜƴǘ ƻŦ ŘƛƎƛǘŀƭ ǘǿƛƴǎΥ  

¶ Grid Operators (TSOs and DSOs): Primary users and beneficiaries of digital twins for grid 

management and operations. 

¶ Market Operators: Involved in ensuring compliance, market functioning, and regulatory 

oversight. 

¶ Equipment Manufacturers, OEMs, and Suppliers: Play a crucial role in providing detailed 

models, data, components, and support for grid equipment. 

¶ Software Developers and IT Solution Providers: Essential for developing and maintaining the 

digital twin platforms and ensuring interoperability. 

¶ Academia, Research Institutions, and R&D Entities: Contribute to innovation, development 

of advanced models, and validation of digital twin technologies. 

¶ Regulators, Government Agencies, and Standardization Bodies: Play a crucial role in 

developing and promoting standards for data exchange and interoperability. Respondents 

recommend involving harmonization and standardization institutions like VDE, FNN, IEC, 

CENELEC, CIGRÉ, DSO Entity, ENTSO-E. 

¶ Industry Associations and Working Groups: Facilitate collaboration and consensus-building 

among stakeholders. CIGRÉ and DSO Entity are mentioned in some responses. 

¶ Cybersecurity Experts and Coordinating Institutions (EE-ISAC): Ensure that digital twins are 

secure from cyber threats and comply with data protection regulations. 

¶ Consumer, Prosumer, Demand Response Aggregators, and Flexibility Service Providers 

(FSPs): Crucial for enhancing demand-side management and integrating distributed energy 

resources. Their participation can optimize the use of distributed flexible assets and 

strengthen the role of digital twins in energy management. 

¶ Urban Planners and Municipalities: Collaboration can support infrastructure planning and the 

integration of smart city initiatives. Involving policy makers and city councils is suggested. 

6.4 Data Management, Exchange, and Standardization 

Effective data management, exchange, and standardization are critical components in the 

implementation and operation of digital twins in the energy sector. The responses to Questions 13, 

20, 21, and 22 provide valuable insights into current practices, challenges, and future requirements 

for data ǎƘŀǊƛƴƎ, particularly between TSOs and DSOs. Understanding these aspects is essential for 

ensuring smooth interoperability, reliable simulations, and informed decision-making across the 

European energy ecosystem. 

Question 13 What are the current limitations on your data exchange processes, 
specifically between Transmission System Operators (TSOs) and Distribution 
System Operators (DSOs)? 
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Question 20 Which stakeholders do you currently need to exchange data with, or foresee 
a need to exchange data with, particularly concerning network topologies, 
parameters, etc.? 

Question 21 What kinds of data do you currently share, or expect to share in the future, 
and what are the objectives of sharing this data? 

Question 22 Do you currently use or plan to use digital twins to exchange data with 
external organizations? If so, which ones? Please provide details, such as 
whether you need to follow specific data exchange standards, etc. 

 

6.4.1 Current Data Exchange Challenges 

{ǘŀƪŜƘƻƭŘŜǊǎ ŦŀŎŜ ǎŜǾŜǊŀƭ ƻōǎǘŀŎƭŜǎ ƛƴ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǇǊƻŎŜǎǎŜǎΣ ŜǎǇŜŎƛŀƭƭȅ ōŜǘǿŜŜƴ ¢{hǎ ŀƴŘ 5{hǎΦ 

¢ƘŜ но ǊŜǎǇƻƴǎŜǎ ǘƻ ǉǳŜǎǝƻƴ мо ƘƛƎƘƭƛƎƘǘ ǘƘŜ ƪŜȅ ŎƘŀƭƭŜƴƎŜǎ ŀǎ ŦƻƭƭƻǿǎΥ 

¶ Lack of Standardization and Interoperability 

¶ Data Quality and Accessibility Issues 

¶ Regulatory and Compliance Constraints 

¶ Technical Limitations and Legacy Systems 

¶ Limited Real-Time Data Access 

¶ Organizational and Cultural Barriers 

6.4.2 Types and Objectives of Data Sharing 

¢ƘŜ тм ǊŜǎǇƻƴǎŜǎ ǘƻ ǉǳŜǎǝƻƴ нм ƘƛƎƘƭƛƎƘǘ ǘƘŜ ǎǇŜŎƛŬŎ ǘȅǇŜ ƻŦ Řŀǘŀ ǎƘŀǊŜŘ ŀƳƻƴƎ ŜƴŜǊƎȅ 

ǎǘŀƪŜƘƻƭŘŜǊǎ ŀƴŘ ǘƘŜ ƻōƧŜŎǝǾŜǎ ŘǊƛǾƛƴƎ ǘƘƛǎ Řŀǘŀ ŜȄŎƘŀƴƎŜΦ 5ŀǘŀ ŜȄŎƘŀƴƎŜŘ ŀƳƻƴƎ ǎǘŀƪŜƘƻƭŘŜǊǎ 

ǘȅǇƛŎŀƭƭȅ ƛƴŎƭǳŘŜǎ ƴŜǘǿƻǊƪ ǘƻǇƻƭƻƎȅΣ ƭƻŀŘ ŀƴŘ ƎŜƴŜǊŀǝƻƴ ŦƻǊŜŎŀǎǘǎΣ ŀǎǎŜǘ ƘŜŀƭǘƘ ƳŜǘǊƛŎǎΣ ƻǳǘŀƎŜ 

ƛƴŦƻǊƳŀǝƻƴΣ ŀƴŘ ƳŀǊƪŜǘπǊŜƭŀǘŜŘ ŘŀǘŀΦ ¢ƘŜ ǇǊƛƳŀǊȅ ƻōƧŜŎǝǾŜǎ ŀǊŜ ǘƻ ŜƴƘŀƴŎŜ ƎǊƛŘ ǎǘŀōƛƭƛǘȅΣ ƛƳǇǊƻǾŜ 

ƳŀǊƪŜǘ ǘǊŀƴǎǇŀǊŜƴŎȅΣ ǎǳǇǇƻǊǘ ǊŜƎǳƭŀǘƻǊȅ ŎƻƳǇƭƛŀƴŎŜΣ ŦƻǎǘŜǊ ƛƴƴƻǾŀǝƻƴΣ ŀƴŘ ƛƴǘŜƎǊŀǘŜ ǊŜƴŜǿŀōƭŜ 

ŜƴŜǊƎȅ ǎƻǳǊŎŜǎ ƳƻǊŜ ŜũŜŎǝǾŜƭȅΦ ¢ƘŜ ǘȅǇŜǎ ŀƴŘ ƻōƧŜŎǝǾŜǎ ƻŦ ǎƘŀǊŜŘ Řŀǘŀ ŀǊŜ ƻǳǘƭƛƴŜŘ ƛƴ ǘƘŜ ƭƛǎǘ ōŜƭƻǿΥ 

¶ Operational and Real-Time Data: 

o Grid Parameters: Voltage levels, current flows, frequency, and other real-time 

operational metrics are shared to ensure grid stability and efficient operation. 

o Network Topology: Detailed network configuration data, including data about lines, 

transformers, and switchgear, is exchanged for planning and coordination. 

o Outage Information: Data on planned and unplanned outages helps coordinate 

maintenance and minimize disruptions. 

¶ Market and Economic Data: 

o Market Clearing Prices, Bids, Offers: Sharing these data facilitates transparent market 

operations and efficient energy trading. 

o Demand and Generation Forecasts: Exchanging forecasts supports load balancing, 

and resource optimization. 



D2.1 Digitalization challenges and opportunities in the future energy system 

67 

¶ Asset and Infrastructure Data: 

o Equipment Specifications: Technical details of equipment from manufacturers are 

shared for modeling, simulation, and maintenance. 

o Asset Performance Data: Monitoring data on asset health and performance aids in 

predictive maintenance and asset management. 

¶ Consumption and Generation Data: 

o Load Profiles: Data on energy consumption patterns assists in demand response and 

grid planning. 

o Renewable Generation Data: Information on RES output is crucial for integrating 

variable energy sources into the grid. 

¶ Regulatory and Compliance Data: 

o Reporting Metrics: Data required for regulatory compliance, performance metrics, 

and auditing is shared with authorities. 

o Environmental Impact Data: Sharing data on emissions and environmental 

assessments supports sustainability goals and regulatory adherence. 

¶ Research and Innovation Data: 

o Simulation Results: Academic and research institutions share modeling and 

simulation data to advance technological developments. 

o Pilot Project Data: Data from pilot projects and demonstrations is shared to validate 

new solutions and share learnings. 

6.4.3 Stakeholders Involved in Data Exchange 

! ōǊƻŀŘ ǎǇŜŎǘǊǳƳ ƻŦ ǎǘŀƪŜƘƻƭŘŜǊǎ ǇŀǊǝŎƛǇŀǘŜǎ ƛƴ Řŀǘŀ ŜȄŎƘŀƴƎŜΣ ŀǎ ƛŘŜƴǝŬŜŘ ōȅ ǘƘŜ ул ǊŜǎǇƻƴǎŜǎ 

ǘƻ ǉǳŜǎǝƻƴ нлΦ .ŜȅƻƴŘ ¢{hǎ ŀƴŘ 5{hǎΣ ǘƘƛǎ ƛƴŎƭǳŘŜǎ ƳŀǊƪŜǘ ƻǇŜǊŀǘƻǊǎΣ ŀƎƎǊŜƎŀǘƻǊǎΣ ǊŜƴŜǿŀōƭŜ ŜƴŜǊƎȅ 

ǇǊƻŘǳŎŜǊǎΣ ǘŜŎƘƴƻƭƻƎȅ ǇǊƻǾƛŘŜǊǎΣ ǊŜǎŜŀǊŎƘ ƛƴǎǝǘǳǝƻƴǎΣ ŜǉǳƛǇƳŜƴǘ ƳŀƴǳŦŀŎǘǳǊŜǊǎΣ ǊŜƎǳƭŀǘƻǊǎΣ ŀƴŘ 

ƻǘƘŜǊǎΦ ¢Ƙƛǎ ŘƛǾŜǊǎƛǘȅ ƘƛƎƘƭƛƎƘǘǎ ǘƘŜ ŎƻƳǇƭŜȄƛǘȅ ƻŦ ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊΩǎ ŜŎƻǎȅǎǘŜƳΣ ǿƘŜǊŜ ŜŀŎƘ 

ǇŀǊǝŎƛǇŀƴǘ ŘŜǇŜƴŘǎ ƻƴ ŀŎŎǳǊŀǘŜ ŀƴŘ ŀŎŎŜǎǎƛōƭŜ Řŀǘŀ ǘƻ ƻǇǝƳƛȊŜ ƻǇŜǊŀǝƻƴǎΣ ŜƴǎǳǊŜ ǎȅǎǘŜƳ ǎǘŀōƛƭƛǘȅΣ 

ŀƴŘ ŎƻƴǘǊƛōǳǘŜ ǘƻ ŀ ƳƻǊŜ ǊŜǎƛƭƛŜƴǘ ŀƴŘ ŜŶŎƛŜƴǘ ŜƴŜǊƎȅ ƳŀǊƪŜǘΦ 

¶ DSOs: Almost all respondents recognize DSOs as primary stakeholders for data exchange, 

especially concerning network topology, operational data, and coordination efforts. 

¶ TSOs: Crucial for sharing data related to transmission networks, grid stability, and cross-

border energy flows. 

¶ Market Operators (MOs): Engagement with MOs is necessary for market-related data, 

including pricing, demand forecasts, and trading activities. 

¶ Aggregators and Local Energy Communities (LECs): Becoming increasingly important with the 

rise of DER. 

¶ Regulators and Regional Coordination Centres (RCCs): Compliance and coordination require 

data exchange with them. 

¶ Energy Suppliers/Providers and RES Producers: Data sharing is essential for integrating 

generation data and ensuring supply-demand balance. 
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¶ Technology Providers and ICT Suppliers: Data exchange with them supports system 

integration, software solutions, and technological advancements. 

¶ Research Institutes and Universities: Collaborations for research and development involve 

sharing data for innovation and academic studies. 

¶ Equipment Manufacturers: Interaction with manufacturers of grid equipment, storage 

solutions, and generation equipment is necessary for technical specifications and asset 

management. 

¶ E-Mobility Operators and Charging Point Operators (CPOs): As electric vehicles become more 

prevalent, data exchange with these stakeholders supports grid management and 

infrastructure planning. 

¶ Industrial Consumers and Smart Building Service Providers: Large consumers and smart 

building operators require data exchange for demand response, energy efficiency, and grid 

interaction. 

¶ City Councils and Environmental Organizations: Engagement with local authorities and 

environmental groups is important for urban planning, sustainability initiatives, and 

regulatory compliance. 

6.4.4 External Data Exchange Through Digital Twins 

²ƘƛƭŜ ŎǳǊǊŜƴǘ ŘƛǊŜŎǘ ǳǎŜ ƻŦ ŘƛƎƛǘŀƭ ǘǿƛƴǎ ŦƻǊ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǿƛǘƘ ŜȄǘŜǊƴŀƭ ƻǊƎŀƴƛǎŀǝƻƴǎ ǊŜƳŀƛƴǎ 

ƭƛƳƛǘŜŘΣ Ƴŀƴȅ ǎǘŀƪŜƘƻƭŘŜǊǎΩ ŜȄǇǊŜǎǎ ǘƘŜ ƛƴǘŜƴǝƻƴ ǘƻ ǳǎŜ ǘƘŜƳ ƛƴ ǘƘŜ ŦǳǘǳǊŜ ŀŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ст 

ǊŜǎǇƻƴǎŜǎ ǘƻ ǉǳŜǎǝƻƴ ннΦ ¢ƘŜȅ ŀƴǝŎƛǇŀǘŜ ŜƴƘŀƴŎŜŘ Řŀǘŀ ƛƴǘŜƎǊŀǝƻƴΣ ǊŜŀƭπǝƳŜ ƳƻƴƛǘƻǊƛƴƎΣ ǇǊŜŘƛŎǝǾŜ 

ƳŀƛƴǘŜƴŀƴŎŜΣ ŀƴŘ ƳƻǊŜ ŜŶŎƛŜƴǘ ŎƻƭƭŀōƻǊŀǝƻƴ ǿƛǘƘ ǇŀǊǘƴŜǊǎ ǎǳŎƘ ŀǎ ¢{hǎΣ 5{hǎΣ ƳŀƴǳŦŀŎǘǳǊŜǊǎΣ ŀƴŘ 

ǘŜŎƘƴƻƭƻƎȅ ǇǊƻǾƛŘŜǊǎΦ !ŎƘƛŜǾƛƴƎ ǘƘŜǎŜ ōŜƴŜŬǘǎΣ ƘƻǿŜǾŜǊΣ ŘŜǇŜƴŘǎ ƻƴ ǘƘŜ ŀŘƻǇǝƻƴ ƻŦ ǎǳƛǘŀōƭŜ Řŀǘŀ 

ŜȄŎƘŀƴƎŜ ǎǘŀƴŘŀǊŘǎ όŜΦƎΦΣ L9/ смурлΣ L9/ смфтлκ/LaΣ L9/ слутлπрπмлпΣ L9/ снормΣ /Da9{Σ av¢¢Σ !tLπ

ōŀǎŜŘ ŦƻǊƳŀǘǎ ƭƛƪŜ W{hbΣ ŀƴŘ ht/ύ ŀƴŘ ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ǎŜŎǳǊƛǘȅ ǇǊƻǘƻŎƻƭǎ ŀƴŘ Řŀǘŀ ǇǊƻǘŜŎǝƻƴ 

ǊŜƎǳƭŀǝƻƴǎΦ 

5ŜǎǇƛǘŜ ƎǊƻǿƛƴƎ ƛƴǘŜǊŜǎǘΣ ǎŜǾŜǊŀƭ ōŀǊǊƛŜǊǎ ŎƻƴǝƴǳŜ ǘƻ ƛƳǇŜŘŜ ǘƘŜ ōǊƻŀŘ ŀŘƻǇǝƻƴ ƻŦ ŘƛƎƛǘŀƭ ǘǿƛƴǎ 

ŦƻǊ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǿƛǘƘ ŜȄǘŜǊƴŀƭ ƻǊƎŀƴƛǎŀǝƻƴǎΦ ¢ŜŎƘƴƛŎŀƭ ŎƻƳǇƭŜȄƛǝŜǎΣ ŀ ƭŀŎƪ ƻŦ ǎǘŀƴŘŀǊŘƛȊŜŘ Řŀǘŀ 

ƳƻŘŜƭǎΣ ŀƴŘ ƛƴǎǳŶŎƛŜƴǘ ŜȄǇŜǊǝǎŜ ƻǊ ŀǿŀǊŜƴŜǎǎ ǇƻǎŜ ǎƛƎƴƛŬŎŀƴǘ ŎƘŀƭƭŜƴƎŜǎΦ wŜƎǳƭŀǘƻǊȅ ƭƛƳƛǘŀǝƻƴǎ ŀƴŘ 

ǇǊƛǾŀŎȅ ŎƻƴŎŜǊƴǎ ŦǳǊǘƘŜǊ ƛƴƅǳŜƴŎŜ ŘŀǘŀπǎƘŀǊƛƴƎ ŎŀǇŀōƛƭƛǝŜǎΦ {ǝƭƭΣ ǎǘŀƪŜƘƻƭŘŜǊǎ ŜƴǾƛǎƛƻƴ ǾŀǊƛƻǳǎ ǳǎŜ 

ŎŀǎŜǎ ŜƳŜǊƎƛƴƎ ŀǎ ŘƛƎƛǘŀƭ ǘǿƛƴǎ ƳŀǘǳǊŜΦ CƻǊ ƛƴǎǘŀƴŎŜΣ ¢{hǎ ŀƴŘ 5{hǎ Ǉƭŀƴ ǘƻ ƭŜǾŜǊŀƎŜ ǘƘŜƳ ŦƻǊ ƎǊƛŘ 

ƳƻŘŜƭ ŜȄŎƘŀƴƎŜ ŀƴŘ ƻǇŜǊŀǝƻƴŀƭ Řŀǘŀ ǎƘŀǊƛƴƎΤ ƳŀƴǳŦŀŎǘǳǊŜǊǎ ǎŜŜƪ ǘƻ ƛƳǇǊƻǾŜ ŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘ 

ǘƘǊƻǳƎƘ ǇǊŜŘƛŎǝǾŜ ƳŀƛƴǘŜƴŀƴŎŜΤ ŀƴŘ ǊŜǎŜŀǊŎƘ ƛƴǎǝǘǳǝƻƴǎ ƭƻƻƪ ǘƻ ŦŀŎƛƭƛǘŀǘŜ ǎƛƳǳƭŀǝƻƴπōŀǎŜŘ 

ŎƻƭƭŀōƻǊŀǝƻƴǎ ŀƴŘ ŘǊƛǾŜ ƛƴƴƻǾŀǝƻƴΦ 

!ǎ ƻǊƎŀƴƛȊŀǝƻƴǎ ŀŘŘǊŜǎǎ ǘƘŜǎŜ ŎƘŀƭƭŜƴƎŜǎ ŀƴŘ ŜƳōǊŀŎŜ ǎǘŀƴŘŀǊŘƛȊŀǝƻƴΣ ŘƛƎƛǘŀƭ ǘǿƛƴǎ ŀǊŜ ǇƻƛǎŜŘ ǘƻ 

ōŜŎƻƳŜ ƪŜȅ ŜƴŀōƭŜǊǎ ƻŦ ŎǊƻǎǎπƻǊƎŀƴƛȊŀǝƻƴŀƭ Řŀǘŀ ŜȄŎƘŀƴƎŜΣ ŦƻǎǘŜǊƛƴƎ ŀ ƳƻǊŜ ƛƴǘŜƎǊŀǘŜŘ ŀƴŘ ƛƴŦƻǊƳŜŘ 

ŜƴŜǊƎȅ ŜŎƻǎȅǎǘŜƳΦ 

6.5 Outcomes and Strategic Value of Digital Twins 

5ƛƎƛǘŀƭ ǘǿƛƴǎ ǊŜǇǊŜǎŜƴǘ ŀ ǘǊŀƴǎŦƻǊƳŀǝǾŜ ƻǇǇƻǊǘǳƴƛǘȅ ŦƻǊ ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊΦ ¢ƘŜȅ Ŏŀƴ ŘǊƛǾŜ 

ƻǇŜǊŀǝƻƴŀƭ ŜŶŎƛŜƴŎƛŜǎΣ ŜƴƘŀƴŎŜ ǎǘǊŀǘŜƎƛŎ ǇƭŀƴƴƛƴƎΣ ŀƴŘ ǎǳǇǇƻǊǘ 9ǳǊƻǇŜΩǎ ŎƭƛƳŀǘŜ ƴŜǳǘǊŀƭƛǘȅ 

ŀƳōƛǝƻƴǎΦ LƴǎƛƎƘǘǎ ŦǊƻƳ vǳŜǎǝƻƴǎ нпΣ нрΣ ŀƴŘ нс ƛƭƭǳǎǘǊŀǘŜ ǎǘŀƪŜƘƻƭŘŜǊǎΩ ŜȄǇŜŎǘŀǝƻƴǎ ǊŜƎŀǊŘƛƴƎ 

ƻǇŜǊŀǝƻƴŀƭ ōŜƴŜŬǘǎΣ ƭƻƴƎπǘŜǊƳ ǎŜŎǘƻǊ ƛƳǇŀŎǘǎΣ ŀƴŘ ŎƻƴǘǊƛōǳǝƻƴǎ ǘƻ ŜƴǾƛǊƻƴƳŜƴǘŀƭ ƎƻŀƭǎΦ 
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Question 24 What outcomes or benefits do you expect to achieve from implementing a 
digital twin in the energy market? 

Question 25 Where do you believe a digital twin will have the most significant impact on the 
future of the energy sector? 

Question 26 Considering the EU's target for climate neutrality by 2050 as outlined in the 
European Climate Law, do you believe that a federation of digital twins can 
contribute to achieving this goal? If so, how? 

 

6.5.1 Operational Outcomes and Benefits 

²ƛǘƘ сф ǊŜǎǇƻƴǎŜǎΣ vǳŜǎǝƻƴ нп ǊŜǾŜŀƭǎ ŀ ōǊƻŀŘ ŎƻƴǎŜƴǎǳǎ ǘƘŀǘ ŘƛƎƛǘŀƭ ǘǿƛƴǎ Ŏŀƴ ǎƛƎƴƛŬŎŀƴǘƭȅ 

ƛƳǇǊƻǾŜ ŘŀȅπǘƻπŘŀȅ ƻǇŜǊŀǝƻƴǎΥ 

¶ Enhanced Grid Management and Efficiency: 

Stakeholders anticipate better real-time monitoring, scenario simulations, and predictive 

maintenance, reducing downtime and extending asset lifespans. Accurate load and 

generation forecasting further streamlines operations, supports cost savings, and enables 

more effective integration of renewable energy sources. 

¶ Market Innovation and Transparency: 

Improved visibility into grid conditions and market dynamics allows for more informed 

decision-making, compliance with regulatory requirements, and the creation of new services. 

Clearer insights foster cooperation among TSOs, DSOs, and market operators, ultimately 

benefiting customers. 

¶ Stakeholder Collaboration and Data-Driven Insights: 

Federated data platforms and standardized interfaces facilitate information sharing, support 

strategic planning, and enhance cross-functional collaboration. As organizations leverage 

digital twins to break down data silos, they can align operational strategies and investment 

decisions more effectively. 

¶ Customer Engagement and Sustainability: 

By enabling more responsive and reliable energy services, digital twins can improve customer 

satisfaction and contribute to environmental objectives through greater energy efficiency and 

reduced emissions. 

6.5.2 Strategic Impact on the Future of the Energy Sector 

²ƛǘƘ ум ǊŜǎǇƻƴǎŜǎΣ ǉǳŜǎǝƻƴ нр ǇǊƻǾƛŘŜǎ ŀ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ǾƛŜǿ ƻŦ ŘƛƎƛǘŀƭ ǘǿƛƴǎΩ ƭƻƴƎπǘŜǊƳ 

ƛƴƅǳŜƴŎŜǎ ƻƴ ǘƘŜ ŜƴŜǊƎȅ ƭŀƴŘǎŎŀǇŜΥ 

¶ Facilitating Renewable Integration: 

Digital twins help manage the variability of renewable generation, reducing curtailment and 

improving the accommodation of high shares of wind and solar energy. 

¶ Enhancing Grid Resilience and Reliability: 
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Advanced modelling and predictive analytics bolster system robustness against disturbances, 

ensuring a more stable and secure supply. 

¶ Accelerating Innovation and Technology Validation: 

By serving as testbeds for new solutions, digital twins enable stakeholders to pilot, refine, and 

scale emerging technologies faster and with less risk. 

¶ Informing Market Operations and Regulatory Alignment: 

Scenario analysis, what-if simulations, and adherence to interoperability standards help align 

market rules, grid codes, and operational practices, supporting more efficient and transparent 

market operations. 

¶ Encouraging Cross-Border Cooperation: 

Harmonized data models and interoperable digital twins promote coordinated actions 

between different regions and Member States, fostering a more integrated and collaborative 

European energy system. 

6.5.3 Contribution to Climate Neutrality Goals 

With 73 responses, Question 26 indicates strong stakeholder consensus that a federation of digital 

ǘǿƛƴǎ Ŏŀƴ ŀƛŘ ƛƴ ŀŎƘƛŜǾƛƴƎ ǘƘŜ 9¦Ωǎ нлрл ŎƭƛƳŀǘŜ ƴŜǳǘǊŀƭƛǘȅ ǘŀǊƎŜǘΥ 

¶ Optimizing Resource Use and Reducing Emissions: 

Digital twins enable more efficient system operation, better forecasting of renewable output, 

and smarter use of flexibility resources, all contributing to lower greenhouse gas emissions. 

¶ Supporting Decarbonization Strategies: 

By modelling low-carbon technologies and forecasting future conditions, digital twins help 

stakeholders develop and implement effective decarbonization pathways. 

¶ Enabling Data-Driven Policy and Investment Decisions: 

Comprehensive scenario modelling informs policymakers, system operators, and investors in 

making decisions aligned with long-term sustainability goals, promoting resilient 

infrastructure and market frameworks. 

¶ Fostering Collaborative Solutions: 

A federated approach encourages knowledge exchange, best practice sharing, and collective 

problem-solving, accelerating the transition toward a climate-neutral energy system. 
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7 Conclusions 
7.1 Summary of Findings  

¢ƘŜ ŀƴŀƭȅǎƛǎ ƻŦ ǘƘŜ ǎƳŀǊǘ ƎǊƛŘ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƭŀƴŘǎŎŀǇŜ ŀƴŘ ŀǎǎƻŎƛŀǘŜŘ ƛƴƴƻǾŀǝƻƴ ǇǊƻƧŜŎǘǎ ǊŜǾŜŀƭǎ 

ǎƛƎƴƛŬŎŀƴǘ ƛƴǎƛƎƘǘǎΣ ǿƘƛŎƘ Ŏŀƴ ōŜ ŎŀǘŜƎƻǊƛȊŜŘ ƛƴǘƻ ƪŜȅ ǘƘŜƳŀǝŎ ŀǊŜŀǎ ǘƻ ŜũŜŎǝǾŜƭȅ ƳŀǇ ŀƴŘ ǎǳƳƳŀǊƛȊŜ 

ǘƘŜ ŬƴŘƛƴƎǎΦ ¢ƘŜ ƛŘŜƴǝŬŜŘ ŎŀǘŜƎƻǊƛŜǎ Ŏŀƴ ōŜ ōǊŀƴŎƘŜŘ ŀǎ ŦƻƭƭƻǿǎΥ 

1. Data Management and Interoperability, which is associated with managing vast amounts of 

data while ensuring seamless integration across diverse systems. 

2. Cybersecurity, highlighting the importance of protecting smart grid infrastructure against 

emerging threats and vulnerabilities. 

3. Stakeholder Coordination, including strategies for enhancing collaboration among diverse 

actors, including utilities, policymakers, and technology providers. 

4. Regulatory Aspects, which assesses the regulatory frameworks required to support innovation 

and ensure compliance across the smart grid ecosystem. 

5. Future Development of EU Grids and the Role of Digital Twins, investigating the potential of 

Digital Twins to shape the future of grids by enabling advanced modelling, optimization, and 

predictive maintenance. 

¢ƘŜ ƪŜȅ ŬƴŘƛƴƎǎ ŘŜǊƛǾŜŘ ŦǊƻƳ ǘƘŜ ǎǳǊǾŜȅǎ ŀƴŘ ǎǘŀƪŜƘƻƭŘŜǊǎΩ ŀƴŀƭȅǎŜǎ ŀǊŜ ŘŜǎƛƎƴŀǘŜŘ ōŜƭƻǿΣ 

ǘƻƎŜǘƘŜǊ ǿƛǘƘ ǘƘŜ ǘƘŜƳŀǝŎ ŎŀǘŜƎƻǊƛŜǎ ǘƘŀǘ ǘƘŜȅ ŀǊŜ ǊŜƭŜǾŀƴǘ ǘƻΥ 

¶ Interoperability challenges have been identified by projects, emphasizing that, in some cases, 

data silos are created and limitations to integrate digital systems seamlessly across the grid. 

Legacy systems and heterogeneous standards are also identified as common hurdles to the 

interoperability issue. (Category 1) 

¶ Heterogeneous data sources, data formats, information models, granularity level, new IoT 

devices across the network and at grid edge, data privacy and latency in real time processing 

concerns have been identified as challenges in several projects. (Category 1) 

¶ Standardization of grid assets communication and coordination among System Operators, 

market participants and consumers are still considered as challenges, while significant 

progress has been made on a regulatory point of view with Data Spaces regulation and the 

Demand Response Network Code in the pipeline for official publication. (Category 3) 

¶ System planning methodologies developed in projects are addressing either the transmission 

or the distribution levels, while they do not propose a coordinated system planning process 

for both levels, integrating as well with the hybrid AC-DC grid technology. (Category 3) 

¶ There is a lack of clear and substantial incentivization mechanisms to promote new technology 

and digital systems investments. Cost benefit analysis need to be updated to incorporate the 

impact of digital solutions, especially in cases where they optimize the usage of grid assets 

capabilities. (Categories 4&5) 

¶ DT depends on having a low risk of misalignment between the digital model and actual grid 

conditions to achieve system modelling accuracy sufficient to support operational decision-

making and predictive maintenance. There is a need for real-time data integration, handling 

large volumes of incoming data without delays and high reliability. (Category 1) 

¶ Security is considered an essential technical capability of digital twins, especially concerning 

the protection of sensitive operational and customer data. A governance model is needed to 

control who has access to which data. Digital twins for grid operation are adopting encryption 
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and multi-factor authentication to ensure the system resilience and compliance with 

regulation. (Category 2) 

¶ The data generated from grid assets, market and operation processes are growing immensely 

and cloud -based digital-twin architectures are emerging as a credible solution for ensuring 

scalability and greater computational capacity. (Category 1) 

¶ While data volumes increase, at the same time the stakeholders are expressing a need for 

more sensors and monitoring equipment to be installed on the grid, since they are still areas 

of the grid with low observability. This can be related also with the need to increase the smart 

meters penetration levels across Europe, which is also indicated in related reports, as several 

countries in Europe (like Greece, Hungary, Germany, Poland and others) still have a smart 

meter penetration level lower than 20%) (Category 5) 

¶ Digital twin technologies must interface with legacy grid equipment and various data sources. 

Thus, interoperability is emerging as a significant element of digital twins that will need to 

integrate smoothly with SCADA, GIS, EMS systems, functioning in a larger operational 

ecosystem.  (Category 1) 

¶ The complexity of the energy systems is extremely high and requires significant computational 

effort; available computational capacity can limit the scenarios and multi-fault incidents that 

can be handled by DTs. (Category 1) 

¶ There is a need to improve the real-time forecasting functionalities to forecast the peak loads 

and rapid demand fluctuations. (Category 5)    

¶ As far as the benefits of DTs are concerned, the stakeholders have great expectations for DTs 

deployment. Apart from day-to-day operations they see the need to support the grids against 

natural disasters, equipment failures and cyber-attacks. (Category 5) 

¶ Stakeholders are expecting DTs to facilitate the coordination and data exchange of market 

actors and support the integration of more renewables in the energy system. (Category 3)    

¶ Stakeholders expressed that DTs would improve their decision making with accurate 

predictions and calculations of future scenarios and investment prospects (Category 5)    

¶ The smooth integration of modern digitalized equipment with the legacy systems and the 

generic way data exchange is defined in the network codes have arisen as concerns among 

stakeholders. (Category 1) 

¶ Engaging regulatory bodies is essential for aligning policies and frameworks with technological 

advancements in digital twins, ensuring their seamless integration into energy sector 

operations. (Category 4) 

¶ Stakeholders view digital twins as integral to achieving the EU's climate neutrality target by 

2050. They are expected to optimize renewable energy integration, enhance grid efficiency, 

and facilitate decarbonization efforts. (Category 5) 

7.2 Recommendations 

.ŀǎŜŘ ƻƴ ǘƘŜ ǊŜǎǳƭǘǎ ƻŦ ǘƘŜ ŀƴŀƭȅǎƛǎ ƻŦ ¢нΦм ŀƴŘ ¢нΦнΣ ǎƻƳŜ ǊŜŎƻƳƳŜƴŘŀǝƻƴǎ ŦƻǊ ŀƭƭ ŀŎǘƻǊǎ ƛƴ ǘƘŜ 

ŜƴŜǊƎȅ ǾŀƭǳŜ ŎƘŀƛƴ ƘŀǾŜ ōŜŜƴ ŘŜǊƛǾŜŘ ǳǎƛƴƎ ǘƘŜ ǎŀƳŜ ŎŀǘŜƎƻǊƛǎŀǝƻƴ ƻŦ ǘƘŜ ŬƴŘƛƴƎǎΣ ǿƘƛƭŜ ŀŘŘƛƴƎ ǎƻƳŜ 

ŀŘŘƛǝƻƴŀƭ ŎŀǘŜƎƻǊƛŜǎΥ 

¶ Data management and interoperability: it is crucial to prioritize interoperability and 

standardization in optimizing energy system digitalization during the developments of new 

digital tools by technology providers, as well as the implementation of digital grid upgrades 

by energy stakeholders. Therefore, adopting unified communication protocols and 

standardized data formats by technology developers and energy stakeholders , alongside 
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advancing the implementation of CIM, DCAT, and SAREF standards, is considered highly 

effective in enhancing data exchange and integration, while maintaining data quality and 

security. Moreover, enhanced real-time data integration by strengthening capabilities to 

gather and consolidate real-time data from sensors, smart meters, and other sources across 

the distribution network it is relevant to unlock distributed flexibility potential. Having the DTs 

of the electricity grid which are interoperable with other sectors DTs and Data Spaces that 

relate with weather phenomena, Geospatial information of the landscape, water and gas 

infrastructures enables the energy system resilience against extreme phenomena. 

 

¶ (Cyber-)security: To secure critical energy infrastructure, strengthening cybersecurity, and 

establishing frameworks to counter cyber threats is considered vital. To form the 

cybersecurity shield, GDPR requirements need to be adhered to safeguarding data privacy, as 

well as cooperation of energy infrastructure owners/operators and end users to fast deploy 

all respective cybersecurity guidelines, tools and directives.  

 

¶ Stakeholder coordination: It is considered highly essential to enhance stakeholder 

engagement for advancing energy systems. This could be achieved, on the one hand, via 

encouraging collaboration among TSOs, DSOs, consumers, and regulators to address energy 

challenges. All energy stakeholders should support the joint effort for collaboration, each one 

from its role/place. On the other hand, by organizing workshops and training sessions by 

innovation promoters (i.e. in grids by SOs, in markets by MOs, in law by national authorities) 

to enhance awareness and understanding of new energy models and digital solutions, while 

promoting more effective participation and adoption. 

 

¶ Regulatory aspects: Harmonization of regulations across EU can help eliminate barriers to 

cross-border and cross-sector energy collaboration. Policy reforms, that encourage the 

adoption of digital technologies and attract investments relevant for a more interconnected 

energy market, are also essential for the transition to a digitalised energy system. The 

enhanced monitoring and acceleration of national adoption of European regulation together 

with regulatory sandboxes can assist the fast harmonization and innovations across. Europe. 

 

¶ Future development of EU grids and the role of DTs: The development and valorisation of 

tools and systems designs that promote the incorporation of RES are key for the 

decarbonisation of the energy system. Particular attention should be paid to prioritising 

investments in predictive analytics, real-time monitoring, real-time threat detection and 

response mechanisms. Such investments help enhancing resilience and ensuring robust 

protection of the system. Integrating DTs, AI, and IoT enables improved system planning, 

predictive maintenance, and operational efficiency generating resilience and efficiency gains 

for the system.  System operators should be facilitated to complete their grid upgrade projects 

and grid digitalisation by the regulators and national authorities with proper incentivisation 

and acceleration of licensing procedure. 

 

¶ Technical configurations of the digital solutions: Scalability of the technical solutions can be 

enhanced through the adoption of open-source and cloud-based solutions. Technology 

companies should make sure that this is well validated during their respective developments. 

A DT architecture which entails a cloud-based solution also enhances the computational 

capacity of the adopted system. Another key aspect for scalability deals with the Pan-
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European DT adaptability to any reforms in guidelines and regulations about the market 

operation and connection requests for renewable energies. 

¶ Market aspects: The development of dynamic pricing models and flexibility markets 

empowers consumer engagement and optimizes overall energy management. Innovations in 

market mechanisms should be promoted by policy makers to enhance capacity markets and 

provide incentives for flexible energy services, supporting system reliability and efficiency. 

Flexibility market support enable digital twins to forecast and facilitate flexibility markets, 

supporting dynamic demand response and ancillary services 

 

¶ System modelling: building a collaborative platform where TSOs, DSOs, market operators and 

other stakeholders can co-simulate complex market-grid interactions, share data, and jointly 

analyse scenarios would help an overarching assessment of the system There should be joint 

efforts by the engaged stakeholders in dedicated activities to define such a framework that 

will enable the study and evaluation of future scenarios to highlight market opportunities as 

well as system needs . Furthermore, regulators at national and European level should promote 

these activities. 
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 Task 2.1 Research Questionnaire  
/ƻƴǎƛŘŜǊƛƴƎ ǘƘŜ ŜȄǇŜǊƛŜƴŎŜǎ ƎŀƛƴŜŘ ŦǊƻƳ ŘƛƎƛǘŀƭ ǇŜǊǎǇŜŎǝǾŜ ŦǊƻƳ ǇǊŜǾƛƻǳǎ ǇǊƻƧŜŎǘǎ ǎǳŎƘ ŀǎ 

LƴǘŜǊǊŦŀŎŜΣ hƴŜbŜǘΣ .5пbwDΣ ¢5·π!ǎǎƛǎǘΣ ƻǊ /ƻƻǊŘƛbŜǘΣ ŀǎ ǿŜƭƭ ŀǎ /Da ǇǊƻƎǊŀƳ ƭŜǎǎƻƴǎ ό/Laκ/Da9{ύ 

ǿƘŜǊŜ ǊŜƭŜǾŀƴǘΣ ǘƘƛǎ ǘŀǎƪ ǿƛƭƭ ƎŀǘƘŜǊ ǘƘŜ Ƴŀƛƴ ǇǊƻƧŜŎǘǎΩ ƻǳǘŎƻƳŜǎ ǘƻ ŎǊŜŀǘŜ ŀ ƪƴƻǿƭŜŘƎŜ ōŀǎŜ ŦƻǊ 59C 

ŦƻŎǳǎƛƴƎ ƳƻǊŜ ƻƴ ǘƘŜ ƛƴŦƻǊƳŀǝƻƴ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ƭŀȅŜǊ ƻŦ ǘƘŜ {D!a ŀǊŎƘƛǘŜŎǘǳǊŜΦ ¢ƘŜ ŦƻŎǳǎ ƭƛŜǎ 

ƻƴ ǘƘŜ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ƭƛƪŜ L9D{!Σ hƴŜbŜǘ ŎƻƴƴŜŎǘƻǊΣ ƛƴǘΥƴŜǘ ƳŀǘǳǊƛǘȅ ƳƻŘŜƭΣ Řŀǘŀπ

ǎƘŀǊƛƴƎ ŀƴŘ ƳŜǘŀŘŀǘŀ ǳǎŜŘ ōŜǘǿŜŜƴ ŘƛũŜǊŜƴǘ ǎȅǎǘŜƳ ƻǇŜǊŀǘƻǊǎ ǘƻ ǎǳǇǇƻǊǘ ƅŜȄƛōƛƭƛǘȅΣ ǎǘŀƴŘŀǊŘǎ ŀƴŘ 

ƛƴǘŜǊŦŀŎŜǎ ǳǎŜŘ ǘƻ ŜƴƘŀƴŎƛƴƎ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ ǘƘŜ ŜŶŎƛŜƴŎȅ ƻŦ ǘƘŜ ƻǾŜǊŀƭƭ ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ aŀƛƴ 

ƎŀǇǎ ƛƴ ǘŜǊƳǎ ƻŦ Řŀǘŀ ƳƻŘŜƭǎΣ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎΣ ǘƻƻƭ ƭƛƳƛǘŀǝƻƴǎΣ ǘƘŜ ƳƛǎǎƛƴƎ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ 

ŀŘŀǇǘŜǊǎ ǳǎŜŘ ōŜǘǿŜŜƴ ǎȅǎǘŜƳ ƻǇŜǊŀǘƻǊǎΣ ŀƴŘ ǘƘŜ Řŀǘŀ ŜȄŎƘŀƴƎŜǎ ƎŀǇǎ ǘƻ ǎǳǇǇƻǊǘ ǘƘŜ ƅŜȄƛōƛƭƛǘȅ ƴŜŜŘǎΣ 

ŀǊŜ ŀƴŀƭȅǎŜŘΦ CƛƴŀƭƭȅΣ ǿŜ ǇǊƻǇƻǎŜ ǿŀȅǎ ŦƻǊ ŀŘŘǊŜǎǎƛƴƎ ǎƻƳŜ ƻŦ ǘƘŜǎŜ ƎŀǇǎΣ ŜΦƎΦΣ ǳǎƛƴƎ ǘƘŜ ƳŜǊƎŜŘ 

ǎǘŀƴŘŀǊŘǎ ŦƻǊ Řŀǘŀ ŜȄŎƘŀƴƎŜΣ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ƛƴǘŜǊŦŀŎŜκŀŘŀǇǘŜǊǎ ŦƻǊ ¢{hκ5{h ŀƴŘ ŎǳǎǘƻƳŜǊǎΣ 

ƛƴǘŜƎǊŀǝƻƴ ƻŦ ŎǊƻǎǎπǎŜŎǘƻǊΣ ŎǊƻǎǎπōƻǊŘŜǊ ŎƻƳǇƻƴŜƴǘǎ ƛƴ ǘƘŜ ǊŜŦŜǊŜƴŎŜ ŀǊŎƘƛǘŜŎǘǳǊŜǎ ŀƴŘ ǇƭŀǜƻǊƳǎ ǘƻ 

ǎǳǇǇƻǊǘ ƅŜȄƛōƛƭƛǝŜǎΣ ŜǘŎΦΣ ǘƘŀǘ ǿƛƭƭ ŦŀŎƛƭƛǘŀǘŜ ŜƴƘŀƴŎŜŘ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎ ŀƴŘ ƎǊƛŘ ƻǇŜǊŀǝƻƴ ǿƘƛƭŜ 

ŜƴƘŀƴŎƛƴƎ ǘƘŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ 9¦ ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ !ŘŘƛǝƻƴŀƭƭȅΣ ǘƘŜ ŎȅōŜǊ ǇƘȅǎƛŎŀƭ ƴŀǘǳǊŜ 

ƻŦ ǘƘŜ ŘƛƎƛǘŀƭƛǎŜŘ Ǉŀƴπ9ǳǊƻǇŜŀƴ ƎǊƛŘ ǿƛǘƘ ǘƘŜ ǊŜƭŀǘŜŘ ǇǊŀŎǝŎŜǎ ƻŦ L¢ ŀƴŘ h¢ ŎƻƴǾŜǊƎŜƴŎŜ ƛƴ ǘƘŜ ǎƳŀǊǘ 

ƎǊƛŘǎΣ ǿƛƭƭ ōŜ ƻǳǘƭƛƴŜŘΣ ŀƴŘ ǘƘŜƛǊ ƛƳǇŀŎǘ ƻƴ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƳŜǊƛǘǎ ƻŦ ǘƘŜ ƎǊƛŘ ǿƛƭƭ ōŜ 

ŘŜǎŎǊƛōŜŘΣ ǎŜǩƴƎ ǘƘŜ ŀǊŜŀǎ ǘƻ ŦƻŎǳǎ ŦƻǊ ŘȅƴŀƳƛŎ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ŎƻƴǘǊƻƭƭŀōƛƭƛǘȅ ƻŦ ǘƘŜ ǇƘȅǎƛŎŀƭ ŀǎǎŜǘǎ 

ŀƴŘ ǎƘƛŜƭŘƛƴƎ ŎȅōŜǊ ƭŀȅŜǊǎ ƻŦ Ǉŀƴπ9ǳǊƻǇŜŀƴ ƎǊƛŘΦ 

tǊƻƧŜŎǘǎ wŜǾƛŜǿŜǊ LƴŦƻǊƳŀǝƻƴ 

м bŀƳŜ ŀƴŘ {ǳǊƴŀƳŜ 

 

н 9πƳŀƛƭ 

 

о hǊƎŀƴƛǎŀǝƻƴ 

 

п !ƴŀƭȅǎŜŘ tǊƻƧŜŎǘ   

 

A.1 Question 1 

мΦ ²Ƙŀǘ ƛǎ ǘƘŜ ƻōƧŜŎǝǾŜ ƻŦ ǘƘŜ ǇǊƻƧŜŎǘ ǳƴŘŜǊ ǊŜǾƛŜǿΚ ώǇǊƻǾƛŘŜ ŀ ōǊƛŜŦ ŜȄǇƭŀƴŀǝƻƴ ƻŦ ǘƘŜ Ƴŀƛƴ ƻōƧŜŎǝǾŜǎ ƻŦ ǘƘƛǎ ǇǊƻƧŜŎǘϐ 

 

 

Iŀǎ ǘƘŜ ǇǊƻƧŜŎǘ ōŜŜƴ ŎƻƳǇƭŜǘŜŘΚ  
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A.2 Question 2 

нΦ 5ƛŘ ǘƘŜ ǇǊƻƧŜŎǘ ŘŜǾŜƭƻǇ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘκƻǊ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ ǘƘŜ 

ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ όǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŀƴŘ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎύΚ 

wŜŦŜǊŜƴŎŜǎ  

 

LŦ ȅŜǎΣ ŦƻǊ ǿƘŀǘ ŀǊŜ ǘƘŜǎŜ ƛƴǘŜǊŦŀŎŜǎΚ /ŀƴ ȅƻǳ ŘŜŬƴŜ ǘƘŜƳ ƛƴ ǘŜǊƳǎ ƻŦ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎΣ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎ ŀƴŘ 

ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎΚ 

wŜŦŜǊŜƴŎŜǎ  

 

LŦ ȅŜǎΣ ǇǊƻǾƛŘŜ ŀ ōǊƛŜŦ ŘŜǎŎǊƛǇǝƻƴ ƻǊ ǇƛŎǘǳǊŜ ƻŦ ŜŀŎƘ ƛƴǘŜǊŦŀŎŜΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜ ǿƛǘƘ ŀ ǊŜŦŜǊŜƴŎŜ ǘƻ ǘƘŜ {D!a ƳƻŘŜƭΦ ώtƭŜŀǎŜ 

ǇǊƻǾƛŘŜ ŀ ǎƘƻǊǘ ŘŜǎŎǊƛǇǝƻƴ ƻŦ ǘƘŜ ƛƴǘŜǊŦŀŎŜ ŀƴŘ ǊŜŦŜǊŜƴŎŜ ǘƻ ǘƘŜ ǊŜƭŜǾŀƴǘ ŘƻŎǳƳŜƴǘŀǝƻƴΣ ŀŘŘ ƭƛƴŜǎ ŀǎ ƴŜŎŜǎǎŀǊȅϐ 

wŜŦŜǊŜƴŎŜǎ  

 

 

A.3 Question 3 

оΦ ²Ƙŀǘ ǿŜǊŜ ǘƘŜ ƪŜȅ ŬƴŘƛƴƎǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ƛƴǘŜǊŦŀŎŜǎ ǘƻ ƛƳǇǊƻǾŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ 

ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ όǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎύΚ ώtƭŜŀǎŜ ǇǊƻǾƛŘŜ ŀ ǎƘƻǊǘ 

ŘŜǎŎǊƛǇǝƻƴ ŀƴŘ ǊŜŦŜǊŜƴŎŜ ǘƻ ǘƘŜ ǊŜƭŜǾŀƴǘ ŘƻŎǳƳŜƴǘŀǝƻƴΣ ŀŘŘ ƭƛƴŜǎ ŀǎ ƴŜŎŜǎǎŀǊȅϐ 

wŜŦŜǊŜƴŎŜǎ  

 

 

 

 

A.4 Question 4 

пΦ Iƻǿ ŘƛŘ ǘƘŜ ǇǊƻƧŜŎǘ ŎƻƴǘǊƛōǳǘŜ ǘƻ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƴŘ ŘŀǘŀπǎƘŀǊƛƴƎ ŦǊŀƳŜǿƻǊƪǎ όŜΦƎΦ 

ƳŜǘŀŘŀǘŀύΚ 

wŜŦŜǊŜƴŎŜǎ  
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A.5 Question 5 

рΦ 5ƛŘ ǘƘŜ ǇǊƻƧŜŎǘ ŘŜŬƴŜ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎΚ ώtƭŜŀǎŜ ŘŜǎŎǊƛōŜ ōǊƛŜƅȅϐ 

wŜŦŜǊŜƴŎŜǎ  

 

 

A.6 Question 6 

сΦ ²ƘƛŎƘ Řŀǘŀ ƳƻŘŜƭǎ ǿŜǊŜ ǳǎŜŘΚ ώtƭŜŀǎŜ ƭƛǎǘ ǘƘŜ ƳƻŘŜƭǎ ŀƴŘ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǊŜŦŜǊŜƴŎŜϐ 

wŜŦŜǊŜƴŎŜǎ   

 

 

A.7 Question 7 

тΦ ²ƘƛŎƘ ǇǊƻǘƻŎƻƭǎ ŀƴŘ ǎǘŀƴŘŀǊŘǎ ǿŜǊŜ ŀǇǇƭƛŜŘΚ ώtƭŜŀǎŜ ƭƛǎǘ ƛƴ ǘƘŜ ǘŀōƭŜ ǿƛǘƘ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǊŜŦŜǊŜƴŎŜϐ 

wŜŦŜǊŜƴŎŜǎ   

 

 

A.8 Question 8 

уΦ ²Ƙŀǘ ǎǇŜŎƛŬŎ ƎŀǇǎ ǿŜǊŜ ƛŘŜƴǝŬŜŘ ƛƴ ǘŜǊƳǎ ƻŦ Řŀǘŀ ŦƻǊƳŀǘΣ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎΚ 

wŜŦŜǊŜƴŎŜǎ  

 

 

A.9 Question 9 

фΦ /ŀƴ ȅƻǳ ǇǊƻǾƛŘŜ ŜȄŀƳǇƭŜǎ ƻŦ ǘƻƻƭ ƭƛƳƛǘŀǝƻƴǎ ǘƘŀǘ ǿŜǊŜ ƛŘŜƴǝŬŜŘ ŘǳǊƛƴƎ ǘƘŜ ŀƴŀƭȅǎƛǎΚ 
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wŜŦŜǊŜƴŎŜǎ  

 

 

A.10 Question 10 

млΦ ²Ƙŀǘ ǿŜǊŜ ǘƘŜ ǎƛƎƴƛŬŎŀƴǘ ƳƛǎǎƛƴƎ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ ŀŘŀǇǘŜǊǎ ƛŘŜƴǝŬŜŘ ōŜǘǿŜŜƴ ǎȅǎǘŜƳ ƻǇŜǊŀǘƻǊǎΣ ¢{hǎΣ 5{hǎΣ ŀƴŘ 

ŎǳǎǘƻƳŜǊǎΚ 

wŜŦŜǊŜƴŎŜǎ  

 

 

A.11 Question 11 

ммΦ Iƻǿ ǿŜǊŜ Řŀǘŀ ŜȄŎƘŀƴƎŜ ƎŀǇǎ ŀũŜŎǝƴƎ ǘƘŜ ǎǳǇǇƻǊǘ ŦƻǊ ƅŜȄƛōƛƭƛǘȅ ǊŜǉǳƛǊŜƳŜƴǘǎ ƛŘŜƴǝŬŜŘ ŀƴŘ ŀƴŀƭȅǎŜŘΚ 

wŜŦŜǊŜƴŎŜǎ  

 

 

A.12 Question 12 

мнΦ ²Ƙŀǘ ŀǊŜ ǘƘŜ ǇǊƻǇƻǎŜŘ ǎƻƭǳǝƻƴǎ ŦƻǊ ŀŘŘǊŜǎǎƛƴƎ ƎŀǇǎΚ ŜΦƎΦΣ ǳǎƛƴƎ ǘƘŜ ƳŜǊƎŜŘ ǎǘŀƴŘŀǊŘǎ ŦƻǊ Řŀǘŀ ŜȄŎƘŀƴƎŜΣ 

ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ƛƴǘŜǊŦŀŎŜκŀŘŀǇǘŜǊǎ ŦƻǊ ¢{hκ5{h ŀƴŘ ŎǳǎǘƻƳŜǊǎΣ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ŎǊƻǎǎπǎŜŎǘƻǊΣ ŎǊƻǎǎπōƻǊŘŜǊ ŎƻƳǇƻƴŜƴǘǎ ƛƴ 

ǘƘŜ ǊŜŦŜǊŜƴŎŜ ŀǊŎƘƛǘŜŎǘǳǊŜǎ ŀƴŘ ǇƭŀǜƻǊƳǎ ǘƻ ǎǳǇǇƻǊǘ ƅŜȄƛōƛƭƛǝŜǎΣ ŜǘŎΚ 

wŜŦŜǊŜƴŎŜǎ  

 

 

A.13 Question 13 

моΦ Iƻǿ Řƻ ǘƘŜǎŜ ǇǊƻǇƻǎŀƭǎ ŀƛƳ ǘƻ ƛƳǇǊƻǾŜ ǘƘŜ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ όǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ 

ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎύ ŜŶŎƛŜƴŎȅ ǿƘƛƭŜ ŦŀŎƛƭƛǘŀǝƴƎ ǘƘŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ 9¦ ŜƴŜǊƎȅ ǎȅǎǘŜƳΚ 

wŜŦŜǊŜƴŎŜǎ  
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A.14 Question 14 

мпΦ ²Ƙŀǘ ŎƘŀƭƭŜƴƎŜǎ ŀǊŜ ŀƴǝŎƛǇŀǘŜŘ ƛƴ ƛƳǇƭŜƳŜƴǝƴƎ ǘƘŜǎŜ ǇǊƻǇƻǎŀƭǎΣ ŀƴŘ Ƙƻǿ Ŏŀƴ ǘƘŜȅ ōŜ ƻǾŜǊŎƻƳŜΚ 

wŜŦŜǊŜƴŎŜǎ  

 

 

A.15 Question 15 

мрΦ !ǊŜ ǘƘŜǊŜ ŀƴȅ ŘŜǾŜƭƻǇƳŜƴǘǎ ƛƴ ǘƘŜ ǇǊƻƧŜŎǘ ǘƘŀǘ ŀŘŘǊŜǎǎ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ 

ƎǊƛŘΚ ώȅŜǎκƴƻϐ 

 

LŦ ȅŜǎΣ ǿƘŀǘ ŀǊŜ ǘƘŜ ŎȅōŜǊ ŀƴŘ ǇƘȅǎƛŎŀƭ ŀǎǎŜǘǎκŜƭŜƳŜƴǘǎ ǘƘŀǘ ǘƘŜ ǇǊƻƧŜŎǘ ŀŘŘǊŜǎǎŜǎΚ 

wŜŦŜǊŜƴŎŜǎ  

 

LŦ ȅŜǎΣ ǿƘŀǘ ŀǊŜ ǘƘŜ ǇƻǘŜƴǝŀƭ Ǌƛǎƪǎ ƛŘŜƴǝŬŜŘ ƛƴ ǘƘŜ ǇǊƻƧŜŎǘ ǘƘŀǘ ŀǊŜ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ƴŀǘǳǊŜ ƻŦ ǘƘŜ ƎǊƛŘΣ 

ŀƴŘ Ƙƻǿ ŀǊŜ ǘƘŜȅ ƳƛǝƎŀǘŜŘΚ 

wŜŦŜǊŜƴŎŜǎ  

 

LŦ ȅŜǎΣ ǿƘŀǘ ŀǊŜ ǘƘŜ ƛŘŜƴǝŬŜŘ ŦƻŎǳǎ ŀǊŜŀǎ ƛƴ ǘƘŜ ǇǊƻƧŜŎǘ ŦƻǊ ŘȅƴŀƳƛŎ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ŎƻƴǘǊƻƭ ǘƻ ŜƴǎǳǊŜ ǘƘŜ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ 

ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ ƎǊƛŘΚ 

wŜŦŜǊŜƴŎŜǎ  

 

LŦ ȅŜǎΣ Ƙƻǿ Ŏŀƴ ǘƘŜ ŎȅōŜǊ ƭŀȅŜǊǎ ƻŦ ǘƘŜ Ǉŀƴπ9ǳǊƻǇŜŀƴ ƎǊƛŘ ōŜ ŜũŜŎǝǾŜƭȅ ƳƻƴƛǘƻǊŜŘ ŀƴŘ ǇǊƻǘŜŎǘŜŘ ŦǊƻƳ ǇƻǘŜƴǝŀƭ ǘƘǊŜŀǘǎΚ 

²Ƙŀǘ ŀǊŜ ǘƘŜ ǇǊƻǇƻǎƛǝƻƴǎ ƻŦ ǘƘŜ ǇǊƻƧŜŎǘΚ 

wŜŦŜǊŜƴŎŜǎ  
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 Questionnaire Responses Regarding the Projects of 
EU Energy Digitalisation 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜŎǝƻƴǎ ƻǳǘƭƛƴŜ ǘƘŜ ŎƻƴǘŜƴǘ ƻŦ ŜŀŎƘ ŀƴŀƭȅǎŜŘ 9¦ ǊŜǎŜŀǊŎƘ ǇǊƻƧŜŎǘΦ 

B.1 2LiPP 

όvмύ н[ƛttΩǎ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ ¢ƘŜ н[Ltt ǇǊƻƧŜŎǘ ώттϐ ƛǎ ŎǳǊǊŜƴǘƭȅ ǳƴŘŜǊǿŀȅΣ ŀƛƳƛƴƎ ǘƻ 

ǊŜǘǊƻŬǘ ǘƘŜ .ƻǊƴƘƻƭƳ /It Ǉƭŀƴǘ ǿƛǘƘ ŀ ǎŎŀƭŀōƭŜ ƘȅōǊƛŘ ŜƴŜǊƎȅ ǎǘƻǊŀƎŜ ǎȅǎǘŜƳ ǘƘŀǘ 

ƛƴŎƻǊǇƻǊŀǘŜǎ ǘƘǊŜŜ ƭƻǿπŎƻǎǘΣ ǎǳǎǘŀƛƴŀōƭŜ ǘŜŎƘƴƻƭƻƎƛŜǎ1Φ aŀƴŀƎŜŘ ōȅ ŀƴ ƛƴƴƻǾŀǝǾŜ 9ƴŜǊƎȅ 

aŀƴŀƎŜƳŜƴǘ {ȅǎǘŜƳ ό9a{ύΣ ǘƘŜǎŜ ǘŜŎƘƴƻƭƻƎƛŜǎ ǿƛƭƭ ƻǇǝƳƛȊŜ ǎǘƻǊŀƎŜ ŎƘŀǊƎƛƴƎ ŀƴŘ 

ŘƛǎǇŀǘŎƘΦ ¢Ƙƛǎ ŘŜƳƻƴǎǘǊŀǝƻƴ ǿƛƭƭ ǇǊƻǾŜ ŀ ƴŜǿ ŀǇǇǊƻŀŎƘ ǘƻ ǘǊŀƴǎƛǝƻƴƛƴƎ ǇƻǿŜǊ Ǉƭŀƴǘǎ ŀǿŀȅ ŦǊƻƳ Ŧƻǎǎƛƭ 

ŦǳŜƭǎ ǿƘƛƭŜ ŜƴǎǳǊƛƴƎ ŜƴŜǊƎȅ ǎǳǇǇƭȅ ŀƴŘ ƎǊƛŘ ǎǘŀōƛƭƛǘȅΦ .ȅ ǊŜǳǎƛƴƎ ŜȄƛǎǝƴƎ ŦŀŎƛƭƛǝŜǎ ŀƴŘ ŎƻƳōƛƴƛƴƎ 

ǘŜŎƘƴƻƭƻƎƛŜǎΣ н[Ltt ǊŜŘǳŎŜǎ ŜƴŜǊƎȅ ǎǘƻǊŀƎŜ Ŏƻǎǘǎ ŀƴŘ ƛƳǇǊƻǾŜǎ ŜŶŎƛŜƴŎȅΦ ¢ƘŜ ǇǊƻƧŜŎǘ ŀƭǎƻ ǇǊƻǾƛŘŜǎ 

ŦŜŀǎƛōƛƭƛǘȅ ǎǘǳŘƛŜǎ ǘƻ ƎǳƛŘŜ ǳǝƭƛǘȅ ŎƻƳǇŀƴƛŜǎ ƛƴ ǊŜǘǊƻŬǩƴƎ ǘƘŜƛǊ ǇƭŀƴǘǎΣ ǎǳǇǇƻǊǝƴƎ 9ǳǊƻǇŜΩǎ ǊŜƴŜǿŀōƭŜ 

ŜƴŜǊƎȅ ƛƴǘŜƎǊŀǝƻƴ ŀƴŘ ƎǊƛŘ ǎǘŀōƛƭƛǘȅΦ 

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ hƴƎƻƛƴƎ 

B.2 BeFLEXIBLE 

όvмύ .ŜC[9·L.[9 tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ ¢ƘŜ .ŜC[9·L.[9 ǇǊƻƧŜŎǘ ώтуϐ ƛǎ ŎǳǊǊŜƴǘƭȅ ǳƴŘŜǊǿŀȅΣ 

ŀƴŘ ƛǘ ŀƛƳǎ ǘƻ ƛƴŎǊŜŀǎŜ ǘƘŜ ƅŜȄƛōƛƭƛǘȅ ƻŦ ǘƘŜ ŜƴŜǊƎȅ ǎȅǎǘŜƳΣ ƛƳǇǊƻǾŜ ŎƻƻǇŜǊŀǝƻƴ ōŜǘǿŜŜƴ 

5{hǎ ŀƴŘ ¢{hǎ ŀƴŘ ŦŀŎƛƭƛǘŀǘŜ ǘƘŜ ǇŀǊǝŎƛǇŀǝƻƴ ƻŦ ŀƭƭ ŜƴŜǊƎȅπǊŜƭŀǘŜŘ ǎǘŀƪŜƘƻƭŘŜǊǎΦ ¢Ƙƛǎ ǿƛƭƭ 

ōŜ ŘƻƴŜ ǘƘǊƻǳƎƘ ǘƘŜ ǾŀƭƛŘŀǝƻƴ ŀƴŘ ƭŀǊƎŜπǎŎŀƭŜ ŘŜƳƻƴǎǘǊŀǝƻƴ ƻŦ ŀŘŀǇǘŜŘ ŀƴŘ ǇǊƻǾŜƴ 

ŎǊƻǎǎπǎŜŎǘƻǊŀƭ ǎŜǊǾƛŎŜǎΣ ƛƴǘŜǊƻǇŜǊŀōƭŜ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǇƭŀǜƻǊƳǎ ŦƻǊ ǎƳŀǊǘ ƎǊƛŘǎ ƻǇŜǊŀǝƻƴ ŀƴŘ ǘƘŜ 

ŎǊŜŀǝƻƴ ƻŦ ǘƘŜ ǊŜǉǳƛǊŜŘ ǎȅǎǘŜƳ ŀǊŎƘƛǘŜŎǘǳǊŜ ŦǊŀƳŜǿƻǊƪ ǘƘŀǘ ǿƛƭƭ ŜƴŀōƭŜ ǘƘŜ ŎǊŜŀǝƻƴ ƻŦ ƴŜǿ ōǳǎƛƴŜǎǎ 

ƳƻŘŜƭǎ ǇǊƻǾƛŘƛƴƎ ŀŘŘƛǝƻƴŀƭ ǾŀƭǳŜ ǘƻ ƳŜŜǘ ŎƻƴǎǳƳŜǊǎΩ ƴŜŜŘǎ ƛƴ ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ŀ ǎǘŀōƭŜ ǊŜƎǳƭŀǘƻǊȅ 

ŦǊŀƳŜǿƻǊƪΦ ¢ƘŜ ƻōƧŜŎǝǾŜǎ ƻŦ ǘƘŜ ǇǊƻƧŜŎǘ ƴŀƳŜƭȅ ŀǊŜΥ όƛύ ǘƻ ŘŜǎƛƎƴ ŎǊƻǎǎπǎŜŎǘƻǊ ōǳǎƛƴŜǎǎ ƳƻŘŜƭǎ ǘƻ 

ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ǘƘǊƻǳƎƘ ŀƴŀƭȅǎƛǎ ŀƴŘ ǾŀƭƛŘŀǝƻƴΤ όƛƛύ ǘƻ ŎƻƴŘǳŎǘ ŎƻǎǘπōŜƴŜŬǘ ŀƴŀƭȅǎƛǎ ŦƻǊ ƅŜȄƛōƛƭƛǘȅ 

ƻǇǝƻƴǎ ǘƻ ŜƴǎǳǊŜ ǇǊƻŬǘŀōƭŜΣ ǎŎŀƭŀōƭŜΣ ŀƴŘ ǊŜǇƭƛŎŀōƭŜ ōǳǎƛƴŜǎǎ ƳƻŘŜƭǎΤ όƛƛƛύ ǘƻ ŀǎǎŜǎǎ ǊŜƎǳƭŀǘƻǊȅ 

ŀƭǘŜǊƴŀǝǾŜǎ ōŀǎŜŘ ƻƴ ŜȄƛǎǝƴƎ ŦǊŀƳŜǿƻǊƪǎ ŀƴŘ ǘƘŜ /ƭŜŀƴ 9ƴŜǊƎȅ ŀƴŘ Cƛǘ ŦƻǊ рр tŀŎƪŀƎŜǎΤ  όƛǾύ ǘƻ ŦƻǎǘŜǊ 

ƭƻŎŀƭ ƅŜȄƛōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƴŘ ƛƴǘŜƎǊŀǘŜ 5{hπ¢{h ŎƻƻǊŘƛƴŀǝƻƴ ǇƭŀǜƻǊƳǎΤ όǾύ ǘƻ ŘŜǾŜƭƻǇ 

ǊŜŎƻƳƳŜƴŘŀǝƻƴǎ ŀƴŘ ǎƻƭǳǝƻƴǎ ŦǊƻƳ ǾŀǊƛƻǳǎ ǇǊƻƧŜŎǘǎ ŀƴŘ ƛƴƛǝŀǝǾŜǎΤ όǾƛύ ǘƻ ŎǊŜŀǘŜ ŎƻƴǎǳƳŜǊπŎŜƴǘǊƛŎ 

ŀƴŘ ƎǊƛŘπŎŜƴǘǊƛŎ ǎŜǊǾƛŎŜǎ ŦƻǊ ŘŜǇƭƻȅƳŜƴǘ ŀƴŘ ƻǇǝƳƛȊŀǝƻƴ ŀǘ 59ah ǎƛǘŜǎΤ όǾƛƛύ ǘƻ ōƻƻǎǘ ŎƻƴǎǳƳŜǊ 

ŜƴƎŀƎŜƳŜƴǘ ŀƴŘ ŀŎŎŜǇǘŀƴŎŜ ƻŦ ǘŜŎƘƴƻƭƻƎƛŜǎ ōȅ ƛƴǘŜƎǊŀǝƴƎ ŜƴŜǊƎȅ ŀƴŘ ƻǘƘŜǊ ǎŜǊǾƛŎŜǎΤ όǾƛƛƛύ ǘƻ 

ƛƳǇƭŜƳŜƴǘ ŜȄǇƭƻƛǘŀǝƻƴΣ ŘƛǎǎŜƳƛƴŀǝƻƴΣ ŎƻƳƳǳƴƛŎŀǝƻƴΣ ŀƴŘ ŎŀǇŀŎƛǘȅπōǳƛƭŘƛƴƎ ŀŎǝǾƛǝŜǎ ǘƻ ƳŀȄƛƳƛȊŜ 

ǇǊƻƧŜŎǘ ƛƳǇŀŎǘ ŀƴŘ ŜƳǇƻǿŜǊ ŎƻƴǎǳƳŜǊǎ ǘƻǿŀǊŘ ǇǊƻǎǳƳŜǊ ǎŎŜƴŀǊƛƻǎΦ 

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ hƴƎƻƛƴƎ 

όvнύ .ŜC[9·L.[9 ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ 

ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΥ 

 

1 όƛύ ƳƻƭǘŜƴ ƘȅŘǊƻȄƛŘŜ ǎŀƭǘ ǎǘƻǊŀƎŜΣ όƛƛύ ƭƛǘƘƛǳƳ ōŀǧŜǊȅ ǿƘƛŎƘ ƛǎ ōŀǎŜŘ ƻƴ ǊŜǳǎŜŘ ŎŀǊ ōŀǧŜǊƛŜǎΣ ŀƴŘ όƛƛƛύ ŀ ƅȅǿƘŜŜƭΣ ōŀǎŜŘ ƻƴ ƴƻƴπǊŀǊŜ ƳŜǘŀƭǎ 

ŀƴŘ ǿƛǘƘ ǳƴǇǊŜŎŜŘŜƴǘŜŘ ƭƛŦŜǝƳŜΦ 
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.ŜC[9·L.[9 implements ŘƛƎƛǘŀƭ ǇƭŀǜƻǊƳǎ ŦƻǊ ŘŜǎƛƎƴƛƴƎ ŀ DǊƛŘ 5ŀǘŀ ŀƴŘ .ǳǎƛƴŜǎǎ bŜǘǿƻǊƪ όD5.bύ 

ŀƴŘ ŘŜŬƴƛƴƎ ŀ ǎȅǎǘŜƳ ŀǊŎƘƛǘŜŎǘǳǊŜ ǘƻ ŜƴǎǳǊŜ Ŧǳƭƭ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΦ ¢ƘŜ ǇƭŀǜƻǊƳǎ ŀƛƳ ǘƻ ŦŀŎƛƭƛǘŀǘŜ 

ǎŜŀƳƭŜǎǎ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀƴŘ ƛƳǇǊƻǾŜ ƻǇŜǊŀǝƻƴŀƭ ŜŶŎƛŜƴŎƛŜǎ ŀŎǊƻǎǎ ǾŀǊƛƻǳǎ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎΦ ¢ƘŜ 

ǇǊƻƧŜŎǘ ŎŀǊǊƛŜǎ ƻǳǘ ƭŀǊƎŜπǎŎŀƭŜ ǾŀƭƛŘŀǝƻƴ ŀƴŘ ŘŜƳƻƴǎǘǊŀǝƻƴ ƻŦ ǘƘŜǎŜ ǇƭŀǜƻǊƳǎ ǘƘǊƻǳƎƘ ƳǳƭǝǇƭŜ Ǉƛƭƻǘ 

ǘŜǎǘǎ ŀŎǊƻǎǎ ŘƛũŜǊŜƴǘ ŎƻǳƴǘǊƛŜǎΣ ǘƘǳǎ ōŜƛƴƎ ǘŜǎǘŜŘ ƛƴ ŘƛǾŜǊǎŜ ŜƴǾƛǊƻƴƳŜƴǘŀƭ ŀƴŘ ŎƻƴǎǳƳŜǊ ŎƻƴŘƛǝƻƴǎΦ 

vнƛΥ .ŜC[9·L.[9 ǎǇŜŎƛŬŎŀǝƻƴ ƻŦ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎΣ ŀƭƻƴƎ ǿƛǘƘ ǘƘŜƛǊ ŘŜŬƴƛǝƻƴǎ ƛƴ ǘŜǊƳǎ ƻŦ 

ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎΣ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎΦ 

¢ƘŜ ƛƴǘŜǊŦŀŎŜǎ ensure ŜŶŎƛŜƴǘ ŀƴŘ ǎŜŀƳƭŜǎǎ ŎƻƳƳǳƴƛŎŀǝƻƴ ōŜǘǿŜŜƴ ŘƛũŜǊŜƴǘ ǎǘŀƪŜƘƻƭŘŜǊǎ ƛƴ ǘƘŜ 

ŜƴŜǊƎȅ ŜŎƻǎȅǎǘŜƳΣ ƛƴŎƭǳŘƛƴƎ 5{hǎΣ ¢{hǎΣ ŀƴŘ ŀ ōǊƻŀŘ ǾŀǊƛŜǘȅ ƻŦ ŜƴŜǊƎȅ ƳŀǊƪŜǘ ǇŀǊǝŎƛǇŀƴǘǎΦ 

.ŜC[9·L.[9 ŎǊŜŀǘŜǎ ŀ D5.b ǘƘŀǘ ŦŀŎƛƭƛǘŀǘŜǎ ǘƘŜ ŜȄŎƘŀƴƎŜ ƻŦ Řŀǘŀ ŀŎǊƻǎǎ ŘƛũŜǊŜƴǘ ǇƭŀǜƻǊƳǎ ŀƴŘ 

ǎȅǎǘŜƳǎΣ ǘƘǳǎΣ ǘƘŜ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎ ƛƴŎƭǳŘŜ ǾŀǊƛƻǳǎ ǘȅǇŜǎ ƻŦ Řŀǘŀ ǊŜƭŜǾŀƴǘ ǘƻ ƎǊƛŘ ƻǇŜǊŀǝƻƴǎΣ ƳŀǊƪŜǘ 

ǘǊŀƴǎŀŎǝƻƴǎΣ ŀƴŘ ŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ŜƴǎǳǊƛƴƎ ǘƘŀǘ ŀƭƭ ƴŜŎŜǎǎŀǊȅ ƛƴŦƻǊƳŀǝƻƴ ƛǎ ŀŎŎǳǊŀǘŜƭȅ ŀƴŘ 

ŎƻƴǎƛǎǘŜƴǘƭȅ ǊŜǇǊŜǎŜƴǘŜŘΦ 

vнƛƛΥ ! ōǊƛŜŦ ŘŜǎŎǊƛǇǝƻƴ ƻǊ ƛƭƭǳǎǘǊŀǝƻƴ ƻŦ ŜŀŎƘ .ŜC[9·L.[9 ƛƴǘŜǊŦŀŎŜΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜ ƻŦΣ ǊŜŦŜǊŜƴŎƛƴƎ ǘƘŜ 

{D!a ƳƻŘŜƭΦ  

 

Figure 6: Conceptual design of GDBN architecture 

¢ƘŜ .ŜC[9·L.[9 DǊƛŘ 5ŀǘŀ ŀƴŘ .ǳǎƛƴŜǎǎ bŜǘǿƻǊƪ όD5.bύ ƛǎ ŀ ŘƛƎƛǘŀƭ ǇƭŀǜƻǊƳ ǘƻ ǇǊƻǾƛŘŜ ǎǳǇǇƻǊǘ ǘƻ 

ŀƭƭ ŀŎǝǾƛǝŜǎ ƛƴ ǘƘŜ CƭŜȄƛōƛƭƛǘȅπŎŜƴǘǊƛŎ ǾŀƭǳŜ ŎƘŀƛƴΦ Lǘǎ ŀǊŎƘƛǘŜŎǘǳǊŜ ƛǎ ŎƻƳǇƻǎŜŘ ōȅ ǎŜǾŜǊŀƭ ƭƻƎƛŎŀƭ 

ƳƻŘǳƭŜǎ ŎƻƴŎŜǊƴƛƴƎ ǘƘŜ ŀŘƻǇǝƻƴ ƻŦ ǘƘŜ ƅŜȄƛōƛƭƛǘȅ ǾŀƭǳŜ ŎƘŀƛƴΥ όƛύ ǘƘŜ ƅŜȄƛōƛƭƛǘȅπŎŜƴǘǊƛŎ ǎŜǊǾƛŎŜǎΣ 

ƘƻǎǝƴƎ ŀƭƭ ǘƘŜ ǎŜǊǾƛŎŜǎ ǘƘŀǘ ŜƳōƻŘȅ ǘƘŜ ŘƛũŜǊŜƴǘ ǇƘŀǎŜǎ ƻŦ ǘƘŜ ǾŀƭǳŜ ŎƘŀƛƴΤ όƛƛύ ǘƘŜ ƅŜȄƛōƛƭƛǘȅ ǇǊƻŘǳŎǘǎΣ 

ǘƘŀǘ ŎƘŀǊŀŎǘŜǊƛȊŜ Ƙƻǿ ǘƘŜ ŎƻƳǇƻƴŜƴǘǎ ƻŦ ǘƘŜ ƅŜȄƛōƛƭƛǘȅπŎŜƴǘǊƛŎ ǎŜǊǾƛŎŜǎ ƳƻŘǳƭŜ ǎƘƻǳƭŘ ōŜƘŀǾŜ ƛƴ 

ǘŜǊƳǎ ƻŦ ǘƘŜ ƅŜȄƛōƛƭƛǘȅ ǇǊƻǾƛǎƛƻƴΤ όƛƛƛύ ǘƘŜ ǾŀƭǳŜ ŎƘŀƛƴ ǎŜǊǾƛŎŜǎΣ ǘƻ ǎǳǇǇƻǊǘ ǘƘŜ ōŀǎƛŎ ŦŜŀǘǳǊŜǎ ƻŦ ǘƘŜ 

D5.b ŀǎ ŀƴ ŜƴŀōƭŜǊ ƻŦ ǘƘŜ ǾŀƭǳŜ ŎƘŀƛƴ όǊŜƎƛǎǘǊŀǝƻƴΣ Řŀǘŀ ŜȄŎƘŀƴƎŜΣ ŎƻƴǘǊŀŎǘǎ ƳŀƴŀƎŜƳŜƴǘΣ ŜǘŎΦύΤ ŀƴŘ 

ǘƘŜ όƛǾύ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀƴŘ Řŀǘŀ ǎǇŀŎŜǎ ƳƻŘǳƭŜΣ ǘƻ ǇǊƻǾƛŘŜ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀƴŘ ǎƻǾŜǊŜƛƎƴǘȅ ŦƻǊ 

ŜȄǘŜǊƴŀƭ ǎŜǊǾƛŎŜǎ ŀƴŘ ŀŎǘƻǊǎ ƛƴǘŜǊŦŀŎƛƴƎ ǿƛǘƘ ǘƘŜ D5.bΦ 

όvпύ .ŜC[9·L.[9 ŎƻƴǘǊƛōǳǝƻƴ ǘƻǿŀǊŘǎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƴŘ Řŀǘŀπ

ǎƘŀǊƛƴƎ ŦǊŀƳŜǿƻǊƪǎΦ 
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Á It develops and validates interoperable data exchange platforms designed to enhance 

communication between stakeholders (e.g., DSOs, TSOs, markets), promoting seamless data 

sharing and integration across different systems and sectors. 

Á It establishes common metadata standards and ensures data from different sources could be 

processed. 

Á It creates open services ecosystem that leverage data-driven services to meet the needs of energy 

stakeholders, including adaptive, interoperable, and secure services designed to optimize energy 

management and increase flexibility of the energy system. 

όvрύ .ŜC[9·L.[9 ŘŜŬƴƛǝƻƴ ƻŦ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ  

¢ƻ ƛŘŜƴǝŦȅ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ƻŦ ǘƘŜ D5.bΣ .ŜC[9·L.[9 ƘŀŘ ǘƻ ŦƻǊŜǎŜŜ ǘƘŜ ƛƴŦƻǊƳŀǝƻƴ 

ǘƘŀǘ ǿƻǳƭŘ ōŜ ǇǊƻŎŜǎǎŜŘΦ ¢ƘŜǊŜŦƻǊŜΣ ƛǘ ǿŀǎ ƴŜŎŜǎǎŀǊȅ ǘƘŀǘ ŀƴ ŜƴŘπǘƻπŜƴŘ ƳŜǘƘƻŘƻƭƻƎȅ ǿŀǎ ǇǊƻǇƻǎŜŘ 

ŦƻǊ ǘƘŜ ǇǊƻǾƛǎƛƻƴ ƻŦ ƅŜȄƛōƛƭƛǘȅΦ ¢Ƙƛǎ ƛǎ ŘƛǾƛŘŜŘ ƛƴǘƻ ǘƘŜ ǇƘŀǎŜǎΥ 

Á Pre-qualification - dealing with the certification of aggregators and flexible assets, ensuring they 

are financially and technically able to provide flexibility and participate in flexibility markets. 

Á Negotiation Preparation - DSO forecasts grid constraints and if potential grid constraints are 

identified, and it is deemed that flexibility can solve them, the DSO forwards its needs to the 

market, so that Aggregators can submit bids. 

Á Market Operation - market clearing is done by the market platform, and final bids are selected by 

the DSO. 

Á Activation - flexibility from consumer-side assets is activated. 

Á Validation & Settlement - flexibility provided by each aggregator is calculated using pre-agreed 

baselines, resulting in remuneration/penalties to be settled between the Aggregators and DSO. 

This last phase can be done with or without the support of the GDBN, as decided by the DSO. 

όvмлύ .ŜC[9·L.[9 ǎƛƎƴƛŬŎŀƴǘ ƳƛǎǎƛƴƎ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ ŀŘŀǇǘŜǊǎ ƛŘŜƴǝŬŜŘ ōŜǘǿŜŜƴ ǎȅǎǘŜƳ ƻǇŜǊŀǘƻǊǎΣ 

¢{hǎΣ 5{hǎΣ ŀƴŘ ŎǳǎǘƻƳŜǊǎΦ  

¢ƘŜ ŀōǎŜƴŎŜ ƻŦ ŘŀǘŀπǎƘŀǊƛƴƎ ƛƴǘŜǊŦŀŎŜǎ ŦƻǊ ǊŜŀƭπǝƳŜ ¢{hπ5{h ŎƻƻǊŘƛƴŀǝƻƴ ƛƳǇŜŘŜǎ ŜũŜŎǝǾŜ 

ōŀƭŀƴŎƛƴƎ ƻŦ ŘŜƳŀƴŘπǊŜǎǇƻƴǎŜΣ ŎƻƴƎŜǎǝƻƴ ƳŀƴŀƎŜƳŜƴǘΣ ŀƴŘ w9{ ƛƴǘŜƎǊŀǝƻƴΦ !ŘŘƛǝƻƴŀƭƭȅΣ ǘƘŜ ƭŀŎƪ ƻŦ 

ŎƻƴǎǳƳŜǊ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ ŦŜŜŘōŀŎƪ ƳŜŎƘŀƴƛǎƳǎΣ ŀƭƻƴƎ ǿƛǘƘ ǘƘŜ ƛƴǎǳŶŎƛŜƴǘ ƛƴǘŜƎǊŀǝƻƴ ƻŦ 59wǎ ƛƴǘƻ 

ǘƘŜ ƳŀǊƪŜǘ ŀƴŘ ǘƘŜ ŀōǎŜƴŎŜ ƻŦ ǎǘŀƴŘŀǊŘƛȊŜŘ ƛƴǘŜǊŦŀŎŜǎ ŦƻǊ ŜƴŜǊƎȅ ǘǊŀŘƛƴƎ ǇƭŀǜƻǊƳǎΣ ŦǳǊǘƘŜǊ ŜƴƘŀƴŎŜ 

ǘƘŜǎŜ ŎƘŀƭƭŜƴƎŜǎΦ CǳǊǘƘŜǊƳƻǊŜΣ Řŀǘŀ ǎŜŎǳǊƛǘȅ ŀƴŘ ǇǊƛǾŀŎȅ ŎƻƴŎŜǊƴǎΣ ƛƴŎƭǳŘƛƴƎ ƳƛǎǎƛƴƎ ŀǳǘƘŜƴǝŎŀǝƻƴ 

ŀƴŘ ŀǳǘƘƻǊƛȊŀǝƻƴ ǇǊƻŎŜǎǎŜǎΣ ŀǊŜ ŀƭǎƻ ǎƛƎƴƛŬŎŀƴǘ ƛǎǎǳŜǎΦ 

όvмоύ .ŜC[9·L.[9 ǇǊƻǇƻǎŀƭǎ ŦƻǊ ƛƳǇǊƻǾƛƴƎ ǘƘŜ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ όƛΦŜΦΣ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ 

ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎύ ŜŶŎƛŜƴǘƭȅ ǿƘƛƭŜ ŦŀŎƛƭƛǘŀǝƴƎ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ 

ƻŦ ǘƘŜ 9¦ ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ 

¢ƘƻǳƎƘ ǘƘŜ ǊŜƭŜǾŀƴǘ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ ǘƘŀǘ ŀƛƳ ǘƻ ŀǎǎŜǎǎ ǘƘƛǎ ƘŀǾŜ ōŜŜƴ ƛƴŘƛŎŀǘŜŘΥ ¢ƘŜ .ǳǎƛƴŜǎǎ 

aƻŘŜƭǎ ό.aύ ǎŜƭŜŎǘŜŘ ŀǊŜ ǊŜƭŀǘŜŘ ǘƻ ǘƘŜ ǇǊƻǾƛǎƛƻƴ ƻŦ ƅŜȄƛōƛƭƛǘȅ ǘƻ ǘƘƛǊŘ ǇŀǊǝŜǎ ōǳǘ ŀǊŜ ƴƻǘ ƭƛƳƛǘŜŘ ǘƻ 

ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǘǊȅ ǘƻ ŀŎŎƻǳƴǘ ŦƻǊ ƻǘƘŜǊ ǾŜǊȅ ƭƛƴƪŜŘ ŀŎǝǾƛǝŜǎ ǎǳŎƘ ŀǎ ǘƘŜ ǇǊƻǾƛǎƛƻƴ ƻŦ ƅŜȄƛōƛƭƛǘȅ ǊŜǎƻǳǊŎŜǎ 

ƻǊ ǘƘŜ ƳŀƴŀƎŜƳŜƴǘ ƻŦ ǘƘŜǎŜ ǊŜǎƻǳǊŎŜǎΦ 

Á BMs for DERs provision, including PV systems, BESS, HEMS, WH, HP and HVAC. 

Á BMs for DERs provision as a Service including Solar-, Energy Storage-, Smart Home-, Charging-, 

HVAC-as-service. 

Á BMs to reduce the electricity bills of flexible Consumers including small and large consumers 

optimizing electricity bills,  
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Á BMs for cross-sector activities including optimizing EV charging, safety/security, healthcare, and 

social services for residential Consumer, Minimizing non-renewable consumption. 

Á BMs for the operation of power grid including flexibility acquisition for grid operation and Data 

acquisition for grid management and control. 

Á BMs for supplying energy to Consumers including Traditional retailing mode, Retailers managing 

/ƻƴǎǳƳŜǊǎΩ ŦƭŜȄƛōƛƭƛǘȅΦ 

Á BMs for communities including Energy cooperatives, Community flexibility aggregation, and E-

mobility cooperatives.  

.ŜC[9·L.[9 ŀƭǎƻ ōǊƛƴƎǎ ŀ ǊƻƭŜ ƳƻŘŜƭ ǘƘŀǘ ƛƴŘƛŎŀǘŜ ǘƘŜ .aǎ Ŏŀƴ ōŜ ŎƘŀǊŀŎǘŜǊƛȊŜŘ ōȅΥ 

Á Properly identifying the role model with all the relevant roles involved in the BMs related to the 

flexibility provision, including cross-sector activities that can provide added value. 

B.3 DATA CELLAR 

όvмύ 5!¢! /9[[!wΩǎ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ 5!¢! /9[[!w ώтфϐ ƛǎ ƻƴƎƻƛƴƎΣ ŀƴŘ ƛǘ ŀƛƳǎ ǘƻ ŎǊŜŀǘŜ 

ŀ ŦŜŘŜǊŀǘŜŘ ŜƴŜǊƎȅ ŘŀǘŀǎǇŀŎŜ ǘƻ ǎǳǇǇƻǊǘ ƭƻŎŀƭ ŜƴŜǊƎȅ ŎƻƳƳǳƴƛǝŜǎ ό[9/ǎύ ƛƴ ǘƘŜ 9¦Φ ¦ǎƛƴƎ 

ŀƴ ƛƴƴƻǾŀǝǾŜ ǊŜǿŀǊŘŜŘ ǇǊƛǾŀǘŜ ƳŜǘŜǊƛƴƎ ŀǇǇǊƻŀŎƘ ŦƻǊ Ŝŀǎȅ ƻƴōƻŀǊŘƛƴƎΣ ƛǘ ŜƴǎǳǊŜǎ 

ǎƳƻƻǘƘ ƛƴǘŜƎǊŀǝƻƴ ǿƛǘƘ ƻǘƘŜǊ 9¦ ŜƴŜǊƎȅ Řŀǘŀ ǎǇŀŎŜǎΦ ¢ƘŜ ǇǊƻƧŜŎǘΩǎ ƻōƧŜŎǝǾŜǎ ŀǊŜ όƛύ ǘƻ 

ŘŜǾŜƭƻǇ ŀ ŘȅƴŀƳƛŎ Řŀǘŀ Ƙǳō ŦƻǊ Ŏƻƴǝƴǳƻǳǎƭȅ ǳǇŘŀǘŜŘΣ ǊŜƭƛŀōƭŜ ŘŀǘŀΤ όƛƛύ ǘƻ ƛƳǇƭŜƳŜƴǘ ǇǊƛǾŀŎȅ ŀƴŘ 

ŎȅōŜǊǎŜŎǳǊƛǘȅ ƳŜŀǎǳǊŜǎ ǇŜǊ D5tw ŀƴŘ ƴŀǝƻƴŀƭ ǊŜƎǳƭŀǝƻƴǎΤ όƛƛƛύ ǘƻ ǇǊƻǾƛŘŜ ŀŎŎŜǎǎ ǘƻ !L ƳƻŘŜƭǎ ŀƴŘ 

ŘŀǘŀπŘǊƛǾŜƴ ŜƴŜǊƎȅ ǎŜǊǾƛŎŜǎ ǘƻ ǎǳǇǇƻǊǘ ǘƘŜ ŜƴŜǊƎȅ ǘǊŀƴǎƛǝƻƴΤ όƛǾύ ǘƻ ŎǊŜŀǘŜ ŀ ŘŀǘŀπǎƘŀǊƛƴƎ ŜŎƻǎȅǎǘŜƳ 

ŦƻǊ [9/ǎ Ǿƛŀ ŀ 5[¢πōŀǎŜŘ ƳŀǊƪŜǘǇƭŀŎŜΤ ŀƴŘ όǾύ ǘƻ ŜǾŀƭǳŀǘŜ ƴƻǾŜƭ ōǳǎƛƴŜǎǎ ƳƻŘŜƭǎ ǿƛǘƘ ǊŜŀƭ 9ƴŜǊƎȅ 

/ƻƳƳǳƴƛǘȅ ǳǎŜ ŎŀǎŜǎ ŀƴŘ ŎƻƭƭŀōƻǊŀǘŜ ǿƛǘƘ 9¦ ƛƴƛǝŀǝǾŜǎ ŦƻǊ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǘŜǎǝƴƎΦ 

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ hƴƎƻƛƴƎ 

όvнύ 5!¢! /9[[!w ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ 

ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΥ 

5!¢! /9[[!wΩǎ ŎƻǊŜ ƻōƧŜŎǝǾŜ ƛǎ ǘƻ ŦŀŎƛƭƛǘŀǘŜ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ŀ ŎƻƭƭŀōƻǊŀǝǾŜ ǇƭŀǜƻǊƳ ǘƘŀǘ 

ǇǊƻǾƛŘŜǎ ŀ ŘȅƴŀƳƛŎΣ ƛƴǘŜǊƻǇŜǊŀōƭŜΣ ƳƻŘǳƭŀǊΣ ŀƴŘ ǎŜŎǳǊŜ ŜƴŜǊƎȅ Řŀǘŀ ǎǇŀŎŜΣ ŘŜǎƛƎƴŜŘ ǘƻ ŜƴǎǳǊŜ 

ǎŜŀƳƭŜǎǎ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀƴŘ ƛƴǘŜƎǊŀǝƻƴ ǿƛǘƘ ƻǘƘŜǊ 9¦ ŜƴŜǊƎȅ Řŀǘŀ ǎǇŀŎŜǎΦ 5!¢! /9[[!w ƛƴŎƻǊǇƻǊŀǘŜǎ 

ǘƻƻƭǎ ǘƻ ŀǎǎƛǎǘ ƛƴ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎ ŀƴŘ ƻǇŜǊŀǝƻƴŀƭ ŜŶŎƛŜƴŎȅΤ ƻƴ ǘƻǇ ƻŦ ǘƘŀǘΣ ƛǘ ƛƴŎƭǳŘŜǎ ǘƘŜ ƳŀǊƪŜǘǇƭŀŎŜ 

ŦƻǊ ǘǊŀŘƛƴƎ Řŀǘŀ ŀƴŘ ǇǊŜπǘǊŀƛƴŜŘ !L ƳƻŘŜƭǎΣ ǿƘƛŎƘ ŀƛŘǎ ƛƴ ŀƭƛƎƴƛƴƎ ƛƴŎŜƴǝǾŜǎ ŀŎǊƻǎǎ ǎǘŀƪŜƘƻƭŘŜǊǎ ŀƴŘ 

ŜƴƘŀƴŎŜǎ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΦ CƛƴŀƭƭȅΣ ǘƘŜ ǇǊƻƧŜŎǘ ŀǎǎŜƳōƭŜǎ ŎƻƳǇƭƛŀƴŎŜ ŀƴŘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǿƛǘƘ ǘƘŜ 

Dŀƛŀπ· ŜŎƻǎȅǎǘŜƳΦ  

vнƛΥ 5!¢! /9[[!wΩ ǎǇŜŎƛŬŎŀǝƻƴ ƻŦ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎΣ ŀƭƻƴƎ ǿƛǘƘ ǘƘŜƛǊ ŘŜŬƴƛǝƻƴǎ ƛƴ ǘŜǊƳǎ 

ƻŦ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎΣ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎΦ 

¢ƘŜ ƛƴǘŜǊŦŀŎŜǎ ƛƴŎƭǳŘŜ ŀ ŘȅƴŀƳƛŎ Řŀǘŀ Ƙǳō ŦƻǊ ǊŜŀƭπǝƳŜ ŀƴŘ ƘƛǎǘƻǊƛŎŀƭ Řŀǘŀ ƳŀƴŀƎŜƳŜƴǘΣ !L ƳƻŘŜƭǎ 

ŦƻǊ ŀŘǾŀƴŎŜŘ ŀƴŀƭȅǝŎǎΣ ŀƴŘ ŀ ōƭƻŎƪŎƘŀƛƴπōŀǎŜŘ ƳŀǊƪŜǘǇƭŀŎŜ ŦƻǊ ǘǊŀŘƛƴƎ Řŀǘŀ ŀƴŘ !L ƳƻŘŜƭǎΦ ¢ƘŜ 

ǇǊƻƧŜŎǘ ŜƳǇƘŀǎƛȊŜǎ ǎǘŀƴŘŀǊŘƛȊŀǝƻƴΣ ƳƛƴƛƳŀƭ ƭŀǘŜƴŎȅ ŦƻǊ ǊŜŀƭπǝƳŜ ǳǇŘŀǘŜǎΣ ǇŜǊƛƻŘƛŎ !L ƳƻŘŜƭ ǘǊŀƛƴƛƴƎΣ 

ŀƴŘ ǎŜŎǳǊŜΣ ǘǊŀƴǎǇŀǊŜƴǘ ǘǊŀƴǎŀŎǝƻƴǎ ǘƻ ŜƴǎǳǊŜ ǎŜŀƳƭŜǎǎ ƛƴǘŜƎǊŀǝƻƴ ŀƴŘ ŜŶŎƛŜƴǘ Řŀǘŀ ŜȄŎƘŀƴƎŜ 

ŀƳƻƴƎ ǎǘŀƪŜƘƻƭŘŜǊǎ ŀƴŘ ŘŀǘŀǎǇŀŎŜǎΦ  

vнƛƛΥ ! ōǊƛŜŦ ŘŜǎŎǊƛǇǝƻƴΣ ƻǊ ƛƭƭǳǎǘǊŀǝƻƴ ƻŦ ŜŀŎƘ 5!¢! /9[[!w ƛƴǘŜǊŦŀŎŜΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜΣ ǊŜŦŜǊŜƴŎƛƴƎ ǘƘŜ 

{D!a ƳƻŘŜƭΦ 
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Figure 7: The DATA CELLAR layered architecture 

!ƴ ƛƳŀƎŜ ƛǎ ǇǊƻǾƛŘŜŘ ǿƛǘƘ ǘƘŜ ƭŀȅŜǊƛƴƎ ƻŦ ǘƘŜ ǇǊƻŎŜǎǎŜǎ ǊŜƎŀǊŘƛƴƎ 5!¢! /9[[!w ǎŜǊǾƛŎŜπƻǊƛŜƴǘŜŘ 

ŀǊŎƘƛǘŜŎǘǳǊŜΦ ¢ƘŜ 5!¢! /9[[!w ǇƭŀǜƻǊƳ ǇǊŜǎŜƴǘŜŘ ƛǎ ŎƻƳǇƻǎŜŘ ƻŦ ǘƘǊŜŜ Ƴŀƛƴ ǎŜǊǾƛŎŜǎ ǿƛǘƘ ǘƘŜƛǊ 

ǊŜǎǇŜŎǝǾŜ IǳƳŀƴπaŀŎƘƛƴŜ LƴǘŜǊŦŀŎŜǎΥ 

Á The Marketplace where stakeholders, are remunerated for the provision of datasets, direct 

streams of energy data, or AI models and algorithms. In addition, the transactions for provisioning 

or supplying data and models is authenticated via various methods among the stakeholders.  

Á A decision-ƳŀƪƛƴƎ ŀǎǎƛǎǘŀƴǘ ǎȅǎǘŜƳ ŦƻǊ ŜƴŜǊƎȅ ŎƻƳƳǳƴƛǘƛŜǎΩ ŘŜǾŜƭƻǇƳŜƴǘ ǘƻ ǎǳǇǇƻǊǘ ŜƴŜǊƎȅ 

utilities, DSOs, and technology providers, supporting users to assess optimal scenarios related to 

different services. Grid operators will be able to assess the optimal location of resources to 

improve the operation of the distribution grid.  

Á A Data Analytics platform to guide the design of data streams through models acquired from the 

DATA CELLAR marketplace. 

όvоύ 5!¢! /9[[!wΩǎ ƪŜȅ ŬƴŘƛƴƎǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ƛƴǘŜǊŦŀŎŜǎ ǘƻ ƛƳǇǊƻǾŜ 

ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎ όǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ 

ƳŀǊƪŜǘǎύΦ 

!ŎŎƻǊŘƛƴƎ ǘƻ 5!¢! /9[[!wΣ  

Á Adoption of standardized data formats and communication protocols enhances the 

interoperability between various systems and platforms. This allows for seamless data exchange 

and integration, reducing the time and effort required for data transformation and reconciliation. 

Á By implementing standardized interfaces, DATA CELLAR facilitates the automation of many 

business processes, improving efficiency and minimizing human errors. 

Á Standards-based interfaces make it easier to scale the system and adapt to new business 

requirements and changes in the technological landscape.  

Á The use of industry standards and interfaces reduces the need for custom development and 

maintenance, leading to significant cost savings in both short and long term. 

Á Standardization ensures data to predefine its quality, improving consistency of data across 

different systems and making reliable for decision-making processes. 
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όvпύ 5!¢! /9[[!wΩǎ ŎƻƴǘǊƛōǳǝƻƴ ǘƻǿŀǊŘǎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƴŘ 

ŘŀǘŀπǎƘŀǊƛƴƎ ŦǊŀƳŜǿƻǊƪǎΦ 

5!¢! /9[[!w ŎǊŜŀǘŜǎ ŀ ŦŜŘŜǊŀǘŜŘ ŜƴŜǊƎȅ ŘŀǘŀǎǇŀŎŜ ǘƘŀǘ ŜȄǇƭƻƛǘǎ ǎŜŀƳƭŜǎǎ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀƴŘ 

ƛƴǘŜƎǊŀǝƻƴ ŀƳƻƴƎ ǘƘŜ ǾŀǊƛƻǳǎ ǇƭŀǜƻǊƳ ŜƴŘπǳǎŜǊǎΣ ǘƘǊƻǳƎƘ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘƛȊŜŘ 

ƳŜǘŀŘŀǘŀ ŦƻǊƳŀǘǎΣ ǘƘŜ 5!¢! /9[[!w πŎǳǎǘƻƳƛȊŜŘ Řŀǘŀ ƳƻŘŜƭΣ ŀƴŘ ƛǘǎ ŎǳǎǘƻƳƛȊŜŘ ƻƴǘƻƭƻƎȅ ǿƛǘƘ ǿŜƭƭπ

ŘŜŬƴŜŘ ǘŀȄƻƴƻƳȅ ŀƴŘ ƳŜǘŀŘŀǘŀΦ 

όvрύ 5!¢! /9[[!wΩǎ ŘŜŬƴƛǝƻƴ ƻŦ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ  

¢ƘŜ ǇǊƻƧŜŎǘ ŜǎǘŀōƭƛǎƘŜǎ ǎǘŀƴŘŀǊŘƛȊŜŘ ƳŜǘŀŘŀǘŀ ŀƴŘ Řŀǘŀ ƳƻŘŜƭǎΣ ƛΦŜΦΣ h²[ ŀƴŘ w5C ǳƴŘŜǊ ǘƘŜ 

ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ǘƘŜ ƻƴǘƻƭƻƎȅΣ ǘƻ ŜƴǎǳǊŜ ŎƻƴǎƛǎǘŜƴǘ Řŀǘŀ ǊŜǇǊŜǎŜƴǘŀǝƻƴ ŀƴŘ ǎŜŀƳƭŜǎǎ Řŀǘŀ ŜȄŎƘŀƴƎŜΦ  

όvсύ 5ŀǘŀ ƳƻŘŜƭǎ ǳǎŜŘ ƛƴ 5!¢! /9[[!wΦ  

±ŀǊƛƻǳǎ ŎǊƛǝŎŀƭ ŦŀŎǘƻǊǎ ŀǊŜ ŎƻƴǎƛŘŜǊŜŘ ǎǳŎƘ ŀǎ Dŀƛŀπ· ώулϐ ŎƻƳǇƭƛŀƴŎŜ ŀƴŘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀƴŘ ǘƘŜ 

L5{ ŦƻǊ ŘƻƳŀƛƴπŀƎƴƻǎǝŎ Řŀǘŀ ƳƻŘŜƭΣ ǿƘƛƭŜ ŦƻǊ ǘƘŜ ŘƻƳŀƛƴπǎǇŜŎƛŬŎ ǘƘŜ 5!¢! /9[[!w ŎǳǎǘƻƳƛȊŜŘ 

ƻƴǘƻƭƻƎȅ ƛǎ ǳǎŜŘΦ 

όvтύ tǊƻǘƻŎƻƭǎ ŀƴŘ ǎǘŀƴŘŀǊŘǎ ŀǇǇƭƛŜŘ ƛƴ 5!¢! /9[[!wΦ  

5!¢! /9[[!w ŜȄǇƭƻƛǘǎ ŀ ǎŜǊƛŜǎ ƻŦ ǇǊƻǘƻŎƻƭǎ ŀƴŘ ǎǘŀƴŘŀǊŘǎΥ 

Á The CIM connector protocols for consistent data integration and exchange across various systems 

in the energy sector. 

Á The OWL protocol from W3C exploited for designing and developing DATA CELLAR ontologies and 

taxonomies, while a series of formats for metadata storing was used, including RDF. 

Á Communication standards such as the MQTT and HTTPS. 

όvуύ DŀǇǎ ƛŘŜƴǝŬŜŘ ƛƴ ǘŜǊƳǎ ƻŦ Řŀǘŀ ŦƻǊƳŀǘΣ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ƛƴ 

5!¢! /9[[!wΦ 

Á Inconsistencies and discrepancies between the ontology and the actual data available in various 

databases (and validation cases of the project). 

Á The different data formats and schemas across the databases hinder the seamless data 

integration, requiring the development of standardization. 

Á Ensuring semantic agreement between different ontologies and data structures needs mapping 

and information analysis. 

Á Interoperability among different data spaces for the seamless data exchange is also another 

challenge arising due to varying protocols and standards. 

όvфύ 9ȄŀƳǇƭŜǎ ƻŦ ǘƻƻƭ ƭƛƳƛǘŀǝƻƴǎ ƛŘŜƴǝŬŜŘ ŘǳǊƛƴƎ ǘƘŜ ŀƴŀƭȅǎƛǎΦ  

¢ƻƻƭǎ ƘŀǾŜ ƴƻǘ ȅŜǘ ōŜŜƴ ŘŜǾŜƭƻǇŜŘ ƛƴ 5!¢! /9[[!wΣ ǘƘƻǳƎƘ ƛǎǎǳŜǎ ŀǊŜ ŦƻǊŜǎŜŜƴ ǊŜƎŀǊŘƛƴƎ Řŀǘŀ 

ƛƴǘŜƎǊŀǝƻƴΣ ŀŎŎǳǊŀŎȅΣ ŀƴŘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ƛƴ ǎŎƻǇŜ ƻŦ ŜȄǇƭƻƛǘŀǝƻƴΦ  

Á Inconsistent data formats require additional pre-processing for integration tools, reducing 

efficiency. 

Á Semantic inconsistencies in information models impact the accuracy of ontology and DSS.  

Á Varying communication protocols impact interoperability solutions, complicating seamless data 

exchange and collaboration.  

Á Ensuring data sovereignty and secure exchange is crucial for compliance with GAIA-X standards 

and identity management is required. 
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όvмоύ 5!¢! /9[[!wΩǎ ǇǊƻǇƻǎŀƭǎ ŦƻǊ ƛƳǇǊƻǾƛƴƎ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ όƛΦŜΦΣ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ 

ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎύ ŜŶŎƛŜƴǘƭȅ ǿƘƛƭŜ ŦŀŎƛƭƛǘŀǝƴƎ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ 

ƻŦ ǘƘŜ 9¦ ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ 

¢ƘŜ ǇǊƻǇƻǎŀƭǎ ƻŦ 5!¢! /9[[!w ŜƴƘŀƴŎŜ ǘƘŜ ŜŶŎƛŜƴŎȅ ƻŦ ǘƘŜ 9¦ ŜƴŜǊƎȅ ǎȅǎǘŜƳ ōȅ ƭŜǾŜǊŀƎƛƴƎ 

ŀŘǾŀƴŎŜŘ ǘŜŎƘƴƻƭƻƎƛŜǎ ƛΦŜΦΣ ōƛƎ ŘŀǘŀΣ !LΣ Lƻ¢Σ ŀƴŘ a[Φ  

Á In system planning and asset management, it focuses on integrating and analysing data for better 

decision-making and utilizing predictive maintenance to reduce downtime and costs.  

Á For system operations, the proposals emphasize real-time monitoring and control, alongside 

automated decision-making to streamline processes and improve stability.  

Á In energy markets, improved transparency and dynamic pricing mechanisms are designed to 

foster fair competition and efficient energy usage. 

Á For integrated flexibility services DATA CELLAR proposes to DERs, storage, and demand response 

programs to quickly respond to supply and demand fluctuations. 

όvмпύ /ƘŀƭƭŜƴƎŜǎ ŀƴǝŎƛǇŀǘŜŘ ƛƴ ƛƳǇƭŜƳŜƴǝƴƎ 5!¢! /9[[!wΩǎ ǇǊƻǇƻǎŀƭǎΣ ŀƴŘ Ƙƻǿ Ŏŀƴ ōŜ ƻǾŜǊŎƻƳŜΦ 

/ƘŀƭƭŜƴƎŜǎ ǘƘŀǘ ŀǊƛǎŜ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘΥ 

Á ensuring data privacy and security,  

Á achieving interoperability and standardization,  

Á managing high investment costs,  

Á overcoming technical complexity,  

Á navigating regulatory and policy barriers,  

Á gaining market acceptance. 

όvмрύ 5!¢! /9[[!w Ƙŀǎ ƳŀŘŜ ŘŜǾŜƭƻǇƳŜƴǘǎ ŀŘŘǊŜǎǎƛƴƎ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ 

ƻŦ ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘΦ  

όvмрƛύ 5!¢! /9[[!wΩǎ ŎȅōŜǊ ŀƴŘ ǇƘȅǎƛŎŀƭ ŀǎǎŜǘǎκŜƭŜƳŜƴǘǎ ǘƘŀǘ ǘƘŜ ǇǊƻƧŜŎǘ ŀŘŘǊŜǎǎŜǎΣ ǇƻǘŜƴǝŀƭ Ǌƛǎƪǎ 

ƛŘŜƴǝŬŜŘ ƛƴ 5!¢! /9[[!w ǘƘŀǘ ŀǊŜ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ƴŀǘǳǊŜ ƻŦ ǘƘŜ ƎǊƛŘΣ ŀƴŘ Ƙƻǿ ǘƘŜ 

ƭŀǧŜǊ ŀǊŜ ƳƛǝƎŀǘŜŘΦ 

¢ƘŜ ƴƻǾŜƭ ǘƻƻƭǎ ǇǊƻǾƛŘŜŘ ōȅ ǘƘŜ ǇƭŀǜƻǊƳ ŀǎǎƛǎǝƴƎ ƻƴ ŘŜŎƛǎƛƻƴπƳŀƪƛƴƎ ŦƻǊ ǘƘŜ ǎƳŀǊǘ ƳŀƴŀƎŜƳŜƴǘ 

ƻŦ ŜƴŜǊƎȅ ŀǎǎŜǘǎ ŀǊŜ ŜȄǇŜŎǘŜŘ ǘƻ ƭŜǾŜǊŀƎŜ ƻƴ ŘŀǘŀπŘǊƛǾŜƴ ƳŜǘƘƻŘǎΣ ƳŀƴŀƎƛƴƎ ǘƘŜ ŜƴƎŀƎŜƳŜƴǘ ƻŦ 

ǎǘŀƪŜƘƻƭŘŜǊǎ ŦƻǊ ǘƘŜ ƛƴƛǝŀƭ ǇƻǇǳƭŀǝƻƴ ƻŦ Řŀǘŀ ǊŜǎǇŜŎǝƴƎ ŎȅōŜǊǎŜŎǳǊƛǘȅ ŀƴŘ D5tw ŀƴŘ bŀǝƻƴŀƭ Řŀǘŀ 

ƘŀƴŘƭƛƴƎ ǇƻƭƛŎȅΦ  

5!¢! /9[[!w Ŧƻƭƭƻǿǎ ŀ ƘƻƭƛǎǝŎ ŀǇǇǊƻŀŎƘ ǘƻ ƛƳǇƭŜƳŜƴǘ ŎȅōŜǊǎŜŎǳǊƛǘȅ ƳŜŀǎǳǊŜǎ ŀǘ ŘƛũŜǊŜƴǘ ƭŜǾŜƭǎΣ 

ōȅ ŎƻƴǎƛŘŜǊƛƴƎ ǊŜƭŜǾŀƴǘ ǊŜŎƻƳƳŜƴŘŀǝƻƴǎ ŦǊƻƳ ǊŜǎǇŜŎǝǾŜ ƻǊƎŀƴƛǎŀǝƻƴǎΦ ¢ƘǳǎΣ ǘƘŜ ƻōƧŜŎǝǾŜ ƛǎ ǘƻ 

ǎŜŎǳǊŜΣ ƴƻǘ ƻƴƭȅ ǘƘŜ ǇƘȅǎƛŎŀƭ ǎǘƻǊŀƎŜ ŀƴŘ 5.a{Σ ōǳǘ ŀƭǎƻ ǘƘŜ ƴŜǘǿƻǊƪ ŎƻƳƳǳƴƛŎŀǝƻƴǎ ŦƻǊ ŜȄŎƘŀƴƎƛƴƎ 

ŘŀǘŀΣ ŀǎ ǿŜƭƭ ŀǎ ǘƘŜ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ǇǊƻǾƛŘŜŘ ŜƴŘπǳǎŜǊ ǎŜǊǾƛŎŜǎ όŜΦƎΦΣ ŘŀǘŀǎŜǘǎ ŀƴŘ ǇǊŜπǘǊŀƛƴŜŘ !L ƳƻŘŜƭǎύΦ 

!ǘ ǘƘŜ ǝƳŜ ƻŦ ǘƘŜ ŀǎǎŜƳōƭƛƴƎ ǘƘŜ ŎǳǊǊŜƴǘ ŘŜƭƛǾŜǊŀōƭŜ ό5нΦмύΣ Ǌƛǎƪǎ ƘŀǾŜ ƴƻǘ ȅŜǘ ōŜŜƴ ƻŶŎƛŀƭƭȅ 

ƛŘŜƴǝŬŜŘ ŀƴŘ ŀŘŘǊŜǎǎŜŘ ƛƴ 5!¢! /9[[!wΦ 

όvмрƛƛύ LŘŜƴǝŬŜŘ ŦƻŎǳǎ ŀǊŜŀǎ ŦƻǊ ŘȅƴŀƳƛŎ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ŎƻƴǘǊƻƭ ǘƻ ŜƴǎǳǊŜ ǘƘŜ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ 

ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ ƎǊƛŘΣ 5!¢! /9[[!w ǇǊƻǇƻǎƛǝƻƴǎ ŦƻǊ ŜũŜŎǝǾŜ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ǇǊƻǘŜŎǝƻƴ ƻŦ ǘƘŜ Ǉŀƴπ

9ǳǊƻǇŜŀƴ ƎǊƛŘ ŎȅōŜǊ ƭŀȅŜǊǎΦ 

5!¢! /9[[!w Ƙŀǎ ōŜŜƴ ŘŜǎƛƎƴŜŘ ǿƛǘƘ ǘƘŜ ŀƛƳ ƻŦ ŎǊŜŀǝƴƎ ŀ Řŀǘŀ ǇƭŀǜƻǊƳ ǘƻ ǎǳǇǇƻǊǘ ŜƴǾƛǊƻƴƳŜƴǘŀƭ 

ǎǳǎǘŀƛƴŀōƛƭƛǘȅ ǘƘǊƻǳƎƘ ǘƘŜ ŎǊŜŀǝƻƴ ƻŦ 9/ǎ ŀƴŘ ƴŜǿ ŘŀǘŀπŘǊƛǾŜƴ ŀƴŘ ǳǎŜǊπŎŜƴǘǊŜŘ ŜƴŜǊƎȅ ǎŜǊǾƛŎŜǎΦ 
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{ǘŀǊǝƴƎ ŦǊƻƳ ǘƘŜ 9ǳǊƻǇŜŀƴ 5ŀǘŀ {ǘǊŀǘŜƎȅΣ ƛǘ ŦƻŎǳǎŜǎ ƻƴ ǘƻǇƛŎǎ ǎǳŎƘ ŀǎ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǳǎƛƴƎ ƻǇŜƴ 

ǎǘŀƴŘŀǊŘǎΣ ŎȅōŜǊǎŜŎǳǊƛǘȅ ōȅ ŘŜǎƛƎƴΣ Řŀǘŀ ǇǊƻǘŜŎǝƻƴ ƳŜŀǎǳǊŜǎ ŀŎŎƻǊŘƛƴƎ ǘƻ D5tw ŀƴŘ ƴŀǝƻƴŀƭ Řŀǘŀ 

ǇǊƻŎŜǎǎƛƴƎ ŀƴŘ ŘƛƎƛǘŀƭ ƛŘŜƴǝǘȅ ǊŜƎǳƭŀǝƻƴǎΦ ¢ƘŜ ǇǊƻƧŜŎǘ ŘŜǘŜǊƳƛƴŜǎ YtLǎ ǘƻ ŀǎǎŜǎǎ ǘƘŜ ƛƳǇŀŎǘ ƻƴ ǘƘŜ 

ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ ƎǊƛŘΦ 

5!¢! /9[[!w ŎƻƴǘǊƛōǳǘŜǎ ǘƻ ǘƘŜ 9ǳǊƻǇŜŀƴ {ǘǊŀǘŜƎȅ ŦƻǊ 5ŀǘŀ ǎǳǇǇƻǊǝƴƎ ǘƘŜ ŎǊŜŀǝƻƴ ƻŦ ŀ Řŀǘŀπ

ǇƻǿŜǊŜŘ ŜŎƻƴƻƳȅ ŀƴŘ ǊŜǎǳƭǝƴƎ ƛƴ ǘǊŀƴǎŦƻǊƳŀǝǾŜ ŜũŜŎǘǎ ƻƴ ǘƘƻǎŜ ǎŜŎǘƻǊǎ ǿƘƛŎƘ ŀǊŜ ǊŜǇǊŜǎŜƴǘŀǝǾŜ 

ƻŦ ǘƘŜ 9ǳǊƻǇŜŀƴ ǾŀƭǳŜǎ ŀƴŘ ǊƛƎƘǘǎ ǎǳŎƘ ŀǎ мύ ƘŜŀƭǘƘŎŀǊŜΣ нύ ŎƭŜŀƴŜǊ ŀƴŘ ǎŀŦŜǊ ǘǊŀƴǎǇƻǊǘŀǝƻƴΣ оύ ƳƻǊŜ 

ƛƴŎƭǳǎƛƻƴ ŀƴŘ ōŜǧŜǊ ǇǳōƭƛŎ ǎŜǊǾƛŎŜǎΣ пύ ƴŜǿ ǇǊƻŘǳŎǝƻƴ ǎŎƘŜƳŜǎ ŀƴŘ ƳƻǊŜ ŎƛǊŎǳƭŀǊ ŀƴŘ Ŭƴŀƭƭȅ рύ 

ƛƳǇǊƻǾŜ ǎǳǎǘŀƛƴŀōƛƭƛǘȅ ŀƴŘ ŜƴŜǊƎȅ ŜŶŎƛŜƴŎȅΦ 

B.4 Ebalance+ 

όvмύ 9ōŀƭŀƴŎŜҌ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ ¢ƘŜ 9ōŀƭŀƴŎŜҌ ǇǊƻƧŜŎǘ ώумϐΣ ƴƻǿ ŎƻƳǇƭŜǘŜŘΣ 

ŦƻŎǳǎŜŘ ƻƴ ŜƴƘŀƴŎƛƴƎ ŘƛǎǘǊƛōǳǝƻƴ ƎǊƛŘ ǊŜǎƛƭƛŜƴŎŜ ŀƴŘ ƅŜȄƛōƛƭƛǘȅ ǘƘǊƻǳƎƘ ǎƳŀǊǘπƎǊƛŘ 

ǘŜŎƘƴƻƭƻƎƛŜǎ ŀƴŘ ƳŀǊƪŜǘ ƳŜŎƘŀƴƛǎƳǎΦ YŜȅ ƻōƧŜŎǝǾŜǎ ƛƴŎƭǳŘŜŘ ƛƴŎǊŜŀǎƛƴƎ ƎǊƛŘ 

ƅŜȄƛōƛƭƛǘȅΣ ǇǊŜŘƛŎǝƴƎ ŀǾŀƛƭŀōƭŜ ƅŜȄƛōƛƭƛǘȅΣ ŀƴŘ ŘŜǎƛƎƴƛƴƎ ƴŜǿ ŀƴŎƛƭƭŀǊȅ ƳƻŘŜƭǎ ǘƻ ǇǊƻƳƻǘŜ ŜƴŜǊƎȅ 

ƅŜȄƛōƛƭƛǘȅ ƳŀǊƪŜǘǎΦ ¢ƘŜ ǇǊƻƧŜŎǘ ŘŜǾŜƭƻǇŜŘ ŀƴ L/¢ ǇƭŀǜƻǊƳ ŜƴǎǳǊƛƴƎ ƛƴǘŜƎǊŀǝƻƴ ŀƴŘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ 

ŀŎǊƻǎǎ ŜƭŜŎǘǊƛŎƛǘȅ ŘƻƳŀƛƴǎΣ ǇǊƻǾƛŘƛƴƎ ŀ ƳŀǊƪŜǘ ŦǊŀƳŜǿƻǊƪ ŦƻǊ ƴŜǿ ōǳǎƛƴŜǎǎ ƳƻŘŜƭǎΦ Lǘ ƛƴŎƻǊǇƻǊŀǘŜŘ 

ŀƭƎƻǊƛǘƘƳǎ ǘƻ ƳŀƴŀƎŜ ƅŜȄƛōƛƭƛǘȅΣ ǎǳǇǇƻǊǘ ŘŜƳŀƴŘ ǊŜǎǇƻƴǎŜΣ ŀƴŘ ƻǇǝƳƛȊŜ ƎǊƛŘ ŎŀǇŀŎƛǘȅΦ CƭŜȄƛōƛƭƛǘȅ 

ǎƻƭǳǝƻƴǎ ƛƴŎƭǳŘŜŘ ŜƭŜŎǘǊƛŎ ǎǘƻǊŀƎŜΣ ±нD ǎȅǎǘŜƳǎΣ {ƛ/ ǇƻǿŜǊ ƛƴǾŜǊǘŜǊǎΣ ǇƻǿŜǊ ǘƻ ƘŜŀǘΣ ŀƴŘ Lƻ¢πōŀǎŜŘ 

ŎƻƴǘǊƻƭ ǎȅǎǘŜƳǎΦ 

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ /ƻƳǇƭŜǘŜŘ 

όvнύ 9ōŀƭŀƴŎŜҌ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ 

ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΥ 

¢ƘŜ ŀƛƳ ƻŦ 9ōŀƭŀƴŎŜҌ ƛǎ ǘƻ ƛƴŎǊŜŀǎŜ ǘƘŜ ǳǎŜ ƻŦ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ ŜƴŜǊƎȅ ƴŜǘǿƻǊƪǎΣ ōȅ ƳŜŀƴǎ 

ƻŦ ŀƴ ŜƴŜǊƎȅ ōŀƭŀƴŎƛƴƎ ǇƭŀǜƻǊƳΣ ǿƘƛŎƘ ǿƛƭƭ ƛƴǘŜƎǊŀǘŜ ǎƳŀǊǘ ǇǊƻŘǳŎǝƻƴΣ ǎǘƻǊŀƎŜ ŀƴŘ ŎƻƴǎǳƳǇǝƻƴ 

ǘŜŎƘƴƻƭƻƎƛŜǎΦ ¢Ƙƛǎ ŜƴŜǊƎȅ ōŀƭŀƴŎƛƴƎ ǇƭŀǜƻǊƳ ƛǎ ōŀǎŜŘ ƻƴ ŀ ŦǊŀŎǘŀƭπƭƛƪŜ ƘƛŜǊŀǊŎƘƛŎŀƭ ŀǊŎƘƛǘŜŎǘǳǊŜ ǘƘŀǘ 

ǊŜǇƭƛŎŀǘŜǎ ǘƘŜ ŜȄƛǎǝƴƎ ƎǊƛŘ ǘƻǇƻƭƻƎȅ ǿƛǘƘ ŀ ōƛŘƛǊŜŎǝƻƴŀƭ ŎƻƳƳǳƴƛŎŀǝƻƴ ŦǊŀƳŜǿƻǊƪΣ ŀǎǎǳǊƛƴƎ ǘƘŜ 

ǎŎŀƭŀōƛƭƛǘȅ ƻŦ ǘƘŜ ǎƻƭǳǝƻƴǎΦ 

vнƛƛΥ ! ōǊƛŜŦ ŘŜǎŎǊƛǇǝƻƴΣ ƻǊ ƛƭƭǳǎǘǊŀǝƻƴ ƻŦ ŜŀŎƘ 9ōŀƭŀƴŎŜҌ ƛƴǘŜǊŦŀŎŜΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜΣ ǊŜŦŜǊŜƴŎƛƴƎ ǘƘŜ 

{D!a ƳƻŘŜƭΦ 

¢ƘŜ 9ōŀƭŀƴŎŜҌ ŎƻƴŎŜǇǘ ŎƻƳǇǊƛǎŜǎ ŀ ǎŜǘ ƻŦ ǊŜƭŜǾŀƴǘ ŎƻƳǇƻƴŜƴǘǎΣ ǘƘŜ ƳŀƴŀƎŜƳŜƴǘ ǳƴƛǘǎΣ ǘƘŀǘ 

ƛƴŎǊŜŀǎŜ ǘƘŜ ƅŜȄƛōƛƭƛǘȅ ƻŦ ǘƘŜ ŜƴŜǊƎȅ ǇƭŀǜƻǊƳ ŜƳǇƭƻȅƛƴƎ ǎƳŀǊǘπƎǊƛŘ ǎƻƭǳǝƻƴǎΦ ¢ƘŜ CƛƎǳǊŜ ǎƘƻǿǎ ǘƘŜ 

9ōŀƭŀƴŎŜҌ {D!a ƳƻŘŜƭΣ ǊŜǇǊŜǎŜƴǘǎ ǘƘŜ ŬǾŜ ƭŀȅŜǊǎ ƻŦ 9ōŀƭŀƴŎŜҌ ŎƻƴŎŜǇǘ ǘǊŀƴǎƭŀǘŜŘ ƛƴǘƻ ǘƘŜ {ƳŀǊǘ 

DǊƛŘǎ !ǊŎƘƛǘŜŎǘǳǊŜ aƻŘŜƭ ό{D!aύΦ Lƴ 9ōŀƭŀƴŎŜҌΣ ŎǳǎǘƻƳŜǊ ǇǊŜƳƛǎŜǎΣ 59w ŀƴŘ ŘƛǎǘǊƛōǳǝƻƴ ƎǊƛŘǎ ŀǊŜ 

ŎƻƴǎƛŘŜǊŜŘ ǘƘŜ ŘƻƳŀƛƴǎ ǘƘŀǘ ŎƻƳǇǊƛǎŜ ǘƘŜ ōƻǧƻƳ ƭŀȅŜǊΦ ¢ƘŜ ǎŜŎƻƴŘ ƭŀȅŜǊ ƛǎ ŎƻƳǇƻǎŜŘ ƻŦ ǘƘŜ ǎŜǾŜƴ 

ǘŜŎƘƴƻƭƻƎƛŜǎ ŘŜǾŜƭƻǇŜŘ ǿƛǘƘƛƴ 9ōŀƭŀƴŎŜҌ ǇǊƻƧŜŎǘ ǘƻ ƛƴŎǊŜŀǎŜ ǘƘŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǘƘŜ ŘƛǎǘǊƛōǳǝƻƴ ƎǊƛŘ 

ƻōǎŜǊǾŀōƛƭƛǘȅΦ Lƴ ǘƘŜ ǘƘƛǊŘ ƭŀȅŜǊΣ ǿŜ Ŏŀƴ ǎŜŜ ǘƘŜ ƳŀƴŀƎŜƳŜƴǘ ǳƴƛǘǎ ǘƘŀǘ ŎƻƴǘǊƻƭ ǘƘŜ ŘƛũŜǊŜƴǘ ŬŜƭŘǎ ŀƴŘ 

ŎƻƳǇƻƴŜƴǘǎΦ ¢ƘŜ ŦƻǳǊǘƘ ƭŀȅŜǊ ƛǎ ǿƘŜǊŜ ǘƘŜ ǳǎŜǊΩǎ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ ǘƘŜ ŘƛũŜǊŜƴǘ ŎƻƳǇƻƴŜƴǘǎ ŜȄŎƘŀƴƎŜ 

ƛƴŦƻǊƳŀǝƻƴ ǘƻ ƛƴŎǊŜŀǎŜ ǘƘŜ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŦƻǊ ǇǊƻǎǳƳŜǊǎ ƻǊ ƛƴŎǊŜŀǎŜ ǘƘŜ ƎǊƛŘ ǊŜǎƛƭƛŜƴŎŜ ŦƻǊ 

5ƛǎǘǊƛōǳǝƻƴ {ȅǎǘŜƳ hǇŜǊŀǘƻǊǎ ό5{hύΦ CƛƴŀƭƭȅΣ ǘƘŜ ōǳǎƛƴŜǎǎ ƭŀȅŜǊ ƛǎ ƻƴ ǘƻǇΣ ǿƘŜǊŜ ǘƘŜ Ƴŀƛƴ ŎƻƳǇƻƴŜƴǘ 

ƛǎ ǘƘŜ ŜƴŜǊƎȅ ŀƎƎǊŜƎŀǘƻǊΦ 

¢ƘŜ 9ōŀƭŀƴŎŜҌ ƳƻŘŜƭ ƛǎ ōŀǎŜŘ ƻƴ ŀ ƘƛŜǊŀǊŎƘƛŎŀƭ ŀǊŎƘƛǘŜŎǘǳǊŜ ǘƻ ŜƴǎǳǊŜ ǎŎŀƭŀōƛƭƛǘȅΣ ǿƘŜǊŜ ŜŀŎƘ 

ƳŀƴŀƎŜƳŜƴǘ ǳƴƛǘ ƛǎ ŎƻƻǊŘƛƴŀǝƴƎ ŀ ƭƻǿŜǊ ƭŜǾŜƭΣ ŀǎ ǎƘƻǿƴ ƛƴ ǘƘŜ CƛƎǳǊŜ ōŜƭƻǿΦ ¢ƘŜ ƳŀƴŀƎŜƳŜƴǘ ǳƴƛǘǎ 
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ŀƴŘ ǘŜŎƘƴƻƭƻƎƛŜǎ ƛƳǇƭŜƳŜƴǘŜŘ ƛƴ ǘƘŜ 9ōŀƭŀƴŎŜҌ ǇǊƻƧŜŎǘ ƛǎ ŘŜǎŎǊƛōŜŘ ƛƴ ǘƘŜ DǊŀƴǘ !ƎǊŜŜƳŜƴǘ 

ŘƻŎǳƳŜƴǘ ŀƴŘ ǘƘŜ ²ƻǊƪ tŀŎƪŀƎŜ о ό²tоύΦ bŜȄǘΣ ǘƘŜ ŎƻƳƳǳƴƛŎŀǝƻƴ ƅƻǿǎ ōŜǘǿŜŜƴ ǘƘŜ Ƴŀƛƴ 

ŎƻƳǇƻƴŜƴǘǎ ŀǊŜ ŀŘŘǊŜǎǎŜŘ ǘƻ ŘŜŬƴŜ ǘƘŜ ŘƛũŜǊŜƴǘ ƭŜǾŜƭǎ ŦǊƻƳ ǘƘŜ Ǉƻƛƴǘ ƻŦ ǾƛŜǿ ƻŦ ǘƘŜ ŎƻƳƳǳƴƛŎŀǝƻƴ 

ƴŜǘǿƻǊƪƛƴƎΦ 

 

Figure 8: Ebalance+ SGAM architecture 

 

Figure 9: Ebalance+ model 

όvпύ 9ōŀƭŀƴŎŜҌ ŎƻƴǘǊƛōǳǝƻƴ ǘƻǿŀǊŘǎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƴŘ Řŀǘŀπ

ǎƘŀǊƛƴƎ ŦǊŀƳŜǿƻǊƪǎΦ 
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Figure 10: Data exchange middleware 

¢ƘŜ 9ōŀƭŀƴŎŜҌ ǎȅǎǘŜƳ ǳǎŜǎ ŀ ƳƛŘŘƭŜǿŀǊŜ ŦǊŀƳŜǿƻǊƪ ǘƘŀǘ ŀƭƭƻǿǎ ǘƘŜ ǇŀǊǝŎƛǇŀƴǘǎ ǘƻ ŎƻƳƳǳƴƛŎŀǘŜΣ 

ŜȄŎƘŀƴƎŜ ŀƴŘ ǎǘƻǊŜ ƛƴŦƻǊƳŀǝƻƴΦ ¢ƘŜ ŦǊŀƳŜǿƻǊƪ ǎǘƻǊŜǎ Řŀǘŀ ƛƴ ǘǳǇƭŜ ǎǇŀŎŜ ǎǘǊǳŎǘǳǊŜǎ ǿƘƛŎƘ ŀƭƭƻǿǎ ǘƻ 

ƛƳǇƭŜƳŜƴǘ ŀ ǾŀǊƛŜǘȅ ƻŦ ƭƻƎƛŎŀƭ ǎǘǊǳŎǘǳǊŜǎ ǘƘŀǘ Ŏŀƴ Ŏƻƴǘŀƛƴ ŀƭƭ ǘƘŜ ƛƴŦƻǊƳŀǝƻƴ ƴŜŎŜǎǎŀǊȅ ǘƻ ƛŘŜƴǝŦȅ ŀ 

ǾŀƭǳŜΣ ƛǘǎ ŘŜǎŎǊƛǇǝƻƴΣ ǎƻǳǊŎŜΣ ŀƴŘ ǝƳŜ ƻŦ ŎǊŜŀǝƻƴΦ ¢ƘŜ ǘǳǇƭŜ ǎǇŀŎŜ ƛǎ ŀŎŎŜǎǎŜŘ ōȅ ŎǊŜŀǝƴƎ ǾŀǊƛŀōƭŜǎ 

ǘƘŀǘ Ŏŀƴ ōŜ ǿǊƛǧŜƴΣ ǊŜŀŘΣ ƻǊ ǊŜƳƻǾŜŘΦ 9ŀŎƘ ǾŀǊƛŀōƭŜ ƛǎ ŦǳǊǘƘŜǊ ŘƛǾƛŘŜŘ ƛƴǘƻ ƻǿƴŜǊ ǎǇŀŎŜǎΦ hǇŜǊŀǝƻƴǎ 

ƻƴ ǾŀǊƛŀōƭŜǎ ŀǊŜ ŎƘŜŎƪŜŘ ŀƎŀƛƴǎǘ ŘŜŬƴŜŘ ŀŎŎŜǎǎ ŎƻƴǘǊƻƭ ǇƻƭƛŎƛŜǎΦ .ȅ ŘŜŦŀǳƭǘΣ ŜŀŎƘ ƻǿƴŜǊ Ŏŀƴ ŎƻƴǘǊƻƭ 

ƻƴƭȅ ǘƘŜƛǊ ƻǿƴ ŘŀǘŀΦ Lǘ ƛǎ ǇƻǎǎƛōƭŜ ǘƻ ƎǊŀƴǘ ƻǊ ǊŜǾƻƪŜ ǇŜǊƳƛǎǎƛƻƴǎ ǘƻ ŎƘŀƴƎŜ ǘƘŜ ŘŜŦŀǳƭǘ ǇŜǊƳƛǎǎƛƻƴǎΦ 

¢ƘŜ ǾŀǊƛŀōƭŜǎ ŎƻƴŎŜǇǘ ƛƳǇƭŜƳŜƴǘŜŘ ōȅ ǘƘŜ ŦǊŀƳŜǿƻǊƪ ǾŀǊƛŜǎ ǎƭƛƎƘǘƭȅ ŦǊƻƳ ǘƘŜ ƎŜƴŜǊŀƭ ǳƴŘŜǊǎǘŀƴŘƛƴƎ 

ƻŦ ŀ ǾŀǊƛŀōƭŜΦ ¢ƘŜ ŬǊǎǘ ŘƛũŜǊŜƴŎŜ ƛǎ ǘƘŀǘ ōȅ ŘŜŦŀǳƭǘΣ ŜŀŎƘ ǾŀƭǳŜ ǿǊƛǧŜƴ ǘƻ ǘƘŜ ǾŀǊƛŀōƭŜ ƛǎ ǎǘƻǊŜŘ ŀǎ ŀ 

ǎŜǇŀǊŀǘŜ ŜƴǘǊȅΦ ¢ƘŜ ǎŜŎƻƴŘ ƛǎ ǘƘŀǘ Řŀǘŀ ǎǘƻǊŜŘ ƛƴ ŀ ǎƛƴƎƭŜ ǾŀǊƛŀōƭŜ Ŏŀƴ ƘŀǾŜ ƳǳƭǝǇƭŜ ƻǿƴŜǊǎΦ ¢ƘŜ ǘƘƛǊŘ 

ŘƛũŜǊŜƴŎŜ ƛǎ ǘƘŀǘ ŀ ǾŀǊƛŀōƭŜ Ŏŀƴ ƘŀǾŜ ƳǳƭǝǇƭŜ ŬŜƭŘǎ ǘƘŀǘ ŀǊŜ ŘŜŬƴŜŘ ǿƘŜƴ ŎǊŜŀǝƴƎ ǘƘŜ ǾŀǊƛŀōƭŜΦ CƻǊ 

ŜȄŀƳǇƭŜΣ ƛǘ ƛǎ ǇƻǎǎƛōƭŜ ǘƻ ŎǊŜŀǘŜ ŀ ǿŜŀǘƘŜǊ ǾŀǊƛŀōƭŜ ǘƘŀǘ Ŏƻƴǘŀƛƴǎ ŬŜƭŘǎ ǎǳŎƘ ŀǎ ǘŜƳǇŜǊŀǘǳǊŜΣ ƘǳƳƛŘƛǘȅΣ 

ƻǊ ǿƛƴŘΦ ¢ƘŜƴΣ ƻǿƴŜǊǎ Ŏŀƴ ǎǘƻǊŜ ŀƴŘ ǎƘŀǊŜ ǘƘŜƛǊ ǿŜŀǘƘŜǊ ƛƴŦƻǊƳŀǝƻƴ ŀǎ ǘƘŜȅ ǇƭŜŀǎŜΦ ¢ƘŜ ŀǊŎƘƛǘŜŎǘǳǊŜ 

ƻŦ ǘƘŜ ŦǊŀƳŜǿƻǊƪ Ŧƻƭƭƻǿǎ ŀ ŘƛǎǘǊƛōǳǘŜŘ ŀǇǇǊƻŀŎƘΦ Lǘ ŀƭƭƻǿǎ ǘƘŜ ǇŀǊǝŎƛǇŀƴǘǎ ǘƻ ǎǘƻǊŜ Řŀǘŀ ŎƭƻǎŜ ǘƻ ǘƘŜ 

ƭƻŎŀǝƻƴǎ ǿƘŜǊŜ ǘƘŜ Řŀǘŀ ƛǎ ǇǊƻŘǳŎŜŘ ŀƴŘκƻǊ ǿƘŜǊŜ ƛǘ ƳƛƎƘǘ ōŜ ŎƻƴǎǳƳŜŘ ƛƴ ƻǊŘŜǊ ǘƻ ōŜ ǇǊƻŎŜǎǎŜŘΦ 

¢ƘŜ ŎƻƳƳǳƴƛŎŀǝƻƴ ƛǎ ǎŜŎǳǊŜŘ ǘƘǊƻǳƎƘ ǇǳōƭƛŎ ƪŜȅ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ όtYLύΦ 

¢ƘŜ ǎŜǊǾƛŎŜǎ ŀǊŜ ƎŜƴŜǊƛŎ ŀǇǇƭƛŎŀǝƻƴǎ ŀƴŘ ōȅ ŘŜŦŀǳƭǘΣ ǘƘŜǊŜ ŀǊŜ ƴƻ ƭƛƳƛǘŀǝƻƴǎ όƻǘƘŜǊ ǘƘŀƴ ƭƛƳƛǘŀǝƻƴǎ 

ŜƴŦƻǊŎŜŘ ōȅ ǘƘŜ ƻǇŜǊŀǝƴƎ ǎȅǎǘŜƳύ ƛƴ ŀŎǝƻƴǎ ǘƘŜȅ Ƴŀȅ ǇŜǊŦƻǊƳΦ Lƴ ŎŀǎŜǎ ǿƘŜǊŜ ŀ ǎƛƴƎƭŜ ƳŀŎƘƛƴŜ Ǌǳƴǎ 

ŀ ƳƛŘŘƭŜǿŀǊŜ ƛƴǎǘŀƴŎŜ ŀƴŘ ǎŜǊǾƛŎŜǎ ǘƘŀǘ ōŜƭƻƴƎ ǘƻ ŀ ǎƛƴƎƭŜ ǳǎŜǊ ƻǊ ǎŜǊǾƛŎŜǎ ǘƘŀǘ ŎƻƳƳǳƴƛŎŀǘŜ ǿƛǘƘ ǘƘŜ 

ƳƛŘŘƭŜǿŀǊŜ ǎŜǊǾŜǊ ŀǊŜ Ǌǳƴ ƻƴ ǇƘȅǎƛŎŀƭƭȅ ǎŜǇŀǊŀǘŜŘ ƘŀǊŘǿŀǊŜ ŦǊƻƳ ǘƘŜ ƳƛŘŘƭŜǿŀǊŜ ŀƴŘ ŜŀŎƘ ƻǘƘŜǊΣ ǘƘŜ 

ǘƘǊŜŀǘ ƛǎ ƳƛƴƛƳŀƭΦ IƻǿŜǾŜǊΣ ƛƴ ŎŀǎŜǎ ǿƘŜǊŜ ŀ ǎƛƴƎƭŜ ƳŀŎƘƛƴŜ Ƙƻǎǘǎ ǘƘŜ ƳƛŘŘƭŜǿŀǊŜ ŀƴŘ ǎŜǊǾƛŎŜǎ ǘƘŀǘ 

ōŜƭƻƴƎ ǘƻ ŘƛũŜǊŜƴǘ ǳǎŜǊǎΣ ǘƘŜǊŜ ƛǎ ŀ Ǌƛǎƪ ƻŦ ƳŀƭƛŎƛƻǳǎ ǎŜǊǾƛŎŜǎ ǘƘŀǘ ƘŀǾŜ ǘƘŜ Ǉƻǎǎƛōƛƭƛǘȅ ǘƻ ƻōǘŀƛƴ 

ŎƻƴŬŘŜƴǝŀƭ ƛƴŦƻǊƳŀǝƻƴ ǎǳŎƘ ŀǎ ǇǊƛǾŀǘŜ ƪŜȅǎΣ ŘŀǘŀōŀǎŜǎΣ ǇŀǎǎǿƻǊŘǎΣ ƻǊ ǎƻǳǊŎŜ ŎƻŘŜ ƻŦ ǎŜǊǾƛŎŜǎ ǘƘŀǘ 

ōŜƭƻƴƎ ǘƻ ŎƻƳǇŜǝƴƎ ǳǎŜǊǎΦ 

¢ƻ ǇǊƻǘŜŎǘ ŀƎŀƛƴǎǘ ƳŀƭƛŎƛƻǳǎ ǎŜǊǾƛŎŜǎΣ ǘƘŜ ƳƛŘŘƭŜǿŀǊŜ ǇƭŀǜƻǊƳ ƛƳǇƭŜƳŜƴǘǎ ŀ ǳǝƭƛǘȅ ǘƘŀǘ ƛǎ 

ǊŜǎǇƻƴǎƛōƭŜ ŦƻǊ ōƻƻǘǎǘǊŀǇǇƛƴƎ ǎŜŎǳǊŜ ŜƴǾƛǊƻƴƳŜƴǘǎ ŦƻǊ ǎŜǊǾƛŎŜǎ ŀƴŘ ǊǳƴƴƛƴƎ ǎŜǊǾƛŎŜǎ ǿƛǘƘ ŀŘŜǉǳŀǘŜ 

ǇǊƛǾƛƭŜƎŜǎΦ 

B.5 eFORT 

όvмύ ŜChw¢ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ ŜũƻǊǘ ώунϐ ƛǎ ŀƴ ƻƴƎƻƛƴƎ ǇǊƻƧŜŎǘ ǘƘŀǘ ŀƛƳǎ ǘƻ 

ƳƻŘŜǊƴƛȊŜ ŜƭŜŎǘǊƛŎƛǘȅ ƴŜǘǿƻǊƪǎ ǘƻ ǊŜŘǳŎŜ ōƭŀŎƪƻǳǘ ŦǊŜǉǳŜƴŎȅ ŀƴŘ ŘǳǊŀǝƻƴΣ 

ƳƛǝƎŀǘŜ ŘƛǎǊǳǇǝƻƴǎΣ ǊŜǎǘƻǊŜ ǎŜǊǾƛŎŜǎ ŦŀǎǘŜǊΣ ŀƴŘ ōƻƻǎǘ ǘƘŜ ŜŶŎƛŜƴŎȅ ƻŦ ƭƻŎŀƭƭȅ 

ǇǊƻŘǳŎŜŘ ǊŜƴŜǿŀōƭŜǎΦ YŜȅ Ǉƻƛƴǘǎ ƻŦ ŜũƻǊǘ ƛƴŎƭǳŘŜ όƛύ ǘƘŜ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ƻŦ ǘƘŜ ŎǳǊǊŜƴǘ ŀƴŘ ŜƳŜǊƎƛƴƎ 
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ǾǳƭƴŜǊŀōƛƭƛǝŜǎ ŀƴŘ Ǌƛǎƪǎ ƛƴ ǘƘŜ 9¦ ǇƻǿŜǊ ƎǊƛŘ ŘǳǊƛƴƎ ƛǘǎ ŘƛƎƛǘŀƭ ŀƴŘ ŘŜŎŜƴǘǊŀƭƛȊŜŘ ǘǊŀƴǎƛǝƻƴΤ όƛƛύ ǘƘŜ 

ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ŀ Ǌƻōǳǎǘ ŜƭŜŎǘǊƛŎŀƭ ǇƻǿŜǊ ŀƴŘ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎ ό9t9{ύ ŘŜŦŜƴŎŜ ǎȅǎǘŜƳ ǿƛǘƘ ǎŜŎǳǊŜπōȅπ

ŘŜǎƛƎƴ ǘŜŎƘƴƻƭƻƎƛŜǎ ŦƻǊ ǊŜŀƭπǝƳŜ ǘƘǊŜŀǘ ƳŀƴŀƎŜƳŜƴǘΤ όƛƛƛύ ǘƘŜ ŎǊŜŀǝƻƴ ƻŦ ŀ ǎŜŎǳǊŜ ƎǊƛŘ ŦǊŀƳŜǿƻǊƪ 

ŀŘŘǊŜǎǎƛƴƎ ǇǊƛǾŀŎȅ ŀƴŘ Řŀǘŀ ƳŀƴŀƎŜƳŜƴǘΤ όƛǾύ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ƻǇŜǊŀǝƻƴŀƭ ǘŜŎƘƴƻƭƻƎƛŜǎ ǘƻ 

ŜƴƘŀƴŎŜ ƎǊƛŘ ǊŜǎƛƭƛŜƴŎŜΤ όǾύ ǘƘŜ ŘŜƳƻƴǎǘǊŀǝƻƴ ŀƴŘ ǾŀƭƛŘŀǝƻƴ ǳǇ ǘƻ ¢w[ рπсΤ όǾƛύ ǘƘŜ ŀƴŀƭȅǎƛǎ ƻŦ 

ǇƻǘŜƴǝŀƭ ǊŜǇƭƛŎŀǝƻƴ ƻŦ ŜChw¢ ǎƻƭǳǝƻƴǎΣ ƛƴŎƭǳŘƛƴƎ ŎƻǎǘπōŜƴŜŬǘ ŀƴŀƭȅǎƛǎ ŀƴŘ ŀŘŘǊŜǎǎƛƴƎ ǘŜŎƘƴƛŎŀƭ ŀƴŘ 

ǊŜƎǳƭŀǘƻǊȅ ŎƘŀƭƭŜƴƎŜǎΤ όǾƛƛύ ǘƘŜ ŜȄǇƭƻƛǘŀǝƻƴ ƻŦ ǊŜǎǳƭǘǎ ǘƘǊƻǳƎƘ ōǳǎƛƴŜǎǎ Ǉƭŀƴǎ ŀƴŘ ǳǇǘŀƪŜ ōȅ Ƴŀƛƴ 9t9{ 

ǇƭŀȅŜǊǎΤ όǾƛƛƛύ ŀƴŘ ǘƘŜ ŀǿŀǊŜƴŜǎǎ ǊŀƛǎƛƴƎ ŀƳƻƴƎ ǇǳōƭƛŎ ōƻŘƛŜǎ ŀƴŘ ǎǘŀƪŜƘƻƭŘŜǊǎ ŀōƻǳǘ ǘƘŜ ƛƳǇƻǊǘŀƴŎŜ 

ƻŦ ƛƴŎǊŜŀǎƛƴƎ 9t9{ ǎŜŎǳǊƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ŀŎǊƻǎǎ 9ǳǊƻǇŜΦ 

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ hƴƎƻƛƴƎ 

όvнύ ŜChw¢ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ ōǳǎƛƴŜǎǎ 

ǇǊƻŎŜǎǎŜǎΦ 

ŜChw¢ ŘŜǾŜƭƻǇǎ ǘƘŜ ƛƴǘŜƭƭƛƎŜƴǘ ǘƘŀǘ ǇƭŀǜƻǊƳ ŎƻƳǇǊƛǎŜǎ ǘƘŜ ƛƴƴƻǾŀǝǾŜ ǎƻƊǿŀǊŜπōŀǎŜŘ ǘƻƻƭǎ ƻŦ ǘƘŜ 

ǇǊƻƧŜŎǘ ŀƴŘ Ǌǳƴǎ ƻƴ ŜȄǘŜƴǎƛǾŜ ŎƻƳǇǳǘŀǝƻƴŀƭ ǊŜǎƻǳǊŎŜǎ ƭƻŎŀǘŜŘ ƛƴ ǘƘŜ ŎƭƻǳŘΦ Lǘ ŀƛƳǎ ǘƻ ƎŀǘƘŜǊ 

ƛƴŦƻǊƳŀǝƻƴ ŦǊƻƳ ǘƘŜ ŬŜƭŘ ŎƻƳǇƻƴŜƴǘǎΣ ƘŀǊƳƻƴƛȊŜ ŀƭƭ ǊŜǎƻǳǊŎŜǎ ŀƴŘ ŀǇǇƭȅ ƘŜŀǾȅπŘǳǘȅ ŀƭƎƻǊƛǘƘƳǎΦ 

!ŘŘƛǝƻƴŀƭƭȅΣ ǘƘŜ ǇƭŀǜƻǊƳ ǿƛƭƭ ŀƭƭƻǿ ŜȄŜŎǳǝƴƎ Ƴŀƴǳŀƭ ƻǊ ǇǊŜπǇǊƻƎǊŀƳƳŜŘ ŀŎǝƻƴǎ ƻǾŜǊ ǘƘŜ ŬŜƭŘ 

ŎƻƳǇƻƴŜƴǘǎΦ ¢ƘŜ ŎƻǊŜ ŎƻƳǇƻƴŜƴǘǎ ŀǊŜΥ 

¶ Vulnerabilities database 

¶ Interactive visualization tool 

¶ Dynamic risk assessment tools (cyber and physical) 

¶ Self-healing algorithm 

vнƛΥ ŜChw¢ ǎǇŜŎƛŬŎŀǝƻƴ ƻŦ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎΣ ŀƭƻƴƎ ǿƛǘƘ ǘƘŜƛǊ ŘŜŬƴƛǝƻƴǎ ƛƴ ǘŜǊƳǎ ƻŦ 

ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎΣ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎΦ 

¢ƘŜǎŜ ƛƴǘŜǊŦŀŎŜǎ ŀǊŜ ŘŜŬƴŜŘ ƛƴ ǘŜǊƳǎ ƻŦ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎΣ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴ 

ǎŜǉǳŜƴŎŜǎΥ 

¶ The interfaces are documented in Interface Definition Documents (IDD) or similar, outlining 

functional definitions, including mechanical, electrical, and data communication 

characteristics. 

¶ Timing specifications ensure synchronized data exchanges and real-time operations between 

different system components. 

¶ Interaction sequences define the specific steps and protocols for interactions, ensuring 

compatibility and coordinated operations across various systems and platforms. 

όvпύ ŜChw¢ ŎƻƴǘǊƛōǳǝƻƴ ǘƻǿŀǊŘǎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƴŘ Řŀǘŀπ

ǎƘŀǊƛƴƎ ŦǊŀƳŜǿƻǊƪǎΦ 

¢ƘŜ ŜChw¢ ƛƳǇƭŜƳŜƴǘǎ ǎǘŀƴŘŀǊŘƛȊŜŘ ƳŜǘŀŘŀǘŀ ƳƻŘŜƭǎΣ ŎǊŜŀǝƴƎ ƛƴǘŜǊƻǇŜǊŀōƭŜ Řŀǘŀ ŜȄŎƘŀƴƎŜ 

ǇǊƻǘƻŎƻƭǎΣ ŀƴŘ ƛƴǘŜƎǊŀǝƴƎ ŀŘǾŀƴŎŜŘ ŘƛƎƛǘŀƭ ǘŜŎƘƴƻƭƻƎƛŜǎ ǎǳŎƘ ŀǎ !L ŀƴŘ Lƻ¢Σ ŜƴŀōƭƛƴƎ ǎŜŀƳƭŜǎǎ Řŀǘŀ 

ǎƘŀǊƛƴƎ ŀŎǊƻǎǎ ŘƛũŜǊŜƴǘ ǎȅǎǘŜƳǎ ŀƴŘ ǇƭŀǜƻǊƳǎΣ ŦŀŎƛƭƛǘŀǝƴƎ ƛƳǇǊƻǾŜŘ ŘŜŎƛǎƛƻƴπƳŀƪƛƴƎΣ ǊŜŀƭπǝƳŜ 

ƳƻƴƛǘƻǊƛƴƎΣ ŀƴŘ ŜŶŎƛŜƴǘ ǊŜǎƻǳǊŎŜ ƳŀƴŀƎŜƳŜƴǘΦ 

όvрύ ŜChw¢ ŘŜŬƴƛǝƻƴ ƻŦ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ  

¢ƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ƛƴŎƭǳŘŜ ǘƘŜ ǳǎŜ ƻŦ ǎǘŀƴŘŀǊŘƛȊŜŘ ǇǊƻǘƻŎƻƭǎ ŀƴŘ ƳŜǘŀŘŀǘŀ ƳƻŘŜƭǎ ǘƻ ƘŀǊƳƻƴƛȊŜ 

Řŀǘŀ ŦƻǊƳŀǘǎΣ ŜƴŀōƭƛƴƎ ǎŜŀƳƭŜǎǎ ƛƴǘŜƎǊŀǝƻƴ ŀƴŘ ǊŜŀƭπǝƳŜ Řŀǘŀ ŜȄŎƘŀƴƎŜΦ 
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όvтύ tǊƻǘƻŎƻƭǎ ŀƴŘ ǎǘŀƴŘŀǊŘǎ ŀǇǇƭƛŜŘ ƛƴ ŜChw¢Φ  

¶ The EC 62351 and IEC 62443 standards that ensure the security of communication networks 

within the power grid. 

¶ The ISO 31000 and NIST Frameworks methodologies are used for risk assessment, helping to 

identify, evaluate, and mitigate risks associated with data exchange and communication in the 

power grid. 

¶ The OPC UA protocol is employed for secure and reliable data exchange in industrial 

automation, supporting interoperability and integration across different systems and 

platforms. 

¶ The RTDS (Real-Time Digital Simulator) which is used for testing and simulating the behaviour 

of power system components and communication devices, ensuring they meet the necessary 

standards and protocols for real-time operations. 

όvуύ DŀǇǎ ƛŘŜƴǝŬŜŘ ƛƴ ǘŜǊƳǎ ƻŦ Řŀǘŀ ŦƻǊƳŀǘΣ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ƛƴ 

ŜChw¢Φ 

¶ Data format gaps 

¶ Information model gaps 

¶ Communication protocol gaps 

(Q11) How data exchange gaps are affecting the support for flexibility requirements identified and 

analysed. 

¶ The project identifies cybersecurity vulnerabilities in IoT devices and their impact on the grid 

hindering the flexibility of the energy system by compromising data integrity and availability. 

!ƴ ŀǎǎŜǎǎƳŜƴǘ ƻŦ ŎŀǎŎŀŘƛƴƎ ŜũŜŎǘǎ ŀŎǊƻǎǎ ŦǳƴŎǝƻƴŀƭ ŀǊŜŀǎ ƻŦ ǘƘŜ 9t9{ ό9ƭŜŎǘǊƛŎ tƻǿŜǊ ŀƴŘ 9ƴŜǊƎȅ 

{ȅǎǘŜƳǎύ ƘƛƎƘƭƛƎƘǘǎ Ƙƻǿ Řŀǘŀ ŜȄŎƘŀƴƎŜ ƛǎǎǳŜǎ Ŏŀƴ ǇǊƻǇŀƎŀǘŜ ǘƘǊƻǳƎƘ ǘƘŜ ǎȅǎǘŜƳΣ ŀũŜŎǝƴƎ ƻǾŜǊŀƭƭ 

ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǊŜƭƛŀōƛƭƛǘȅΦ 

¶ The project establishes strategies for secure data collection and DSO-TSO data exchange. 

Ensuring secure and efficient data exchange between these entities is critical for maintaining 

system flexibility. 

¶ eFORT develops secure and private data infrastructures that emphasizes to manage 

confidentiality and ensure data integrity, supporting the flexibility requirements by providing 

a reliable data exchange framework. 

¶ The development of dynamic risk assessment tools for both physical and cyber layers are 

aimed at identifying and mitigating risks in real-time assisting in maintaining flexibility by 

proactively managing potential data exchange disruptions. 

¶ Creating visualization tools and a vulnerabilities database to help stakeholders understand 

and manage the risks associated with data exchange gaps. 

B.6 PARITY 

όvмύ t!wL¢¸Ωǎ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ ¢ƘŜ t!wL¢¸ ǇǊƻƧŜŎǘ ώуоϐ ŀƛƳǎ ǘƻ ŀŘŘǊŜǎǎ ǘƘŜ ǎǘǊǳŎǘǳǊŀƭ 

ƛƴŜǊǝŀ ƻŦ ŎǳǊǊŜƴǘ ŘƛǎǘǊƛōǳǝƻƴ ƎǊƛŘǎ ōȅ ŘŜǾŜƭƻǇƛƴƎ ŀ ǘǊŀƴǎŀŎǝǾŜ ƎǊƛŘ ŀƴŘ ƳŀǊƪŜǘ 

ŦǊŀƳŜǿƻǊƪΦ ¢Ƙƛǎ ƻƴƎƻƛƴƎ ƛƴƛǝŀǝǾŜ ǿƛƭƭ ŎǊŜŀǘŜ ŀ ƭƻŎŀƭ ƅŜȄƛōƛƭƛǘȅ ƳŀǊƪŜǘ ǇƭŀǜƻǊƳ ǘƘǊƻǳƎƘ 

Lƻ¢ ŀƴŘ ōƭƻŎƪŎƘŀƛƴ ƛƴǘŜƎǊŀǝƻƴΣ ŜƴŀōƭƛƴƎ ŜŶŎƛŜƴǘ ŀƴŘ ǘǊŀƴǎǇŀǊŜƴǘ ƅŜȄƛōƛƭƛǘȅ ǘǊŀƴǎŀŎǝƻƴǎΦ 

YŜȅ ŦŜŀǘǳǊŜǎ ƛƴŎƭǳŘŜ ŀǳǘƻƳŀǘŜŘ ƅŜȄƛōƛƭƛǘȅ ŜȄŎƘŀƴƎŜ Ǿƛŀ ǎƳŀǊǘ ŎƻƴǘǊŀŎǘǎ ŀƴŘ ōƭƻŎƪŎƘŀƛƴΣ ōŀǎŜŘ ƻƴ ǊŜŀƭπ

ǝƳŜ ƎǊƛŘ ŎƻƴǎǘǊŀƛƴǘǎ ŀƴŘ 59w ƅŜȄƛōƛƭƛǘȅΣ ŘƛǎǘǊƛōǳǘŜŘ ƛƴǘŜƭƭƛƎŜƴŎŜ ǿƛǘƘ ǎŜƭŦπƭŜŀǊƴƛƴƎ ŀƴŘ ǊŜŀƭπǝƳŜ ŎƻƴǘǊƻƭ 
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ŎŀǇŀōƛƭƛǝŜǎΣ ŘȅƴŀƳƛŎ ŎƭǳǎǘŜǊǎ ƻŦ 59wǎ ŦƻǊ ǊŜŀƭπǝƳŜ tнt ǘǊŀƴǎŀŎǝƻƴǎ ŀƴŘ ƻǇǝƳƛȊŜŘ 59w ƅŜȄƛōƛƭƛǘȅ 

ƳŀƴŀƎŜƳŜƴǘΣ ŀƴŘ ŀŘǾŀƴŎŜŘ ǘƻƻƭǎ ŦƻǊ !ŎǝǾŜ bŜǘǿƻǊƪ aŀƴŀƎŜƳŜƴǘ ǘƻ ŜƴƘŀƴŎŜ ƎǊƛŘ ƻōǎŜǊǾŀōƛƭƛǘȅ ŀƴŘ 

w9{ ƘƻǎǝƴƎ ŎŀǇŀŎƛǘȅΦ t!wL¢¸ ǎŜŜƪǎ ǘƻ ƛƴǘŜƎǊŀǘŜ ŘƛǾŜǊǎŜ 59wǎ ǿƛǘƘƛƴ ŀ ǳƴƛŬŜŘ ƅŜȄƛōƛƭƛǘȅ ƳŀƴŀƎŜƳŜƴǘ 

ŦǊŀƳŜǿƻǊƪΣ ŎƻƳōƛƴŜ ǇƘȅǎƛŎŀƭ ŀƴŘ ǾƛǊǘǳŀƭ ǎǘƻǊŀƎŜ ό9±ǎΣ ōŀǧŜǊƛŜǎΣ ǇƻǿŜǊπǘƻπƘŜŀǘύ ƛƴ ŀ {ǘƻǊŀƎŜπŀǎπŀπ

{ŜǊǾƛŎŜ ƳƻŘŜƭΣ ŀƴŘ ŜƴŀōƭŜ ŀ ƭƻŎŀƭ ƅŜȄƛōƛƭƛǘȅ ƳŀǊƪŜǘ ǇƭŀǜƻǊƳ ǿƛǘƘ ǎƳŀǊǘ ŎƻƴǘǊŀŎǘǎ ŀƴŘ ŘƛǎǘǊƛōǳǘŜŘ 

ƛƴǘŜƭƭƛƎŜƴŎŜΦ !ŘŘƛǝƻƴŀƭƭȅΣ ƛǘ ŀƛƳǎ ǘƻ ŜƴƘŀƴŎŜ {D ƳƻƴƛǘƻǊƛƴƎΣ tv ƳŀƴŀƎŜƳŜƴǘΣ ŀƴŘ ŀŎǝǾŜ ƴŜǘǿƻǊƪ 

ƳŀƴŀƎŜƳŜƴǘΣ ǾŀƭƛŘŀǘŜ ƴŜǿ ōǳǎƛƴŜǎǎ ƳƻŘŜƭǎ ƛƴ ǊŜŀƭπƭƛŦŜ ŜƴǾƛǊƻƴƳŜƴǘǎ ǘƻ ŜƴƎŀƎŜ ƳŀǊƪŜǘ ŀŎǘƻǊǎΣ ŀƴŘ 

ǇǊƻƳƻǘŜ t!wL¢¸ ŀǎ ŀ ƴŜȄǘπƎŜƴŜǊŀǝƻƴ ƭƻŎŀƭ ƅŜȄƛōƛƭƛǘȅ ƳŀǊƪŜǘ ǇƭŀǜƻǊƳ ǘƘǊƻǳƎƘ ŘƛǎǎŜƳƛƴŀǝƻƴ ŀƴŘ 

ƪƴƻǿƭŜŘƎŜ ǘǊŀƴǎŦŜǊΦ 

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ hƴƎƻƛƴƎ 

όvнύ t!wL¢¸ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ ōǳǎƛƴŜǎǎ 

ǇǊƻŎŜǎǎŜǎΥ 

¢ƻ ŀŎƘƛŜǾŜ ǘƘŜ Ƴŀƛƴ ƻōƧŜŎǝǾŜǎΣ t!wL¢¸ ŎǊŜŀǘŜǎ ŘȅƴŀƳƛŎΣ ƅŜȄƛōƭŜΣ ŀƴŘ ƛƴǘŜǊƻǇŜǊŀōƭŜ ǎȅǎǘŜƳǎΦ  

¶ PARITY develops platforms that ensure different systems and components can communicate 

and work together effectively using communication protocols and data formats to facilitate 

seamless integration and interoperability of DERs and grid components. 

¶ PARITY provides real-time data, and its solutions enable more accurate and efficient system 

planning, asset management, and predictive maintenance, thus utilities and grid operators 

optimize the use of their assets and reduce operational costs. 

¶ PARITY enhances operation of the electricity grid by utilizing control algorithms for better 

balancing in the supply and demand. 

¶ Its platforms facilitate the participation of DERs in energy markets through enabling real-time 

data exchange and automated trading, helping to create more efficient and transparent 

energy markets, bringing better pricing signals, increased competition, and more 

opportunities for DER owners to monetize their assets. 

vнƛΥ t!wL¢¸Ωǎ {ǇŜŎƛŬŎŀǝƻƴ ƻŦ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎΣ ŀƭƻƴƎ ǿƛǘƘ ǘƘŜƛǊ ŘŜŬƴƛǝƻƴǎ ƛƴ ǘŜǊƳǎ ƻŦ 

ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎΣ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎΦ 

t!wL¢¸ ǳǎŜǎ ǎǘŀƴŘŀǊŘƛȊŜŘ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎ ǘƻ ŜƴǎǳǊŜ ŎƻƴǎƛǎǘŜƴǘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀŎǊƻǎǎ ŘƛũŜǊŜƴǘ 

ǎȅǎǘŜƳǎΦ ¢ƘŜǎŜ ƳƻŘŜƭǎ ŀǊŜ ŘŜǎƛƎƴŜŘ ǘƻ ƛƴǘŜƎǊŀǘŜ Řŀǘŀ ŦǊƻƳ 59wǎ ŀƴŘ ƎǊƛŘ ŎƻƳǇƻƴŜƴǘǎΣ ƛƴŎƭǳŘƛƴƎΥ  

¶ Resource Information: Data on DER types, capacities, locations, operational statuses, and 

historical performance. 

¶ Grid Information: Details on grid topology, capacity constraints, current loads, and voltage 

levels. 

¶ Market Information: Real-time and forecasted market prices, demand bids, supply offers, and 

trading volumes. 

¶ User Preferences: Information related to user preferences, priorities, and constraints for DER 

operation and participation in demand response programs. 

¢ƘŜ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎ ŦƻǊ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀǊŜ ŎƻƴǎƛŘŜǊŜŘ ŦƻǊ ǊŜŀƭπǝƳŜ ƻǇŜǊŀǝƻƴǎ ŀƴŘ 

ŎƻƻǊŘƛƴŀǝƻƴ ƻŦ 59wǎ ŀƴŘ ƛƴŎƭǳŘŜΥ 

¶ Real-time Data Exchange: Essential for critical grid operations and DER control, requiring 

updates within milliseconds to seconds. 
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¶ Near-real-time Data Exchange: Important for short-term forecasting and market operations, 

typically occurring within seconds to minutes. 

¶ Periodic Data Exchange: Used for routine data collection, reporting, and analytics, occurring 

at intervals ranging from minutes to hours. 

¢ƘŜ ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎ ƛƴŎƭǳŘŜΥ 

¶ Monitoring and Control:  

o Grid operator monitors real-time grid conditions. 

o DERs send status updates to the grid operator. 

o Grid operator sends control commands to DERs for load balancing and voltage 

regulation. 

¶ Market Participation: 

o Market operator publishes real-time prices and forecasts. 

o DERs and users submit bids and offers based on market conditions. 

o Market operator matches bids and offers and sends dispatch signals to DERs. 

¶ Demand Response: 

o Aggregator collects user preferences and constraints. 

o Aggregator sends demand response signals to participate DERs based on grid needs 

and user agreements. 

o DERs adjust their operation and report back to the aggregator. 

όvоύ t!wL¢¸Ωǎ ƪŜȅ ŬƴŘƛƴƎǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ƛƴǘŜǊŦŀŎŜǎ ǘƻ ƛƳǇǊƻǾŜ 

ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎ όǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ 

ƳŀǊƪŜǘǎύΦ 

¢ƘŜ ŎǊƛǝŎŀƭ ǊƻƭŜ ƻŦ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀƴŘ ǎǘŀƴŘŀǊŘƛȊŀǝƻƴ ƛƴ ŜƴƘŀƴŎƛƴƎ ƎǊƛŘ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ŜŶŎƛŜƴŎȅΦ 

¶ The project emphasized the necessity of standardizing communication protocols and data 

formats to ensure seamless integration and interaction among various DERs and grid aspects.  

¶ The implementation of smart contracts on a blockchain-based Local Flexibility Market (LFM) 

platform was identified as a significant advancement. The smart contracts facilitate 

automated, transparent, and secure transactions of energy and flexibility services, addressing 

issues of data integrity, which are essential for the broader acceptance and efficient operation 

of energy markets. 

¶ PARITY developed advanced forecasting and optimization tools for DER operations that 

provide accurate predictions of energy production/consumption, which are crucial for 

effective system planning and management. Therefore, grid operators can optimize resource 

allocation, enhance grid stability, and reduce operational costs. 

¶ The project indicates the distributed intelligence and IoT-enabled DER management tools that 

enable real-time monitoring and control of DERs, facilitating dynamic response to grid and 

improving overall system operation. The integration of IoT devices ensures that data is 

collected and processed efficiently, allowing for more responsive and adaptive grid 

management. 

¶ PARITY implemented advanced grid monitoring and control mechanisms, including the use of 

devices like STATCOMs enhancing grid monitoring and stability, in high-RES penetration 

scenarios.  

¶ The project demonstrates how DERs could participate more effectively in energy markets. The 

LFM platform and smart contracts facilitate real-time trading and flexibility services, leading 
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to more competitive and responsive market dynamics, supporting new business models and 

markets, empowering DER owners in regard of their assets. 

όvпύ t!wL¢¸Ωǎ ŎƻƴǘǊƛōǳǝƻƴ ǘƻǿŀǊŘǎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƴŘ Řŀǘŀπ

ǎƘŀǊƛƴƎ ŦǊŀƳŜǿƻǊƪǎΦ 

t!wL¢¸ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŎƻƴǘǊƛōǳǘŜǎ ǘƻ ǘƘŜ ǎŜŀƳƭŜǎǎ ƛƴǘŜƎǊŀǝƻƴ ƻŦ 59wǎ ǿƛǘƘƛƴ ǘƘŜ ƎǊƛŘΦ ¢ƘŜ 

ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ǘƘŜ [Ca ǇƭŀǜƻǊƳΦ ¢ƘŜ ǇǊƻƧŜŎǘ ŀƭǎƻ ƛƴǘǊƻŘǳŎŜǎ Lƻ¢πŜƴŀōƭŜŘ 59w ƳŀƴŀƎŜƳŜƴǘ ǘƻƻƭǎ 

ǘƘŀǘ ǇǊƻǾƛŘŜ ǊŜŀƭπǝƳŜ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ŎƻƴǘǊƻƭΣ ƭŜǾŜǊŀƎƛƴƎ ŘƛǎǘǊƛōǳǘŜŘ ƛƴǘŜƭƭƛƎŜƴŎŜ ŦƻǊ ŀǳǘƻƴƻƳƻǳǎ 

ŘŜŎƛǎƛƻƴπƳŀƪƛƴƎΦ {ǘŀƴŘŀǊŘƛȊŜŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ŀƴŘ ƳŜǘŀŘŀǘŀ ŦǊŀƳŜǿƻǊƪǎ ŀǊŜ ƛƳǇƭŜƳŜƴǘŜŘ 

ǘƻ ŜƴǎǳǊŜ ŎƻƴǎƛǎǘŜƴǘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀƴŘ ƛƴǘŜƎǊŀǝƻƴ ŀŎǊƻǎǎ ŘƛǾŜǊǎŜ ǎȅǎǘŜƳǎΦ !ŘŘƛǝƻƴŀƭƭȅΣ Řŀǘŀ ŀƴŀƭȅǝŎǎ 

ŀƴŘ ŦƻǊŜŎŀǎǝƴƎ ǘƻƻƭǎ ŀǊŜ ŘŜǾŜƭƻǇŜŘ ǘƻ ŜƴƘŀƴŎŜ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎ ŀƴŘ ŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǿƘƛƭŜ 

ǎŜŎǳǊƛǘȅ ƳŜŀǎǳǊŜǎ ŀǊŜ Ǉǳǘ ƛƴ ǇƭŀŎŜ ǘƻ ǎŀŦŜƎǳŀǊŘ Řŀǘŀ ǇǊƛǾŀŎȅΦ 

όvрύ t!wL¢¸Ωǎ ŘŜŬƴƛǝƻƴ ƻŦ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ  

¢ƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ŘŜŬƴŜŘ ōȅ ǘƘŜ ǇǊƻƧŜŎǘ ŀǊŜ ŀƭƭƻŎŀǘŜŘ ƛƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎŀǘŜƎƻǊƛŜǎΥ 

¶ Interface protocols - applying standard interface protocols to guarantee interoperability and 

connectivity among various systems and devices.  

¶ Secure communications - channels are a priority, particularly for the management and control 

of DERs, with protocols and encryption implemented to protect data integrity and privacy. 

¶ Real-time monitoring and control - to enable immediate monitoring and control of grid 

operations and DERs. 

¶ Data granularity - specific requirements for the granularity of data. 

¶ Metadata standards - to ensure that data from various sources can be harmonized and utilized 

effectively. Metadata provides contextual information that enhances the understanding and 

integration of data across different systems. 

¶ Data cleaning and anomaly detection - to maintain the accuracy and reliability of data, 

cleaning protocols are applied, together with algorithms for detecting data measurement and 

transmission anomalies. 

¶ User access and Data Transparency - users are given access to their data to verify and adjust 

inaccuracies, promoting transparency and trust.  

¶ Monitoring and Control - a sequence for monitoring and control activities, where grid 

conditions are continuously monitored, and DERs send status updates.  

¶ Demand Response - aggregators collect user preferences to send demand response signals to 

be participating DERs to be adjusted accordingly. 

όvсύ 5ŀǘŀ ƳƻŘŜƭǎ ǳǎŜŘ ƛƴ t!wL¢¸Φ  

¶ The Common Information Model (CIM) [39] 

¶ Smart Contracts and Blockchain 

¶ IoT-Enabled DER Management Tools 

όvтύ tǊƻǘƻŎƻƭǎ ŀƴŘ ǎǘŀƴŘŀǊŘǎ ŀǇǇƭƛŜŘ ƛƴ t!wL¢¸Φ  

¶ Common Information Model [39] 

¶ IEC 61850 [41] 

¶ IEEE 2030.5 (SEP2) [84] 

¶ OpenADR [85] 
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όvуύ DŀǇǎ ƛŘŜƴǝŬŜŘ ƛƴ ǘŜǊƳǎ ƻŦ Řŀǘŀ ŦƻǊƳŀǘΣ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ƛƴ 

t!wL¢¸Φ 

¶ Inconsistent data - lack of consistent data standards across different systems and devices, 

making it challenging to integrate data from various sources, leading to interoperability issues. 

¶ Data granularity - discrepancies in the granularity of data collection, since different devices 

and systems have different requirements and capabilities, which confuses the aggregation 

and analysis of data for effective decision-making. 

¶ Lack of unified information models - can be universally applied across different DERs and grid 

components, challenging the ability to represent and take data consistently from the energy 

system. 

¶ Security and privacy - the project identified gaps in the implementation of security protocols. 

¶ Bandwidth and network - due to the big number of energy-IoT devices it leads to higher 

bandwidth requirements, which the current communication infrastructure may not be able to 

support effectively, thus causing congestion. 

όvфύ 9ȄŀƳǇƭŜǎ ƻŦ ǘƻƻƭ ƭƛƳƛǘŀǝƻƴǎ ƛŘŜƴǝŬŜŘ ŘǳǊƛƴƎ ǘƘŜ ŀƴŀƭȅǎƛǎ ώусϐΦ 

¶ Complexity and usability Issues of the tools, including the smart contract enabled LFM, whose 

complexity of the systems and smart contracts was noted as a significant drawback, it caused 

technical issues and failures, as it was not easily understood by the users. 

¶ Interoperability challenges rose regarding the smart contract enabled IoT gateway with a 

difficulty to achieve uniformly across different regions and infrastructures. 

¶ Data management limitations in the building-as-a-battery management algorithms, regarding 

data cleaning and detection of data measurement and transmission anomalies impacting the 

accuracy of the data used for managing energy resources.  

¶ The design of user interfaces had to account for senior citizens and people with limited 

technical experience, particularly in residential pilots. 

B.7 STREAM 

όvмύ {¢w9!aΩǎ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ ¢ƘŜ {¢w9!a ǇǊƻƧŜŎǘ ώутϐ ŀƛƳǎ ǘƻ ŎǊŜŀǘŜ 

ŀƴ ƛƴƴƻǾŀǝǾŜ ƅŜȄƛōƛƭƛǘȅ ŜŎƻǎȅǎǘŜƳ όϦ{¢w9!a 9ŎƻǎȅǎǘŜƳϦύ ƻƴ ǘƘŜ ƭƻǿ 

ǾƻƭǘŀƎŜ ό[±ύ ƎǊƛŘ ǎƛŘŜ ƻŦ ŜȄƛǎǝƴƎ ǇƻǿŜǊ ƳŀǊƪŜǘǎΣ ŎƻƴƴŜŎǝƴƎ ŘŀǘŀΣ ǘŜŎƘƴƻƭƻƎƛŜǎΣ ǎǘŀƪŜƘƻƭŘŜǊǎΣ ŀƴŘ 

ƳŀǊƪŜǘǎ ǘƻ ŦŀŎƛƭƛǘŀǘŜ ƅŜȄƛōƛƭƛǘȅ ǇǊƻǾƛǎƛƻƴΦ ¢ƘŜ ǇǊƻƧŜŎǘ ƻōƧŜŎǝǾŜǎ ŀǊŜ όƛύ ǘƻ ŜƳǇƻǿŜǊ Řŀǘŀ ŎƻƭƭŜŎǝƻƴΣ 

ƛƴǘŜƎǊŀǝƻƴΣ ŀƴŘ ǳǝƭƛȊŀǝƻƴ ƻŦ ōƻǘƘ ƭŜƎŀŎȅ ŀƴŘ ƻǇŜƴ Řŀǘŀ ǘƻ ŜƴŀōƭŜ ƛƴƴƻǾŀǝǾŜ ǎŜǊǾƛŎŜǎΤ όƛƛύ ǘƻ ŘŜǾŜƭƻǇ 

ǘŀƛƭƻǊπƳŀŘŜ ǎŜǊǾƛŎŜǎ ŦƻǊ ŜƴŘ ǳǎŜǊǎ ǘƘǊƻǳƎƘ ǘƘŜ {¢w9!a 9ŎƻǎȅǎǘŜƳ ǇƭŀǜƻǊƳΣ ŀƭƭƻǿƛƴƎ Ŝŀǎȅ 

ǇŀǊǝŎƛǇŀǝƻƴ ƛƴ ƭƻŎŀƭ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎΤ όƛƛƛύ ǘƻ ŘŜǎƛƎƴ ŀ ƭƻŎŀƭ ƳŀǊƪŜǘ ƻƴ ǘƘŜ [± ƎǊƛŘ ŦƻǊ ŎǊƻǎǎπƛƴǘŜƎǊŀǝƻƴ 

ƻŦ ǎǘŀƪŜƘƻƭŘŜǊǎΣ ŦŀŎƛƭƛǘŀǝƴƎ ŎƻǎǘπŜũŜŎǝǾŜ ƅŜȄƛōƛƭƛǘȅ ǎŜǊǾƛŎŜǎ Ǿƛŀ ŀ ǎǘŀƴŘŀǊŘ 5ŜǾƛŎŜ wŜƎƛǎǘŜǊΤ ŀƴŘ όƛǾύ ǘƻ 

ŜǉǳƛǇ ƴŜǘǿƻǊƪ ƻǇŜǊŀǘƻǊǎ ŀƴŘ bw!ǎ ǿƛǘƘ ƴŜǿ ƛƴǎƛƎƘǘǎ ǘƻ ƛƴŦƻǊƳ ƎǊƛŘ ǳǇƎǊŀŘŜ ŀƴŘ ǊŜƎǳƭŀǘƻǊȅ ŘŜŎƛǎƛƻƴǎ 

ǘƘǊƻǳƎƘ ŀ Ǌƻōǳǎǘ ƅŜȄƛōƛƭƛǘȅ ƳŀǊƪŜǘΦ 

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ hƴƎƻƛƴƎ 

όvнύ {¢w9!a ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ 

ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ 

{¢w9!a ŘŜǾŜƭƻǇǎ ǎŜǾŜǊŀƭ ǘƻƻƭǎ ŀƴŘ ǇƭŀǜƻǊƳǎ ǘƘŀǘ ŀǊŜ ǎŎƻǇŜŘ ǘƻ ōŜ ƘƻǎǘŜŘ ƛƴ ǘƘŜ {¢w9!a 

ŜŎƻǎȅǎǘŜƳΦ 
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vнƛΥ {¢w9!a {ǇŜŎƛŬŎŀǝƻƴ ƻŦ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎΣ ŀƭƻƴƎ ǿƛǘƘ ǘƘŜƛǊ ŘŜŬƴƛǝƻƴǎ ƛƴ ǘŜǊƳǎ ƻŦ 

ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎΣ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎΦ 

¢ƘŜ {¢w9!a ŜŎƻǎȅǎǘŜƳ ǿƘƛŎƘ ǿƛƭƭ Ƙƻǎǘ ǘƘŜ {¢w9!a ǘƻƻƭǎ ǘƘŀǘ ŀǊŜ ǘƘƻǊƻǳƎƘƭȅ ŘŜǎŎǊƛōŜŘΥ 

¶ sDATA- this tool will utilize innovative components built on the top of International Data 

Spaces (IDS) connectors for ensuring secure and trusted data exchange from the flexibility 

assets to the flexibility management & aggregation platforms. It will provide the needed open 

data-driven platform to facilitate data sharing and usage access control from end-users 

(flexibility assets) upstream to flexibility aggregators/service providers, DSOs and TSOs. sDATA 

will be a baseline for all data exchange within the STREAM Ecosystem. 

¶ sMART- with two different designs: (i) sMART local market, that will introduce a new, user-

centric trading facilitation framework on the low-voltage side of power networks to carry out 

the decision-making processes for before ς during ς after every period of auctions for 

flexibility requirements. It will be a central platform for flexibility trading activities ς from 

flexibility services providers who will register their devices, to flexibility capacity aggregators 

to DSOs. For example, the DSO will be able to send its flexibility requirements through sMART, 

and thus trigger a local flexibility capacity and availability auction via sMART to solve any 

constraints or need for ancillary services. (ii) sMART peer-to-peer, this tool will be aimed to 

orchestrate, coordinate and facilitate data assets versus service exchange, as well as financial 

and non-financial compensation. It will leverage on the actual TRL-5 implementations 

developed within H2020 eDREAM project and will make use of Distributed Ledgers 

Technologies, Blockchain and Smart Contracts to deploy an innovative tokenized solution for 

orchestrating, coordinating and compensating reciprocal data assets (datasets, ML models, 

ML algorithms, computational resources for processing, such as cloud, or for storage) against 

services (e.g. one year maintenance of a heat pump or prioritized access to EV recharging slot) 

within a financial and barter-like way. Thanks to the adoption of this tool, energy consumers 

are expected to be further motivated to share their energy consumption data, being rewarded 

for example with energy and non-energy services. 

¶ sGRID ς this STREAM tool will provide DSOs with the ability to enhance their management of 

power network operational risks and challenges with the objective to ensure a safe and 

reliable long-term operation and low operational costs. For example, due to the increasing 

addition of variable RES power generation sources to power networks, connection of 

intermittent power loads (i.e., EV charging stations) and the addition of new technologies (i.e., 

smart meters), the DSOs are facing increased levels of complexities compared to the more 

traditional power markets. sGRID will provide DSOs with a tool to estimate the condition of 

the grid ς on its LV side, where the local flexibility market is to be established, and provide the 

ability to pre-qualify flexibility assets and capacities so they can actively participate within a 

given local energy market. 

¶ sENC ς this STREAM tool will empower energy community operators by providing a central 

energy community, which will provide information about energy community members, their 

energy and flexibility assets, and provide aggregation of total flexibility capacity, its 

management, and the offering of such flexibility in the local energy market. sENC will also 

introduce a bespoke energy member / user mobile app, which will provide each energy 

community member with up-to-date information regarding the operational aspects of a given 

energy community that directly pertain to them (i.e., use of flexibility). 

¶ sPLAN ς based on the developments of the past projects, previously named Value Analysis 

Tool (H2020 COMPILE, XFLEX) and turn it into a robust decision support tool for the DSOs, 
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policy makers and the NRAs. Similar to sGRID, sPLAN will focus on enhancing the decision-

making processes of DSOs through improved LV grid operation planning activities, analytics 

and the ability to ς in connection with sGRID ς provide a range of services through the 

utilization of flexibility. It will support evidence-based, technology-neutral decision-making in 

grid planning, comparing the value of the conventional solutions like grid upgrade with the 

value of their alternatives like flexibility-based energy services. 

¶ sFLEX ς this STREAM tool will be a central flexibility management system, aimed towards 

medium- to large-ǇǊƻǎǳƳŜǊǎ ǿƛǘƘ ǊŜŀǎƻƴŀōƭȅ ƭŀǊƎŜ ŦƭŜȄƛōƛƭƛǘȅ ŀǎǎŜǘǎΩ ŎŀǇŀŎƛǘȅΦ ǎC[9· ǿƛƭƭ 

provide them with sufficient levels of information that will empower their decision-making 

processes to improve the overall energy efficiency of their operations and provide them with 

the analysis of available flexibility capacity that they will be able to offer upstream to DSOs 

and flexibility capacity aggregators. Furthermore, it will be used by aggregators to connect 

various devices of flexibility assets into a large flexibility pool that can be utilized and 

monetized in multi-service fashion (energy community balancing, DSO and TSO ancillary 

services, wholesale markets, etc.). The tool will comprise modules like APIs for STREAM 

Ecosystem integrations, aggregation, analytics (flexibility forecasting and baselines), 

optimizations (various flexibility products), disaggregating, monitoring, reporting, etc. 

vнƛƛΥ ! ōǊƛŜŦ ŘŜǎŎǊƛǇǝƻƴΣ ƻǊ ƛƭƭǳǎǘǊŀǝƻƴ ƻŦ ŜŀŎƘ {¢w9!a ƛƴǘŜǊŦŀŎŜΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜΣ ǊŜŦŜǊŜƴŎƛƴƎ ǘƘŜ {D!a 

ƳƻŘŜƭΦ 

¢ƘŜ {¢w9!a 9ŎƻǎȅǎǘŜƳΩǎ ƻōƧŜŎǝǾŜ ƛǎ ǘƻ ǇǊƻƳƻǘŜ ǘƘŜ ǳǎŜ ƻŦ ǾŀǊƛƻǳǎ ƅŜȄƛōƛƭƛǘȅ ǎŜǊǾƛŎŜǎ ς ŀǎ ƻũŜǊŜŘ 

ōȅ ŎƻƴǎǳƳŜǊǎ ƻƴ [± ƭŜǾŜƭΣ ǘƻ ƴŜǘǿƻǊƪ ƻǇŜǊŀǘƻǊǎ ƛƴ a± ŀƴŘ ƘƛƎƘ ǾƻƭǘŀƎŜ όI±ύ ƭŜǾŜƭ ŀƴŘ ǘƘŜ ƭƻŎŀƭ ŀƴŘ 

ǿƘƻƭŜǎŀƭŜ ƳŀǊƪŜǘΣ ŜƴŀōƭƛƴƎ ǘƘŜƳ ǘƻ ŘŜǾŜƭƻǇ ƴŜǿ ōǳǎƛƴŜǎǎ ƳƻŘŜƭǎ ŀƴŘ ƳŀǊƪŜǘǎ ŦƻǊ ŘƛũŜǊŜƴǘ ǘȅǇŜǎ ŀƴŘ 

ǎŎŀƭŜǎ ƻŦ ƅŜȄƛōƛƭƛǘȅ ǎŜǊǾƛŎŜǎ ŀƴŘ ǘƻ ƛƴǘŜǊŀŎǘ ǿƛǘƘ ǾŀǊƛƻǳǎ ŘƛǎǘǊƛōǳǘŜŘ ǊŜǎƻǳǊŎŜǎ ƛƴ ǊŜŀƭπǝƳŜΣ ŀƭǿŀȅǎ ǳǎƛƴƎ 

ǘƘŜ ǊŜǎƻǳǊŎŜǎ ǘƘŀǘ ŀǊŜ ǘŜŎƘƴƛŎŀƭƭȅ ŀƴŘ ŎƻƳƳŜǊŎƛŀƭƭȅ Ƴƻǎǘ ǾƛŀōƭŜ ƛƴ ŀ ƎƛǾŜƴ ƳƻƳŜƴǘΦ bŜǿ ǇƻǿŜǊ 

ƳŀǊƪŜǘǎ ŀƴŘ ǘƘŜ ƛƴǘŜǊŎƻƴƴŜŎǘŜŘ ǊŜƭŀǝƻƴǎƘƛǇǎ ŀƳƻƴƎ ƛƳǇƻǊǘŀƴǘ ǎǘŀƪŜƘƻƭŘŜǊǎ ŀǊŜ ōŜŎƻƳƛƴƎ ƳƻǊŜ 

ŎƻƳǇƭŜȄ ƛƴ ŎƻƴǘǊŀǎǘ ǘƻ ǘǊŀŘƛǝƻƴŀƭ ǇƻǿŜǊ ƳŀǊƪŜǘǎΣ ǿƘƛŎƘ ǊŜƭƛŜŘ ƻƴ ǘǿƻ ƪŜȅ ǎŜǊǾƛŎŜ ƅƻǿ ǎǘǊŜŀƳǎΥ 

ǘǊŀƴǎƳƛǎǎƛƻƴ ŀƴŘ ŘƛǎǘǊƛōǳǝƻƴ ƻŦ ŜƭŜŎǘǊƛŎƛǘȅ ŦǊƻƳ ƎŜƴŜǊŀǘƻǊǎ ǘƻ ŎƻƴǎǳƳŜǊǎΣ ŀƴŘ ǇŀȅƳŜƴǘ ƻŦ ŜƭŜŎǘǊƛŎƛǘȅ 

ŦǊƻƳ ŎƻƴǎǳƳŜǊǎ ǘƻ ƎŜƴŜǊŀǘƻǊǎΦ ¢ƘŜǎŜ ŎƻƴǾŜƴǝƻƴŀƭ ǇƻǿŜǊ ƳŀǊƪŜǘ ǎŜǊǾƛŎŜ ƅƻǿǎ ƘŀǾŜ ōŜŜƴ ŘƛǎǘǳǊōŜŘ 

ōȅ ǘƘŜ ƻƴƎƻƛƴƎ ŜƴǘǊȅ ƻŦ ƴǳƳŜǊƻǳǎ ǇǊƻǎǳƳŜǊǎΣ ŀƎƎǊŜƎŀǘƻǊǎΣ ŀƴŘ ƻǘƘŜǊ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊǎ όƛƴŎƭǳŘƛƴƎ Ŝπ 

Ƴƻōƛƭƛǘȅ ƻǇŜǊŀǘƻǊǎ ŀƴŘ LƴǘŜǊƴŜǘ ƻŦ ¢ƘƛƴƎǎ όLƻ¢ύ ǇƭŀǜƻǊƳ ƳŀƴŀƎŜǊǎύ ƻƴ ǘƘŜ [± ǎƛŘŜ ƻŦ ǘƘŜ ǇƻǿŜǊ ƳŀǊƪŜǘ 

ǎǘǊǳŎǘǳǊŜΦ ¢ƻ ŜũŜŎǝǾŜƭȅ ŜƴŀōƭŜ ǘƘŜǎŜ ƴŜǿ ƳŀǊƪŜǘ ŎƛǊŎǳƳǎǘŀƴŎŜǎ ŀƴŘ ŀǎǎǳǊŜ ŦŀƛǊƴŜǎǎΣ ƛƴŎƭǳǎƛǾƛǘȅΣ ŀƴŘ 

ŎƻǎǘπŜŶŎƛŜƴŎȅΣ ǘƘŜ ǎǳǇǇƻǊǝƴƎ ǎŜǊǾƛŎŜǎ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ Ƴǳǎǘ ǎǿƛƊƭȅ ƎǊƻǿ ǿƛǘƘ ǘƘŜ ƴŜǿ ǇƻǿŜǊ ƳŀǊƪŜǘ 

ŘŜǎƛƎƴǎΦ  

B.8 SYNERGY  

όvмύ {¸b9wD¸Ωǎ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ ¢ƘŜ 9ǳǊƻǇŜŀƴ ŜƭŜŎǘǊƛŎƛǘȅ ǎŜŎǘƻǊ ƛǎ 

ǳƴŘŜǊƎƻƛƴƎ ŀ ǘǊŀƴǎŦƻǊƳŀǝƻƴ ǘƘǊƻǳƎƘ ŘƛƎƛǘŀƭƛȊŀǝƻƴΣ ǎƳŀǊǘ ƳŜǘŜǊǎΣ 

ǊŜƴŜǿŀōƭŜ ŜƴŜǊƎȅ ǎƻǳǊŎŜǎΣ Lƻ¢ ŘŜǾƛŎŜǎΣ ŘƛǎǘǊƛōǳǘŜŘ ǎǘƻǊŀƎŜΣ ŀƴŘ ŜƭŜŎǘǊƛŎ 

ǾŜƘƛŎƭŜǎΦ ¢Ƙƛǎ ǘǊŀƴǎŦƻǊƳŀǝƻƴ ǊŜǉǳƛǊŜǎ ǎƛƎƴƛŬŎŀƴǘ ŀǳǘƻƳŀǝƻƴ ǳǎƛƴƎ ƳŀŎƘƛƴŜπǘƻπƳŀŎƘƛƴŜ όaнaύ 

ǘŜŎƘƴƻƭƻƎƛŜǎΣ !LΣ ŀƴŘ ŜŘƎŜ ŀƴŘ ŎƭƻǳŘ ŀƴŀƭȅǝŎǎ ǘƻ ŜƴƘŀƴŎŜ ƴŜǘǿƻǊƪ ǎǘŀōƛƭƛǘȅ ŀƴŘ ƻǇǝƳƛȊŀǝƻƴΦ 

IƻǿŜǾŜǊΣ ƘƛƎƘ ǳǇŦǊƻƴǘ Ŏƻǎǘǎ ŀƴŘ Řŀǘŀ ŎƻƳǇƭŜȄƛǘȅ ǇƻǎŜ ŎƘŀƭƭŜƴƎŜǎΦ ¢ƘŜ ŎƻƳǇƭŜǘŜŘ {¸b9wD¸ ǇǊƻƧŜŎǘ 

ώууϐ ŀŘŘǊŜǎǎŜǎ ǘƘŜǎŜ ƛǎǎǳŜǎ ǿƛǘƘ ŀ ƴƻǾŜƭ ŦǊŀƳŜǿƻǊƪ ŀƴŘ .ƛƎ 5ŀǘŀ ŀǊŎƘƛǘŜŎǘǳǊŜΦ Lǘǎ ƻōƧŜŎǝǾŜǎ ƛƴŎƭǳŘŜ 

ŜƴƘŀƴŎƛƴƎ Řŀǘŀ ƛƴǘŜƎǊŀǝƻƴ ŦǊƻƳ ŘƛǾŜǊǎŜ ǎƻǳǊŎŜǎΣ ŦŀŎƛƭƛǘŀǝƴƎ Řŀǘŀ ǎƘŀǊƛƴƎ ŀƴŘ ǘǊŀŘƛƴƎΣ ǇǊƻƳƻǝƴƎ 

ŀŘǾŀƴŎŜŘ ŀƴŀƭȅǝŎǎ ǿƛǘƘ ǘƘŜ {¸b9wD¸ .ƛƎ 5ŀǘŀ tƭŀǜƻǊƳΣ ǎǳǇǇƻǊǝƴƎ ŘŜŎŀǊōƻƴƛȊŀǝƻƴ ŀƴŘ ǇƻǿŜǊ 

ǉǳŀƭƛǘȅΣ ŜǎǘŀōƭƛǎƘƛƴƎ ŀƴ ŀƴŀƭȅǝŎǎ ǎŜǊǾƛŎŜǎ ƳŀǊƪŜǘǇƭŀŎŜΣ ƎŜƴŜǊŀǝƴƎ ƴŜǿ ƛƴǎƛƎƘǘǎ ǘƘǊƻǳƎƘ Řŀǘŀ ǎǘǊŜŀƳ 

ŎƻǊǊŜƭŀǝƻƴΣ ŘŜǾŜƭƻǇƛƴƎ ƛƴƴƻǾŀǝǾŜ ŜƴŜǊƎȅ ŀǇǇƭƛŎŀǝƻƴǎΣ ŀƴŘ ŎǊŜŀǝƴƎ ŀ ŘŀǘŀπŘǊƛǾŜƴ ƛƴǘŜƭƭƛƎŜƴŎŜ 
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ŜŎƻǎȅǎǘŜƳ ǿƛǘƘ ƴŜǿ ōǳǎƛƴŜǎǎ ƳƻŘŜƭǎΦ ¢ƘŜǎŜ Ǝƻŀƭǎ ŀƛƳ ǘƻ ƛƳǇǊƻǾŜ ŜŶŎƛŜƴŎȅΣ ǎǘŀōƛƭƛǘȅΣ ŀƴŘ 

ǎǳǎǘŀƛƴŀōƛƭƛǘȅ ƛƴ ŜƭŜŎǘǊƛŎƛǘȅ ƴŜǘǿƻǊƪǎ ǿƘƛƭŜ ǘŀŎƪƭƛƴƎ Řŀǘŀ ƳŀƴŀƎŜƳŜƴǘ ŎƘŀƭƭŜƴƎŜǎΦ 

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ /ƻƳǇƭŜǘŜŘ 

όvнύ {¸b9wD¸ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ 

ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ 

{¸b9wD¸ ŜƳǇƘŀǎƛȊŜǎ ŎǊŜŀǝƴƎ ŀ ƅŜȄƛōƭŜΣ ƛƴǘŜǊƻǇŜǊŀōƭŜ ǇƭŀǜƻǊƳ ǘƘŀǘ ƛƴǘŜƎǊŀǘŜǎ Řŀǘŀ ŦǊƻƳ ǾŀǊƛƻǳǎ 

ǎƻǳǊŎŜǎΣ ŦŀŎƛƭƛǘŀǝƴƎ ƛƳǇǊƻǾŜŘ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ ŀƴŘ ŜƴƘŀƴŎŜŘ ŘŜŎƛǎƛƻƴπƳŀƪƛƴƎ ŎŀǇŀōƛƭƛǝŜǎ ǿƛǘƘƛƴ 

ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊΦ ¢ƘŜǎŜ ŀǊŜΥ όƛύ ¢ƘŜ {¸b9wD¸ tƭŀǜƻǊƳΤ όƛƛύ ǘƘŜ {¸b9wD¸ /ƻƳƳƻƴ LƴŦƻǊƳŀǝƻƴ aƻŘŜƭ 

ό/LaύΤ όƛƛƛύ ǘƘŜ {¸b9wD¸ 5ŀǘŀ !ƴŀƭȅǝŎǎ ²ƻǊƪōŜƴŎƘ ŀƴŘ .ƭƻŎƪŎƘŀƛƴΤ όƛǾύ ǘƘŜ {¸b9wD¸ [ƛǾƛƴƎ [ŀō 

!ŎǝǾƛǝŜǎΦ 

¶ ¢ƘŜ {¸b9wD¸ ǇƭŀǜƻǊƳ ƛƴŎƭǳŘŜǎ ŀǇǇǎ ƭƛƪŜ LƴŦǊŀǎǘǊǳŎǘǳǊŜ {ƛȊƛƴƎ ŀƴŘ DǊƛŘ tƭŀƴƴƛƴƎ !ǇǇΣ bŜǘǿƻǊƪ 

!ǎǎŜǘ aŀƴŀƎŜƳŜƴǘ hǇǝƳƛȊŀǝƻƴ !ǇǇΣ ŀƴŘ ƻǘƘŜǊǎ ǘƘŀǘ ŀƛŘ ƛƴ ǇƭŀƴƴƛƴƎ ŀƴŘ ƳŀƴŀƎƛƴƎ ŀǎǎŜǘǎ 

ŜŶŎƛŜƴǘƭȅ ǳǎƛƴƎ ƛƴǘŜƎǊŀǘŜŘ Řŀǘŀ ŀƴŘ ŀƴŀƭȅǝŎǎΦ Lƴ ŀ ǎƛƳǇƭŜǊ ǾŜǊǎƛƻƴΣ ǘƘŜ ŎƻǊŜ ǇŀǊǘǎ ƻŦ {¸b9wD¸ 

ǇƭŀǜƻǊƳ Ŏƻƴǎƛǎǘ ƻŦ ǘƘŜ {¸b9wD¸ ƻƴπǇǊŜƳƛǎŜǎ ŜƴǾƛǊƻƴƳŜƴǘǎΣ ǘƘŜ {¸b9wD¸ ŎƭƻǳŘ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΣ 

ŀƴŘ ǘƘŜ {¸b9wD¸ ŜƴŜǊƎȅ ŀǇǇǎ ǇƻǊǜƻƭƛƻΦ  

¶ !ǇǇǎ ƭƛƪŜ CƭŜȄƛōƛƭƛǘȅπōŀǎŜŘ bŜǘǿƻǊƪ aŀƴŀƎŜƳŜƴǘ !ǇǇ ŀƴŘ 5{hπ¢{h /ƻƳƳƻƴ hǇŜǊŀǝƻƴŀƭ 

{ŎƘŜŘǳƭŜǊ ƘŜƭǇ ƛƴ ƻǇǝƳƛȊƛƴƎ ƴŜǘǿƻǊƪ ǇŜǊŦƻǊƳŀƴŎŜ ŀƴŘ ƻǇŜǊŀǝƻƴŀƭ ǎŎƘŜŘǳƭƛƴƎΦ 

¶ !ǇǇǎ ǎǳŎƘ ŀǎ wŜǘŀƛƭŜǊ tƻǊǜƻƭƛƻ !ƴŀƭȅǝŎǎ ŀƴŘ aŀƴŀƎŜƳŜƴǘ !ǇǇ ŀƴŘ CƭŜȄƛōƛƭƛǘȅ !ƴŀƭȅǝŎǎ ŀƴŘ 

/ƻƴǎǳƳŜǊπ/ŜƴǘǊƛŎ 5w hǇǝƳƛȊŀǝƻƴ !ǇǇ ŦŀŎƛƭƛǘŀǘŜ ƳŀǊƪŜǘ ǇŀǊǝŎƛǇŀǝƻƴ ŀƴŘ ŘŜƳŀƴŘ ǊŜǎǇƻƴǎŜ 

ƻǇǝƳƛȊŀǝƻƴΦ 

vнƛΥ {¸b9wD¸Ωǎ ǎǇŜŎƛŬŎŀǝƻƴ ƻŦ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎΣ ŀƭƻƴƎ ǿƛǘƘ ǘƘŜƛǊ ŘŜŬƴƛǝƻƴǎ ƛƴ ǘŜǊƳǎ ƻŦ 

ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎΣ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎΦ 

.ŀǎŜŘ ƻƴ ǘƘŜ ƻǾŜǊŀƭƭ ǎǘǊǳŎǘǳǊŜ ƻŦ {¸b9wD¸ CǊŀƳŜǿƻǊƪ !ǊŎƘƛǘŜŎǘǳǊŜΣ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎ Ŏŀƴ ōŜ ŘŜŬƴŜŘ 

ƛƴ ǘŜǊƳǎ ƻŦ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎΣ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎ ŀǎ ŦƻƭƭƻǿǎΥ 

LƴŦƻǊƳŀǝƻƴ aƻŘŜƭǎΥ  5ŜǎƛƎƴŜŘ ǘƻ ǇǊƻǾƛŘŜ ŀ ǎǘŀƴŘŀǊŘƛȊŜŘ ǿŀȅ ƻŦ ǊŜǇǊŜǎŜƴǝƴƎ Řŀǘŀ ŀƴŘ ŜƴǎǳǊƛƴƎ 

ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ōŜǘǿŜŜƴ ŘƛũŜǊŜƴǘ ǎȅǎǘŜƳǎ ŀƴŘ ŎƻƳǇƻƴŜƴǘǎΣ ƛƴŎƭǳŘƛƴƎ όƛύ /LaΥ 5ŜŬƴŜǎ ǘƘŜ ǎŜƳŀƴǝŎ 

ŎƻƴŎŜǇǘǎΣ ŜǾŜƴǘǎΣ ǊŜƭŀǝƻƴǎΣ ŀƴŘ ǊŜǎǇŜŎǝǾŜ Řŀǘŀ ƳƻŘŜƭǎ ǳǎŜŘ ŀŎǊƻǎǎ ǘƘŜ ǇƭŀǜƻǊƳΦ Lǘ ŜƴǎǳǊŜǎ ǘƘŀǘ ŀƭƭ 

Řŀǘŀ ŜȄŎƘŀƴƎŜŘ ǿƛǘƘƛƴ ǘƘŜ ǇƭŀǜƻǊƳ ŀŘƘŜǊŜǎ ǘƻ ŀ ŎƻƳƳƻƴ ǎǘǊǳŎǘǳǊŜ ŀƴŘ ǎŜƳŀƴǝŎǎΦ όƛƛύ aŜǘŀŘŀǘŀ 

{ŎƘŜƳŀΥ ¦ǎŜŘ ǘƻ ŘŜǎŎǊƛōŜ Řŀǘŀ ŀǎǎŜǘǎΣ ƛƴŎƭǳŘƛƴƎ ǘƘŜƛǊ ŀǧǊƛōǳǘŜǎΣ ƻǿƴŜǊǎƘƛǇΣ ŀŎŎŜǎǎ ǇƻƭƛŎƛŜǎΣ ŀƴŘ 

ƭƛŎŜƴǎƛƴƎ ƛƴŦƻǊƳŀǝƻƴΦ Lǘ ƛǎ ŎǊǳŎƛŀƭ ŦƻǊ Řŀǘŀ ŘƛǎŎƻǾŜǊȅΣ ǎƘŀǊƛƴƎΣ ŀƴŘ ƳŀƴŀƎŜƳŜƴǘ ǿƛǘƘƛƴ ǘƘŜ 5ŀǘŀ ϧ !L 

aŀǊƪŜǘǇƭŀŎŜΦ 

¢ƛƳƛƴƎ wŜǉǳƛǊŜƳŜƴǘǎΥ Lǘ ƛǎ ŎǊƛǝŎŀƭ ŦƻǊ ŜƴǎǳǊƛƴƎ Řŀǘŀ ǇǊƻŎŜǎǎƛƴƎΣ ŀƴŀƭȅǝŎǎΣ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴǎ ƻŎŎǳǊ 

ǿƛǘƘƛƴ ŀŎŎŜǇǘŀōƭŜ ǝƳŜŦǊŀƳŜǎ ǘƻ Ƴŀƛƴǘŀƛƴ ǎȅǎǘŜƳ ŜŶŎƛŜƴŎȅ ŀƴŘ ǊŜƭƛŀōƛƭƛǘȅΣ ƛƴŎƭǳŘƛƴƎΥ όƛύ wŜŀƭπǝƳŜ 5ŀǘŀ 

tǊƻŎŜǎǎƛƴƎΥ ¢ƘŜ 5ŀǘŀ LƴƎŜǎǝƻƴ {ŜǊǾƛŎŜ ŀƴŘ ǘƘŜ 5ŀǘŀ !ƴŀƭȅǝŎǎ {ŜǊǾƛŎŜǎ .ǳƴŘƭŜΣ ƴŜŜŘ ǘƻ ƘŀƴŘƭŜ Řŀǘŀ ƛƴ 

ƴŜŀǊ ǊŜŀƭπǝƳŜ ǘƻ ǎǳǇǇƻǊǘ ŀǇǇƭƛŎŀǝƻƴǎ ƭƛƪŜ ƎǊƛŘ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ŘŜƳŀƴŘ ǊŜǎǇƻƴǎŜΦ όƛƛύ {ŎƘŜŘǳƭŜŘ 5ŀǘŀ 

tǊƻŎŜǎǎƛƴƎΥ hǘƘŜǊ ǇǊƻŎŜǎǎŜǎΣ ǎǳŎƘ ŀǎ ōŀǘŎƘ Řŀǘŀ ƛƴƎŜǎǝƻƴ ƻǊ ǎŎƘŜŘǳƭŜŘ ŀƴŀƭȅǝŎǎ ƧƻōǎΣ Ŏŀƴ ōŜ ŜȄŜŎǳǘŜŘ 

ŀǘ ǇǊŜŘŜŬƴŜŘ ƛƴǘŜǊǾŀƭǎ ōŀǎŜŘ ƻƴ ǳǎŜǊ ŎƻƴŬƎǳǊŀǝƻƴǎ ŀƴŘ ǎȅǎǘŜƳ ǊŜǉǳƛǊŜƳŜƴǘǎΦ όƛƛƛύ CŀƛƭǳǊŜ 

aŀƴŀƎŜƳŜƴǘΥ ¢ƛƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎ ŦƻǊ ŘŜǘŜŎǝƴƎ ŀƴŘ ƘŀƴŘƭƛƴƎ ŦŀƛƭǳǊŜǎ ƛƴ Řŀǘŀ ǇǊƻŎŜǎǎƛƴƎ ǿƻǊƪƅƻǿǎ 

ŀǊŜ ŜǎǎŜƴǝŀƭ ǘƻ ŜƴǎǳǊŜ ǎȅǎǘŜƳ ǊƻōǳǎǘƴŜǎǎ ŀƴŘ ǉǳƛŎƪ ǊŜŎƻǾŜǊȅΦ 

LƴǘŜǊŀŎǝƻƴ {ŜǉǳŜƴŎŜǎΥ 5ŜŬƴƛƴƎ Ƙƻǿ ŘƛũŜǊŜƴǘ ŎƻƳǇƻƴŜƴǘǎ ŀƴŘ ǎŜǊǾƛŎŜǎ ǿƛǘƘƛƴ ǘƘŜ {¸b9wD¸ 

ǇƭŀǜƻǊƳ ƛƴǘŜǊŀŎǘ ǘƻ ŀŎŎƻƳǇƭƛǎƘ ǎǇŜŎƛŬŎ ǘŀǎƪǎΣ ƛƴŎƭǳŘƛƴƎ 5ŀǘŀ /ƘŜŎƪπƛƴ ²ƻǊƪƅƻǿΣ 5ŀǘŀ {ŜŀǊŎƘ ŀƴŘ 

{ƘŀǊƛƴƎ ²ƻǊƪƅƻǿΣ 5ŀǘŀ !ƴŀƭȅǝŎǎ ²ƻǊƪƅƻǿΣ 5ŜǘŀƛƭŜŘ LƴǘŜǊŦŀŎŜ 5ŜŬƴƛǝƻƴǎΣ 5ŀǘŀ /ƻƭƭŜŎǝƻƴ {ŜǊǾƛŎŜǎ 
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.ǳƴŘƭŜΣ 5ŀǘŀ {ŜŎǳǊƛǘȅ {ŜǊǾƛŎŜǎ .ǳƴŘƭŜΣ 5ŀǘŀ {ƘŀǊƛƴƎ {ŜǊǾƛŎŜǎ .ǳƴŘƭŜΣ 5ŀǘŀ !ƴŀƭȅǝŎǎ {ŜǊǾƛŎŜǎ .ǳƴŘƭŜΣ 

tƭŀǜƻǊƳ aŀƴŀƎŜƳŜƴǘ {ŜǊǾƛŎŜǎ .ǳƴŘƭŜΣ 9ȄŀƳǇƭŜ LƴǘŜǊŀŎǝƻƴ {ŜǉǳŜƴŎŜΣ 5ŀǘŀ /ƘŜŎƪπƛƴ ²ƻǊƪƅƻǿΦ 

vнƛƛΥ ! ōǊƛŜŦ ŘŜǎŎǊƛǇǝƻƴΣ ƻǊ ƛƭƭǳǎǘǊŀǝƻƴ ƻŦ ŜŀŎƘ {¸b9wD¸Ωǎ ƛƴǘŜǊŦŀŎŜΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜΣ ǊŜŦŜǊŜƴŎƛƴƎ ǘƘŜ 

{D!a ƳƻŘŜƭΦ  

 
Figure 11: SGAM architecture of SYNERGY 

όvоύ {¸b9wD¸Ωǎ ƪŜȅ ŬƴŘƛƴƎǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ƛƴǘŜǊŦŀŎŜǎ ǘƻ ƛƳǇǊƻǾŜ 

ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎ όǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ 

ƳŀǊƪŜǘǎύΦ 

{¸b9wD¸ ǊŜƎŀǊŘƛƴƎ ǎǘŀƴŘŀǊŘǎ ŀǇǇƭƛŎŀǝƻƴΥ 

Á The SYNERGY platform relies on the CIM to ensure semantic consistency and interoperability 

across various components and services. The CIM provides a standardized way of representing 

data, which is crucial for ensuring that data from different sources can be integrated and used 

effectively. 

Á The platform incorporates robust data governance standards, including data anonymization, 

encryption, and access control mechanisms, ensuring data security and privacy, essential for 

building trust among stakeholders and enabling secure data sharing. 

Á SYNERGY architecture aligns with the SGAM and the BDVA reference architectures, ensuring the 

ǇƭŀǘŦƻǊƳ Ŧƻƭƭƻǿǎ ƛƴŘǳǎǘǊȅΩǎ ōŜǎǘ ǇǊŀŎǘƛŎŜǎ ŀƴŘ ǎǘŀƴŘŀǊŘǎΣ ŦŀŎƛƭƛǘŀǘƛƴƎ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀƴŘ 

integration with other systems. 

{¸b9wD¸ ǳǎƛƴƎ ƛƴǘŜǊŦŀŎŜǎ ǘƻ ƛƳǇǊƻǾŜ ƅŜȄƛōƛƭƛǘȅΥ  

Á The platform's architecture includes several data services bundles i.e., Data Collection, Data 

Security, Data Sharing, Data Matchmaking, Data Analytics, Data Storage, and Data Governance. 

They provide well-defined interfaces that ensure seamless integration and operation within the 

platform. 

Á The API Gateway provides standardized interfaces for external applications to interact with the 

SYNERGY platform, enabling other systems and applications to retrieve data, execute analytics, 

and access platform functionalities, enhancing flexibility and integration capabilities. 

{¸b9wD¸ .ǳǎƛƴŜǎǎ tǊƻŎŜǎǎΥ  
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Á It includes applications i.e., Infrastructure Sizing and Grid Planning App, Network Asset 

Management Optimization App, etc., leveraging integrated data and advanced analytics to 

optimize asset management and system planning processes. 

Á Apps like Flexibility-based Network Management App and DSO-TSO Common Operational 

Scheduler provide tools for optimizing network performance and operational scheduling. These 

tools use real-time data and advanced algorithms to enhance system operation efficiency. 

Á The platform supports energy market activities through apps like the Retailer Portfolio Analytics 

and Management App and Flexibility Analytics and Consumer-Centric DR Optimization App.  

όvпύ {¸b9wD¸Ωǎ ŎƻƴǘǊƛōǳǝƻƴ ǘƻǿŀǊŘǎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƴŘ Řŀǘŀπ

ǎƘŀǊƛƴƎ ŦǊŀƳŜǿƻǊƪǎΦ 

{¸b9wD¸ ƛƴƅǳŜƴŎŜŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀƴŘ ǎƘŀǊƛƴƎ Ǿƛŀ ŀŘƻǇǝƴƎ ŀƴŘ ŜȄǘŜƴŘƛƴƎ ǘƘŜ /La ŦƻǊ 

ǎŜƳŀƴǝŎ ŎƻƴǎƛǎǘŜƴŎȅ ŀƴŘ ŘŜǾŜƭƻǇƛƴƎ ŀ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ƳŜǘŀŘŀǘŀ ǎŎƘŜƳŀ ŦƻǊ Řŀǘŀ ŘƛǎŎƻǾŜǊȅ ŀƴŘ 

ƎƻǾŜǊƴŀƴŎŜΦ ¢ƘŜ ǇƭŀǜƻǊƳ ƛƳǇƭŜƳŜƴǘǎ Ǌƻōǳǎǘ ŀƴƻƴȅƳƛȊŀǝƻƴ ŀƴŘ ŜƴŎǊȅǇǝƻƴ ǎŜǊǾƛŎŜǎ ǘƻ ŜƴǎǳǊŜ Řŀǘŀ 

ǎŜŎǳǊƛǘȅ ŀƴŘ ǇǊƛǾŀŎȅ ŀƴŘ ŦŀŎƛƭƛǘŀǘŜǎ ǎŜŎǳǊŜ Řŀǘŀ ǎƘŀǊƛƴƎ ǘƘǊƻǳƎƘ ƛǘǎ 5ŀǘŀ ϧ !L aŀǊƪŜǘǇƭŀŎŜ ǘƘŀǘ ǎǳǇǇƻǊǘǎ 

ǎƳŀǊǘ ŎƻƴǘǊŀŎǘǎ ŀƴŘ ōƭƻŎƪŎƘŀƛƴ ŦƻǊ ǘǊŀƴǎǇŀǊŜƴǘ ǘǊŀƴǎŀŎǝƻƴǎΦ !ŘŘƛǝƻƴŀƭƭȅΣ ǘƘŜ ǇǊƻƧŜŎǘ ƛƴǘǊƻŘǳŎŜǎ 

ŀŘǾŀƴŎŜŘ ŀƴŀƭȅǝŎǎ ŎŀǇŀōƛƭƛǝŜǎ Ǿƛŀ ǘƘŜ ŀƴŀƭȅǝŎǎ ǿƻǊƪōŜƴŎƘ ŀƴŘ ǎŜŎǳǊŜ ŜȄǇŜǊƛƳŜƴǘŀǝƻƴ ǇƭŀȅƎǊƻǳƴŘǎΣ 

ŀƭƭƻǿƛƴƎ Řŀǘŀ ŀƴŀƭȅǎƛǎ ǿƘƛƭŜ ƳŀƛƴǘŀƛƴƛƴƎ Řŀǘŀ ƛƴǘŜƎǊƛǘȅΣ ¢ƘǳǎΣ ŜƴƘŀƴŎƛƴƎ ƅŜȄƛōƛƭƛǘȅΣ ƛƳǇǊƻǾƛƴƎ ǎȅǎǘŜƳ 

ǇƭŀƴƴƛƴƎΣ ŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŀƴŘ ŜƴŜǊƎȅ ƳŀǊƪŜǘ ǇǊƻŎŜǎǎŜǎΣ ŦƻǎǘŜǊƛƴƎ ŜŶŎƛŜƴǘ ŀƴŘ 

ǎŜŎǳǊŜ Řŀǘŀ ƛƴǘŜƎǊŀǝƻƴ ŀƴŘ ǳǝƭƛȊƛƴƎ ŀŎǊƻǎǎ ǘƘŜ ŜƴŜǊƎȅ ǎŜŎǘƻǊΦ 

όvрύ {¸b9wD¸Ωǎ ŘŜŬƴƛǝƻƴ ƻŦ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ  

{¸b9wD¸ ŘŜŬƴŜǎ ǊŜǉǳƛǊŜƳŜƴǘǎ ǘƻ ŜƴǎǳǊŜ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀƴŘ ŜŶŎƛŜƴǘ Řŀǘŀ ƳŀƴŀƎŜƳŜƴǘΣ ŀŘƻǇǝƴƎ 

ǿƛŘŜƭȅ ŀŎŎŜǇǘŜŘ Řŀǘŀ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ŦƻǊƳŀǘǎΣ ƛƴŎƭǳŘƛƴƎ W{hbΣ /{±Σ ·a[Σ ŀƴŘ /La ŦƻǊ ŎƻƴǎƛǎǘŜƴŎȅ ŀŎǊƻǎǎ 

ǎȅǎǘŜƳǎΦ 5ŀǘŀ ƛǎ ŎƻƭƭŜŎǘŜŘ ŦǊƻƳ ŘƛǾŜǊǎŜ ǎƻǳǊŎŜǎ ǎǳŎƘ ŀǎ !tLǎΣ ƘƛǎǘƻǊƛŎŀƭ ŘŀǘŀōŀǎŜǎΣ Lƻ¢ ŘŜǾƛŎŜǎΣ ŀƴŘ 

ŜƴŜǊƎȅ ƳŀǊƪŜǘǎΣ ŀƴŘ ǎǘƻǊŜŘ ƛƴ ŀ ǎŜŎǳǊŜΣ ǎŎŀƭŀōƭŜ ŎƭƻǳŘ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΦ !ŘƘŜǊƛƴƎ ǘƻ C!Lw ǇǊƛƴŎƛǇƭŜǎΣ 

ƳŜǘŀŘŀǘŀ ƛǎ ŎǊŜŀǘŜŘ ŦƻƭƭƻǿƛƴƎ 5/!¢ ŀƴŘ 5ǳōƭƛƴ /ƻǊŜ ǎǘŀƴŘŀǊŘǎΣ ŜƴƘŀƴŎƛƴƎ ŘƛǎŎƻǾŜǊŀōƛƭƛǘȅ ŀƴŘ 

ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΦ ¢ƘŜ ǇƭŀǜƻǊƳ ƛƴŎƭǳŘŜǎ Ǌƻōǳǎǘ Řŀǘŀ ǎŜŎǳǊƛǘȅ ƳŜŀǎǳǊŜǎ ƭƛƪŜ ŜƴŎǊȅǇǝƻƴ ŀƴŘ 

ŀƴƻƴȅƳƛȊŀǝƻƴΣ ŜƴǎǳǊƛƴƎ D5tw ŎƻƳǇƭƛŀƴŎŜ ŀƴŘ ǇǊƻǘŜŎǝƴƎ ǇŜǊǎƻƴŀƭƭȅ ƛŘŜƴǝŬŀōƭŜ ƛƴŦƻǊƳŀǝƻƴΦ 

{¸b9wD¸ ǇǊƻǾƛŘŜǎ !tLǎ ŦƻǊ ǎŜŎǳǊŜ Řŀǘŀ ƛƴƎŜǎǝƻƴΣ ǊŜǘǊƛŜǾŀƭΣ ŀƴŘ ƳŀƴŀƎŜƳŜƴǘΣ ǎǳǇǇƻǊǝƴƎ ǊŜŀƭπǝƳŜ ŀƴŘ 

ōŀǘŎƘ ǇǊƻŎŜǎǎƛƴƎ ŦƻǊ ǾŀǊƛƻǳǎ ǳǎŜ ŎŀǎŜǎΦ 5ŀǘŀ ǎƘŀǊƛƴƎ ƛǎ ŦŀŎƛƭƛǘŀǘŜŘ ǘƘǊƻǳƎƘ ǘƘŜ 5ŀǘŀ ϧ !L aŀǊƪŜǘǇƭŀŎŜ 

ǿƛǘƘ ǊƻƭŜπōŀǎŜŘ ŀŎŎŜǎǎ ŎƻƴǘǊƻƭΣ ŀƭƭƻǿƛƴƎ ǎŜŎǳǊŜ ǘǊŀŘƛƴƎ ŀƴŘ ǎƘŀǊƛƴƎ ƻŦ Řŀǘŀ ŀǎǎŜǘǎΦ ¢ƘŜǎŜ ŜũƻǊǘǎ 

ŎƻƭƭŜŎǝǾŜƭȅ ŜƴǎǳǊŜ ǘƘŀǘ Řŀǘŀ ƛǎ ƛƴǘŜǊƻǇŜǊŀōƭŜΣ ǎŜŎǳǊŜΣ ŀƴŘ Ŝŀǎƛƭȅ ŀŎŎŜǎǎƛōƭŜΣ ŜƴƘŀƴŎƛƴƎ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ 

ƛƳǇǊƻǾƛƴƎ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ ƛƴ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎΣ ŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŀƴŘ ŜƴŜǊƎȅ 

ƳŀǊƪŜǘǎΦ 

όvсύ 5ŀǘŀ ƳƻŘŜƭǎ ǳǎŜŘ ƛƴ {¸b9wD¸Φ  

{¸b9wD¸ ŀŘƻǇǘǎ ŀƴŘ ŜȄǘŜƴŘǎ ǘƘŜ /LaΦ !ŘŘƛǝƻƴŀƭƭȅΣ {¸b9wD¸ ŦƻƭƭƻǿŜŘ ǘƘŜ 5ǳōƭƛƴ /ƻǊŜ aŜǘŀŘŀǘŀ 

LƴƛǝŀǝǾŜ ό5/aLύ ǎǘŀƴŘŀǊŘǎ ŦƻǊ ŎǊŜŀǝƴƎ ƳŜǘŀŘŀǘŀΣ ŜƴǎǳǊƛƴƎ Řŀǘŀ ƛǎ ŬƴŘŀōƭŜΣ ŀŎŎŜǎǎƛōƭŜΣ ƛƴǘŜǊƻǇŜǊŀōƭŜΣ 

ŀƴŘ ǊŜǳǎŀōƭŜ όC!LwύΦ ¢ƘŜ ǇǊƻƧŜŎǘ ŀƭǎƻ ǳǎŜŘ ǘƘŜ 5ŀǘŀ /ŀǘŀƭƻƎ ±ƻŎŀōǳƭŀǊȅ ό5/!¢ύ !ǇǇƭƛŎŀǝƻƴ tǊƻŬƭŜ ŦƻǊ 

ƳŜǘŀŘŀǘŀ ǘƻ ŜƴƘŀƴŎŜ Řŀǘŀ ŘƛǎŎƻǾŜǊŀōƛƭƛǘȅΦ ²ƛŘŜƭȅ ŀŎŎŜǇǘŜŘ Řŀǘŀ ŦƻǊƳŀǘǎ ǎǳŎƘ ŀǎ W{hbΣ /{±Σ ŀƴŘ ·a[ 

ǿŜǊŜ ŜƳǇƭƻȅŜŘ ŦƻǊ Řŀǘŀ ŜȄŎƘŀƴƎŜΣ ǘƘǳǎ {¸b9wD¸ ŎǊŜŀǘŜŘ ŀ ǊƻōǳǎǘΣ ƛƴǘŜǊƻǇŜǊŀōƭŜ ǇƭŀǜƻǊƳ ǘƘŀǘ 

ǎǳǇǇƻǊǘǎ ǎŜŎǳǊŜ Řŀǘŀ ǎƘŀǊƛƴƎΣ ŀŘǾŀƴŎŜŘ ŀƴŀƭȅǝŎǎΣ ŀƴŘ ƛƳǇǊƻǾŜŘ ŘŜŎƛǎƛƻƴπƳŀƪƛƴƎ ǇǊƻŎŜǎǎŜǎ ŀŎǊƻǎǎ ǘƘŜ 

ŜƴŜǊƎȅ ǾŀƭǳŜ ŎƘŀƛƴΣ ŜƴƘŀƴŎƛƴƎ ǘƘŜ ǇƭŀǜƻǊƳϥǎ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ŜŶŎƛŜƴŎȅΦ 

όvтύ tǊƻǘƻŎƻƭǎ ŀƴŘ ǎǘŀƴŘŀǊŘǎ ŀǇǇƭƛŜŘ ƛƴ {¸b9wD¸Φ  
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¢ƘŜ ǇǊƻǘƻŎƻƭǎ ǳǎŜŘ ƛƴ {¸b9wD¸ ŀǊŜΥ /LaΣ 5/aLΣ 5ŀǘŀ /ŀǘŀƭƻƎ ±ƻŎŀōǳƭŀǊȅ ό5/!¢ύ !ǇǇƭƛŎŀǝƻƴ tǊƻŬƭŜΣ 

{ŜŎǳǊŜ /ƻƳƳǳƴƛŎŀǝƻƴ tǊƻǘƻŎƻƭǎ όI¢¢t{Σ {C¢tύΣ D5tw /ƻƳǇƭƛŀƴŎŜΣ !ƴƻƴȅƳƛȊŀǝƻƴ ŀƴŘ 9ƴŎǊȅǇǝƻƴ 

{ǘŀƴŘŀǊŘΣ hǇŜƴ !tLǎΣ C!Lw 5ŀǘŀ tǊƛƴŎƛǇƭŜǎΣ 5/!¢ ŀƴŘ [ƛƴƪŜŘ 5ŀǘŀ {ǘŀƴŘŀǊŘǎΦ 

όvуύ DŀǇǎ ƛŘŜƴǝŬŜŘ ƛƴ ǘŜǊƳǎ ƻŦ Řŀǘŀ ŦƻǊƳŀǘΣ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ƛƴ 

{¸b9wD¸Φ 

Lƴ ǘŜǊƳǎ ƻŦ Řŀǘŀ ŦƻǊƳŀǘǎΣ ƛƴŎƻƴǎƛǎǘŜƴŎƛŜǎ ŀŎǊƻǎǎ ŘƛũŜǊŜƴǘ ǎƻǳǊŎŜǎ ŀƴŘ ǘƘŜ ŘƛǾŜǊǎŜ ƴŀǘǳǊŜ ƻŦ 

ǎǘǊǳŎǘǳǊŜŘΣ ǎŜƳƛπǎǘǊǳŎǘǳǊŜŘΣ ŀƴŘ ǳƴǎǘǊǳŎǘǳǊŜŘ Řŀǘŀ ǇƻǎŜŘ ǎƛƎƴƛŬŎŀƴǘ ŎƘŀƭƭŜƴƎŜǎΦ CƻǊ ƛƴŦƻǊƳŀǝƻƴ 

ƳƻŘŜƭǎΣ ǘƘŜǊŜ ǿŀǎ ƛƴŎƻƳǇƭŜǘŜ ŀŘƻǇǝƻƴ ƻŦ ǘƘŜ /LaΣ ƭŜŀŘƛƴƎ ǘƻ ǇŀǊǝŀƭ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΣ ŀƴŘ ǘƘŜ 

ƳŜǘŀŘŀǘŀ ǎŎƘŜƳŀ ƭŀŎƪŜŘ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ŀǧǊƛōǳǘŜǎ ŦƻǊ ǎƻƳŜ ŘŀǘŀǎŜǘǎΣ ŀũŜŎǝƴƎ ŘƛǎŎƻǾŜǊŀōƛƭƛǘȅ ŀƴŘ 

ǳǎŀōƛƭƛǘȅΦ !ŘŘƛǝƻƴŀƭƭȅΣ ǎŜƳŀƴǝŎ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ƛǎǎǳŜǎ ŀǊƻǎŜ ŘǳŜ ǘƻ ŘƛũŜǊŜƴŎŜǎ ƛƴ ƳƻŘŜƭǎ ŀŎǊƻǎǎ 

ǎǘŀƪŜƘƻƭŘŜǊǎΦ /ƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭ ƎŀǇǎ ƛƴŎƭǳŘŜŘ ƛƴŎƻƴǎƛǎǘŜƴǘ ǳǎŜ ƻŦ ǎŜŎǳǊŜ ǇǊƻǘƻŎƻƭǎ ƭƛƪŜ I¢¢t{ 

ŀƴŘ {C¢tΣ ŀ ƭŀŎƪ ƻŦ ǊŜŀƭπǝƳŜ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŎŀǇŀōƛƭƛǝŜǎ ŎǊǳŎƛŀƭ ŦƻǊ ƛƳƳŜŘƛŀǘŜ ƛƴǎƛƎƘǘǎΣ ŀƴŘ ŘƛŶŎǳƭǝŜǎ 

ƛƴǘŜƎǊŀǝƴƎ ǿƛǘƘ ƭŜƎŀŎȅ ǎȅǎǘŜƳǎ ǳǎƛƴƎ ƻǳǘŘŀǘŜŘ ƻǊ ǇǊƻǇǊƛŜǘŀǊȅ ǇǊƻǘƻŎƻƭǎΦ !ŘŘǊŜǎǎƛƴƎ ǘƘŜǎŜ ƎŀǇǎ ǿŀǎ 

ŜǎǎŜƴǝŀƭ ǘƻ ŜƴƘŀƴŎŜ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΣ ǎŜŎǳǊƛǘȅΣ ŀƴŘ ǊŜŀƭπǝƳŜ ǇǊƻŎŜǎǎƛƴƎ ǿƛǘƘƛƴ ǘƘŜ {¸b9wD¸ 

ǇƭŀǜƻǊƳΦ 

όvфύ 9ȄŀƳǇƭŜǎ ƻŦ ǘƻƻƭ ƭƛƳƛǘŀǝƻƴǎ ƛŘŜƴǝŬŜŘ ŘǳǊƛƴƎ ǘƘŜ ŀƴŀƭȅǎƛǎΦ  

{ŜǾŜǊŀƭ ƪŜȅ ƎŀǇǎ ŀǊŜ ƛŘŜƴǝŬŜŘ ƛƴ Řŀǘŀ ŦƻǊƳŀǘǎΣ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎΣ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ 

ǘƘŀǘ ƴŜŜŘŜŘ ŀŘŘǊŜǎǎƛƴƎ ǘƻ ŜƴƘŀƴŎŜ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀƴŘ ǇƭŀǜƻǊƳ ŜũŜŎǝǾŜƴŜǎǎΦ ¢ƘŜǊŜ ŀǊŜ 

ƛƴŎƻƴǎƛǎǘŜƴŎƛŜǎ ƛƴ ǘƘŜ ǳǎŜ ƻŦ ǎǘŀƴŘŀǊŘ Řŀǘŀ ŦƻǊƳŀǘǎΣ ŎƻƳǇƭƛŎŀǝƴƎ Řŀǘŀ ƛƴǘŜƎǊŀǝƻƴΣ ŀƭƻƴƎ ǿƛǘƘ 

ŎƘŀƭƭŜƴƎŜǎ ƛƴ ƘŀƴŘƭƛƴƎ ǳƴǎǘǊǳŎǘǳǊŜŘ ŘŀǘŀΦ ¢ƘŜ ǇŀǊǝŀƭ ŀŘƻǇǝƻƴ ƻŦ /La ŀŎǊƻǎǎ ŘƛũŜǊŜƴǘ Řŀǘŀ ǎƻǳǊŎŜǎ 

ŘŜƳƻƴǎǘǊŀǘŜǎ ƛƴŎƻƳǇƭŜǘŜ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΣ ƴŜŎŜǎǎƛǘŀǝƴƎ ŀŘŘƛǝƻƴŀƭ ƳŀǇǇƛƴƎ ŀƴŘ ǘǊŀƴǎŦƻǊƳŀǝƻƴ 

ŜũƻǊǘǎΦ !ŘŘƛǝƻƴŀƭƭȅΣ ǘƘŜ ƳŜǘŀŘŀǘŀ ǎŎƘŜƳŀ ƛǎ ƴƻǘ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ŜƴƻǳƎƘ ŦƻǊ ǎƻƳŜ ŘŀǘŀǎŜǘǎΣ ƛƳǇŀŎǝƴƎ 

Řŀǘŀ ŘƛǎŎƻǾŜǊŀōƛƭƛǘȅ ŀƴŘ ǳǎŀōƛƭƛǘȅΦ /ƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭ ƎŀǇǎ ƛƴŎƭǳŘŜ ƛƴŎƻƴǎƛǎǘŜƴǘ ŀǇǇƭƛŎŀǝƻƴ ƻŦ 

ǎŜŎǳǊŜ ǇǊƻǘƻŎƻƭǎ ƭƛƪŜ I¢¢t{ ŀƴŘ {C¢tΣ ƭƛƳƛǘŀǝƻƴǎ ƛƴ ǊŜŀƭπǝƳŜ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǘƘŀǘ ŀǊŜ ŎǊǳŎƛŀƭ ŦƻǊ 

ƛƳƳŜŘƛŀǘŜ ƛƴǎƛƎƘǘǎΣ ŀƴŘ ŘƛŶŎǳƭǝŜǎ ƛƴǘŜƎǊŀǝƴƎ ǿƛǘƘ ƭŜƎŀŎȅ ǎȅǎǘŜƳǎ ǳǎƛƴƎ ƻǳǘŘŀǘŜŘ ƻǊ ǇǊƻǇǊƛŜǘŀǊȅ 

ǇǊƻǘƻŎƻƭǎΦ 

όvмлύ {¸b9wD¸Ωǎ ǎƛƎƴƛŬŎŀƴǘ ƳƛǎǎƛƴƎ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ ŀŘŀǇǘŜǊǎ ƛŘŜƴǝŬŜŘ ōŜǘǿŜŜƴ ǎȅǎǘŜƳ ƻǇŜǊŀǘƻǊǎΣ 

¢{hǎΣ 5{hǎΣ ŀƴŘ ŎǳǎǘƻƳŜǊǎΦ 

¢{hπ5{h /ƻƻǊŘƛƴŀǝƻƴ LƴǘŜǊŦŀŎŜǎΥ wŜŀƭπ¢ƛƳŜ 5ŀǘŀ 9ȄŎƘŀƴƎŜΥ [ŀŎƪ ƻŦ ǊŜŀƭπǝƳŜ Řŀǘŀ ŜȄŎƘŀƴƎŜ 

ƛƴǘŜǊŦŀŎŜǎ ¢{hǎ ŀƴŘ 5{hǎΦ ¢Ƙƛǎ ƎŀǇ ƘƛƴŘŜǊŜŘ ŜũŜŎǝǾŜ ŎƻƻǊŘƛƴŀǝƻƴ ŦƻǊ ƎǊƛŘ ǎǘŀōƛƭƛǘȅ ŀƴŘ ŘŜƳŀƴŘ 

ǊŜǎǇƻƴǎŜ ƳŀƴŀƎŜƳŜƴǘΦ CƭŜȄƛōƛƭƛǘȅ {ŜǊǾƛŎŜǎ LƴǘŜƎǊŀǝƻƴΥ LƴǘŜǊŦŀŎŜǎ ǘƻ ŦŀŎƛƭƛǘŀǘŜ ǘƘŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ 

ƅŜȄƛōƛƭƛǘȅ ǎŜǊǾƛŎŜǎ ǇǊƻǾƛŘŜŘ ōȅ 5{hǎ ƛƴǘƻ ¢{h ƻǇŜǊŀǝƻƴǎ ǿŜǊŜ ƴŜŜŘŜŘΣ ƭƛƳƛǝƴƎ ǘƘŜ ŀōƛƭƛǘȅ ǘƻ ƻǇǝƳƛȊŜ 

ƎǊƛŘ ƻǇŜǊŀǝƻƴǎ ŀƴŘ ƭŜǾŜǊŀƎŜ 59wǎΦ 

/ǳǎǘƻƳŜǊπ5{h LƴǘŜǊŀŎǝƻƴ !ŘŀǇǘŜǊǎΥ 5ŜƳŀƴŘ wŜǎǇƻƴǎŜ tŀǊǝŎƛǇŀǝƻƴΥ !ŘŀǇǘŜǊǎ ŜƴŀōƭƛƴƎ ǎŜŀƳƭŜǎǎ 

ǇŀǊǝŎƛǇŀǝƻƴ ƻŦ ŎǳǎǘƻƳŜǊǎ ƛƴ ŘŜƳŀƴŘ ǊŜǎǇƻƴǎŜ ǇǊƻƎǊŀƳǎ ƳŀƴŀƎŜŘ ōȅ 5{hǎ ǿŜǊŜ ƛƴŀŘŜǉǳŀǘŜ ŀƴŘ 

ƛƳǇŀŎǘŜŘ ǘƘŜ ŜƴƎŀƎŜƳŜƴǘ ƻŦ ŎǳǎǘƻƳŜǊǎ ƛƴ ŜƴŜǊƎȅπǎŀǾƛƴƎΦ 9ƴŜǊƎȅ /ƻƴǎǳƳǇǝƻƴ 5ŀǘŀ {ƘŀǊƛƴƎΥ 

LƴǘŜǊŦŀŎŜǎ ŦƻǊ ǎƘŀǊƛƴƎ ŘŜǘŀƛƭŜŘ ŜƴŜǊƎȅ ŎƻƴǎǳƳǇǝƻƴ Řŀǘŀ ŦǊƻƳ ŎǳǎǘƻƳŜǊǎ ǘƻ 5{hǎ ǿŜǊŜ ƴƻǘ Ŧǳƭƭȅ 

ŘŜǾŜƭƻǇŜŘΣ ƛƳǇŀŎǝƴƎ ǘƘŜ ŀŎŎǳǊŀŎȅ ƻŦ ŘŜƳŀƴŘ ŦƻǊŜŎŀǎǝƴƎΦ 

!ŘŀǇǘŜǊǎ ŦƻǊ [ŜƎŀŎȅ {ȅǎǘŜƳǎΥ LƴǘŜƎǊŀǝƻƴ ǿƛǘƘ [ŜƎŀŎȅ {ȅǎǘŜƳǎΥ DŀǇǎ ƛƴ ŀŘŀǇǘŜǊǎ ƴŜŜŘŜŘ ǘƻ 

ƛƴǘŜƎǊŀǘŜ ƳƻŘŜǊƴ {¸b9wD¸ ǇƭŀǜƻǊƳ ŎŀǇŀōƛƭƛǝŜǎ ǿƛǘƘ ƭŜƎŀŎȅ ǎȅǎǘŜƳǎ ǳǎŜŘ ōȅ ¢{hǎ ŀƴŘ 5{hǎΦ  

tǊƻǇǊƛŜǘŀǊȅ tǊƻǘƻŎƻƭ /ƻƳǇŀǝōƛƭƛǘȅΥ aƛǎǎƛƴƎ ŀŘŀǇǘŜǊǎ ŦƻǊ ŎƻƳǇŀǝōƛƭƛǘȅ ǿƛǘƘ ǇǊƻǇǊƛŜǘŀǊȅ 

ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ǳǎŜŘ ōȅ ǎƻƳŜ ƭŜƎŀŎȅ ǎȅǎǘŜƳǎ ƘƛƴŘŜǊŜŘ Řŀǘŀ ƛƴǘŜƎǊŀǝƻƴ ŀƴŘ ŜȄŎƘŀƴƎŜΦ 
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(Q11) How data exchange gaps are affecting the support for flexibility requirements identified and 

analysed. 

¢Ƙƛǎ ǿŀǎ ŀŘŘǊŜǎǎŜŘ ǘƘǊƻǳƎƘ ŀ ǾŀǊƛŜǘȅ ƻŦ ƳŜǘƘƻŘǎΣ ƛƴŎƭǳŘƛƴƎ ǎǘŀƪŜƘƻƭŘŜǊ ŎƻƴǎǳƭǘŀǝƻƴǎΣ ǘŜŎƘƴƛŎŀƭ 

ŜǾŀƭǳŀǝƻƴǎΣ Ǉƛƭƻǘ ƛƳǇƭŜƳŜƴǘŀǝƻƴǎΣ ŀƴŘ Řŀǘŀ ŀƴŀƭȅǝŎǎΦ {ǘŀƪŜƘƻƭŘŜǊ ŦŜŜŘōŀŎƪ ŀƴŘ ǘŜŎƘƴƛŎŀƭ ŀǳŘƛǘǎ 

ǊŜǾŜŀƭŜŘ ƭƛƳƛǘŀǝƻƴǎ ƛƴ ǊŜŀƭπǝƳŜ Řŀǘŀ ǎƘŀǊƛƴƎΣ ǎǘŀƴŘŀǊŘƛȊŀǝƻƴΣ ŀƴŘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǿƛǘƘ ƭŜƎŀŎȅ 

ǎȅǎǘŜƳǎΦ tƛƭƻǘ ǇǊƻƧŜŎǘǎ ŀƴŘ ƭƛǾƛƴƎ ƭŀōǎ ǘŜǎǘŜŘ ƴŜǿ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ ǇǊƻǘƻŎƻƭǎΣ ƘƛƎƘƭƛƎƘǝƴƎ ǇǊŀŎǝŎŀƭ 

ŎƘŀƭƭŜƴƎŜǎ ŀƴŘ ǾŀƭƛŘŀǝƴƎ ǎƻƭǳǝƻƴǎΦ 5ŀǘŀ ŀƴŀƭȅǝŎǎ ŀƴŘ ǊŜŀƭπǝƳŜ ƳƻƴƛǘƻǊƛƴƎ ƛŘŜƴǝŬŜŘ ƛƴŜŶŎƛŜƴŎƛŜǎ ƛƴ 

Řŀǘŀ ƅƻǿǎΣ ǿƘƛƭŜ ŘŜǘŀƛƭŜŘ ƎŀǇ ŀƴŀƭȅǎƛǎ ǊŜǇƻǊǘǎ ŘƻŎǳƳŜƴǘŜŘ ǘƘŜ ŬƴŘƛƴƎǎ ŀƴŘ ǇǊƻǾƛŘŜŘ 

ǊŜŎƻƳƳŜƴŘŀǝƻƴǎ ŦƻǊ ƛƳǇǊƻǾŜƳŜƴǘΦ ¢ƘŜǎŜ ƎŀǇǎ ƛƳǇŀŎǘŜŘ ŘŜƭŀȅŜŘ ǊŜǎǇƻƴǎŜ ǝƳŜǎΣ ƛƴŀŎŎǳǊŀǘŜ ŘŜƳŀƴŘ 

ŦƻǊŜŎŀǎǝƴƎΣ ƭƛƳƛǘŜŘ ŎǳǎǘƻƳŜǊ ǇŀǊǝŎƛǇŀǝƻƴΣ ƛƴŜŶŎƛŜƴǘ ƎǊƛŘ ƻǇŜǊŀǝƻƴǎΣ ŀƴŘ ǎŜŎǳǊƛǘȅ ǊƛǎƪǎΦ 

(Q12) {¸b9wD¸Ωǎ Ǉroposed solutions for addressing gaps, such as using merged standards for data 

exchange, developing interfaces/adapters for TSO/DSO and customers, integrating cross-sector and 

cross-border components in the reference architectures and platforms to support flexibilities, etc. 

!ŘƻǇǝƻƴ ƻŦ ƳŜǊƎŜŘ ǎǘŀƴŘŀǊŘǎ όŜΦƎΦΣ /La ϧ 5/!¢ύ ǘƻ ŜƴǎǳǊŜ ŎƻƴǎƛǎǘŜƴǘ Řŀǘŀ ŦƻǊƳŀǘǎ ŀƴŘ ǎŜƳŀƴǝŎǎΣ 

ŀƴŘ ŘŜǾŜƭƻǇƛƴƎ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ ŀŘŀǇǘŜǊǎ ŦƻǊ ǊŜŀƭπǝƳŜ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀƴŘ ŎƻƻǊŘƛƴŀǝƻƴ ōŜǘǿŜŜƴ ¢{hǎ 

ŀƴŘ 5{hǎΣ ŀǎ ǿŜƭƭ ŀǎ ŦƻǊ ŎǳǎǘƻƳŜǊ ǇŀǊǝŎƛǇŀǝƻƴ ƛƴ ŘŜƳŀƴŘ ǊŜǎǇƻƴǎŜ ǇǊƻƎǊŀƳǎΦ !ƭǎƻΣ {¸b9wD¸ ǎŎƻǇŜŘ 

ǘƻ ƛƴǘŜƎǊŀǘŜ ŎǊƻǎǎπǎŜŎǘƻǊ ŀƴŘ ŎǊƻǎǎπōƻǊŘŜǊ ŎƻƳǇƻƴŜƴǘǎ ǘƻ ǎǳǇǇƻǊǘ Řŀǘŀ ŀƴŀƭȅǝŎǎ ŀƴŘ ǎŎŀƭŀōƛƭƛǘȅΣ 

ŜƴƘŀƴŎŜ ǊŜŀƭπǝƳŜ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǿƛǘƘ ƭƻǿπƭŀǘŜƴŎȅ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎΣ ŀƴŘ ƛƳǇƭŜƳŜƴǘ 

ŀŘǾŀƴŎŜŘ ǎŜŎǳǊƛǘȅ ƳŜŀǎǳǊŜǎ όŜΦƎΦΣ ŜƴŎǊȅǇǝƻƴ ŀƴŘ ŀƴƻƴȅƳƛȊŀǝƻƴύΦ !ŘŘƛǝƻƴŀƭƭȅΣ ƳƛŘŘƭŜǿŀǊŜ ǎƻƭǳǝƻƴǎ 

ǿŜǊŜ ǇǊƻǇƻǎŜŘ ǘƻ ƛƴǘŜƎǊŀǘŜ ƳƻŘŜǊƴ Řŀǘŀ ƳŀƴŀƎŜƳŜƴǘ ǿƛǘƘ ƭŜƎŀŎȅ ǎȅǎǘŜƳǎΣ ŀƭƻƴƎ ǿƛǘƘ ŀŘǾŀƴŎŜŘ 

ŀƴŀƭȅǝŎǎ ŀƴŘ ǾƛǎǳŀƭƛȊŀǝƻƴ ǘƻƻƭǎ ǘƻ ƛƳǇǊƻǾŜ ŘŜŎƛǎƛƻƴπƳŀƪƛƴƎ ŀƴŘ ƻǇŜǊŀǝƻƴŀƭ ǘǊŀƴǎǇŀǊŜƴŎȅΦ 

όvмоύ {¸b9wD¸Ωǎ ǇǊƻǇƻǎŀƭǎ ŦƻǊ ƛƳǇǊƻǾƛƴƎ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ όƛΦŜΦΣ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ 

ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎύ ŜŶŎƛŜƴǘƭȅ ǿƘƛƭŜ ŦŀŎƛƭƛǘŀǝƴƎ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ 

ƻŦ ǘƘŜ 9¦ ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ 

.ȅ ƭŜǾŜǊŀƎƛƴƎ ŀŘǾŀƴŎŜŘ Řŀǘŀ ŀƴŀƭȅǝŎǎΣ ōƛƎ Řŀǘŀ ǘŜŎƘƴƻƭƻƎƛŜǎΣ ŀƴŘ !LΣ {¸b9wD¸ ƛƴǘŜƎǊŀǘŜǎ ŀƴŘ 

ƳŀƴŀƎŜǎ Ǿŀǎǘ ŘŀǘŀΣ ƛƳǇǊƻǾŜǎ ŦƻǊŜŎŀǎǝƴƎΣ ŀƴŘ ƻǇǝƳƛȊŜǎ ǊŜǎƻǳǊŎŜ ŀƭƭƻŎŀǝƻƴ ŀƴŘ ƳŀƛƴǘŜƴŀƴŎŜ 

ǎŎƘŜŘǳƭŜǎΦ ¢ƘŜ ǇǊƻƧŜŎǘ ŜƴƘŀƴŎŜǎ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴ ǿƛǘƘ ŀŘǾŀƴŎŜŘ ŎƻƴǘǊƻƭ ǎǘǊŀǘŜƎƛŜǎΣ ŦŀŎƛƭƛǘŀǘŜǎ 

ŜŶŎƛŜƴǘ ŀƴŘ ǘǊŀƴǎǇŀǊŜƴǘ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎ ǘƘǊƻǳƎƘ ƴŜǿ ƳƻŘŜƭǎΣ ŀƴŘ ƛƴŎǊŜŀǎŜǎ ƎǊƛŘ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ 

ǊŜǎƛƭƛŜƴŎŜ ōȅ ƛƴǘŜƎǊŀǝƴƎ 59wǎ ŀƴŘ ŘŜƳŀƴŘπǎƛŘŜ ƳŀƴŀƎŜƳŜƴǘΦ .ȅ ǇǊƻƳƻǝƴƎ ǎǘŀƪŜƘƻƭŘŜǊ ŎƻƭƭŀōƻǊŀǝƻƴ 

ŀƴŘ ǇǊƻǾƛŘƛƴƎ ǊŜƎǳƭŀǘƻǊȅ ǎǳǇǇƻǊǘΣ {¸b9wD¸ ŦƻǎǘŜǊǎ ŀ ŎƻƻǊŘƛƴŀǘŜŘ ŀǇǇǊƻŀŎƘ ǘƻ ŜƴŜǊƎȅ ƳŀƴŀƎŜƳŜƴǘΣ 

ǳƭǝƳŀǘŜƭȅ ǎǳǇǇƻǊǝƴƎ ŀ ǎǳǎǘŀƛƴŀōƭŜ ŀƴŘ ƭƻǿπŎŀǊōƻƴ 9¦ ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ 

όvмпύ /ƘŀƭƭŜƴƎŜǎ ŀƴǝŎƛǇŀǘŜŘ ƛƴ ƛƳǇƭŜƳŜƴǝƴƎ {¸b9wD¸Ωǎ ǇǊƻǇƻǎŀƭǎΣ ŀƴŘ Ƙƻǿ ǘƻ ƻǾŜǊŎƻƳŜ ǘƘŜƳΦ 

/ƘŀƭƭŜƴƎŜǎ ǎǳŎƘ ŀǎ Řŀǘŀ ƛƴǘŜƎǊŀǝƻƴ ŎƻƳǇƭŜȄƛǝŜǎΣ ŎȅōŜǊǎŜŎǳǊƛǘȅ ǊƛǎƪǎΣ ǊŜƎǳƭŀǘƻǊȅ ƘǳǊŘƭŜǎΣ 

ǎǘŀƪŜƘƻƭŘŜǊ ŎƻƭƭŀōƻǊŀǝƻƴ ƛǎǎǳŜǎΣ ŀƴŘ ǘƘŜ ƴŜŜŘ ŦƻǊ ǘŜŎƘƴƻƭƻƎƛŎŀƭ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ǳǇƎǊŀŘŜǎΦ ¢ƘŜǎŜ Ŏŀƴ ōŜ 

ƻǾŜǊŎƻƳŜ ōȅ ŘŜǾŜƭƻǇƛƴƎ ǎǘŀƴŘŀǊŘƛȊŜŘ Řŀǘŀ ǇǊƻǘƻŎƻƭǎΣ Ǌƻōǳǎǘ ŎȅōŜǊǎŜŎǳǊƛǘȅ ƳŜŀǎǳǊŜǎΣ ŀƴŘ ŀŘŀǇǝǾŜ 

ǊŜƎǳƭŀǘƻǊȅ ǇƻƭƛŎƛŜǎΣ ŦƻǎǘŜǊƛƴƎ ŜũŜŎǝǾŜ ǎǘŀƪŜƘƻƭŘŜǊ ŎƻƭƭŀōƻǊŀǝƻƴ ǘƘǊƻǳƎƘ ŎƭŜŀǊ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ 

ǎƘŀǊŜŘ ƎƻŀƭǎΦ 

B.9 XFLEX 

όvмύ ·C[9·Ωǎ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ ¢ƘŜ ·C[9· ǇǊƻƧŜŎǘ ώуфϐ ǇǊƻǇƻǎŜǎ ƛƴǘŜƎǊŀǘŜŘ ǎƻƭǳǝƻƴǎ ǘƻ 

ƻǇǝƳƛȊŜ ǘƘŜ ŎƻƳōƛƴŀǝƻƴ ƻŦ ŘŜŎŜƴǘǊŀƭƛȊŜŘ ƅŜȄƛōƛƭƛǘȅ ŀǎǎŜǘǎ ƻƴ ōƻǘƘ ǘƘŜ ƎŜƴŜǊŀǝƻƴ ό59wύ 

ŀƴŘ ŘŜƳŀƴŘ ǎƛŘŜǎ ό±нDΣ ǇƻǿŜǊπǘƻπƘŜŀǘκŎƻƭŘΣ ōŀǧŜǊƛŜǎΣ ŘŜƳŀƴŘ ǊŜǎǇƻƴǎŜύΦ ¢Ƙƛǎ ŜƴŀōƭŜǎ 

ŀƭƭ ǇŀǊǝŜǎΣ ƛƴŎƭǳŘƛƴƎ ǇǊƻǎǳƳŜǊǎΣ ǘƻ ƻũŜǊ ǘƘŜƛǊ ƅŜȄƛōƛƭƛǘȅ ƛƴ ƭƻŎŀƭ ŀƴŘ ǿƘƻƭŜǎŀƭŜ ƳŀǊƪŜǘǎΣ 
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ōŜƴŜŬǝƴƎ ŀƭƭ ŀŎǘƻǊǎ ƛƴ ǘƘŜ ǎƳŀǊǘ ƎǊƛŘ ǾŀƭǳŜ ŎƘŀƛƴΦ ·C[9· ŀƛƳǎ ǘƻ Ƴŀƛƴǘŀƛƴ ŀ ǎǘŀōƭŜ ŀƴŘ ǎŜŎǳǊŜ ŜƭŜŎǘǊƛŎƛǘȅ 

ǎȅǎǘŜƳ ǿƛǘƘ ŀ ƎǊƻǿƛƴƎ ǊƻƭŜ ŦƻǊ ǾŀǊƛŀōƭŜ ǊŜƴŜǿŀōƭŜ ƎŜƴŜǊŀǝƻƴΣ ǊŜǎƛƭƛŜƴǘ ǘƻ ŜȄǘǊŜƳŜ ŎƭƛƳŀǘŜ ŜǾŜƴǘǎΦ 

¦ƴƭƛƪŜ ǇǊŜǾƛƻǳǎ ǇǊƻƧŜŎǘǎ ŦƻŎǳǎƛƴƎ ƻƴ ƛǎƻƭŀǘŜŘ ǇŀǊǘǎ ƻŦ ǘƘŜ ƴŜǘǿƻǊƪΣ ·C[9· ƛƴǘŜƎǊŀǘŜǎ ŀƴŘ ǎȅƴŜǊƎƛȊŜǎ ŀƭƭ 

ŜƴŜǊƎȅ ƅŜȄƛōƛƭƛǘȅ ǎƻǳǊŎŜǎ ŀƴŘ ǘŜŎƘƴƻƭƻƎƛŜǎΣ ǇǊƻƳƻǝƴƎ ŎƻƻǇŜǊŀǝƻƴ ŀƳƻƴƎ ǎƳŀǊǘ ƎǊƛŘ ŀƴŘ ŜƴŜǊƎȅ 

ƳŀǊƪŜǘ ŀŎǘƻǊǎΦ ¢Ƙƛǎ ƘƻƭƛǎǝŎ ŀǇǇǊƻŀŎƘ ǎŜŜƪǎ ǘƻ ŎǊŜŀǘŜ ǘƘŜ ƻǇǝƳŀƭ ŎƻƳōƛƴŀǝƻƴ ƻŦ ŘŜŎŜƴǘǊŀƭƛȊŜŘ 

ƅŜȄƛōƛƭƛǘȅ ŀǎǎŜǘǎ ŀƴŘ ƴŜǿ ƳŀǊƪŜǘ ƳŜŎƘŀƴƛǎƳǎΣ ǇǊƻǾƛŘƛƴƎ ōŜƴŜŬǘǎ ǘƻ ŀƭƭ ŀŎǘƻǊǎΦ 

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ /ƻƳǇƭŜǘŜŘ 

όvнύ ·C[9· ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ ōǳǎƛƴŜǎǎ 

ǇǊƻŎŜǎǎŜǎΦ 

·C[9· ŦƻŎǳǎŜŘ ƻƴ ƛƴǘŜƎǊŀǝƴƎ ŘŜŎŜƴǘǊŀƭƛȊŜŘ ƅŜȄƛōƛƭƛǘȅ ŀǎǎŜǘǎ ǎǳŎƘ ŀǎ 59wΣ ±нDΣ ǇƻǿŜǊπǘƻπƘŜŀǘκŎƻƭŘΣ 

ōŀǧŜǊƛŜǎΣ ŀƴŘ ŘŜƳŀƴŘ ǊŜǎǇƻƴǎŜΣ ŜƴŀōƭƛƴƎ ŀƭƭ ǎǘŀƪŜƘƻƭŘŜǊǎΣ ƛƴŎƭǳŘƛƴƎ Ŭƴŀƭ ǇǊƻǎǳƳŜǊǎ ǘƻ ƻũŜǊ ƅŜȄƛōƛƭƛǘȅ 

ƛƴ ƭƻŎŀƭ ŀƴŘ ǿƘƻƭŜǎŀƭŜ ƳŀǊƪŜǘǎΦ ¢ƘŜ ǘƻƻƭǎ ǘƘŀǘ ǘƘŜ ǇǊƻƧŜŎǘ ŘŜǾŜƭƻǇŜŘ ŀǊŜ ƭƛǎǘŜŘΥ 

¶ SERVIFLEX Tool - integrated flexibility management tool 

¶ GRIDFLEX Tool - tools for automatic control and observability 

¶ MARKETFLEX Tool - market platform with new market mechanisms 

¶ The XFLEX Platform - a flexible and scalable integrated platform that supports interoperability. 

vнƛΥ ·C[9·Ωǎ ǎǇŜŎƛŬŎŀǝƻƴ ƻŦ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎΣ ŀƭƻƴƎ ǿƛǘƘ ǘƘŜƛǊ ŘŜŬƴƛǝƻƴǎ ƛƴ ǘŜǊƳǎ ƻŦ 

ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎΣ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎΦ 

{ǇŜŎƛŦȅƛƴƎ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ ǘƘŜ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎΣ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴ 

ǎŜǉǳŜƴŎŜǎΥ 

¶ SERVIFLEX: 

tǳǊǇƻǎŜ π LƴǘŜƎǊŀǘŜŘ ƅŜȄƛōƛƭƛǘȅ ƳŀƴŀƎŜƳŜƴǘΦ 

LƴŦƻǊƳŀǝƻƴ aƻŘŜƭǎ π LƴŎƭǳŘŜǎ Řŀǘŀ ŦǊƻƳ ǾŀǊƛƻǳǎ ŘŜŎŜƴǘǊŀƭƛȊŜŘ ŜƴŜǊƎȅ ǊŜǎƻǳǊŎŜǎ ό59wύΣ ±нDΣ 
ǇƻǿŜǊπǘƻπƘŜŀǘκŎƻƭŘ ǎȅǎǘŜƳǎΣ ōŀǧŜǊƛŜǎΣ ŀƴŘ ŘŜƳŀƴŘ ǊŜǎǇƻƴǎŜ ǳƴƛǘǎΦ 

¢ƛƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎ π wŜŀƭπǝƳŜ Řŀǘŀ ŀŎǉǳƛǎƛǝƻƴ ŀƴŘ ǇǊƻŎŜǎǎƛƴƎ ŦƻǊ ƛƳƳŜŘƛŀǘŜ ƅŜȄƛōƛƭƛǘȅ 
ƳŀƴŀƎŜƳŜƴǘΦ 

LƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎ π /ƻƴǝƴǳƻǳǎ Řŀǘŀ ŎƻƭƭŜŎǝƻƴ ŦǊƻƳ 59wǎΣ ǊŜŀƭπǝƳŜ ŀƴŀƭȅǎƛǎΣ ŀƴŘ 
ŘƛǎǇŀǘŎƘ ƻŦ ƅŜȄƛōƛƭƛǘȅ ǊŜǎƻǳǊŎŜǎΦ 

¶ GRIDFLEX  

tǳǊǇƻǎŜ π ǘƻƻƭǎ ŦƻǊ ŀǳǘƻƳŀǝŎ ŎƻƴǘǊƻƭ ŀƴŘ ƻōǎŜǊǾŀōƛƭƛǘȅΦ 

LƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎ π wŜŀƭπǝƳŜ ƎǊƛŘ ǎǘŀǘǳǎΣ ƅŜȄƛōƛƭƛǘȅ ŀǎǎŜǘ ǎǘŀǘǳǎΣ ŀƴŘ ŎƻƴǘǊƻƭ ǎƛƎƴŀƭǎΦ 

¢ƛƳƛƴƎ wŜǉǳƛǊŜƳŜƴǘǎ π aƛƭƭƛǎŜŎƻƴŘ ǘƻ ǎŜŎƻƴŘπƭŜǾŜƭ Řŀǘŀ ǇǊƻŎŜǎǎƛƴƎ ŦƻǊ ƎǊƛŘ ǎǘŀōƛƭƛǘȅ ŀƴŘ 
ŎƻƴǘǊƻƭΦ 

LƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎ π wŜŀƭπǝƳŜ ƳƻƴƛǘƻǊƛƴƎ ƻŦ ƎǊƛŘ ǇŀǊŀƳŜǘŜǊǎΣ ƛŘŜƴǝŬŎŀǝƻƴ ƻŦ ǇƻǘŜƴǝŀƭ 
ƛǎǎǳŜǎΣ ŀƴŘ ŀǳǘƻƳŀǝŎ ŘƛǎǇŀǘŎƘ ƻŦ ŎƻƴǘǊƻƭ ǎƛƎƴŀƭǎ ǘƻ ƅŜȄƛōƛƭƛǘȅ ŀǎǎŜǘǎΦ 

¶ MARKETFLEX 

tǳǊǇƻǎŜ π aŀǊƪŜǘ ǇƭŀǜƻǊƳ ŀƴŘ ƴŜǿ ƳŀǊƪŜǘ ƳŜŎƘŀƴƛǎƳǎΦ 

LƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎ π aŀǊƪŜǘ ōƛŘǎ ŀƴŘ ƻũŜǊǎΣ ǇǊƛŎƛƴƎ ǎƛƎƴŀƭǎΣ ŀƴŘ ƅŜȄƛōƛƭƛǘȅ ǎŜǊǾƛŎŜ ŎƻƴǘǊŀŎǘǎΦ 

¢ƛƳƛƴƎ wŜǉǳƛǊŜƳŜƴǘǎ π bŜŀǊ ǊŜŀƭπǝƳŜ ǇǊƻŎŜǎǎƛƴƎ ŦƻǊ ƳŀǊƪŜǘ ǘǊŀƴǎŀŎǝƻƴǎ ŀƴŘ ǎŜǧƭŜƳŜƴǘǎΦ 
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LƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎ π /ƻƭƭŜŎǝƻƴ ƻŦ ōƛŘǎ ŀƴŘ ƻũŜǊǎΣ ƳŀǊƪŜǘ ŎƭŜŀǊƛƴƎΣ ŘƛǎǇŀǘŎƘ ƛƴǎǘǊǳŎǝƻƴǎ 
ōŀǎŜŘ ƻƴ ƳŀǊƪŜǘ ƻǳǘŎƻƳŜǎΣ ŀƴŘ ǎŜǧƭŜƳŜƴǘ ǇǊƻŎŜǎǎŜǎΦ 

¶ The XFLEX platform: 

tǳǊǇƻǎŜ π CƭŜȄƛōƭŜ ŀƴŘ ǎŎŀƭŀōƭŜ ƛƴǘŜƎǊŀǘŜŘ ǇƭŀǜƻǊƳΦ 

LƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎ π !ƎƎǊŜƎŀǘŜŘ Řŀǘŀ ŦǊƻƳ ŀƭƭ ƅŜȄƛōƛƭƛǘȅ ŀǎǎŜǘǎΣ ƳŀǊƪŜǘ ŘŀǘŀΣ ŀƴŘ ƎǊƛŘ ǎǘŀǘǳǎΦ 

¢ƛƳƛƴƎ wŜǉǳƛǊŜƳŜƴǘǎ π ±ŀǊƛŜǎ ōŀǎŜŘ ƻƴ ǘƘŜ ŎƻƳǇƻƴŜƴǘ όǊŜŀƭπǝƳŜ ŦƻǊ ƎǊƛŘ ƻǇŜǊŀǝƻƴǎΣ ƴŜŀǊ 
ǊŜŀƭπǝƳŜ ŦƻǊ ƳŀǊƪŜǘ ƻǇŜǊŀǝƻƴǎύΦ 

LƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎ π LƴǘŜƎǊŀǝƻƴ ƻŦ Řŀǘŀ ŦǊƻƳ {9w±LC[9·Σ DwL5C[9·Σ ŀƴŘ a!wY9¢C[9· 
ǘƻƻƭǎΤ ŎƻƻǊŘƛƴŀǝƻƴ ƻŦ ƅŜȄƛōƛƭƛǘȅ ǊŜǎƻǳǊŎŜǎΤ ŀƴŘ ǇǊƻǾƛǎƛƻƴ ƻŦ ŀ ǳƴƛŬŜŘ ƛƴǘŜǊŦŀŎŜ ŦƻǊ ŀƭƭ 
ǎǘŀƪŜƘƻƭŘŜǊǎΦ 

vнƛƛΥ ! ōǊƛŜŦ ŘŜǎŎǊƛǇǝƻƴΣ ƻǊ ƛƭƭǳǎǘǊŀǝƻƴ ƻŦ ŜŀŎƘ ·C[9·Ωǎ ƛƴǘŜǊŦŀŎŜΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜΣ ǊŜŦŜǊŜƴŎƛƴƎ ǘƘŜ {D!a 

ƳƻŘŜƭΦ 

 

Figure 12: The SGAM and its first layer of XFLEX 

¢ƘŜ {D!a [ŀȅŜǊǎ ŀǊŜ ŎƻƳōƛƴŜŘ ƛƴǘƻ ŀ нπŘƛƳŜƴǎƛƻƴŀƭ ǇƭŀƴŜΣ ŘŜŬƴŜŘ ōȅ ǘǿƻ ŀȄŜǎΥ ŜƭŜŎǘǊƛŎŀƭ 

ǇǊƻŎŜǎǎŜǎ όŘƻƳŀƛƴǎύ ŀƴŘ ƛƴŦƻǊƳŀǝƻƴ ƳŀƴŀƎŜƳŜƴǘ ǾƛŜǿǇƻƛƴǘǎ όȊƻƴŜǎύΦ ! ōǊƛŜŦ ƻǾŜǊǾƛŜǿ ƻŦ ǘƘŜ 

ŘƻƳŀƛƴǎ ŀƴŘ ȊƻƴŜǎ ƛǎ ŀǎ ŦƻƭƭƻǿǎΥ .ǳƭƪ DŜƴŜǊŀǝƻƴ όƘƛƎƘ ǾƻƭǘŀƎŜ ƎŜƴŜǊŀǝƻƴύΣ ¢ǊŀƴǎƳƛǎǎƛƻƴ 

όƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ŦƻǊ ǘǊŀƴǎǇƻǊǝƴƎ ƘƛƎƘ ǾƻƭǘŀƎŜ ŜƴŜǊƎȅύΣ 5ƛǎǘǊƛōǳǝƻƴ όƳŜŘƛǳƳ ǘƻ ƭƻǿ ǾƻƭǘŀƎŜ 

ǘǊŀƴǎƳƛǎǎƛƻƴύΣ 5ƛǎǘǊƛōǳǘŜŘ 9ƴŜǊƎȅ wŜǎƻǳǊŎŜ ό59wǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ŘƛǎǘǊƛōǳǝƻƴ ƎǊƛŘύΣ ŀƴŘ /ǳǎǘƻƳŜǊ 

tǊŜƳƛǎŜǎ όŜƴŘǇƻƛƴǘǎ ƻŦ ŜƴŜǊƎȅ ŘŜƭƛǾŜǊȅ ŀǘ ƭƻǿ ǾƻƭǘŀƎŜύΦ 

¢ƘŜ {D ǇƭŀƴŜϥǎ ǎƛȄ ƘƛŜǊŀǊŎƘƛŎŀƭ ȊƻƴŜǎ ŜƴǎǳǊŜ ŦǊŀƳŜǿƻǊƪ ŎƻƘŜǊŜƴŎŜ ōȅ ŦƻƭƭƻǿƛƴƎ ŀ ǎƛƳƛƭŀǊ ǇŀǧŜǊƴΦ 

¢ƘŜ tǊƻŎŜǎǎ ȊƻƴŜ ƛƴǾƻƭǾŜǎ ŜƴŜǊƎȅ ǘǊŀƴǎŦƻǊƳŀǝƻƴ ŀƴŘ ŜǉǳƛǇƳŜƴǘΦ ¢ƘŜ CƛŜƭŘ ȊƻƴŜ ƘŀƴŘƭŜǎ ǇǊƻǘŜŎǝƻƴΣ 

ŎƻƴǘǊƻƭΣ ŀƴŘ ƳƻƴƛǘƻǊƛƴƎ ƻŦ ǘƘƛǎ ŜǉǳƛǇƳŜƴǘΦ ¢ƘŜ {ǘŀǝƻƴ ȊƻƴŜ ŦƻŎǳǎŜǎ ƻƴ ǎǳōǎǘŀǝƻƴǎΣ ŦƻƭƭƻǿŜŘ ōȅ ǘƘŜ 

ƻǇŜǊŀǝƻƴ ȊƻƴŜ ŦƻǊ ƎǊƛŘ ƻǇŜǊŀǝƻƴ ŎƻƴǘǊƻƭΦ ¢ƘŜ 9ƴǘŜǊǇǊƛǎŜ ŀƴŘ aŀǊƪŜǘ ȊƻƴŜǎ ǇŜǊǘŀƛƴ ǘƻ ŜƴǘŜǊǇǊƛǎŜ 

ŀŎǝǾƛǝŜǎ ŀƴŘ ŜƭŜŎǘǊƛŎƛǘȅ ŎƻƳƳŜǊŎƛŀƭƛȊŀǝƻƴΦ !ƊŜǊ ǇǊŜǎŜƴǝƴƎ ǘƘŜ {D!a CǊŀƳŜǿƻǊƪϥǎ ǎǘǊǳŎǘǳǊŜΣ ǘƘŜ 

ƳƻŘŜƭƭƛƴƎ ǇǊƻŎŜǎǎ ŦƻǊ ǳǎŜ ŎŀǎŜǎ ōŜƎƛƴǎ ǿƛǘƘ ǘƘŜ ϦŀƴŀƭȅǎƛǎϦ ǇƘŀǎŜΣ ǾŀƭƛŘŀǝƴƎ ¦/ ǎŎŜƴŀǊƛƻ ƛƴŦƻǊƳŀǝƻƴΦ 

¢Ƙƛǎ ƛǎ ŦƻƭƭƻǿŜŘ ōȅ ŘŜǾŜƭƻǇƛƴƎ {D!a ƭŀȅŜǊǎΣ ȊƻƴŜǎΣ ŀƴŘ ŘƻƳŀƛƴǎΦ ¢ƘŜ ƘƛƎƘπƭŜǾŜƭ ŀǊŎƘƛǘŜŎǘǳǊŜ ƻŦ ·C[9· 

ƻǾŜǊŀƭƭ ǇƭŀǜƻǊƳ ƛǎ ŘŜƳƻƴǎǘǊŀǘŜŘ ƛƴ CƛƎǳǊŜ моΦ 
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Figure 13 XFLEX high-level architecture 

όvоύ ·C[9·Ωǎ ƪŜȅ ŬƴŘƛƴƎǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ƛƴǘŜǊŦŀŎŜǎ ǘƻ ƛƳǇǊƻǾŜ 

ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎ όǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ 

ƳŀǊƪŜǘǎύΦ 

 

Figure 14 Interoperability Categories 

·C[9· ǎǳŎŎŜǎǎŦǳƭƭȅ ŘŜƳƻƴǎǘǊŀǘŜŘ ǘƘŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ŘŜŎŜƴǘǊŀƭƛȊŜŘ ƅŜȄƛōƛƭƛǘȅ ŀǎǎŜǘǎ ƛƴǘƻ ŀ ǳƴƛŬŜŘ 

ǇƭŀǜƻǊƳ ŀƴŘ ŜƳǇƘŀǎƛȊŜŘ ǘƘŜ ƛƳǇƻǊǘŀƴŎŜ ƻŦ ǎǘŀƴŘŀǊŘƛȊŜŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǇǊƻǘƻŎƻƭǎ ǘƻ ŜƴǎǳǊŜ 

ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀƳƻƴƎ ŘƛũŜǊŜƴǘ ǘŜŎƘƴƻƭƻƎƛŜǎ ŀƴŘ ǎȅǎǘŜƳǎΦ ¢ƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ DwL5C[9· ǇǊƻǾƛŘŜŘ 

ŀŘǾŀƴŎŜŘ ŀǳǘƻƳŀǝŎ ŎƻƴǘǊƻƭ ŀƴŘ ƻōǎŜǊǾŀōƛƭƛǘȅ ŎŀǇŀōƛƭƛǝŜǎΣ ǿƘƛŎƘ ŀǊŜ ƛƳǇƻǊǘŀƴǘ ŦƻǊ ǊŜŀƭπǝƳŜ ƎǊƛŘ 

ƳŀƴŀƎŜƳŜƴǘ ŀƴŘ ŀƭƭƻǿŜŘ ŦƻǊ ǘƘŜ Ŏƻƴǝƴǳƻǳǎ ƳƻƴƛǘƻǊƛƴƎ ƻŦ ƎǊƛŘ ŀǎǇŜŎǘǎ ŀƴŘ ǘƘŜ ǊŀǇƛŘ ŘƛǎǇŀǘŎƘ ƻŦ 
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ŎƻƴǘǊƻƭ ǎƛƎƴŀƭǎ ǘƻ ƳŀƴŀƎŜ ƅŜȄƛōƛƭƛǘȅ ǊŜǎƻǳǊŎŜǎ ŜũŜŎǝǾŜƭȅΦ a!wY9¢C[9· ŦŀŎƛƭƛǘŀǘŜŘ ƴŜǿ ƳŀǊƪŜǘ 

ƳŜŎƘŀƴƛǎƳǎ ŀƴŘ ǇƭŀǜƻǊƳǎ ǘƘŀǘ ŜƴŀōƭŜŘ ǾŀǊƛƻǳǎ ǎǘŀƪŜƘƻƭŘŜǊǎΣ ƛƴŎƭǳŘƛƴƎ ǇǊƻǎǳƳŜǊǎΣ ǘƻ ǇŀǊǝŎƛǇŀǘŜ ƛƴ 

ƅŜȄƛōƛƭƛǘȅ ƳŀǊƪŜǘǎΣ ǘƘǳǎ ŎǊŜŀǝƴƎ ŀ ƳƻǊŜ ǊŜǎǇƻƴǎƛǾŜ ŀƴŘ ŘȅƴŀƳƛŎ ŜƴŜǊƎȅ ƳŀǊƪŜǘ ǘƘŀǘ Ŏŀƴ ōŜǧŜǊ 

ŀŎŎƻƳƳƻŘŀǘŜ ƅǳŎǘǳŀǝƻƴǎ ƛƴ ǎǳǇǇƭȅ ŀƴŘ ŘŜƳŀƴŘΦ ¢ƘŜ ·C[9· ǇƭŀǜƻǊƳ ǿŀǎ ŘŜǎƛƎƴŜŘ ǘƻ ōŜ ƅŜȄƛōƭŜ ŀƴŘ 

ǎŎŀƭŀōƭŜΣ ŀŎŎƻƳƳƻŘŀǝƴƎ ŘƛũŜǊŜƴǘ ǎƛȊŜǎ ŀƴŘ ǘȅǇŜǎ ƻŦ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎΣ ŘŜǇƭƻȅƛƴƎ ǘƘŜ ǎƻƭǳǝƻƴǎ ŀŎǊƻǎǎ 

ǾŀǊƛƻǳǎ ƎŜƻƎǊŀǇƘƛŎŀƭ ŀƴŘ ǎƻŎƛƻπŜŎƻƴƻƳƛŎ ŎƻƴǘŜȄǘǎ ǿƛǘƘƛƴ ǘƘŜ 9¦Φ .ȅ ƛƴǘŜƎǊŀǝƴƎ ǘƘŜǎŜ ǘŜŎƘƴƻƭƻƎƛŜǎΣ 

·C[9· ŜƴƘŀƴŎŜŘ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ Ǿƛŀ ǇǊƻǾƛŘƛƴƎ ōŜǧŜǊ Řŀǘŀ Ǿƛǎƛōƛƭƛǘȅ ŀƴŘ ŘŜŎƛǎƛƻƴπƳŀƪƛƴƎ ǇƻǘŜƴǝŀƭΣ 

ƭŜŀŘƛƴƎ ǘƻ ƳƻǊŜ ŜŶŎƛŜƴǘ ŀƴŘ ŜũŜŎǝǾŜ ƳŀƴŀƎŜƳŜƴǘ ƻŦ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎΦ 

όvпύ ·C[9·Ωǎ ŎƻƴǘǊƛōǳǝƻƴ ǘƻǿŀǊŘǎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƴŘ Řŀǘŀπ

ǎƘŀǊƛƴƎ ŦǊŀƳŜǿƻǊƪǎΦ 

·C[9· ŎŀǘŜƎƻǊƛȊŜŘ ǘƘŜ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ƻŦ ǘƘŜ ǇƭŀǜƻǊƳǎ ǘƻ ǘƘŜ {D!aΦ  

¢ƘŜ ǇǊƻƧŜŎǘ ŜƴƘŀƴŎŜŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƴŘ ŘŀǘŀπǎƘŀǊƛƴƎ ŦǊŀƳŜǿƻǊƪǎ ǘƻ ƛƳǇǊƻǾŜ 

ŜƴŜǊƎȅ ǎȅǎǘŜƳ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ ¢ƘŜ ǘƻƻƭǎ ƭƛƪŜ {9w±LC[9· ƛƴǘŜƎǊŀǘŜŘ ƅŜȄƛōƛƭƛǘȅ 

ƳŀƴŀƎŜƳŜƴǘΣ ǿƘƛŎƘ ǳǝƭƛȊŜŘ ǎǘŀƴŘŀǊŘƛȊŜŘ ƳŜǘŀŘŀǘŀ ŦǊŀƳŜǿƻǊƪǎ ǘƻ ŜƴǎǳǊŜ ǎŜŀƳƭŜǎǎ Řŀǘŀ ŜȄŎƘŀƴƎŜ 

ōŜǘǿŜŜƴ ŘƛǾŜǊǎŜ ŜƴŜǊƎȅ ǊŜǎƻǳǊŎŜǎΦ ¢ƘŜ DwL5C[9· ŦŀŎƛƭƛǘŀǘŜŘ ǊŜŀƭπǝƳŜ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ŎƻƴǘǊƻƭΣ 

ŜƳǇƭƻȅƛƴƎ ǎǘŀƴŘŀǊŘƛȊŜŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ǘƻ Ƴŀƛƴǘŀƛƴ ŎƻƳǇŀǝōƛƭƛǘȅ ŀŎǊƻǎǎ ǘƘŜ ǾŀǊƛƻǳǎ 

ŘŜǾƛŎŜǎΦ a!wY9¢C[9· ǎǳǇǇƻǊǘŜŘ ƴŜǿ ƳŀǊƪŜǘ ƳŜŎƘŀƴƛǎƳǎ ōȅ ǎǘŀƴŘŀǊŘƛȊƛƴƎ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŦƻǊ ōƛŘǎ ŀƴŘ 

ƻũŜǊǎΣ ǘƘǳǎ ƛƴǘŜƎǊŀǝƴƎ ǎƳƻƻǘƘƭȅ ǿƛǘƘ ŜȄƛǎǝƴƎ ƳŀǊƪŜǘ ǎȅǎǘŜƳǎΦ ¢ƘŜ ·C[9· ǇƭŀǜƻǊƳ ǇǊƻǾƛŘŜŘ ŀ ǎŎŀƭŀōƭŜ 

ŀƴŘ ƅŜȄƛōƭŜ ƛƴǘŜƎǊŀǘŜŘ ǎƻƭǳǝƻƴΣ ŜƳǇƭƻȅƛƴƎ ŀ ǳƴƛŬŜŘ Řŀǘŀ ƳƻŘŜƭ ǘƻ ǎǘŀƴŘŀǊŘƛȊŜ ŀƴŘ ŦŀŎƛƭƛǘŀǘŜ Řŀǘŀ 

ǎƘŀǊƛƴƎ ŀŎǊƻǎǎ ǘƘŜ ŜƴŜǊƎȅ ǾŀƭǳŜ ŎƘŀƛƴΦ ¢ƘŜǎŜ ǘƻƻƭǎ ǿŜǊŜ ǘŜǎǘŜŘ ƛƴ ǊŜŀƭπǿƻǊƭŘ Ǉƛƭƻǘǎ ŘŜƳƻƴǎǘǊŀǝƴƎ 

ǇǊŀŎǝŎŀƭ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀƴŘ ŘŀǘŀπǎƘŀǊƛƴƎ ŎŀǇŀōƛƭƛǝŜǎ ƛƴ ŘƛǾŜǊǎŜ ǎŜǩƴƎǎΦ  

όvрύ ·[9·Ωǎ ŘŜŬƴƛǝƻƴ ƻŦ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ  

¢ƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ·C[9· ǇƭŀǜƻǊƳ ŀƴŘ ŀƭƭ ƛǘǎ ƛƴŘƛǾƛŘǳŀƭ ŎƻƳǇƻƴŜƴǘǎ ƭŜŀŘǎ ǘƻ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 

ǊŜǉǳƛǊŜƳŜƴǘǎ ƻƴ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΣ ƛƴŦƻǊƳŀǝƻƴ ŜȄŎƘŀƴƎŜ ŀƴŘ ǊŜǎǇŜŎǝǾŜ ŎƻƳƳǳƴƛŎŀǝƻƴ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΥ 

¶ Communication standards for interaction with distribution network energy resources such as 

Distributed Energy Generation (DEG), battery storage/ P2H/ P2G systems, Electric Vehicles 

(EVs) and Building Management Systems (BMSs). 

¶ Communication standards for interaction with distribution network monitoring devices such 

as SLAMs, SMXs, SCADAs, AMIs etc. 

¶ Standardized data exchange format for communication of relevant market information 

including tariffs, electricity prices, energy/capacity bids and other data that is shared by 

retailers, aggregators, 

¶ and other energy market actors. 

¶ Standardized data exchange format for communication of flexibility information such as 

forecasted flexibility profiles, schedule of operation of flexibility units, etc. 

¶ Standardized data exchange format for communication of grid information such as grid 

measurements and grid calculations (e.g., power flow, state estimation, congestion forecast, 

etc.). 

¶ Standardized data exchange format for transmission of activation signals to flexibility sources 

from grid operators to individual DEG units, storage systems, BMSs and Electric Vehicle Supply 

Equipment (EVSE). 

όvсύ 5ŀǘŀ ƳƻŘŜƭǎ ǳǎŜŘ ƛƴ ·C[9·Φ 

¢ƘŜ ǊŜƭŜǾŀƴǘ ·C[9· ǇǊƻƧŜŎǘ Řŀǘŀ ƳƻŘŜƭǎ ŀƴŘ ǎǘŀƴŘŀǊŘǎ ǘƘŀǘ ǿŜǊŜ ǊŜǾƛŜǿŜŘ ŀƴŘ ŎƻƴǎƛŘŜǊŜŘ ŀǊŜΥ 
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¶ Common Information Model (CIM) 

¶ IEC 61850 

¶ Universal Smart Energy Framework /USEF Flex Trading Protocol (USEF/UFTP) 

¶ Open Change Point (OCPP) 

¶ Smart Application Reference (SAREF) and other Smart Home/Buildings Standards 

¶ Device Language Message Specification / Companion Specification for Energy Modelling 

(DLMS/COSEM)  

¶ Blockchain standards 

¶ FIWARE  

¢ƘŜ Řŀǘŀ ƳƻŘŜƭǎ ǳǎŜŘ ƛƴ ǘƘŜ ·C[9· ǇƭŀǜƻǊƳ ŀǊŜΥ av¢¢Σ !avtΣ I¢¢tΣ ah5.¦{Σ Y!CY! ŀƴŘ w9{¢ 

!tLΦ 

όvфύ 9ȄŀƳǇƭŜǎ ƻŦ ǘƻƻƭ ƭƛƳƛǘŀǝƻƴǎ ƛŘŜƴǝŬŜŘ ŘǳǊƛƴƎ ǘƘŜ ŀƴŀƭȅǎƛǎΦ  

¢ƘŜ ǎǘŀƴŘŀǊŘǎ ŀƴŘ Řŀǘŀ ƳƻŘŜƭǎ ŀƴŀƭȅǎŜŘ ƛƴ ǘƘŜ ǇǊŜǾƛƻǳǎ ǎŜŎǝƻƴ Ŏŀƴ ǎǳǇǇƻǊǘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ 

ōŜǘǿŜŜƴ ·C[9· ǘƻƻƭǎ ŎƻǾŜǊƛƴƎ Ƴƻǎǘ ƻŦ ǘƘŜ Řŀǘŀ ŜƭŜƳŜƴǘǎ ƘŀƴŘƭŜŘ ōȅ ǘƘŜƳΦ IƻǿŜǾŜǊΣ ǘŀƪƛƴƎ ƛƴǘƻ 

ŎƻƴǎƛŘŜǊŀǝƻƴ ǘƘŜ ·C[9· ¦/ǎ ǊŜǾƛŜǿ ŎƻƴŘǳŎǘŜŘ ƛƴ ǎŜŎǝƻƴ нΣ ƛƴ ǎƻƳŜ ŎŀǎŜǎ ǘƘŜǊŜ ŀǊŜ ƎŀǇǎ ƻƴ ǘƘŜ 

ŜȄƛǎǝƴƎ ǎǘŀƴŘŀǊŘǎ ǘƘŀǘ Ƴŀȅ ǇǊŜǾŜƴǘ ¦/ǎ ƛƳǇƭŜƳŜƴǘŀǝƻƴΦ Lƴ ǘƘƛǎ {ŜŎǝƻƴ ǘƘŜǎŜ ƎŀǇǎ ŀǊŜ ƛŘŜƴǝŬŜŘ ŀƴŘ 

ǇǊŜǎŜƴǘŜŘΦ ¢Ƙƛǎ ǇǊƻŎŜǎǎ ǿŀǎ ŘƻƴŜ ƛƴ ǇŀǊŀƭƭŜƭ ǿƛǘƘ ǘƘŜ Řŀǘŀ ƳƻŘŜƭǎ ƛŘŜƴǝŬŎŀǝƻƴ ǇǊƻŎŜŘǳǊŜ ǿƘƛŎƘ ǿŀǎ 

ŎŀǊǊƛŜŘ ƻǳǘ ǳƴŘŜǊ ¢ŀǎƪ нΦпΥ {ȅǎǘŜƳ ŀǊŎƘƛǘŜŎǘǳǊŜ ŘŜŬƴƛǝƻƴ ŀƭƻƴƎ ǿƛǘƘ ǘƘŜ ǊŜǾƛŜǿ ƻŦ ŘŜƳƻƴǎǘǊŀǝƻƴ 

ŀǎǎŜǘǎ ŀǘ ǘƘŜ ŘƛũŜǊŜƴǘ ŘŜƳƻ ǎƛǘŜǎΦ 

{9w±LC[9·Υ Lƴ ƎŜƴŜǊŀƭΣ ǘƘŜ ƛƴŦƻǊƳŀǝƻƴ ƻōƧŜŎǘǎ ƻŦ {9w±LC[9· ¦/ǎ Ŏŀƴ ōŜ ǊŜǇǊŜǎŜƴǘŜŘ ōȅ ŜȄƛǎǝƴƎ 

ǎǘŀƴŘŀǊŘǎ ŀƴŘ Řŀǘŀ ƳƻŘŜƭǎ ǎǳŎƘ ŀǎ ǘƘŜ Řŀǘŀ ƻōƧŜŎǘǎ ŘŜŬƴŜŘ ƛƴ {!w9CΣ ¦{9C ƻǊ L9/ /LaΦ IƻǿŜǾŜǊΣ ǘƘŜǊŜ 

ŀǊŜ ǎƻƳŜ ǎǇŜŎƛŬŎ ŀǧǊƛōǳǘŜǎ ŀƴŘ ŎƻƴŎŜǇǘǎ ŦƻǊ ǘƘŜ ōŀǧŜǊȅΣ tнʋ ŀƴŘ t± ǎȅǎǘŜƳǎ ǘƘŀǘ ŀǊŜ ƴƻǘ ŎƻǾŜǊŜŘ ōȅ 

ŜȄƛǎǝƴƎ ǎǘŀƴŘŀǊŘǎ ŀƴŘΣ ŦƻǊ ǘƘŜǎŜ ŎŀǎŜǎΣ ŜȄǘŜƴǎƛƻƴǎ ƻƴ /La ŀƴŘ {!w9C Řŀǘŀ ƳƻŘŜƭ Ƴŀȅ ōŜ ōǳƛƭǘΦ 

DwL5C[9·Υ aƻǎǘ ƛƴŦƻǊƳŀǝƻƴ ƻōƧŜŎǘǎ ƘŀƴŘƭŜŘ ōȅ DwL5C[9· Ŏŀƴ ōŜ ŎƻǾŜǊŜŘ ōȅ ŜȄƛǎǝƴƎ ǎǘŀƴŘŀǊŘǎ 

ŀƴŘ Řŀǘŀ ƳƻŘŜƭǎ ǎǳŎƘ ŀǎ /LaΣ 5[a{κ/h{9aΣ L9/смурл ŀƴŘ ¦{9CΦ CƻǊ ǘƘŜ ƛƴŦƻǊƳŀǝƻƴ ƻōƧŜŎǘǎ ǘƘŀǘ 

Ŏŀƴƴƻǘ ōŜ ǊŜǇǊŜǎŜƴǘŜŘ ōȅ ŜȄƛǎǝƴƎ ǎǘŀƴŘŀǊŘǎΣ ŎǳǎǘƻƳ Řŀǘŀ ƳƻŘŜƭǎ ǿƛƭƭ ōŜ ŘŜǾŜƭƻǇŜŘΦ 

a!wY9¢C[9·Υ ¢ƘŜ ƛƴŦƻǊƳŀǝƻƴ ƻōƧŜŎǘǎ ƻŦ a!wY9¢C[9· ¦/ǎ ǿƛƭƭ ōŜ ŎƻǾŜǊŜŘ ōȅ ¦{9Cκ¦C¢t ǇǊƻǘƻŎƻƭΦ 

{ƻƳŜ ǇƻǘŜƴǝŀƭ ŘƛũŜǊŜƴŎŜǎ ƘŀǾŜ ōŜŜƴ ƛŘŜƴǝŬŜŘ ōŜǘǿŜŜƴ ǘƘŜ ¢ǊŀŶŎ [ƛƎƘǘ {ȅǎǘŜƳ ό¢[{ύ ƻŦ ¦{9C ŀƴŘ 

ǘƘŜ ¢[{ ŜƴǾƛǎƛƻƴŜŘ ƛƴ a!wY9¢C[9·Φ !ƴ ŜȄǘŜƴǎƛƻƴ ǿƛƭƭ ōŜ ǇǊƻǾƛŘŜŘ ŦƻǊ ǘƘŜǎŜ ŘƛũŜǊŜƴŎŜǎ ǘƻ ōŜ ŀƭƛƎƴŜŘΦ 

(Q11) How data exchange gaps are affecting the support for flexibility requirements identified and 

analysed. 

·C[9· ŦǊŀƳŜǿƻǊƪ ǿƛƭƭ ōŜ ŎƻƳǇƻǎŜŘ ƻŦ ǘƘǊŜŜ ƳŀƧƻǊ ŎƻƳǇƻƴŜƴǘǎΣ ƴŀƳŜƭȅ {9w±LC[9·Σ DwL5C[9· ŀƴŘ 

a!wY9¢C[9· ǘƻƻƭǎΥ 

{9w±LC[9· ƛǎ ǘƘŜ ǘƻƻƭ ŦƻǊ ƅŜȄƛōƛƭƛǘȅ ƳŀƴŀƎŜǊǎΦ Lǘǎ Ƴŀƛƴ ŦǳƴŎǝƻƴŀƭƛǘȅ ƛǎ ǘƘŜ ŀƴŀƭȅǎƛǎ ŀƴŘ ŦƻǊŜŎŀǎǝƴƎ 

ƻŦ ƅŜȄƛōƛƭƛǘȅ ǇǊƻǾƛŘŜŘ ōȅ ƅŜȄƛōƛƭƛǘȅ ǎƻǳǊŎŜǎ ǎǳŎƘ ŀǎ ƎŜƴŜǊŀǝƻƴ ŀǎǎŜǘǎΣ ōŀǧŜǊȅ ǎȅǎǘŜƳǎΣ tнDκ tнIκ 

tƻǿŜǊ ǘƻ ±ŜƘƛŎƭŜ όtн±ύ ǘŜŎƘƴƻƭƻƎƛŜǎ ŀƴŘ 5ŜƳŀƴŘ {ƛŘŜ aŀƴŀƎŜƳŜƴǘ ό5{aύκ 5ŜƳŀƴŘ wŜǎǇƻƴǎŜ ό5wύ 

ǎŎƘŜƳŜǎΦ Lǘ ŀƭǎƻ ǇǊƻǾƛŘŜǎ ǎŜƎƳŜƴǘŀǝƻƴΣ ŎƭŀǎǎƛŬŎŀǝƻƴ ŀƴŘ ŎƭǳǎǘŜǊƛƴƎ ƻŦ ƅŜȄƛōƛƭƛǘȅ ǎƻǳǊŎŜǎ ƛƴ ƻǊŘŜǊ ǘƻ 

ƻũŜǊ ŀǇǇǊƻǇǊƛŀǘŜ ǎŜǊǾƛŎŜǎ ǘƻ ǘƘƛǊŘ ǇŀǊǝŜǎ ǎǳŎƘ ŀǎ ǘƘŜ ƎǊƛŘ ƻǇŜǊŀǘƻǊǎ ŀƴŘ ǘƘŜ ƳŀǊƪŜǘΦ CƛƴŀƭƭȅΣ {9w±LC[9· 

ƛǎ ŀōƭŜ ǘƻ ŎƻƴǘǊƻƭ ƅŜȄƛōƛƭƛǘȅ ǎƻǳǊŎŜǎ ǘŀƪƛƴƎ ƛƴǎǘǊǳŎǝƻƴǎ ŦǊƻƳ ǘƘŜ DwL5C[9· ƻǊ ǘƘŜ a!wY9¢C[9· ǘƻƻƭǎ 

ǎŜǊǾƛƴƎ ǘƘŜ ƴŜŜŘǎ ƻŦ ǘƘŜ ƎǊƛŘ ƻǊ ǘƘŜ ƳŀǊƪŜǘ ǊŜǎǇŜŎǝǾŜƭȅΦ 

DwL5C[9· ƛǎ ǘƘŜ ǘƻƻƭ ŦƻǊ ƎǊƛŘ ŀƴŘ ƳƛŎǊƻƎǊƛŘ ƻǇŜǊŀǘƻǊǎΦ Lǘ ŀƛƳǎ ǘƻ ǇǊƻƳƻǘŜ ƳƻƴƛǘƻǊƛƴƎ όǘƘǊƻǳƎƘ ǘƘŜ 

ƛƴǘŜƎǊŀǝƻƴ ƻŦ Řŀǘŀ ǎƻǳǊŎŜǎ ς ǎǳŎƘ ŀǎ {[!a ό{ƳŀǊǘ [ƻǿπŎƻǎǘ !ŘǾŀƴŎŜŘ aŜǘŜǊύΣ {a· ό{ƳŀǊǘ aŜǘŜǊ 
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Ŝ·ǘŜƴǎƛƻƴύΣ {/!5! ό{ǳǇŜǊǾƛǎƻǊȅ /ƻƴǘǊƻƭ ŀƴŘ 

5ŀǘŀ !ŎǉǳƛǎƛǝƻƴύΣ ƻǊ !aL ό!ŘǾŀƴŎŜŘ aŜǘŜǊƛƴƎ 

LƴŦǊŀǎǘǊǳŎǘǳǊŜύ ς ŀƴŘ ǘƘŜ ŀƴŀƭȅǎƛǎ ƻŦ ǘƘŜƛǊ 

ƳŜǘŜǊƛƴƎ ŘŀǘŀύΣ ŀǎ ǿŜƭƭ ŀǎ ƳŀƴŀƎŜƳŜƴǘ ŀƴŘ 

ŎƻƴǘǊƻƭ ƻŦ ǘƘŜ ƎǊƛŘ ƛƴ ŀƴ ŜŶŎƛŜƴǘ ǿŀȅ ƛƴŎǊŜŀǎƛƴƎ 

ƛƴ ǇŀǊŀƭƭŜƭ ǘƘŜ ǎƘŀǊŜ ƻŦ wŜƴŜǿŀōƭŜ 9ƴŜǊƎȅ 

{ȅǎǘŜƳǎ όw9{ύΦ ¢ƘŜ ǘƻƻƭ ǿƛƭƭ ǇǊƻǾƛŘŜ ŀŘǾŀƴŎŜŘ 

ǎŜǊǾƛŎŜǎ ŀƴŘ ŘŜŎƛǎƛƻƴ ǎǳǇǇƻǊǘ ǎȅǎǘŜƳǎ ǘƻ 

ǇǊŜǾŜƴǘ ƎǊƛŘ ŎƻƴƎŜǎǝƻƴǎ όǾƻƭǘŀƎŜ ŀƴŘ ŎǳǊǊŜƴǘ 

ƛǎǎǳŜǎύ ŀƴŘ ŀǾƻƛŘ ǇƻǿŜǊ ǉǳŀƭƛǘȅ ǇǊƻōƭŜƳǎΣ 

ƳŀƪƛƴƎ ǳǎŜ ƻŦ ǘƘŜ ƅŜȄƛōƛƭƛǘȅ ǎƻǳǊŎŜǎ ƛƴǘŜƎǊŀǘŜŘ 

ƛƴǘƻ ǘƘŜ ƎǊƛŘΦ Lǘ ǿƛƭƭ ŀƭǎƻ ǇǊƻǾƛŘŜ ƻǇǝƳƛȊŜŘ 

ǎŜǊǾƛŎŜǎ ŦƻǊ ŜƴƘŀƴŎƛƴƎ ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘ ǊŜǎƛƭƛŜƴŎŜ 

ǳƴŘŜǊ ŜȄǘǊŜƳŜ ŜǾŜƴǘǎΦ 

a!wY9¢C[9· ǘƻƻƭ ǿƛƭƭ ŦŀŎƛƭƛǘŀǘŜ ŀŎŎŜǎǎ ŀƴŘ 

ǇŀǊǝŎƛǇŀǝƻƴ ƻŦ ŜƴŜǊƎȅ ƎǊƛŘ ǇŀǊǝŎƛǇŀƴǘǎ 

όƎŜƴŜǊŀǝƻƴΣ 5wΣ ƅŜȄƛōƛƭƛǘȅ ǇǊƻǾƛŘŜǊǎύΣ ƛƴŘƛǾƛŘǳŀƭƭȅ ƻǊ ǘƘǊƻǳƎƘ ŀƴ ŀƎƎǊŜƎŀǘƻǊΣ ƻƴ ŘƛũŜǊŜƴǘ ƳŀǊƪŜǘǎΥ 

ǿƘƻƭŜǎŀƭŜΣ ƭƻŎŀƭ ŜƴŜǊƎȅ ƳŀǊƪŜǘ ƻǊ ŀƴŎƛƭƭŀǊȅ ǎŜǊǾƛŎŜǎ ŦƻǊ 5ƛǎǘǊƛōǳǝƻƴ {ȅǎǘŜƳ hǇŜǊŀǘƻǊ ό5{hύ ŀƴŘ 

¢ǊŀƴǎƳƛǎǎƛƻƴ {ȅǎǘŜƳ hǇŜǊŀǘƻǊ ό¢{hύΣ ƛƴ ƻǊŘŜǊ ǘƻ ƛƳǇǊƻǾŜ ƎǊƛŘ ǎǘŀōƛƭƛǘȅ ŀƴŘ ŜƴŜǊƎȅ ǎǳǇǇƭȅΦ a!wY9¢C[9· 

ǎŜǊǾŜǎ ŀǎ ŀ ƭƛƴƪ ōŜǘǿŜŜƴ {9w±LC[9· ŀƴŘ DwL5C[9· ǘƻƻƭǎΦ ²ƘƛƭŜ {9w±LC[9· ŦƻǊŜŎŀǎǘǎ ǘƘŜ ƅŜȄƛōƛƭƛǘȅ 

ŀǾŀƛƭŀōƛƭƛǘȅ ŀƴŘ DwL5C[9· ŦƻǊŜŎŀǎǘǎ ǘƘŜ ƎǊƛŘ ŎƻƴŘƛǝƻƴǎΣ a!wY9¢C[9· ŎƻƴŬǊƳǎ ƻǊ ǊŜƧŜŎǘǎ ǘƘŜ ŀŎǝǾŀǝƻƴ 

ƻŦ ƅŜȄƛōƛƭƛǘȅ ōŀǎŜŘ ƻƴ ǘŜŎƘƴƛŎŀƭ ŀƴŘ ŜŎƻƴƻƳƛŎ ŎǊƛǘŜǊƛŀΦ 

¢ƘŜ ŀōƻǾŜπƳŜƴǝƻƴŜŘ ǘƻƻƭǎ ǿƛƭƭ ōŜ ƛƴǘŜƎǊŀǘŜŘ ƛƴǘƻ ǘƘŜ ·C[9· ǇƭŀǜƻǊƳ όCƛƎǳǊŜύΣ ǿƘƛŎƘ ǎŜǊǾŜǎ ŀǎ ŀ 

ǎŎŀƭŀōƭŜΣ ǎŜŎǳǊŜ ŀƴŘ ƻǇŜƴ L/¢ όLƴŦƻǊƳŀǝƻƴ ŀƴŘ /ƻƳƳǳƴƛŎŀǝƻƴ ¢ŜŎƘƴƻƭƻƎȅύ ǇƭŀǜƻǊƳΣ ǿƛǘƘ 

ƛƴǘŜǊƻǇŜǊŀōƭŜ ƛƴǘŜǊŦŀŎŜǎΣ ŦƻǊ ǊŜŀƭ ǝƳŜ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ŘŜŎŜƴǘǊŀƭƛȊŜŘ ŎƻƴǘǊƻƭ ƻŦ ǘƘŜ ŜƴŜǊƎȅ ƴŜǘǿƻǊƪΦ 

¢ƘŜ ǇǳǊǇƻǎŜ ƻŦ ǘƘƛǎ ǇƭŀǜƻǊƳ ƛǎ ǘƻ ǇǊƻǾƛŘŜ ŀ ƘƛƎƘπǇŜǊŦƻǊƳŀƴŎŜ ŀƴŘ ǊŜƭƛŀōƭŜ ƳƛŘŘƭŜǿŀǊŜ ǘƘŀǘ ǿƛƭƭ 

ƛƴǘŜƎǊŀǘŜ ŀƴŘ ǎŜǊǾŜ ŀǎ ǘƘŜ ǎŜǊǾƛŎŜ ōǳǎ ŦƻǊ ŀƭƭ ǘƘŜ ǎǳōπǎȅǎǘŜƳΣ ǎŜǊǾƛŎŜǎΣ ŀƴŘ ŀŎǘƻǊǎ ƻŦ ǘƘŜ ·C[9· ǇǊƻƧŜŎǘΦ 

¢Ƙƛǎ ǇƭŀǜƻǊƳ ǿƛƭƭ ƳŀƴŀƎŜ ŀƴŘ ǇǊƻŎŜǎǎ ǘƘŜ ƘŜǘŜǊƻƎŜƴŜƻǳǎ ŀƴŘ ƳŀǎǎƛǾŜ Řŀǘŀ ǎǘǊŜŀƳ ŎƻƳƛƴƎ ŦǊƻƳ ǘƘŜ 

ƛƴǾƻƭǾŜŘ ŘƛǎǘǊƛōǳǘŜŘ ŜƴŜǊƎȅ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ŀƴŘ ǿƛƭƭ ǎŜǊǾŜ ŀǎ ǘƘŜ ƛƴǘŜǊŦŀŎŜ ŦƻǊ ǘƘŜ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƳƻƴƎ 

·C[9· ǘƻƻƭǎ ŀƴŘ ōŜǘǿŜŜƴ ǘƘŜƳ ŀƴŘ ŬŜƭŘ ŘŜǾƛŎŜǎ ŀƴŘ ƘƻǊƛȊƻƴǘŀƭ ƳƻŘǳƭŜǎ 

¢ƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ·C[9· ǇƭŀǜƻǊƳ ŀƴŘ ŀƭƭ ƛǘǎ ƛƴŘƛǾƛŘǳŀƭ ŎƻƳǇƻƴŜƴǘǎ ƭŜŀŘǎ ǘƻ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 

ǊŜǉǳƛǊŜƳŜƴǘǎ ƻƴ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΣ ƛƴŦƻǊƳŀǝƻƴ ŜȄŎƘŀƴƎŜ ŀƴŘ ǊŜǎǇŜŎǝǾŜ ŎƻƳƳǳƴƛŎŀǝƻƴ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΥ 

¶ Communication standards for interaction with distribution network energy resources such as 

Distributed Energy Generation (DEG), battery storage/ P2H/ P2G systems, Electric Vehicles 

(EVs) and Building Management Systems (BMSs). 

¶ Communication standards for interaction with distribution network monitoring devices such 

as SLAMs, SMXs, SCADAs, AMIs etc. 

¶ Standardized data exchange format for communication of relevant market information 

including tariffs, electricity prices, energy/capacity bids and other data that is shared by 

retailers, aggregators, and other energy market actors. 

¶ Standardized data exchange format for communication of flexibility information such as 

forecasted flexibility profiles, schedule of operation of flexibility units, etc. 

¶ Standardized data exchange format for communication of grid information such as grid 

measurements and grid calculations (e.g., power flow, state estimation, congestion forecast, 

etc.). 

Figure 15: XFLEX platform components 
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{ǘŀƴŘŀǊŘƛȊŜŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŦƻǊƳŀǘ ŦƻǊ ǘǊŀƴǎƳƛǎǎƛƻƴ ƻŦ ŀŎǝǾŀǝƻƴ ǎƛƎƴŀƭǎ ǘƻ ƅŜȄƛōƛƭƛǘȅ ǎƻǳǊŎŜǎ ŦǊƻƳ 

ƎǊƛŘ ƻǇŜǊŀǘƻǊǎ ǘƻ ƛƴŘƛǾƛŘǳŀƭ 59D ǳƴƛǘǎΣ ǎǘƻǊŀƎŜ ǎȅǎǘŜƳǎΣ .a{ǎ ŀƴŘ 9ƭŜŎǘǊƛŎ ±ŜƘƛŎƭŜ {ǳǇǇƭȅ 9ǉǳƛǇƳŜƴǘ 

ό9±{9ύΦ 

όvмнύ ·C[9·Ωǎ tǊƻǇƻǎŜŘ ǎƻƭǳǝƻƴǎ ŦƻǊ ŀŘŘǊŜǎǎƛƴƎ ƎŀǇǎΣ ǎǳŎƘ ŀǎ ǳǎƛƴƎ ƳŜǊƎŜŘ ǎǘŀƴŘŀǊŘǎ ŦƻǊ Řŀǘŀ 

ŜȄŎƘŀƴƎŜΣ ŘŜǾŜƭƻǇƛƴƎ ƛƴǘŜǊŦŀŎŜǎκŀŘŀǇǘŜǊǎ ŦƻǊ ¢{hκ5{h ŀƴŘ ŎǳǎǘƻƳŜǊǎΣ ƛƴǘŜƎǊŀǝƴƎ ŎǊƻǎǎπǎŜŎǘƻǊ ŀƴŘ 

ŎǊƻǎǎπōƻǊŘŜǊ ŎƻƳǇƻƴŜƴǘǎ ƛƴ ǘƘŜ ǊŜŦŜǊŜƴŎŜ ŀǊŎƘƛǘŜŎǘǳǊŜǎ ŀƴŘ ǇƭŀǜƻǊƳǎ ǘƻ ǎǳǇǇƻǊǘ ƅŜȄƛōƛƭƛǝŜǎΣ ŜǘŎΦ 

¢ƻ ŀŘŘǊŜǎǎ ǘƘŜǎŜ ƎŀǇǎΣ ·C[9· ǇǊƻǾƛŘŜŘ ŜȄǘŜƴǎƛƻƴǎ ƻŦ ǘƘŜ ŜȄƛǎǝƴƎ ǎǘŀƴŘŀǊŘǎ ŀƴŘ Řŀǘŀ ƳƻŘŜƭǎ 

ƛƴŎƭǳŘƛƴƎΥ 

¶ CIM data model extension to cover XFLEXΩǎ ŦƭŜȄƛōƛƭƛǘȅ ŜƭŜƳŜƴǘǎ 

o CIM extension to cover XFLEX battery systems 

o CIM extension to cover XFLEX PV systems 

o CIM extension to cover XFLEX CHP system 

o CIM extension to cover XFLEX P2G system 

o CIM extension to cover XFLEX P2H system 

¶ USEF/UFTP extension 

¶ SAREF extension to cover P2H/VES system 

¶ Custom XFLEX data models 

όvмоύ ·C[9·Ωǎ ǇǊƻǇƻǎŀƭǎ ŦƻǊ ƛƳǇǊƻǾƛƴƎ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ όƛΦŜΦΣ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ 

ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎύ ŜŶŎƛŜƴǘƭȅ ǿƘƛƭŜ ŦŀŎƛƭƛǘŀǝƴƎ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ 9¦ 

ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ 

¢ƘŜ ·C[9· ǇǊƻƧŜŎǘ ǇǊƻǇƻǎŜǎ ŜȄǘŜƴǎƛƻƴǎ ǘƻ ŜȄƛǎǝƴƎ Řŀǘŀ ƳƻŘŜƭǎ ŀƴŘ ǎǘŀƴŘŀǊŘǎΥ 

¶ CIM Data Model Extensions: 

o Battery Systems: Attributes like battery model, ratedE, and location added to Battery 

Storage Unit. 

o PV Systems: Based on data model from the Horizon 2020 project PLANET. 

o CHP Systems: Modelled after PLANET project. 

o P2G Systems: Modelled after PLANET project. 

o P2H Systems: Includes Power to Heat Unit and Thermal Storage Unit, modelled for 

demo site installations. 

¶ USEF/UFTP Extensions: 

Covering areas such as TLS signal data, market bids, LV capacities, voltage, and current 

profiles. 

¶ SAREF Extension for P2H/VES Systems: 

Integrating building-level devices like HVAC and Domestic Hot Water as thermal storage 

entities. Requires extensions to cover specific parameters not included in SAREF. 

¶ Custom XFLEX Data Models: 

Developed for maintenance, grid information messages, and extreme weather event procedures. 

όvмпύ /ƘŀƭƭŜƴƎŜǎ ŀƴǝŎƛǇŀǘŜŘ ƛƴ ƛƳǇƭŜƳŜƴǝƴƎ ·C[9·Ωǎ ǇǊƻǇƻǎŀƭǎΣ ŀƴŘ Ƙƻǿ Ŏŀƴ ōŜ ƻǾŜǊŎƻƳŜΦ 

LƳǇƭŜƳŜƴǝƴƎ ǘƘŜ ǇǊƻǇƻǎŀƭǎ ŦƻǊ ·C[9· ōŀǧŜǊȅ ǎȅǎǘŜƳǎ ǇǊŜǎŜƴǘǎ ǎŜǾŜǊŀƭ ŎƘŀƭƭŜƴƎŜǎΣ ƛƴŎƭǳŘƛƴƎΥ 

¶ Interoperability Issues: Ensuring seamless integration of various smart systems and 

equipment into the XFLEX framework requires addressing interoperability issues. Different 

standards and data models need to work together, and extensions to existing standards like 
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CIM and SAREF may be necessary to cover specific attributes and concepts not currently 

included. 

¶ Standardization Gaps: Identified gaps in existing standards may prevent the realization of 

XFLEX use cases. For instance, certain data related to PV systems, CHP systems, battery 

systems, and P2H systems are not covered by current standards and require extensions to 

CIM and SAREF models. 

¶ Complex Communication Needs: The communication standards needed for interaction with 

various distribution network energy resources and monitoring devices, as well as for 

exchanging market and flexibility information, add layers of complexity to the 

implementation. 

¶ Validation and Harmonization: To achieve high-level interoperability using CIM, continuous 

validation methods must be developed, and harmonization between CIM and IEC 61850 

standards is required. This involves creating compatible data interfaces between systems 

based on these two standards. 

hǾŜǊŎƻƳƛƴƎ ¢ƘŜǎŜ /ƘŀƭƭŜƴƎŜǎΥ 

¶ Developing Standard Extensions: Address the gaps by developing necessary extensions for 

existing standards like CIM and SAREF. This involves incorporating new attributes and data 

models that can handle the specific needs of XFLEX components such as battery, P2G, and PV 

systems. 

¶ Ensuring Harmonization: Work towards harmonizing CIM with other relevant standards like 

IEC 61850 to ensure compatibility and smooth data exchange between different systems. This 

can be facilitated by establishing data interfaces that bridge the gaps between these 

standards. 

¶ Implementing Advanced Communication Protocols: Utilize advanced communication 

protocols and standardized data exchange formats to facilitate efficient and accurate data 

transmission among different components of the XFLEX platform. 

¶ Continuous Validation: Develop and implement validation methods to ensure that the 

exchanged information conforms to the required standards, thereby maintaining the integrity 

and reliability of the system. 

B.10 CoordiNet 

όvмύ /ƻƻǊŘƛbŜǘ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ ¢ƘŜ ŎƻƳǇƭŜǘŜŘ /ƻƻǊŘƛbŜǘ ǇǊƻƧŜŎǘ ώфлϐ ŀƛƳŜŘ ǘƻ 

ŜǎǘŀōƭƛǎƘ ŎƻƭƭŀōƻǊŀǝƻƴ ǎŎƘŜƳŜǎ ōŜǘǿŜŜƴ ǘǊŀƴǎƳƛǎǎƛƻƴ ǎȅǎǘŜƳ ƻǇŜǊŀǘƻǊǎ ό¢{hǎύΣ 

ŘƛǎǘǊƛōǳǝƻƴ ǎȅǎǘŜƳ ƻǇŜǊŀǘƻǊǎ ό5{hǎύΣ ŀƴŘ ŎƻƴǎǳƳŜǊǎ ǘƻ ŘŜǾŜƭƻǇ ŀ ǎƳŀǊǘΣ ǎŜŎǳǊŜΣ 

ŀƴŘ ǊŜǎƛƭƛŜƴǘ ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ Lǘ ŦƻŎǳǎŜŘ ƻƴ ŀƴŀƭȅǎƛƴƎ ŀƴŘ ŘŜŬƴƛƴƎ ƅŜȄƛōƛƭƛǘȅ ƛƴ ǘƘŜ ƎǊƛŘ ŀǘ ŜǾŜǊȅ ǾƻƭǘŀƎŜ 

ƭŜǾŜƭΣ ŦǊƻƳ ¢{h ŀƴŘ 5{h ŘƻƳŀƛƴǎ ǘƻ ŎƻƴǎǳƳŜǊ ǇŀǊǝŎƛǇŀǝƻƴΦ /ƻƻǊŘƛbŜǘϥǎ ƻōƧŜŎǝǾŜǎ ƛƴŎƭǳŘŜŘ 

ŘŜƳƻƴǎǘǊŀǝƴƎ ŎƻǎǘπŜŶŎƛŜƴǘ ƳƻŘŜƭǎ ŦƻǊ ŜƭŜŎǘǊƛŎƛǘȅ ƴŜǘǿƻǊƪ ŀƴŎƛƭƭŀǊȅ ǎŜǊǾƛŎŜǎ ǘƘŀǘ Ŏŀƴ ōŜ ǎŎŀƭŜŘ ŀƴŘ 

ǊŜǇƭƛŎŀǘŜŘ ŀŎǊƻǎǎ ǘƘŜ 9¦ ŜƴŜǊƎȅ ǎȅǎǘŜƳΣ ǎǳǇǇƻǊǝƴƎ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ŎǳǊǊŜƴǘ ŀƴŘ ŦǳǘǳǊŜ ƴŜǘǿƻǊƪ 

ŎƻŘŜǎ ƻƴ ŘŜƳŀƴŘπǊŜǎǇƻƴǎŜ ŀƴŘ ǎǘƻǊŀƎŜΣ ƻǇŜƴƛƴƎ ƴŜǿ ǊŜǾŜƴǳŜ ǎǘǊŜŀƳǎ ŦƻǊ ŎƻƴǎǳƳŜǊǎ ŀƴŘ ƎŜƴŜǊŀǘƻǊǎ 

ǘƻ ǇǊƻǾƛŘŜ ƎǊƛŘ ǎŜǊǾƛŎŜǎΣ ŀƴŘ ƛƴŎǊŜŀǎƛƴƎ ǘƘŜ ǎƘŀǊŜ ƻŦ ǊŜƴŜǿŀōƭŜ ŜƴŜǊƎȅ ǎƻǳǊŎŜǎ όw9{ύ ƛƴ ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ 

ǎȅǎǘŜƳΦ 

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ /ƻƳǇƭŜǘŜŘ  

όvнύ /ƻƻǊŘƛbŜǘ ǘƻ ǎǇŜŎƛŦȅ ŀƴŘ ŘŜǾŜƭƻǇ ŀ ¢{hπ5{hπ/ƻƴǎǳƳŜǊ ŎƻƻǇŜǊŀǝƻƴ ǇƭŀǜƻǊƳΦ 
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! ǎŜǊǾƛŎŜ ŎŀǘŀƭƻƎǳŜ ǿŀǎ ŎǊŜŀǘŜŘΣ ǇǊƻǾƛŘƛƴƎ ŀ ŘŜǘŀƛƭŜŘ ŀƴŀƭȅǎƛǎ ƻŦ Ƙƻǿ ǎǘŀƪŜƘƻƭŘŜǊǎ ŜȄŎƘŀƴƎŜ 

ƛƴŦƻǊƳŀǝƻƴ ǿƛǘƘƛƴ ǘƘŜ .ǳǎƛƴŜǎǎ ¦ǎŜ /ŀǎŜǎ ό.¦/ǎύ ŘŜŬƴŜŘ ōȅ ǘƘŜ ŘŜƳƻǎΦ ¢ƘŜ ǎŜǊǾƛŎŜ ŎŀǘŀƭƻƎǳŜ ŀƭǎƻ 

ŎƭŀǊƛŬŜŘ ǘƘŜ ǊƻƭŜ ƻŦ ǘƘŜ /hhw5Lb9¢ ƳŀǊƪŜǘ ǇƭŀǜƻǊƳ ŀƴŘ Ƙƻǿ ƛǘ ǿŀǎ ƛƴǘŜƎǊŀǘŜŘ ƛƴǘƻ ǘƘŜ ƛƴŦƻǊƳŀǝƻƴ 

ƅƻǿ ōŜǘǿŜŜƴ 5{hΣ ¢{h ŀƴŘ ƻǘƘŜǊ ƳŀǊƪŜǘ ǇƭŀȅŜǊǎΦ 5нΦп ώфмϐ ŀƭǎƻ ǇǊŜǎŜƴǘǎ ǘƘŜ ǊŜǉǳƛǊŜŘ ǎǘŀƴŘŀǊŘǎΣ 

ŎƻƳƳƻƴ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ŦƻǊ ƛƴŦƻǊƳŀǝƻƴ ŜȄŎƘŀƴƎŜ ǿƛǘƘƛƴ ǘƘŜ ǇƭŀǜƻǊƳΦ 

όvнƛύ /ƻƻǊŘƛbŜǘ ǎǇŜŎƛŬŎŀǝƻƴ ƻŦ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎΣ ŀƭƻƴƎ ǿƛǘƘ ǘƘŜƛǊ ŘŜŬƴƛǝƻƴǎ ƛƴ ǘŜǊƳǎ ƻŦ 

ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎΣ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎΦ 

¢ƘŜ {D!a ƳŀǇǇƛƴƎ ƻŦ ǘƘŜ ŀǊŎƘƛǘŜŎǘǳǊŜǎ ǳǎŜŘ ŦƻǊ ǘƘŜ .¦/ǎ ƻŦ ǘƘŜ /ƻƻǊŘƛbŜǘ ŘŜƳƻǎ Ŏŀƴ ōŜ ŦƻǳƴŘ 

ƛƴ 5сΦр ώфнϐΦ 

όvоύ /ƻƻǊŘƛbŜǘΩǎ ƪŜȅ ŬƴŘƛƴƎǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ƛƴǘŜǊŦŀŎŜǎ ǘƻ ƛƳǇǊƻǾŜ 

ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎ όǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ 

ƳŀǊƪŜǘǎύΦ 

!ƭƭ ǘƘŜ /ƻƻǊŘƛbŜǘ ŘŜƳƻƴǎǘǊŀǝƻƴǎ ŦƻǳƴŘ ǘƘŀǘ ǎǘŀƴŘŀǊŘƛǎŜŘ ǇǊƻŎŜǎǎŜǎ ŦƻǊ ŎƻƭƭŜŎǝƴƎ ƳŜŀǎǳǊŜƳŜƴǘ 

Řŀǘŀ ŀƴŘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀǊŜ ƴŜŎŜǎǎŀǊȅΣ ōƻǘƘ ōŜǘǿŜŜƴ ƎǊƛŘ ŎƻƳǇƻƴŜƴǘǎ ŀƴŘ ƳŀǊƪŜǘ ǇƭŀǜƻǊƳǎ ǘƻ 

ŜƴŀōƭŜ ŀƴ ŜŶŎƛŜƴǘ ŀƴŘ ǿŜƭƭπŦǳƴŎǝƻƴƛƴƎ ƳŀǊƪŜǘΦ /ǳǊǊŜƴǘƭȅΣ ǘƘŜǊŜ ƛǎ ƴƻ ŎƻƳƳƻƴ 9ǳǊƻǇŜŀƴ ŦǊŀƳŜǿƻǊƪ 

ǘƻ ŜƴǎǳǊŜ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ōŜǘǿŜŜƴ ƅŜȄƛōƛƭƛǘȅ ƳŀǊƪŜǘ ǇƭŀǜƻǊƳǎΦ LŦ ǎŜǾŜǊŀƭ ǎŜǇŀǊŀǘŜ ƳŀǊƪŜǘǎ ŜȄƛǎǘΣ 

ŘƛũŜǊŜƴǘ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ ƳŀǊƪŜǘ ǇǊƻŎŜŘǳǊŜǎ ƛƴŎǊŜŀǎŜ ŎƻƳǇƭŜȄƛǘȅΣ L/¢ ŎƻǎǘǎΣ ŀƴŘ ǘƘŜ ƴŜŜŘ ŦƻǊ L¢ ǎŜŎǳǊƛǘȅ 

ƳŜŀǎǳǊŜǎΦ IŀǊƳƻƴƛǎŀǝƻƴ ƻŦ ǊǳƭŜǎ ŀƴŘ ǊŜǉǳƛǊŜƳŜƴǘǎ ǿƛƭƭ ōŜ ƛƳǇƻǊǘŀƴǘ ǘƻ ǇǊƻƳƻǘŜ ŀƴ ŜƴǾƛǊƻƴƳŜƴǘ 

ǿƘŜǊŜ ŎƘƻƛŎŜǎ ŀǊŜ ƎǳƛŘŜŘ ōȅ ōŜǎǘ ǇǊŀŎǝŎŜǎ ŀƴŘ Ŏŀƴ ǎǳǇǇƻǊǘ ŜŶŎƛŜƴǘ ŀƴŘ ǎŜŎǳǊŜ ŜƭŜŎǘǊƛŎƛǘȅ ǎȅǎǘŜƳǎ 

ό5сΦт ώфоϐύΦ 

όvтύ tǊƻǘƻŎƻƭǎ ŀƴŘ ǎǘŀƴŘŀǊŘǎ ŀǇǇƭƛŜŘ ƛƴ /ƻƻǊŘƛbŜǘΥ 

¢ƘŜ ŎƻƳƳƻƴ ƛƴǘŜǊŦŀŎŜǎ ŜƭŀōƻǊŀǘŜŘ ƛƴ /ƻƻǊŘƛbŜǘ ōǳƛƭǘ ƻƴ 9b¢{hπ9 /La ǇǊƻŬƭŜǎ ōŀǎŜŘ ƻƴ ǘƘŜ 

ǎǘŀƴŘŀǊŘǎ ǎŜǘ ōȅ ǘƘŜ LƴǘŜǊƴŀǝƻƴŀƭ 9ƭŜŎǘǊƻǘŜŎƘƴƛŎŀƭ /ƻƳƳƛǎǎƛƻƴ όL9/ύΥ 

¶ CGMES (Common Grid Model Exchange Specification), based on IEC 61970 and IEC 61968 

¶ CIM European Style Market profile based on IEC 62325 

hǘƘŜǊ ǎǘŀƴŘŀǊŘǎ ŎƻƴǎƛŘŜǊŜŘ ōȅ ǘƘŜ ǇǊƻƧŜŎǘ ƛƴŎƭǳŘŜΥ 

¶ IEC 62559, Use Case (UC) methodology 
¶ IEC 61850 

όvуύ DŀǇǎ ƛŘŜƴǝŬŜŘ ƛƴ ǘŜǊƳǎ ƻŦ Řŀǘŀ ŦƻǊƳŀǘΣ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ƛƴ 

/ƻƻǊŘƛbŜǘ 

bƻ ŎƻƳƳƻƴ 9ǳǊƻǇŜŀƴ ŦǊŀƳŜǿƻǊƪ ǿŀǎ ŀǾŀƛƭŀōƭŜ ǘƻ ŜƴǎǳǊŜ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ōŜǘǿŜŜƴ ƅŜȄƛōƛƭƛǘȅ 

ƳŀǊƪŜǘ ǇƭŀǜƻǊƳǎΦ 5ƛũŜǊŜƴǘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ǿŜǊŜ ƴŜŜŘŜŘ ŘŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ǘȅǇŜ ƻŦ ǘƘŜ 

ƅŜȄƛōƛƭƛǘȅ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊ όC{tύ ŀƴŘ ƳŀǊƪŜǘ ǇŀǊǝŎƛǇŀƴǘΦ ¢Ƙƛǎ ŎƻǳƭŘ ōŜŎƻƳŜ ǝƳŜπŎƻƴǎǳƳƛƴƎ ŀƴŘ Ŏƻǎǘƭȅ 

ŦƻǊ {hǎ ŀǎ ƛǘ ƳŀŘŜ ŎƻƳƳǳƴƛŎŀǝƻƴ ǿƛǘƘ ŘƛũŜǊŜƴǘ ǘȅǇŜǎ ƻŦ C{tǎ ŀƴŘ ƳŀǊƪŜǘǎ ƳƻǊŜ ŎƻƳǇƭŜȄ ǘƻ ŘŜǾŜƭƻǇΣ 

ƛƳǇƭŜƳŜƴǘΣ ŘŜǇƭƻȅΣ ǳǇŘŀǘŜΣ ŀƴŘ ƳŀƛƴǘŀƛƴΦ ¢ƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ {hǎϥ ƻǿƴ ŀǇǇǊƻŀŎƘŜǎ ǊŜŘǳŎŜǎ 

ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀƴŘ ƛƴŎǊŜŀǎŜ ŎƻƳǇƭŜȄƛǘȅΣ L/¢ ŎƻǎǘǎΣ ŀƴŘ ǝƳŜ ǎǇŜƴǘ ŦƻǊ C{tǎΣ ƭŜŀŘƛƴƎ ǘƻ ƳŀǊƪŜǘ ŜƴǘǊȅ 

ōŀǊǊƛŜǊǎ ŀƴŘ ǇƻǘŜƴǝŀƭƭȅ ŘŜŎǊŜŀǎŜŘ ƭƛǉǳƛŘƛǘȅΦ 

όvмнύ ǇǊƻǇƻǎŜŘ ǎƻƭǳǝƻƴǎ ŦƻǊ ŀŘŘǊŜǎǎƛƴƎ ƎŀǇǎΣ ǎǳŎƘ ŀǎ ǳǎƛƴƎ ƳŜǊƎŜŘ ǎǘŀƴŘŀǊŘǎ ŦƻǊ Řŀǘŀ ŜȄŎƘŀƴƎŜΣ 

ŘŜǾŜƭƻǇƛƴƎ ƛƴǘŜǊŦŀŎŜǎκŀŘŀǇǘŜǊǎ ŦƻǊ ¢{hκ5{h ŀƴŘ ŎǳǎǘƻƳŜǊǎΣ ƛƴǘŜƎǊŀǝƴƎ ŎǊƻǎǎπǎŜŎǘƻǊ ŀƴŘ ŎǊƻǎǎπōƻǊŘŜǊ 

ŎƻƳǇƻƴŜƴǘǎ ƛƴ ǘƘŜ ǊŜŦŜǊŜƴŎŜ ŀǊŎƘƛǘŜŎǘǳǊŜǎ ŀƴŘ ǇƭŀǜƻǊƳǎ ǘƻ ǎǳǇǇƻǊǘ ƅŜȄƛōƛƭƛǝŜǎΣ ŜǘŎΦ 



D2.1 Digitalization challenges and opportunities in the future energy system 
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CƻǊƳŀǘǎ ŦƻǊ ǎƳŀǊǘ ƳŜǘŜǊ ƻǳǘǇǳǘ Řŀǘŀ ǎƘƻǳƭŘ ōŜ ǎǘŀƴŘŀǊŘƛǎŜŘ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ ƛǘ ƛǎ ǇƻǎǎƛōƭŜ ǘƻ ƛƴŎǊŜŀǎŜ 

ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ōŜǘǿŜŜƴ ǊŜƎƛƻƴǎ ŀƴŘ ǎǘǊŜŀƳƭƛƴŜ ǘƘŜ ǇƭŀǜƻǊƳǎΩ ƛƴǘŜǊŦŀŎŜǎΦ Lƴ ǘƘŜ ǇǊƻŎŜǎǎ ƻŦ ŘŜŬƴƛƴƎ 

ƴŜǿ ǎǘŀƴŘŀǊŘǎΣ ŀ ǊŜǾƛŜǿ ƻŦ ŜȄƛǎǝƴƎ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ǇŀȅƭƻŀŘǎ Ƴǳǎǘ ōŜ ŘƻƴŜ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ ƳŜǘŀπŘŀǘŀ 

ŎƻƭƭŜŎǝƻƴ ŀƴŘ ŀǧǊƛōǳǘŜǎ ǿƛƭƭ ōŜ ŎƻƴǎƛǎǘŜƴǘ ǿƛǘƘ ǘƘŜ ƴŜŜŘǎ ƻŦ ƴŜǿ ƅŜȄƛōƛƭƛǘȅ ǇǊƻŘǳŎǘǎΦ ¢Ƙƛǎ ǿƛƭƭ ƭƻǿŜǊ 

ǘƘŜ ƻǾŜǊŀƭƭ ŎƻƳǇƭŜȄƛǘȅ ŀƴŘ Ŏƻǎǘ ƻŦ ƛƴǘŜƎǊŀǝƻƴΦ aƻǊŜƻǾŜǊΣ 5{hǎ ŀƴŘ ¢{hǎ Ƴǳǎǘ ŀƎǊŜŜ ƻƴ ǎǘŀƴŘŀǊŘǎ ŦƻǊ 

Řŀǘŀ ŜȄŎƘŀƴƎŜ ƛƴ ƻǊŘŜǊ ǘƻ ōŜ ŀōƭŜ ǘƻ ŜȄŎƘŀƴƎŜ Řŀǘŀ ŀƴŘ ƛƴŦƻǊƳŀǝƻƴ ƻƴ ǘƘŜ ƳŀǊƪŜǘ ǇƭŀǜƻǊƳΦ 

! ŎƻƴǎƛǎǘŜƴǘ ŀǊŎƘƛǘŜŎǘǳǊŀƭ ŘŜǎŎǊƛǇǝƻƴ ŦƻǊ ƪƴƻǿƭŜŘƎŜ ǊŜǘŜƴǝƻƴ ŀƴŘ ŜȄŎƘŀƴƎŜ ƛǎ ƴŜŎŜǎǎŀǊȅ ŦƻǊ ǘƘŜ 

ƛƴǘŜƎǊŀǝƻƴ ƻŦ ŎƻƳǇƭŜȄ ǎȅǎǘŜƳǎΦ ¢ƘŜ ŀǇǇƭƛŎŀǝƻƴ ŀƛŘǎ ŦƻǊ ǘƘŜ ǳǎŜ ŎŀǎŜ ƳŜǘƘƻŘƻƭƻƎȅΣ ŦƻǊ ǘƘŜ {D!a 

ƳŜǘƘƻŘƻƭƻƎȅ ƻǊ ǘƘŜ ǎŜŎǳǊƛǘȅπōȅπŘŜǎƛƎƴ ŀǇǇǊƻŀŎƘ ŦƻǊ ǘƘŜ L9/ снррфπн ǳǎŜ ŎŀǎŜ ǘŜƳǇƭŀǘŜΣ ǎƘƻǳƭŘ ōŜ 

ŦǳǊǘƘŜǊ ŘƛǎǎŜƳƛƴŀǘŜŘ ŀƴŘ ǳǎŜŘ ŦƻǊ ŘƻŎǳƳŜƴǝƴƎ ŀƴŘ ǎƘŀǊƛƴƎ ƪƴƻǿƭŜŘƎŜ ƛƴ ǘƘŜ ƳŜŘƛǳƳ ǘŜǊƳΦ 

¢ƘŜ /ƻƻǊŘƛbŜǘ ǇǊƻƧŜŎǘ ǎƘƻǿŜŘ ǘƘŀǘ ōŀǎƛŎ ǘŜŎƘƴƻƭƻƎƛŜǎ ŦƻǊ L/¢πōŀǎŜŘ ŜƴŜǊƎȅ ǘǊŀƴǎƛǝƻƴ ŀǊŜ ŀǾŀƛƭŀōƭŜ 

ŀƴŘ Ƴǳǎǘ ōŜ ƛƴǘŜƎǊŀǘŜŘ ƛƴǘƻ ƴŜǿ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎΦ ¢ƘŜ ŦǳƴŘŀƳŜƴǘŀƭ ōŀǎƛŎ ŀǊŎƘƛǘŜŎǘǳǊŜǎ Ƴǳǎǘ ōŜ 

ŘŜǎƛƎƴŜŘ ŦƻǊ ǘƘŜ ƭƻƴƎ ǘŜǊƳ ŀƴŘ ǎƘƻǳƭŘ ōŜ ƳƻŘǳƭŀǊ ŦƻǊ ŀŘƧǳǎǘƳŜƴǘǎ ƛƴ ǘƘŜ ǇƻǿŜǊ ǎȅǎǘŜƳΦ 

όvмрύ /ƻƻǊŘƛbŜǘ Ƙŀǎ ƳŀŘŜ ŘŜǾŜƭƻǇƳŜƴǘǎ ŀŘŘǊŜǎǎƛƴƎ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ 

ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘΦ 

όvмрƛύ /ƻƻǊŘƛbŜǘ ŎȅōŜǊ ŀƴŘ ǇƘȅǎƛŎŀƭ ŀǎǎŜǘǎκŜƭŜƳŜƴǘǎ ǘƘŀǘ ǘƘŜ ǇǊƻƧŜŎǘ ŀŘŘǊŜǎǎŜǎΣ ǇƻǘŜƴǝŀƭ Ǌƛǎƪǎ 

ƛŘŜƴǝŬŜŘ ƛƴ /ƻƻǊŘƛbŜǘ ǘƘŀǘ ŀǊŜ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ƴŀǘǳǊŜ ƻŦ ǘƘŜ ƎǊƛŘΣ ŀƴŘ Ƙƻǿ ǘƘŜ 

ƭŀǧŜǊ ŀǊŜ ƳƛǝƎŀǘŜŘΦ 

IƛƎƘŜǊ ƭŜǾŜƭǎ ƻŦ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǿƻǳƭŘ ōǊƛƴƎ ǎǘǊƻƴƎŜǊ ǊŜǉǳƛǊŜƳŜƴǘǎ ŦƻǊ ŜƴŎǊȅǇǝƻƴΣ ǎŜŎǳǊŜ 

ǇǊƻǘƻŎƻƭǎΣ ŜǘŎΦ IŜƴŎŜΣ ǘƘŜ ǇǊƻƧŜŎǘ ǊŜŎƻƳƳŜƴŘŜŘ ŜƴƘŀƴŎƛƴƎ ǎŜŎǳǊƛǘȅ ƳŜŀǎǳǊŜǎΣ ŀǎ ǘƘŜ ƛƴŎǊŜŀǎƛƴƎ 

ƴǳƳōŜǊ ƻŦ ŀǾŀƛƭŀōƭŜ ƛƴŎǊŜƳŜƴǘǎ ǇƻǎǎƛōƭŜ ŀǧŀŎƪ ǾŜŎǘƻǊǎ ƛƴ ǘƘŜ ƎǊƛŘΦ 

bŜǿ ŀƴŘ ƛƴƴƻǾŀǝǾŜ ǎƻƭǳǝƻƴǎ Ƴǳǎǘ ǘŀƪŜ ƛƴǘƻ ŀŎŎƻǳƴǘ ŦǳƴŘŀƳŜƴǘŀƭ ǎŜŎǳǊƛǘȅ ǊŜǉǳƛǊŜƳŜƴǘǎ ƛƴ ǘƘŜ 

ŘŜǎƛƎƴ ƻŦ ǎȅǎǘŜƳǎ ŜƴƎƛƴŜŜǊƛƴƎ ƴƻǘ ƻƴƭȅ ǘƻ ƛƴƛǝŀƭƭȅ ƛƳǇƭŜƳŜƴǘ ŀ ƘƛƎƘ ƭŜǾŜƭ ƻŦ ǎŜŎǳǊƛǘȅΣ ōǳǘ ŀƭǎƻ ǘƻ ōŜ 

ŀōƭŜ ǘƻ ŜǾŀƭǳŀǘŜ ǘƘŜ ŜũŜŎǘǎ ƻŦ L¢ ǎŜŎǳǊƛǘȅ ƻƴ ǘƘŜ ǇŜǊŦƻǊƳŀƴŎŜ ŀƴŘ ǎŎŀƭŀōƛƭƛǘȅ ƻŦ ǎƻƭǳǝƻƴǎΦ ¢ƘŜ ŜȄƛǎǝƴƎ 

ǘŜŎƘƴƛŎŀƭ ǎƻƭǳǝƻƴǎ ǎƘƻǳƭŘ ōŜ ŜǾŀƭǳŀǘŜŘ ŎȅŎƭƛŎŀƭƭȅ ǳǎƛƴƎ ŀƴ L{h омлллπōŀǎŜŘ ŀǇǇǊƻŀŎƘΦ Lƴ ǇŀǊǝŎǳƭŀǊΣ 

ƴŜǿ ŀǧŀŎƪ ǾŜŎǘƻǊǎ ŀƴŘ ŘƻŎǳƳŜƴǘŜŘ ǾǳƭƴŜǊŀōƛƭƛǝŜǎ ǎƘƻǳƭŘ ōŜ ǊŜǾƛŜǿŜŘ ŎȅŎƭƛŎŀƭƭȅ ŀƴŘ ŀŘŘǊŜǎǎŜŘ 

ǘƘǊƻǳƎƘ ƳƛǝƎŀǝƻƴǎΦ ¢ƘŜ ǇǊƻƧŜŎǘ ǊŜŎƻƳƳŜƴŘŜŘ 9¦πƭŜǾŜƭ ŜũƻǊǘǎ ǎƘƻǳƭŘ ōŜ ƳŀŘŜ ǘƻ ǇǊƻƳƻǘŜ ŀƴ 

ŀŎŎŜƭŜǊŀǘŜŘ ŘŜǇƭƻȅƳŜƴǘ ƻŦ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ƳŜŀǎǳǊŜƳŜƴǘ ǘƻƻƭǎ ǘƻ ƛƳǇǊƻǾŜ ŘƛƎƛǘŀƭƛȊŀǝƻƴ ŀƴŘ ƎǊƛŘ 

ƻōǎŜǊǾŀōƛƭƛǘȅΦ hƴŜ ƻŦ ǘƘŜ ōƛƎƎŜǎǘ ŎƘŀƭƭŜƴƎŜǎ ƛŘŜƴǝŬŜŘ ǿŀǎ ǘƘŜ ƛƴǎǘŀƭƭŀǝƻƴ ƻŦ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ŎƻƴǘǊƻƭ 

ŘŜǾƛŎŜǎ ŦƻǊ ǘƘŜ ƅŜȄƛōƭŜ ǊŜǎƻǳǊŎŜǎ ŀƴŘ ǘƘŜ ƭƻǿ ǾƻƭǘŀƎŜ ƴŜǘǿƻǊƪΦ ¢ƘŜ ǇǊƻŎŜǎǎ ƻŦ ƛƴǎǘŀƭƭƛƴƎ ǘƘŜ ƴŜŎŜǎǎŀǊȅ 

ŎƻƳǇƻƴŜƴǘǎ ǿŀǎ ƭŜƴƎǘƘȅ ŀƴŘ ǿŀǎ ŎǳǎǘƻƳƛǎŜŘ ŦƻǊ ŜǾŜǊȅ ƅŜȄƛōƭŜ ǊŜǎƻǳǊŎŜΦ aƻƴƛǘƻǊƛƴƎ ŀƴŘ 

ƳŜŀǎǳǊŜƳŜƴǘǎ ƴŜŜŘ ǘƻ ōŜ ƛƳǇǊƻǾŜŘ ŀƴŘ Ǌƻƭƭπƻǳǘ ŦŀŎƛƭƛǘŀǘŜŘ ǎƛƴŎŜ ǇƻǘŜƴǝŀƭ C{t ǊŜǎƻǳǊŎŜǎ ŀǊŜ ƴƻǘ 

ǇǊŜǇŀǊŜŘ ƻǊ ŜǉǳƛǇǇŜŘ ǘƻ ǇŀǊǝŎƛǇŀǘŜ ƛƴ ŀ ƅŜȄƛōƛƭƛǘȅ ƳŀǊƪŜǘ ό5сΦтύΦ 

B.11 ENERGYSHIELD 

όvмύ 9b9wD¸{IL9[5Ωǎ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ 9b9wD¸{IL9[5 9ǊǊƻǊΗ 

wŜŦŜǊŜƴŎŜ ǎƻǳǊŎŜ ƴƻǘ ŦƻǳƴŘΦ ŎƻƳōƛƴŜǎ ǘƘŜ ƭŀǘŜǎǘ ǘŜŎƘƴƻƭƻƎƛŜǎ ŦƻǊ 

ǾǳƭƴŜǊŀōƛƭƛǘȅ ŀǎǎŜǎǎƳŜƴǘΣ ǎǳǇŜǊǾƛǎƛƻƴ ŀƴŘ ǇǊƻǘŜŎǝƻƴ ǘƻ ŘǊŀƊ ŀ ŘŜŦŜƴǎƛǾŜ ǘƻƻƭƪƛǘ ǘƘŀǘ Ŏŀƴ ǎǳǇǇƻǊǘ ǘƘŜ 

ƴŜŜŘǎ ƻŦ 9ƭŜŎǘǊƛŎŀƭ tƻǿŜǊ ŀƴŘ 9ƴŜǊƎȅ {ȅǎǘŜƳ ό9t9{ύ ƻǇŜǊŀǘƻǊǎΦ ¢ƘŜ Ƴŀƛƴ ƻōƧŜŎǝǾŜ ƻŦ ǘƘŜ ǇǊƻƧŜŎǘ ƛǎ ǘƻ 

ŘŜǾŜƭƻǇ ŀ ǎŜǘ ƻŦ ǘƻƻƭǎ ǎǳŎƘ ŀǎ όƛύ ±ǳƭƴŜǊŀōƛƭƛǘȅ ŀǎǎŜǎǎƳŜƴǘ ό±!ύΣ ǿƘƛŎƘ Ŏŀƴ ǎƛƳǳƭŀǘŜ ŀǧŀŎƪŜǊΩǎ ōŜƘŀǾƛƻǳǊ 

ǿƛǘƘƛƴ ƴŜǘǿƻǊƪǎΣ όƛƛύ {ŜŎǳǊƛǘȅ ƛƴŦƻǊƳŀǝƻƴ ŀƴŘ ŜǾŜƴǘ ƳŀƴŀƎŜƳŜƴǘ ό{L9aύΣ ǿƘƛŎƘ Ŏŀƴ ƛƴǘŜƎǊŀǘŜ ǘƘŜ 

ŘƛũŜǊŜƴǘ ǘƻƻƭǎ ŀƴŘ ƎƛǾŜ ŀƴ ƻǾŜǊǾƛŜǿ ǿƘŀǘ ƛǎ ƘŀǇǇŜƴƛƴƎ ƛƴ ǘƘŜ ƻǊƎŀƴƛȊŀǝƻƴΣ όƛƛƛύ {ŜŎǳǊƛǘȅ ōŜƘŀǾƛƻǳǊ 

ŀƴŀƭȅǎƛǎ ό{.!ύΣ ǿƘƛŎƘ Ŏŀƴ ƘŜƭǇ ǘƻ ŀǎǎŜǎǎ ǘƘŜ ŀŎǘǳŀƭ ǎǘŀǘŜ ƻŦ ǎŜŎǳǊƛǘȅ ŀǿŀǊŜƴŜǎǎ ƛƴ ƻǊƎŀƴƛȊŀǝƻƴǎ όƛǾύ 

5ƛǎǘǊƛōǳǘŜŘ 5Ŝƴƛŀƭ ƻŦ {ŜǊǾƛŎŜ 55ƻ{ ŘŜǘŜŎǝƻƴ ŀƴŘ ƳƛǝƎŀǝƻƴ ό55ƻ{aύΣ ǿƘƛŎƘ Ŏŀƴ ƘŜƭǇ ǘƻ ŘŜǘŜŎǘ 55ƻ{ 



D2.1 Digitalization challenges and opportunities in the future energy system 

121 

ŀǧŀŎƪǎ ƻƴ ǘƘŜ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ŀƴŘ ƳƛǝƎŀǘŜ ǘƘŜƳΣ όǾύ !ƴƻƳŀƭȅ ŘŜǘŜŎǝƻƴ ό!5ύΣ ǿƘƛŎƘ Ŏŀƴ ŀƴŀƭȅǎŜ ǘƘŜ 

ƴŜǘǿƻǊƪǎ ŀƴŘ Ǉƻƛƴǘ ƻǳǘ ǳƴŜȄǇŜŎǘŜŘ ŜǾŜƴǘǎΣ όǾƛύ IƻƳƻƳƻǊǇƘƛŎ 9ƴŎǊȅǇǝƻƴ όI9ύΣ ǿƘƛŎƘ Ŏŀƴ ǎŜŎǳǊŜ ǘƘŜ 

Řŀǘŀ ŜȄŎƘŀƴƎŜ ōŜǘǿŜŜƴ ǘƘŜ ǘƻƻƭǎΦ 

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ /ƻƳǇƭŜǘŜŘ 

όvнύ 9b9wD¸{IL9[5 ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ 

ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ 

¢ƘŜ ǇǊƻƧŜŎǘ Ƴŀƛƴƭȅ ŘŜŀƭǎ ǿƛǘƘ ǎƻƊǿŀǊŜ ǘƻƻƭǎ ŦƻǊ 

ŎȅōŜǊǎŜŎǳǊƛǘȅΣ Ƴŀƛƴƭȅ ǊŜƎŀǊŘƛƴƎ ǘƘŜ L¢ ǎȅǎǘŜƳǎ ƻŦ 

ǎȅǎǘŜƳ ƻǇŜǊŀǘƻǊǎΦ ¢ƘŜ 9b9wD¸{IL9[5 ǘƻƻƭƪƛǘ 

ŜȄǇƻǎŜǎ ŀ ǎŜǘ ƻŦ w9{¢ !tL ǘƘŀǘ ŜƴŀōƭŜǎ ǘƘŜ 

ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ōŜǘǿŜŜƴ ǘƘŜ ŘŜǾŜƭƻǇŜŘ 

ŎȅōŜǊǎŜŎǳǊƛǘȅ ǘƻƻƭǎ όƛύ ǘƻ όǾύ ƳŜƴǝƻƴŜŘ ŀōƻǾŜΣ ŀƴŘ 

ǘƘŜ ǇƻǎǎƛōƭŜ ƛƴǘŜƎǊŀǝƻƴ ǿƛǘƘ ƻǘƘŜǊ ǘƻƻƭΣ ƻũŜǊƛƴƎ 

ŀǎȅƴŎƘǊƻƴƻǳǎ ƳŜǎǎŀƎŜ ŜȄŎƘŀƴƎŜ ǳǎƛƴƎ ǉǳŜǳŜǎΣ 

ƛƴǘŜǊ ƳƻŘǳƭŜ ŀǎȅƴŎƘǊƻƴƻǳǎ ŎƻƳƳǳƴƛŎŀǝƻƴΣ ŀƴŘ 

ŀƭƭƻǿƛƴƎ ŜȄǘŜǊƴŀƭ ǎȅǎǘŜƳ ǘƻ ǎǳōǎŎǊƛōŜ ǘƻ ǘƘŜ ǘƻǇƛŎǎΦ 

¢ƘŜǊŜ ƛǎ ƴƻ ŘƛǊŜŎǘ ƛƴŘƛŎŀǝƻƴ ƻŦ ŜƴƘŀƴŎƛƴƎ 

ǎǇŜŎƛŬŎŀƭƭȅ ǇƻǿŜǊ ǎȅǎǘŜƳ ƅŜȄƛōƛƭƛǘȅ ƻǊ ƻǘƘŜǊ ǎǇŜŎƛŬŎ 

ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ ƻŦ ǘƘŜ ǎȅǎǘŜƳ ƻǇŜǊŀǘƻǊǎΦ  

vнƛΥ 9b9wD¸{IL9[5Ωǎ {ǇŜŎƛŬŎŀǝƻƴ ƻŦ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎΣ ŀƭƻƴƎ ǿƛǘƘ ǘƘŜƛǊ ŘŜŬƴƛǝƻƴǎ ƛƴ 

ǘŜǊƳǎ ƻŦ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎΣ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎΦ 

¢ƘŜ ŘŜƭƛǾŜǊŀōƭŜ ƳŜƴǝƻƴǎ ǘƘŀǘ о !tLǎ ŎƻƴƴŜŎǘŜŘ ǿƛǘƘ ǘƘŜ ǎȅǎǘŜƳ ƻǇŜǊŀǘƻǊǎ L¢ ǎȅǎǘŜƳǎ ƴŜŜŘ ǘƻ ōŜ 

ǇǊƻǘŜŎǘŜŘ ōȅ 55ƻ{aΥ ŜΦƎΦΣ ŦƻǊ ǎƳŀǊǘ ƳŜǘŜǊƛƴƎ ό!aLύΣ ŎƻƳƳǳƴƛŎŀǝƻƴ ǿƛǘƘ ǎƳŀƭƭŜǊ ǊŜƴŜǿŀōƭŜǎΣ Řŀǘŀ 

ŜȄŎƘŀƴƎŜ ǿƛǘƘ ǘƘŜ ǊŜƎǳƭŀǘƻǊΦ 

vнƛƛΥ ! ōǊƛŜŦ ŘŜǎŎǊƛǇǝƻƴΣ ƻǊ ƛƭƭǳǎǘǊŀǝƻƴ ƻŦ ŜŀŎƘ 9b9wD¸{IL9[5 ƛƴǘŜǊŦŀŎŜΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜΣ ǊŜŦŜǊŜƴŎƛƴƎ ǘƘŜ 

{D!a ƳƻŘŜƭΦ  

¢ƘŜǊŜ ƛǎ ƴƻ ǊŜŦŜǊŜƴŎŜ ǘƻ {D!aΦ ¢ƘŜ ƻǾŜǊŀƭƭ ǘƻƻƭƪƛǘ ƛƴǘŜƎǊŀǝƻƴ ŘƛŀƎǊŀƳ ƛǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎΦ 

 

Figure 17: ENERGYSHIELD overall toolkit integration diagram 

¢ƘŜ 9b9wD¸{IL9[5 ǘƻƻƭƪƛǘ ƛǎ ƻǊƎŀƴƛȊŜŘ ƛƴ ǎŜǾŜǊŀƭ άǎƘŜƭǾŜǎέ ƻǊ άŘǊŀǿŜǊǎέ ŀƴŘ Ŏƻƴǘŀƛƴǎ ƘŀǊŘǿŀǊŜ 

ŎƻƳǇƻƴŜƴǘǎΣ ǎƻƊǿŀǊŜ ŎƻƳǇƻƴŜƴǘǎΣ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇƻǊǘǎΦ Lǘ ƛǎ ǇǊƻǘŜŎǘŜŘ ōȅ ŀƴ ŀǳǘƘŜƴǝŎŀǝƻƴ 

ƳŜŎƘŀƴƛǎƳΦ 

Figure 16: The three modules and the five tools of 
EnergyShield  
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όvпύ 9b9wD¸{IL9[5Ωǎ ŎƻƴǘǊƛōǳǝƻƴ ǘƻǿŀǊŘǎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƴŘ 

ŘŀǘŀπǎƘŀǊƛƴƎ ŦǊŀƳŜǿƻǊƪǎΦ 

¢ƘŜ ǇǊƻƧŜŎǘ ŘŜŬƴŜǎ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀǎ άǎȅǎǘŜƳ Ŏŀƴ ŜȄŎƘŀƴƎŜ ƛƴŦƻǊƳŀǝƻƴ ǿƛǘƘ ƻǘƘŜǊ ǎȅǎǘŜƳǎ ŀƴŘ 

ǳǎŜ ǘƘŜ ƛƴŦƻǊƳŀǝƻƴ ǘƘŀǘ Ƙŀǎ ōŜŜƴ ŜȄŎƘŀƴƎŜŘη ŀƴŘ ŜƴǎǳǊŜǎ ǘƘŜ ǘƻƻƭǎ ŜȄŎƘŀƴƎŜ ŎŀǇŀōƛƭƛǘȅ ŀƳƻƴƎ ǘƘŜ 

ǊŜǎǘ ƻŦ ǘƘŜ 9b9wD¸{IL9[5 ŎƻƳǇƻƴŜƴǘǎ ŀƴŘ L¢ ƛƴŦƻǊƳŀǝƻƴ ǘƻƻƭǎ ƻŦ {ȅǎǘŜƳ ƻǇŜǊŀǘƻǊǎ ŘǳǊƛƴƎ ŬŜƭŘ ǘŜǎǘ 

ŜǾŀƭǳŀǝƻƴǎΦ  

όvрύ 9b9wD¸{IL9[5Ωǎ ŘŜŬƴƛǝƻƴ ƻŦ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ  

9b9wD¸{IL9[5 ǘŜǎǘǎ ǘƘŜ ŎȅōŜǊǎŜŎǳǊƛǘȅ ǘƻƻƭǎ ƛƴ ǘƘŜ ŎƻƳƳǳƴƛŎŀǝƻƴ ƻŦ ǎƳŀǊǘ ƳŜǘŜǊƛƴƎ ŘŜǾƛŎŜǎ ǿƛǘƘ 

L¢ ǎȅǎǘŜƳǎ ƻŦ 5{hǎ ŀƴŘ ǾŀƭƛŘŀǘŜǎ ǘƘŜƛǊ ŜŶŎƛŜƴŎȅΦ Lǘ ǇǊŀŎǝŎŀƭƭȅ ŘƻŜǎ ƴƻǘ ǇǊƻǇƻǎŜ ŀƴȅ ŎƻƳƳǳƴƛŎŀǝƻƴ ƻǊ 

Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ 

όvмлύ 9b9wD¸{IL9[5Ωǎ ǎƛƎƴƛŬŎŀƴǘ ƳƛǎǎƛƴƎ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ ŀŘŀǇǘŜǊǎ ƛŘŜƴǝŬŜŘ ōŜǘǿŜŜƴ ǎȅǎǘŜƳ 

ƻǇŜǊŀǘƻǊǎΣ ¢{hǎΣ 5{hǎΣ ŀƴŘ ŎǳǎǘƻƳŜǊǎΦ  

¢ƘŜ ǇǊƻƧŜŎǘ ŘŜǾŜƭƻǇǎ ŀƴŘ ǘŜǎǘ ǘƻƻƭǎ ǘƘŀǘ ƛƴŎƭǳŘŜ ǳǎŜǊ ƛƴǘŜǊŦŀŎŜǎ Ƴŀƛƴƭȅ ŦƻǊ ǘƘŜ ǳǎŀƎŜ ƻŦ ǘƘŜ ǘƻƻƭǎ 

ƴƻǘ ǘƻ ŎƻƴƴŜŎǘ {hǎ ŀƴŘ ŎǳǎǘƻƳŜǊǎΥ ά²Ŝō ƛƴǘŜǊŦŀŎŜΥ ƛƳǇƭŜƳŜƴǘŜŘ ǳǎƛƴƎ ŀ ŎƻƳōƛƴŀǝƻƴ ƻŦ I¢a[Σ 

.ƻƻǘǎǘǊŀǇΣ /{{ ŀƴŘ WŀǾŀ{ŎǊƛǇǘ ŬƭŜǎ ǘƻ ǇǊƻǾƛŘŜ ŀ ǳǎŜǊπŦǊƛŜƴŘƭȅ ƛƴǘŜǊŦŀŎŜ ŦƻǊ ŀƭƭ ƛƴǘŜǊŀŎǝƴƎ ŀŎǘƻǊǎ ƻŦ ǘƘŜ 

ǘƻƻƭΦέΣ άw9{¢ !tLΥ ŀ ǿŜō ƛƴǘŜǊŦŀŎŜ ŀƭƭƻǿƛƴƎ ƛƴǘŜǊŀŎǝƻƴ ƻŦ ǘƘŜ {.! ǘƻƻƭ ǿƛǘƘ ǘƘŜ ǊŜǎǘ ƻŦ ǘƘŜ 

9b9wD¸{IL9[5 ǘƻƻƭƪƛǘ ƻǊ ǿƛǘƘ ŀƴȅ ƻǘƘŜǊ ŎƻǊǇƻǊŀǘŜ ƻǇŜǊŀǝƻƴŀƭ ǎȅǎǘŜƳέΣ άDǊŀǇƘƛŎŀƭ ¦ǎŜǊ LƴǘŜǊŦŀŎŜ 

όD¦LύΥ ¢ƘŜ ǘƻƻƭΩǎ ƎǊŀǇƘƛŎŀƭ ǳǎŜǊ ƛƴǘŜǊŦŀŎŜ ƛǎ ŎŀƭƭŜŘ {ƛƎŀ{ƛƎƘǘΣ ŀƴŘ ƛǘ ǇǊƻǾƛŘŜǎ ǘƘŜ ǳǎŜǊ ǿƛǘƘ ŀǎǎŜǘ 

ǾƛǎǳŀƭƛȊŀǝƻƴΣ ŀƭŜǊǘǎΣ ŀƴŘ ŀƴŀƭȅǎƛǎέ 

B.12 NEWGEN 

όvмύ b9²D9bΩǎ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ ¢ƘŜ 9¦πŦǳƴŘŜŘ b9²D9b ǇǊƻƧŜŎǘ 9ǊǊƻǊΗ 

wŜŦŜǊŜƴŎŜ ǎƻǳǊŎŜ ƴƻǘ ŦƻǳƴŘΦ ǿƛƭƭ ŘŜǾŜƭƻǇ ŀƴŘ ŘŜƳƻƴǎǘǊŀǘŜ ƴŜǿ ƛƴǎǳƭŀǝƻƴ 

ƳŀǘŜǊƛŀƭǎΣ ŎŀōƭŜ ƳŀƴǳŦŀŎǘǳǊƛƴƎ ǎƻƭǳǝƻƴǎΣ ƻƴƭƛƴŜ ŎƻƴŘƛǝƻƴ ƳƻƴƛǘƻǊƛƴƎ ǘŜŎƘƴƻƭƻƎƛŜǎ ŀƴŘ 

ŎƻƳǇǊŜƘŜƴǎƛǾŜ ƭƛŦŜ ŀƴŘ ǊŜƭƛŀōƛƭƛǘȅ ƳƻŘŜƭƭƛƴƎ ǘƻƻƭǎ ŦƻǊ ǘƘŜ ƴŜȄǘπƎŜƴŜǊŀǝƻƴ ƻŦ ŜȄǘǊǳŘŜŘ ƘƛƎƘπǾƻƭǘŀƎŜ 

ŘƛǊŜŎǘπŎǳǊǊŜƴǘ όI±5/ύ ŎŀōƭŜ ǎȅǎǘŜƳǎΦ ¢ƘŜ ǇǊƻƧŜŎǘ ǿƛƭƭ ŘŜƭƛǾŜǊ ƴŜǿ ǎǇŀŎŜ ŎƘŀǊƎŜ ƳƛǝƎŀǝƴƎ ŀŘŘƛǝǾŜǎ ŦƻǊ 

ŜȄǘǊǳŘŜŘ I±5/ ƛƴǎǳƭŀǝƻƴ ƳŀǘŜǊƛŀƭǎΣ ŀǎ ǿŜƭƭ ŀǎ ƴŜǿ ƛƴŘǳǎǘǊƛŀƭ ŎŀōƭŜ ŜȄǘǊǳǎƛƻƴ ǎƻƭǳǝƻƴǎ ŦƻǊ ŘŜŦŜŎǘπŦǊŜŜ 

ŀƴŘ ŎƻǎǘπŜũŜŎǝǾŜ ƳŀƴǳŦŀŎǘǳǊƛƴƎ ƻŦ ƴŜȄǘπƎŜƴŜǊŀǝƻƴ ǘƘŜǊƳƻǇƭŀǎǝŎ I±5/ ŎŀōƭŜǎΦ b9²D9b ǿƛƭƭ ŀƭǎƻ 

ǇǊƻǾƛŘŜ ƴŜǿ ǇǊŜπŦŀǳƭǘ ŘŜǘŜŎǝƻƴ ƳŜǘƘƻŘǎ ŀƴŘ ƛƴǎǘǊǳƳŜƴǘǎ ŦƻǊ ŀǎǎŜǎǎƛƴƎ ǘƘŜ ƘŜŀƭǘƘ ǎǘŀǘǳǎ ƻŦ ŜȄǘǊǳŘŜŘ 

I±5/ ŎŀōƭŜ ǎȅǎǘŜƳǎΣ ŀǎ ǿŜƭƭ ŀǎ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ǘƻƻƭǎ ŀƴŘ ƳƻŘŜƭǎ ŦƻǊ ǘƘŜ ŜǾŀƭǳŀǝƻƴ ƻŦ ǘƘŜƛǊ ƭƛŦŜ ŀƴŘ 

ǊŜƭƛŀōƛƭƛǘȅΦ 

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ hƴƎƻƛƴƎ 

όvнύ b9²D9b ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ 

ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ 

¢ƘŜ ǇǊƻƧŜŎǘ Ƴŀƛƴƭȅ ŘŜǾŜƭƻǇǎ ƴŜǿ ƳŀǘŜǊƛŀƭǎ ŀƴŘ ŎŀōƭŜ ŘŜǎƛƎƴǎ ŦƻǊ I±5/ ŎŀōƭŜǎΣ ƛΦŜΦ ƘŀǊŘǿŀǊŜ 

ǘŜŎƘƴƻƭƻƎƛŜǎ ŀǎ ǿŜƭƭ ŀǎ ŎŀōƭŜ ƳƻƴƛǘƻǊƛƴƎ ǘŜŎƘƴƻƭƻƎƛŜǎΣ ǿƘƛƭŜ ōǳƛƭŘƛƴƎ ƳƻŘŜƭǎ ŦƻǊ ŎŀōƭŜ ƭƛŦŜǝƳŜ 

ŀǎǎŜǎǎƳŜƴǘ  

όvмрύ b9²D9b Ƙŀǎ ƳŀŘŜ ŘŜǾŜƭƻǇƳŜƴǘǎ ŀŘŘǊŜǎǎƛƴƎ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ 

ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘΦ  

όvмрƛύ b9²D9bΩǎ ŎȅōŜǊ ŀƴŘ ǇƘȅǎƛŎŀƭ ŀǎǎŜǘǎκŜƭŜƳŜƴǘǎ ǘƘŀǘ ǘƘŜ ǇǊƻƧŜŎǘ ŀŘŘǊŜǎǎŜǎΣ ǇƻǘŜƴǝŀƭ Ǌƛǎƪǎ 

ƛŘŜƴǝŬŜŘ ƛƴ b9²D9b ǘƘŀǘ ŀǊŜ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ƴŀǘǳǊŜ ƻŦ ǘƘŜ ƎǊƛŘΣ ŀƴŘ Ƙƻǿ ǘƘŜ ƭŀǧŜǊ 

ŀǊŜ ƳƛǝƎŀǘŜŘΦ 



D2.1 Digitalization challenges and opportunities in the future energy system 

123 

¢ƘŜ ǇǊƻƧŜŎǘǎ ǇǊŜǎŜƴǘ ƳŜǘƘƻŘƻƭƻƎƛŜǎ ŦƻǊ ƻƴƭƛƴŜ Ǝƭƻōŀƭ ƳƻƴƛǘƻǊƛƴƎ ƻŦ I±5/ ŎŀōƭŜǎΣ ƻǇǝƳƛȊŜŘ I±5/ 

ƛƴǎǳƭŀǝƻƴ ŎƻƳǇƻǳƴŘǎ ŀƴŘ ŎŀōƭŜ ǇǊƻǘƻǘȅǇŜǎ ǘƘŀǘ ƳƛǝƎŀǘŜκŘƛƳƛƴƛǎƘ ǘƘŜ Ǌƛǎƪ ƻŦ ŎŀōƭŜ ŦŀƛƭǳǊŜǎ ƛΦŜΦΣ ǇŀǊǝŀƭ 

ŘƛǎŎƘŀǊƎŜǎΣ ƛƴǎǳƭŀǝƻƴ ōǊŜŀƪŘƻǿƴΣ ƳŀǘŜǊƛŀƭ ŦŀƛƭǳǊŜǎΦ 

¢ƘŜ ǇǊƻƧŜŎǘ ǇǊŜǎŜƴǘǎ ŀƴ ƻƴƭƛƴŜ Ǝƭƻōŀƭ ƳƻƴƛǘƻǊƛƴƎ ǎȅǎǘŜƳ ŀǊŎƘƛǘŜŎǘǳǊŜ ŦƻǊ I±5/ ŎŀōƭŜ ǎȅǎǘŜƳǎΦ ¢Ƙƛǎ 

ƛǎ ƴƻǘ ŦǳǊǘƘŜǊ ŜȄǇƭŀƛƴŜŘ ǎƛƴŎŜ ǘƘŜǊŜ ŀǊŜ ŀƭƳƻǎǘ ƴƻǘ ŀǘ ŀƭƭ ǘŜŎƘƴƛŎŀƭ ŘŜƭƛǾŜǊŀōƭŜǎ ǇǳōƭƛŎƭȅ ŀǾŀƛƭŀōƭŜ ŜǾŜƴ 

ǘƘƻǳƎƘ ǘƘŜ ǇǊƻƧŜŎǘ ƛǎ ǊǳƴƴƛƴƎ ŦǊƻƳ ƳƛŘπнлннΦ  

όvмрƛƛύ LŘŜƴǝŬŜŘ ŦƻŎǳǎ ŀǊŜŀǎ ŦƻǊ ŘȅƴŀƳƛŎ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ŎƻƴǘǊƻƭ ǘƻ ŜƴǎǳǊŜ ǘƘŜ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ 

ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ ƎǊƛŘΣ b9²D9b ǇǊƻǇƻǎƛǝƻƴǎ ŦƻǊ ŜũŜŎǝǾŜ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ǇǊƻǘŜŎǝƻƴ ƻŦ ǘƘŜ Ǉŀƴπ

9ǳǊƻǇŜŀƴ ƎǊƛŘ ŎȅōŜǊ ƭŀȅŜǊǎΦ  

¢ƘŜ ǇǊƻƧŜŎǘ ƳŜƴǝƻƴǎ ά{ƛƳǳƭŀǘŜŘ ƛƳǇŀŎǘ ƻƴ I±5/κ!/ Ƴǳƭǝƭƛƴƪ ǎȅǎǘŜƳ ŀƴŘ ƛǘǎ άŬǊŜǿŀƭƭέ 

ǇǊƻǇŜǊǝŜǎΦέΣ ŦǊƻƳ ǿƘƛŎƘ ǿŜ ǳƴŘŜǊǎǘŀƴŘ ǘƘŀǘ ǘƘŜȅ ǿƛƭƭ ǎǘǳŘȅ ǘƘŜ ƛƳǇŀŎǘ ƻƴ ǘƘŜ Ǉŀƴ 9¦ ƎǊƛŘ ƻŦ ǘƘŜƛǊ 

I±5/ ǊŜƭŀǘŜŘ ŘŜǾŜƭƻǇƳŜƴǘǎ ώфсϐΦ 

B.13 AGISTIN 

όvмύ !DL{¢LbΩǎ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ ¢ƘŜ !DL{¢Lb ǇǊƻƧŜŎǘ 9ǊǊƻǊΗ wŜŦŜǊŜƴŎŜ ǎƻǳǊŎŜ 

ƴƻǘ ŦƻǳƴŘΦ ǇǊƻǇƻǎŜǎ ǘƻ ŘŜǾŜƭƻǇ ƎǊƛŘ ƛƴǘŜƎǊŀǝƻƴ ŀǊŎƘƛǘŜŎǘǳǊŜǎ ŦƻǊ ŜƴŜǊƎȅ ǎǘƻǊŀƎŜ 

ǿƛǘƘ ƻƴπǎƛǘŜ ǊŜƴŜǿŀōƭŜǎ ŀƴŘ ŜƳŜǊƎƛƴƎ 5/ ŜƴŘπǳǎŜǎΦ ¢Ƙƛǎ Ŧƻƭƭƻǿǎ ǘƘŜ 5/ ŎƻǳǇƭƛƴƎ 

ŀǇǇǊƻŀŎƘ ŎƻƴǎƛŘŜǊŜŘ ƛƴ ŎǳǊǊŜƴǘ t±Ҍ ǎǘƻǊŀƎŜ ƘȅōǊƛŘǎΣ ŜȄǘŜƴŘƛƴƎ ƛǘ ǘƻ ƛƴŎƭǳŘŜ ŜƴŘπǳǎŜΣ ƎǊƛŘ ǳǎŜǊǎ ŀƴŘ 

ǎȅǎǘŜƳ ƛƴǘŜƎǊŀǘƻǊǎΦ !ǎ ǎǳŎƘΣ ƛƴŘǳǎǘǊƛŀƭ ƎǊƛŘ ǳǎŜǊǎ Ŏŀƴ ōŜƴŜŬǘ ŦǊƻƳ ǘƘŜ ŀǾƻƛŘŀƴŎŜ ƻŦ ŀŘŘƛǝƻƴŀƭ 

ƘŀǊŘǿŀǊŜΣ ǊŜŘǳŎƛƴƎ ŎƻǎǘǎΣ ƛƳǇǊƻǾŜŘ ƻǇŜǊŀǝƻƴŀƭ ŜŶŎƛŜƴŎȅΣ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǎŜƭŦπŎƻƴǎǳƳǇǝƻƴ ŀǎ 

ŎƻƳǇŀǊŜŘ ǘƻ ǘƘŜ !/ ŎƻƴƴŜŎǝƻƴ ŀǇǇǊƻŀŎƘΦ ¢ƘŜ ǇǊƻƧŜŎǘ ǿƛƭƭ ŘŜǾŜƭƻǇ ŎƻƴǘǊƻƭ ŀƭƎƻǊƛǘƘƳǎ ǘƻ ŎƻƻǊŘƛƴŀǘŜ 

ōŜǘǿŜŜƴ ŀƭƭ ǘƘǊŜŜ ŀǎǎŜǘ ŎƭŀǎǎŜǎ ǘƘŀǘ ǿƛƭƭ ōŜ ƻǇŜƴ ǎƻǳǊŎŜŘ ŦƻǊ ŜȄǇƭƻƛǘŀǝƻƴ ōȅ ǎȅǎǘŜƳ ƛƴǘŜƎǊŀǘƻǊǎ ŀƴŘ 

ǇƻǿŜǊ ŜƭŜŎǘǊƻƴƛŎǎ h9aǎΦ 

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ hƴƎƻƛƴƎ 

B.14 BD4OPEM 

όvмύ .5пht9aΩǎ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ .5пht9a ό.ƛƎ 5ŀǘŀ ŦƻǊ LƴƴƻǾŀǝǾŜ ŀƴŘ 

{ǳǎǘŀƛƴŀōƭŜ 9ƴŜǊƎȅ {ƻƭǳǝƻƴǎύ 9ǊǊƻǊΗ wŜŦŜǊŜƴŎŜ ǎƻǳǊŎŜ ƴƻǘ ŦƻǳƴŘΦ ŘŜǾŜƭƻǇǎ ŀƴ 

ƻǇŜƴ ƛƴƴƻǾŀǝƻƴ ƳŀǊƪŜǘǇƭŀŎŜ ǿƘŜǊŜΣ ǘƘǊƻǳƎƘ ŀƴ ŀƴŀƭȅǝŎ ǘƻƻƭōƻȄ ǘƘŀǘ 

ƛƴǘŜƎǊŀǘŜǎ ǎƻƭǳǝƻƴǎ ōŀǎŜŘ ƻƴ ŀǊǝŬŎƛŀƭ ƛƴǘŜƭƭƛƎŜƴŎŜΣ ǇǊƻŘǳŎǘǎ ŀƴŘ ǎŜǊǾƛŎŜǎ ǘƻ ƛƳǇǊƻǾŜ ǘƘŜ ƳƻƴƛǘƻǊƛƴƎΣ 

ƻǇŜǊŀǝƻƴΣ ƳŀƛƴǘŜƴŀƴŎŜ ŀƴŘ ǇƭŀƴƴƛƴƎ ƻŦ ŜƭŜŎǘǊƛŎŀƭ ŘƛǎǘǊƛōǳǝƻƴ ƎǊƛŘǎ ŀǊŜ ƳŀŘŜ ŀǾŀƛƭŀōƭŜ ǘƻ 

ǎǘŀƪŜƘƻƭŘŜǊǎΦ  

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ /ƻƳǇƭŜǘŜŘ 

όvнύ .5пht9a ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ 

ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ 

¢ƘŜ ǇǊƻƧŜŎǘ ŘŜǾŜƭƻǇŜŘ ŀƴ L¢ ŀǊŎƘƛǘŜŎǘǳǊŜ ǿƛǘƘ ǎŜǾŜǊŀƭ άŘŜǾƛŎŜ ŀŘŀǇǘƻǊǎέ ŀǎ ǘƘŜȅ Ŏŀƭƭ ǘƘŜƳ ŦƻǊ 

ŀŎƘƛŜǾƛƴƎ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΣ ŀǎ ŀ ǇŀǊǘ ƻŦ ǘƘŜ Řŀǘŀ ƭŀȅŜǊ ǘƘŀǘ ƛƴŎƭǳŘŜǎ ŀƭǎƻ ƳƻŘǳƭŜǎ ƭƛƪŜ Řŀǘŀ ƘŀǊƳƻƴƛȊŀǝƻƴ 

/LaΣ ŎƻƴǘŜȄǘ ōǊƻƪŜǊΣ Řŀǘŀ ŎƭŜŀƴǎƛƴƎΣ ǎǘƻǊŀƎŜΣ Řŀǘŀ ƭŀƪŜΣ ǳƴƛŬŜŘ !tLΣ Řŀǘŀ ƳŀƴŀƎŜƳŜƴǘ ŀƴŘ ƳƻƴƛǘƻǊƛƴƎΦ 

vнƛΥ {ǇŜŎƛŬŎŀǝƻƴ ƻŦ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎΣ ŀƭƻƴƎ ǿƛǘƘ ǘƘŜƛǊ ŘŜŬƴƛǝƻƴǎ ƛƴ ǘŜǊƳǎ ƻŦ ƛƴŦƻǊƳŀǝƻƴ 

ƳƻŘŜƭǎΣ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎΦ 
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!ǎ ƳŜƴǝƻƴŜŘΣ ǘƘŜ άƘŀǊƳƻƴƛȊŀǝƻƴ ƛǎ ŀŎŎƻƳǇƭƛǎƘŜŘ ōȅ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘǎ ŀƴŘ 

ƻƴǘƻƭƻƎƛŜǎ όŜΦƎΦ {!w9CмΣ {!w9Cпb9wнΣ CL²!w9оΣ /Laпύ ŦǊŀƳŜŘ ǿƛǘƘƛƴ L/¢ ŀƴŘ ŜƴŜǊƎȅ ŘƻƳŀƛƴΣ ƻũŜǊƛƴƎ 

ŀ ŎƻƳƳƻƴ ǎǘǊǳŎǘǳǊŜ ŦƻǊ Řŀǘŀ ŀƴŘ Ŧǳƭƭȅ ŘŜŬƴŜŘ ƛƴ 5оΦнέΦ  

wŜƎŀǊŘƛƴƎ ǝƳƛƴƎǎΣ ƛǘ ǿŀǎ ƴƻǘ ǇƻǎǎƛōƭŜ ǘƻ ŬƴŘ ŀƴȅ ƛƴŦƻǊƳŀǝƻƴΦ 

¢ƘŜ ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎ ŀǊŜ ǇǊƻǾƛŘŜŘ ƛƴ ŘŜǘŀƛƭŜŘ ǎŜǉǳŜƴŎŜ ŘƛŀƎǊŀƳǎ ƻŦ ǘƘŜ ǳǎŜ ŎŀǎŜǎΣ мл.¦/ǎ 

ŀƴŘ нп {¦/ǎ ό5нΦо ǇƎΦ фоύ 

vнƛƛΥ ! ōǊƛŜŦ ŘŜǎŎǊƛǇǝƻƴΣ ƻǊ ƛƭƭǳǎǘǊŀǝƻƴ ƻŦ ŜŀŎƘ 

ƛƴǘŜǊŦŀŎŜΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜΣ ǊŜŦŜǊŜƴŎƛƴƎ ǘƘŜ {D!a 

ƳƻŘŜƭΦ 

¢ƘŜ ǇǊƻƧŜŎǘ ǇǊŜǎŜƴǘǎ ŀ ŘŜǘŀƛƭŜŘ ƳŀǇǇƛƴƎ ƻŦ 

ǘƘŜ .5пht9a ŀǊŎƘƛǘŜŎǘǳǊŜ ǿƛǘƘ ǘƘŜ {D!a 

ƳƻŘŜƭ ŀƴŘ ǘƘŜ ǾŀǊƛƻǳǎ ƭŀȅŜǊǎΦ 

όvоύ .5пht9aΩǎ ƪŜȅ ŬƴŘƛƴƎǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ 

ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ƛƴǘŜǊŦŀŎŜǎ ǘƻ 

ƛƳǇǊƻǾŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎ όǎȅǎǘŜƳ 

ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ 

ŜƴŜǊƎȅ ƳŀǊƪŜǘǎύΦ 

¢ƘŜ ǇǊƻƧŜŎǘ ǳǎŜ ŎŀǎŜǎ Ƴŀƛƴƭȅ ŦƻŎǳǎ ƻƴ 

ŘƛǎǘǊƛōǳǝƻƴ ƭŜǾŜƭ ǳǎŜ ŎŀǎŜǎ ŀǘ [± ŀƴŘ a±Σ Ƴŀƛƴƭȅ 

ŘŜŀƭƛƴƎ ǿƛǘƘ ǇƻǿŜǊ ǉǳŀƭƛǘȅ ŀƴŘ ŘƛǎǘǳǊōŀƴŎŜΣ ƅŜȄƛōƛƭƛǘȅ ŦƻǊŜŎŀǎǝƴƎΣ ǘƻǇƻƭƻƎƛŎŀƭ ǊŜǇǊŜǎŜƴǘŀǝƻƴ ŀƴŘ 

{/!5! ƛƴŦƻǊƳŀǝƻƴ ƳŀǇǇƛƴƎΣ 9± ǘƻ ǘƘŜ ƎǊƛŘ ƅŜȄƛōƛƭƛǘȅΦ 

wŜƎŀǊŘƛƴƎ ƪŜȅ ŬƴŘƛƴƎǎΣ ǘƘŜ ƛƴŦƻǊƳŀǝƻƴ ǿŜ ŦƻǳƴŘ ŘƻŜǎ ƴƻǘ ΨŘƛǎŎǊƛƳƛƴŀǘŜΩ ŦƻǊ ǘƘŜ ǎǘŀƴŘŀǊŘǎ ŀƴŘ 

ƛƴǘŜǊŦŀŎŜǎΥ ƛǘ ǇǊŜǎŜƴǘǎ ǘƘŜ ŘŜǘŀƛƭǎ ƻŦ ǘƘŜ Ƴŀƛƴ ŀǊŎƘƛǘŜŎǘǳǊŀƭ ƭŀȅŜǊǎ ŀƴŘ ƛǘǎ ŎƻƴǘŜƴǘǎ ŀƴŘ ǘƘŜ ǊŜǎǳƭǘǎ ƻŦ 

ǘƘŜ ǇƛƭƻǘǎΦ Lƴ ǘƘŜ ŘŜƳƻǎ ǘƘŜǊŜ ǿŜǊŜ ǘǿƻ YtLǎ ǇǊŜǎŜƴǘŜŘ ŀǘ ǇǊƻƧŜŎǘ ƭŜǾŜƭΣ όƛύ 5ƛƳŜƴǎƛƻƴ ƻŦ Řŀǘŀ ǇǊƻǾƛŘŜǊǎ 

ŀƴŘ ǾƻƭǳƳŜ ƻŦ Řŀǘŀ ƳŀƴŀƎŜŘ όƛƛύ 5ŀǘŀ ŎƻƳƛƴƎ ŦǊƻƳ ǊŜƴŜǿŀōƭŜ ǘŜŎƘƴƻƭƻƎƛŜǎ ŜǾŀƭǳŀǝƴƎ ǘƘŜ 

ŜƴƎŀƎŜƳŜƴǘ ƻŦ Ƴŀƴȅ ŀƴŘ ŘƛũŜǊŜƴǘ ǳǎŜǊǎ ŀƴŘ ǎŎŀƭŀōƛƭƛǘȅπǊŜǇƭƛŎŀōƛƭƛǘȅ ǇƻǘŜƴǝŀƭΦ  

όvпύ .5пht9aΩǎ ŎƻƴǘǊƛōǳǝƻƴ ǘƻǿŀǊŘǎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƴŘ Řŀǘŀπ

ǎƘŀǊƛƴƎ ŦǊŀƳŜǿƻǊƪǎΦ 

 

Figure 19: The BD4OPME architecture 

Figure 18: BD4OPEM high-level architecture layering 
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¢ƘŜ ǇǊƻƧŜŎǘ ǇǊŜǎŜƴǘŜŘ ŀ Řŀǘŀ ƭŀȅŜǊ ǘƘŀǘ ǇǊƻǾƛŘŜŘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǿƛǘƘ ǘƘŜ ŀƴŀƭȅǝŎǎΣ ƳŀǊƪŜǘǇƭŀŎŜ 

ŀƴŘ ǎŜŎǳǊƛǘȅ ƭŀȅŜǊǎΣ Ƴŀƛƴƭȅ ƘƻǎǝƴƎ ǘƘŜ ƛƴŘŜǇŜƴŘŜƴǘ ǘƻƻƭǎ ǘŜǎǘŜŘ ƛƴ ǘƘŜ ŘŜƳƻ ǎƛǘŜǎΦ ¢ƘŜ ŀǊŎƘƛǘŜŎǘǳǊŜ ƛǎ 

ŎƻƳǇŀǝōƭŜ ǿƛǘƘ !aLΣ {/!5!Σ DL{Σ 9± ŎƘŀǊƎƛƴƎΣ I±!/ ǿƛǘƘ Yb·Σ t± ŎƻƴǘǊƻƭ ²ƛōŜŜŜΦ 

όvрύ .5пht9aΩǎ ŘŜŬƴƛǝƻƴ ƻŦ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ  

¢ƘŜ ǇǊƻƧŜŎǘ ǇǊŜǎŜƴǘǎ ŀ ŘŜǘŀƛƭŜŘ Řŀǘŀ ƭŀȅŜǊ ǿƛǘƘ ŀ Řŀǘŀ ƳŜŘƛŀǝƻƴ ŦǳƴŎǝƻƴŀƭƛǘȅη ŀŎǘ ŀǎ ŀ ŦŀŎƛƭƛǘŀǘƻǊ 

ƻŦ Řŀǘŀ ŜȄŎƘŀƴƎŜǎ ǿƛǘƘ ŜȄǘŜǊƴŀƭ !tLǎ ŦƻǊ ǘƘŜ ǎŜǊǾƛŎŜǎ ōǳƛƭǘ ƻƴ ǘƘŜ !ƴŀƭȅǝŎǎ ƭŀȅŜǊΣ ƻũŜǊƛƴƎ ǘǊŀƴǎǇŀǊŜƴǘ 

ƛƴǘŜƎǊŀǝƻƴ ǿƛǘƘ ŜȄǘŜǊƴŀƭ Řŀǘŀ ǎƻǳǊŎŜǎ ǘƘǊƻǳƎƘ ǎǘŀƴŘŀǊŘ ƛƴǘŜǊŦŀŎŜǎΦ 

όvфύ 9ȄŀƳǇƭŜǎ ƻŦ ǘƻƻƭ ƭƛƳƛǘŀǝƻƴǎ ƛŘŜƴǝŬŜŘ ŘǳǊƛƴƎ ǘƘŜ ŀƴŀƭȅǎƛǎΦ 

Lƴ ǘƘŜ ŘŜƭƛǾŜǊŀōƭŜ ŦƻǊ ǘƘŜ {ǇŀƴƛǎƘ ǇƛƭƻǘΣ ƛǘ Ƙŀǎ ōŜŜƴ ǇƻƛƴǘŜŘ ƻǳǘ ǘƘŀǘ άCƛǊǎǘΣ ōȅ ƘŀǾƛƴƎ ǘƻ ǎǳǇǇƭȅ ŀ 

ƘǳƎŜ ŀƳƻǳƴǘ ƻŦ Řŀǘŀ ǘƻ ŘƛũŜǊŜƴǘ ǇŀǊǘƴŜǊǎ ƳŀŘŜ ǘƘŜ ŎƻƳǇŀƴȅ ǊŜŀƭƛȊŜ ǘƘŜ ǎǘŀǘŜ ƻŦ ŘƛǎƻǊƎŀƴƛȊŀǝƻƴ ŀƴŘ 

ǎǘŀǘŜ ƻŦ ǉǳŀƭƛǘȅ ƻŦ ǘƘŜ Řŀǘŀ ƎŀǘƘŜǊŜŘ ŦǊƻƳ ǘƘŜ ŘƛũŜǊŜƴǘ ŀǎǎŜǘǎ ƻŦ ǘƘŜ ƎǊƛŘΦ ¢ƘŜ ƻǳǘŎƻƳŜ ƻŦ ǘƘƛǎ ƛǎ ŀ ŎƭŜŀǊ 

ǘŀǎƪ ŦƻǊ 9{¢9.!b9[[ ǘƻ ŎǊŜŀǘŜ ŀ Řŀǘŀ ŀǊŎƘƛǘŜŎǘǳǊŜ ǘƘŀǘ ǳƴƛŬŜǎ ŀƴŘ ōǊƛƴƎǎ ǘƻƎŜǘƘŜǊ ŀƭƭ Řŀǘŀ ƎŀǘƘŜǊŜŘ 

ŦǊƻƳ ƛǘǎ ǎƻǳǊŎŜǎΦ ¢Ƙƛǎ ƻǊƎŀƴƛȊŀǝƻƴ ŦŀŎƛƭƛǘŀǘŜǎ ǘƘŜ ǇŀǊǝŎƛǇŀǝƻƴ ƛƴ Řŀǘŀ ƳŀǊƪŜǘǇƭŀŎŜǎΣ ŜƴŀōƭƛƴƎ ŀ ǇǊƻǇŜǊ 

ǘǊŜŀǘƳŜƴǘ ƻŦ ǘƘŜ Řŀǘŀ ƛƴǘŜǊƴŀƭƭȅΣ ƳƻǊŜ ǇǊƻŬǘŀōƭŜ ŎƻƭƭŀōƻǊŀǝƻƴ ǿƛǘƘ ƻǘƘŜǊ ǇŀǊǘƴŜǊǎΣ ŀƴŘ ŀ ōŜǧŜǊ 

ǇǊŜŘƛǎǇƻǎƛǝƻƴ ǘƻ ƻǇŜƴ ƛƴƴƻǾŀǝƻƴΣ ōǳǘ Ƴƻǎǘ ƻŦ ŀƭƭΣ ƛǘ Ŏŀƴ ŦŀŎƛƭƛǘŀǘŜ ǘƘŜ ŜȄǘǊŀŎǝƻƴ ƻŦ ƛƴŦƻǊƳŀǝƻƴΣ ŀƴŘ 

ƘŜƴŎŜΣ ǘƘŜ ǾŀƭǳŜ ƛƴƘŜǊŜƴǘ ƛƴ ǘƘŜ ŘŀǘŀΦέ 

άwŜƭŀǘŜŘ ǘƻ ǘƘŜ ƛǎǎǳŜ ǊŀƛǎŜŘ ōŜŦƻǊŜ ƛǎ ǘƘŜ Řŀǘŀ ǘǊŀƴǎŦŜǊΣ ŀƴŘ ǘƘŜ ǊƛǎƛƴƎ ŎƻƴŎŜǊƴ ƻŦ Řŀǘŀ 

ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀƴŘ Řŀǘŀ ǘǊŀƴǎǇŀǊŜƴŎȅ ƛƴ ǘƘŜ ǎŜŎǘƻǊΦ ¢Ƙƛǎ ǿŀǎ ŜȄǘǊŜƳŜƭȅ ǾƛǎƛōƭŜ ƛƴ ǘǿƻ ŀǎǇŜŎǘǎΦ hƴŜ 

ǊŜŦŜǊǎ ǘƻ ǘƘŜ ōŀŘ ǉǳŀƭƛǘȅ ƻŦ Řŀǘŀ ŀƴŘ ŘƛũŜǊŜƴǘ ŦƻǊƳŀǩƴƎ ƛǎǎǳŜǎ ǘƘŀǘ ƳŀƪŜ ƛǘ ŘƛŶŎǳƭǘ ƛƴ ŀ ƭƻǘ ƻŦ ŎŀǎŜǎ 

ǘƘŜ ŜȄǘǊŀŎǝƻƴ ƻŦ ǇǊƻǇŜǊ ǊŜǎǳƭǘǎ ƛƴ ǘƘŜ ǎƛƳǳƭŀǝƻƴǎ ƻŦ ǘƘŜ ǎŜǊǾƛŎŜǎΦ !ƴŘ ǘƘŜ ƻǘƘŜǊ ǊŜŦŜǊǎ ǘƻ ǘƘŜ ǇǊƻŎŜǎǎ 

ƻŦ ƘŀǊƳƻƴƛȊŀǝƻƴ ƴŜŜŘŜŘ ǘƘŀǘ ŀƭǎƻ Ǉǳǘ ǎƻƳŜ ŘƛŶŎǳƭǝŜǎ ƛƴ ǊǳƴƴƛƴƎ ǘƘŜ ǎŀƳŜ ǎŜǊǾƛŎŜ ŦƻǊ ŘƛũŜǊŜƴǘ 

ŎƻƳǇŀƴƛŜǎΦ CƛƴŀƭƭȅΣ ǘƘǊƻǳƎƘ ǘƘŜ ŘƛũŜǊŜƴǘ ǎŜǊǾƛŎŜǎ ǘŜǎǘŜŘ ƛƴ 9{¢9.!b9[[ϥǎ ǇƛƭƻǘΣ ǘƘŜ 5{h ǿŀǎ ŀōƭŜ ǘƻ 

ŜȄǘǊŀŎǘ ŘƛǊŜŎǘ ǾŀƭǳŜ ǘƘŀǘ ǿŀǎ ǎƻƭǾƛƴƎ ǎǇŜŎƛŬŎ ƛǎǎǳŜǎ ǎǳŎƘ ŀǎ ǘƘŜ ǇƘŀǎŜ ŎƻƴƴŜŎǝƻƴ ŦǊƻƳ ǘƘŜ {ƳŀǊǘ 

aŜǘŜǊǎΤ ŀƴŘ Řŀǘŀ ƎŀǇǎ ŀƴŘ ƻǳǘƭƛŜǊǎ ŦǊƻƳ ǝƳŜǎŜǊƛŜǎ ŘŀǘŀΦέ 

.ŀǎŜŘ ƻƴ 9ƭŜƪǘǊƻ /ŜƭƧŜΩǎ ǊŜŦŜǊŜƴŎŜ άǿŜ ƘŀǾŜ ōŜŜƴ ŎƻƭƭŜŎǝƴƎ Ǿŀǎǘ ŀƳƻǳƴǘǎ ƻŦ Řŀǘŀ ŦǊƻƳ ǾŀǊƛƻǳǎ 

ǎƻǳǊŎŜǎΣ ƛƴŎƭǳŘƛƴƎ ǎƳŀǊǘ ƳŜǘŜǊǎΣ DL{ ǎȅǎǘŜƳǎΣ ŀƴŘ ōƛƭƭƛƴƎ ǎȅǎǘŜƳǎΦ 5ŜǎǇƛǘŜ ǘƘƛǎ ǿŜŀƭǘƘ ƻŦ ƛƴŦƻǊƳŀǝƻƴΣ 

ǿŜ ƘŀǾŜ ƴƻǘ ōŜŜƴ ŀōƭŜ ǘƻ Ŧǳƭƭȅ ǳǝƭƛȊŜ ƛǘ ǘƻ ƛƳǇǊƻǾŜ ƻǳǊ ƴŜǘǿƻǊƪ ƻǇŜǊŀǝƻƴǎΦ ²Ŝ ǊŜŎƻƎƴƛȊŜ ǘƘŜ ǇƻǘŜƴǝŀƭ 

ƻŦ Řŀǘŀ ǘƻ ŜƴƘŀƴŎŜ ƻǳǊ ƴŜǘǿƻǊƪ ƳŀƴŀƎŜƳŜƴǘ ōǳǘ ƭŀŎƪ ǘƘŜ ŜȄǇŜǊǝǎŜ ǘƻ ŜȄǘǊŀŎǘ ƳŜŀƴƛƴƎŦǳƭ ƛƴǎƛƎƘǘǎ 

ŦǊƻƳ ƛǘΦέ 

aƻǊŜƻǾŜǊΣ 9ƭŜƪǘǊƻ /ŜƭƧŜ ƳŜƴǝƻƴǎ άǿŜ ŘƛǎŎƻǾŜǊŜŘ ǘƘŀǘ ƻǳǊ Řŀǘŀ ǿŀǎ ƴƻǘ ƛƴ ŀ ǳǎŀōƭŜ ŦƻǊƳŀǘΦ Lƴ ǎƻƳŜ 

ŎŀǎŜǎΣ ƛǘ ǿŀǎ ƴƻǘ ŎƭŜŀƴ ƻǊ ǎǘŀƴŘŀǊŘƛȊŜŘΣ ŀƴŘΣ ƛƴ ǎƻƳŜ ŎŀǎŜǎΣ ƛǘ ǿŀǎ ƴƻǘ ŎƻƭƭŜŎǘŜŘ ŀǘ ŀƭƭΦ !ŘŘƛǝƻƴŀƭƭȅΣ 

ǘƘŜǊŜ ǿŜǊŜ ƎŀǇǎ ƛƴ ǘƘŜ ŘŀǘŀΦ hƴŎŜ ǘƘŜ Řŀǘŀ ǿŀǎ ŎƭŜŀƴŜŘ ŀƴŘ ǎǘŀƴŘŀǊŘƛȊŜŘΣ ƻǳǊ ǇŀǊǘƴŜǊǎ ǿŜǊŜ ŀōƭŜ ǘƻ 

ŘŜǾŜƭƻǇ ǎŜǊǾƛŎŜǎ ǘƘŀǘ ŎƻǳƭŘ ǇƻǘŜƴǝŀƭƭȅ ōŜƴŜŬǘ 5ƛǎǘǊƛōǳǝƻƴ {ȅǎǘŜƳ hǇŜǊŀǘƻǊǎ ό5{hǎύΦέ 

(Q11) How data exchange gaps are affecting the support for flexibility requirements identified and 

analysed. 

¢ƘŜ 5{hǎ ǿŜǊŜ ŦŀŎƛƴƎ ƛǎǎǳŜǎ ƻǊƎŀƴƛȊƛƴƎκƳŀƴŀƎƛƴƎ ǘƘŜƛǊ ŘƛǎǇŜǊǎŜŘ Řŀǘŀ ŀƴŘ ŘŜǾŜƭƻǇ ƅŜȄƛōƛƭƛǘȅ 

ǎŜǊǾƛŎŜǎΦ ¢ƘŜȅ ŀƭǎƻ ƳŜƴǝƻƴŜŘ ƛǎǎǳŜǎ ŦƻǊ ǾŀƭƻǊƛǎŀǝƻƴ ƻŦ ǊŜŀƭ ǝƳŜ Řŀǘŀ άƻƴŜ ƻŦ ǘƘŜ ǇƛƭƻǘΩǎ ƻōƧŜŎǝǾŜǎ 

ǿŀǎ ǘƻ ǇǊƻǾƛŘŜ ǊŜŀƭπǝƳŜ Řŀǘŀ ǘƻ ŜƴŀōƭŜ ǘƘŜ ŘŜǇƭƻȅƳŜƴǘ ƻŦ ƘƛƎƘ ǾŀƭǳŜ ǎŜǊǾƛŎŜǎΦ ¢Ƙƛǎ ǿŀǎ ŀƴ ƛƳǇƻǊǘŀƴǘ 

ŎƘŀƭƭŜƴƎŜ ōƻǘƘ ƛƴ ǘŜǊƳǎ ƻŦ Řŀǘŀ ŎƻƭƭŜŎǝƻƴ ŀƴŘ Řŀǘŀ ƛƴǘŜƎǊŀǝƻƴΦ hǾŜǊŀƭƭΣ ǘƘŜ ŘŜǇƭƻȅƳŜƴǘ ƻŦ ǘƘŜ 

ŎƻƴŎŜǊƴŜŘ ǎŜǊǾƛŎŜǎ ǿŀǎ ŎƻƳǇƭŜȄΣ ōǳǘ ǘƘƛǎ ŘŜƳƻƴǎǘǊŀǝƻƴ ōǊƻǳƎƘǘ ŀ ƭƻǘ ƻŦ ƛƴǎƛƎƘǘ ƛƴǘƻ ǘƘƛǎ ƪƛƴŘ ƻŦ ǿƻǊƪ 

ŦƻǊ ŦǳǘǳǊŜ ǎŜǊǾƛŎŜ ŘŜǾŜƭƻǇŜǊǎΦ 
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όvмнύ .5пht9aΩǎ ǇǊƻǇƻǎŜŘ ǎƻƭǳǝƻƴǎ ŦƻǊ ŀŘŘǊŜǎǎƛƴƎ ƎŀǇǎΣ ǎǳŎƘ ŀǎ ǳǎƛƴƎ ƳŜǊƎŜŘ ǎǘŀƴŘŀǊŘǎ ŦƻǊ Řŀǘŀ 

ŜȄŎƘŀƴƎŜΣ ŘŜǾŜƭƻǇƛƴƎ ƛƴǘŜǊŦŀŎŜǎκŀŘŀǇǘŜǊǎ ŦƻǊ ¢{hκ5{h ŀƴŘ ŎǳǎǘƻƳŜǊǎΣ ƛƴǘŜƎǊŀǝƴƎ ŎǊƻǎǎπǎŜŎǘƻǊ ŀƴŘ 

ŎǊƻǎǎπōƻǊŘŜǊ ŎƻƳǇƻƴŜƴǘǎ ƛƴ ǘƘŜ ǊŜŦŜǊŜƴŎŜ ŀǊŎƘƛǘŜŎǘǳǊŜǎ ŀƴŘ ǇƭŀǜƻǊƳǎ ǘƻ ǎǳǇǇƻǊǘ ƅŜȄƛōƛƭƛǝŜǎΣ ŜǘŎΦ 

.5пht9a ƛǎ Ƴŀƛƴƭȅ ŘŜŀƭƛƴƎ ǿƛǘƘ 5{hπŎƻƴǎǳƳŜǊ ƛƴǘŜǊŦŀŎŜ ŀƴŘ ƛƴ ƻǊŘŜǊ ǘƻ ŘŜƭƛǾŜǊ ǎǇŜŎƛŬŎ ǎŜǊǾƛŎŜǎ 

ŀŘŘǊŜǎǎƛƴƎ ǘƘŜ ǾŀǊƛƻǳǎ ƻǇŜǊŀǝƻƴŀƭ ŀǎǇŜŎǘǎ ƻŦ ǘƘŜ 5{hΦ Lƴ ƻǊŘŜǊ ǘƻ ŎƻƳƳǳƴƛŎŀǘŜ ǿƛǘƘ ǘƘŜ Ƴŀƛƴ Řŀǘŀ 

ƳŀƴŀƎŜƳŜƴǘ ƭŀȅŜǊΣ ǘƘŜ ǇǊƻƧŜŎǘ Ƙŀǎ ŘŜǾŜƭƻǇŜŘ !tLǎ ǘƻ ŎƻƴƴŜŎǘΦ 

όvмоύ .5пht9aΩǎ ǇǊƻǇƻǎŀƭǎ ŦƻǊ ƛƳǇǊƻǾƛƴƎ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ όƛΦŜΦΣ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ 

ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎύ ŜŶŎƛŜƴǘƭȅ ǿƘƛƭŜ ŦŀŎƛƭƛǘŀǝƴƎ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ 

ƻŦ ǘƘŜ 9¦ ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ 

¢ƘŜ ǎŜǊǾƛŎŜǎ ŘŜǾŜƭƻǇŜŘ ƛƴ .5пht9a ŀǊŜ ŦƻŎǳǎƛƴƎ ƻƴ Řŀǘŀ ǾŀƭƻǊƛǎŀǝƻƴ ŦƻǊ ƅŜȄƛōƛƭƛǘȅ ǎŜǊǾƛŎŜǎ ŀǘ 5{h 

ƭŜǾŜƭΣ Ƴŀƛƴƭȅ ƳŀƴŀƎƛƴƎ ŎƻƴǎǳƳŜǊ ŀǎǎŜǘǎ ǊŜƭŀǘŜŘ ǿƛǘƘ ƘƻǳǎŜƘƻƭŘ ƭƻŀŘǎ 9± ŎƘŀǊƎŜǊǎΣ ŜƴŜǊƎȅ ǎƘŀǊƛƴƎ 

ǇǊŀŎǝŎŜǎ ŀǘ ŘƛǎǘǊƛōǳǝƻƴ ƭŜǾŜƭ ŀƴŘ ŘƛǎǘǳǊōŀƴŎŜǎ ƳƛǝƎŀǝƻƴΦ ¢ƘǳǎΣ ǘƘŜȅ ŦƻŎǳǎ ƳƻǊŜ ƻǊ ƭŜǎǎ ǘƻ ŀƭƭ ŀǎǇŜŎǘǎ 

ƻŦ ƻǇŜǊŀǘƻǊǎΣ ŀǘ a±κ[± ƭŜǾŜƭǎΣ ŀǇŀǊǘ ŦǊƻƳ ƳŀǊƪŜǘǎ ǘƘŀǘ ŀǊŜ ƴƻǘ ŜǎǘŀōƭƛǎƘŜŘ ŀǘ 5{h ƭŜǾŜƭ ȅŜǘΦ 

όvмпύ /ƘŀƭƭŜƴƎŜǎ ŀƴǝŎƛǇŀǘŜŘ ƛƴ ƛƳǇƭŜƳŜƴǝƴƎ .5пht9aΩǎ ǇǊƻǇƻǎŀƭǎΣ ŀƴŘ Ƙƻǿ ǘƻ ƻǾŜǊŎƻƳŜ ǘƘŜƳΦ 

¢ƘŜ ŎƘŀƭƭŜƴƎŜǎ ƛŘŜƴǝŬŜŘ Ƙŀǎ ōŜŜƴ ǘƘŜ ǇƻƻǊ Řŀǘŀ ǉǳŀƭƛǘȅ ŀƴŘΣ ƛƴ ǎƻƳŜ ŎŀǎŜǎΣ όƛΦŜΦ {ƭƻǾŜƴƛŀƴ ŘŜƳƻύ 

ǘƘŜȅ ƘŀŘ ǘƻ ƛƴǎǘŀƭƭ ǎƻƳŜ ŀŘŘƛǝƻƴŀƭ ǎƳŀǊǘ ƳŜǘŜǊǎ ǘƻ ƎŜƴŜǊŀǘŜ ǎƻƳŜ ƴŜŀǊ ǊŜŀƭ ǝƳŜ ŘŀǘŀǎŜǘǎΦ 

όvмрύ .5пht9a Ƙŀǎ ƳŀŘŜ ŘŜǾŜƭƻǇƳŜƴǘǎ ŀŘŘǊŜǎǎƛƴƎ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ 

ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘΦ  

όvмрƛύ .5пht9aΩǎ ŎȅōŜǊ ŀƴŘ ǇƘȅǎƛŎŀƭ ŀǎǎŜǘǎκŜƭŜƳŜƴǘǎ ǘƘŀǘ ǘƘŜ ǇǊƻƧŜŎǘ ŀŘŘǊŜǎǎŜǎΣ ǇƻǘŜƴǝŀƭ Ǌƛǎƪǎ 

ƛŘŜƴǝŬŜŘ ƛƴ .5пht9a ǘƘŀǘ ŀǊŜ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ƴŀǘǳǊŜ ƻŦ ǘƘŜ ƎǊƛŘΣ ŀƴŘ Ƙƻǿ ǘƘŜ 

ƭŀǧŜǊ ŀǊŜ ƳƛǝƎŀǘŜŘΦ 

¢ƘŜ Ǉƛƭƻǘǎ ƘŀǾŜ ŘŜǇƭƻȅŜŘ ŘƛũŜǊŜƴǘ ǎŜǊǾƛŎŜǎΣ ƛƴŎƭǳŘƛƴƎ ƎǊƛŘ ŘƛǎǘǳǊōŀƴŎŜǎ ǎƛƳǳƭŀǝƻƴǎ ǎŜǊǾƛŎŜǎΣ ŀƴŘ 

ǇǊŜŘƛŎǝǾŜ ƳŀƛƴǘŜƴŀƴŎŜΦ 

¢ƘŜ ǊŜƭƛŀōƛƭƛǘȅ ŀǊŜŀǎ ƛŘŜƴǝŬŜŘ ŀǊŜ Ƴŀƛƴƭȅ ŘƛǎǘǳǊōŀƴŎŜǎ ǎŎŜƴŀǊƛƻǎ ŀƴŘ ǇǊŜŘƛŎǝǾŜ ƳŀƛƴǘŜƴŀƴŎŜ ōŀǎŜŘ 

ƻƴ Řŀǘŀ ŀƴŀƭȅǎƛǎ  

όvмрƛƛύ LŘŜƴǝŬŜŘ ŦƻŎǳǎ ŀǊŜŀǎ ŦƻǊ ŘȅƴŀƳƛŎ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ŎƻƴǘǊƻƭ ǘƻ ŜƴǎǳǊŜ ǘƘŜ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ 

ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ ƎǊƛŘΣ .5пht9a ǇǊƻǇƻǎƛǝƻƴǎ ŦƻǊ ŜũŜŎǝǾŜ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ǇǊƻǘŜŎǝƻƴ ƻŦ ǘƘŜ Ǉŀƴπ

9ǳǊƻǇŜŀƴ ƎǊƛŘ ŎȅōŜǊ ƭŀȅŜǊǎΦ  

¢ƘŜ ŦƻŎǳǎ ŀǊŜŀǎ ŀǊŜ ŘƛǎǘǳǊōŀƴŎŜ ǎƛƳǳƭŀǝƻƴǎΣ Ƴŀƛƴƭȅ ŘǳŜ ǘƻ ŎƻƴƎŜǎǝƻƴǎΣ ƻǾŜǊǾƻƭǘŀƎŜΣ ƭƛƴŜ ŀƴŘ 

ǘǊŀƴǎŦƻǊƳŜǊ ƻǾŜǊƭƻŀŘǎ   

¢ƘŜ ǇǊƻƧŜŎǘ Ƴŀƛƴƭȅ ŦƻŎǳǎŜǎ ƻƴ ŘƛǎǘǊƛōǳǝƻƴ ƎǊƛŘǎΣ ŀƴŘ ŘƻŜǎ ƴƻǘ ǎǘǳŘȅ ǘƘŜ ƛƳǇŀŎǘ ƻƴ ǘƘŜ ǘǊŀƴǎƳƛǎǎƛƻƴ 

ƎǊƛŘ ŀƴŘ ǘƘǳǎ ǘƻ ǘƘŜ ƛƴǘŜǊŎƻƴƴŜŎǘŜŘ 9ǳǊƻǇŜŀƴ ƴŜǘǿƻǊƪ 

B.15 EDDIE 

όvмύ 955L9Ωǎ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ 955L9 ό9ǳǊƻǇŜŀƴ 5ƛǎǘǊƛōǳǘŜŘ 5ŀǘŀ LƴŦǊŀǎǘǊǳŎǘǳǊŜ 

ŦƻǊ 9ƴŜǊƎȅύ 9ǊǊƻǊΗ wŜŦŜǊŜƴŎŜ ǎƻǳǊŎŜ ƴƻǘ ŦƻǳƴŘΦ ƛƴǘǊƻŘǳŎŜǎ ŀ ŘŜŎŜƴǘǊŀƭƛȊŜŘΣ 

ŘƛǎǘǊƛōǳǘŜŘΣ ƻǇŜƴπǎƻǳǊŎŜ 5ŀǘŀ {ǇŀŎŜΣ ƛƴ ŀƭƛƎƴƳŜƴǘ ǿƛǘƘ ǘƘŜ ŜũƻǊǘǎ ƻŦ ǘƘŜ 9¦ 

{ƳŀǊǘ DǊƛŘǎ ¢ŀǎƪ CƻǊŎŜ ƻƴ LƳǇƭŜƳŜƴǝƴƎ !Ŏǘǎ ƻƴ LƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀƴŘ ƻǘƘŜǊ 

9ǳǊƻǇŜŀƴ ƛƴƛǝŀǝǾŜǎΦ ¢ƘŜ 9ǳǊƻǇŜŀƴ 5ƛǎǘǊƛōǳǘŜŘ 5ŀǘŀ LƴŦǊŀǎǘǊǳŎǘǳǊŜ ŦƻǊ 9ƴŜǊƎȅ ό955L9ύ ǎƛƎƴƛŬŎŀƴǘƭȅ 

ǊŜŘǳŎŜǎ Řŀǘŀ ƛƴǘŜƎǊŀǝƻƴ ŎƻǎǘǎΣ ŀƭƭƻǿƛƴƎ ŜƴŜǊƎȅ ǎŜǊǾƛŎŜ ŎƻƳǇŀƴƛŜǎ ǘƻ ƻǇŜǊŀǘŜ ŀƴŘ ŎƻƳǇŜǘŜ ǎŜŀƳƭŜǎǎƭȅ 
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ƛƴ ŀ ǳƴƛŬŜŘ 9ǳǊƻǇŜŀƴ ƳŀǊƪŜǘΦ !ŘŘƛǝƻƴŀƭƭȅΣ ŀƴ !ŘƳƛƴƛǎǘǊŀǝǾŜ LƴǘŜǊŦŀŎŜ ŦƻǊ LƴπƘƻǳǎŜ 5ŀǘŀ !ŎŎŜǎǎ 

ό!LL5!ύ ŜƴǎǳǊŜǎ ǎŜŎǳǊŜ ŀƴŘ ǊŜƭƛŀōƭŜ ŀŎŎŜǎǎ ǘƻ ǾŀƭǳŀōƭŜ ǊŜŀƭπǝƳŜ Řŀǘŀ ōŀǎŜŘ ƻƴ ŎǳǎǘƻƳŜǊ ŎƻƴǎŜƴǘΦ 

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ hƴƎƻƛƴƎ 

B.16 BD4NRG 

όvмύ .5пbwDΩǎ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ  ¢ƘŜ Ƴŀƛƴ ƻōƧŜŎǝǾŜ ƻŦ .5пbwD ώмллϐ ƛǎ 

ǘƻ ŘŜƭƛǾŜǊ ŀƴ ƛƴƴƻǾŀǝǾŜ ǎƳŀǊǘ ƎǊƛŘπǘŀƛƭƻǊŜŘ ƴŜŀǊ ǊŜŀƭ ǝƳŜ ŜƴŜǊƎȅπǎǇŜŎƛŬŎ 

ƻǇŜƴ ŀƴŀƭȅǝŎǎ ƳƻŘǳƭŀǊ ŦǊŀƳŜǿƻǊƪ ǿƘƛŎƘ ƭŜǾŜǊŀƎŜǎ ƻƴ ŀƴ ƻǇŜƴπǎƻǳǊŎŜ 

ƘƛƎƘƭȅ ŘƛǎǘǊƛōǳǘŜŘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǊŜŦŜǊŜƴŎŜ ŀǊŎƘƛǘŜŎǘǳǊŜΦ .5пbwD ŜƴŀōƭŜǎ ŜŘƎŜπƭŜǾŜƭ !LπōŀǎŜŘ ŎǊƻǎǎπ

ǎŜŎǘƻǊ ŀƴŀƭȅǝŎǎ ŦƻǊ ƛƴǘŜƎǊŀǘŜŘ ŀƴŘ ƻǇǝƳƛǎŜŘ ǎƳŀǊǘ ŜƴŜǊƎȅ ƎǊƛŘ ƳŀƴŀƎŜƳŜƴǘΣ ōŀǎŜŘ ƻƴ ǎŜŀƳƭŜǎǎ Řŀǘŀπ

ƛƴŦƻǊƳŀǝƻƴπƪƴƻǿƭŜŘƎŜ ŜȄŎƘŀƴƎŜ ǳƴŘŜǊ ǊŜǎǇŜŎǝǾŜ ǎƻǾŜǊŜƛƎƴǘȅ ŀƴŘ ǊŜƎǳƭŀǘƻǊȅ ǇǊƛƴŎƛǇƭŜǎΦ .5пbwD 

ŜǾƻƭǾŜǎΣ ǳǇǎŎŀƭŜǎΣ ŀƴŘ ŘŜƳƻƴǎǘǊŀǘŜǎ ŀƴ ƛƴƴƻǾŀǝǾŜ ŜƴŜǊƎȅπǘŀƛƭƻǊŜŘ .ƛƎ 5ŀǘŀ !ƴŀƭȅǝŎǎ ¢ƻƻƭōƻȄ 

ό.5пbwD ¢ƻƻƭōƻȄύΣ ǿƘƛŎƘ ŎƻƴǘǊƛōǳǘŜǎ ǘƻ ŀŎƘƛŜǾŜ ŀ ǘŜŎƘƴƻπŜŎƻƴƻƳƛŎ ƻǇǝƳŀƭ ƳŀƴŀƎŜƳŜƴǘ ƻŦ 9ƭŜŎǘǊƛŎ 

tƻǿŜǊ ŀƴŘ 9ƴŜǊƎȅ {ȅǎǘŜƳǎ ό9t9{ύ ǾŀƭǳŜ ŎƘŀƛƴΦ ¢Ƙƛǎ ǿƛƭƭ ǊŀƴƎŜ ŦǊƻƳ ƻǇǝƳŀƭ Ǌƛǎƪ ŀǎǎŜǎǎƳŜƴǘ ŦƻǊ ŜƴŜǊƎȅ 

ŜŶŎƛŜƴŎȅ ƛƴǾŜǎǘƳŜƴǘǎ ǇƭŀƴƴƛƴƎΣ ǘƻ ƻǇǝƳƛǎŜŘ ƳŀƴŀƎŜƳŜƴǘ ƻŦ ƎǊƛŘ ŀƴŘ ƴƻƴπƎǊƛŘ ƻǿƴŜŘ ŀǎǎŜǘǎΣ 

ƛƳǇǊƻǾŜŘ ŜŶŎƛŜƴŎȅ ŀƴŘ ǊŜƭƛŀōƛƭƛǘȅ ƻŦ ŜƭŜŎǘǊƛŎƛǘȅ ƴŜǘǿƻǊƪǎ ƻǇŜǊŀǝƻƴΣ ǿƘƛƭŜ ŀǘ ǘƘŜ ǎŀƳŜ ǝƳŜ 

ŎƻƴǘǊƛōǳǝƴƎ ǘƻ ŀŎƘƛŜǾŜ ŦŀƛǊ ŜƴŜǊƎȅ ǇǊƛŎŜǎ ǘƻ ǘƘŜ ŎƻƴǎǳƳŜǊǎ ŀƴŘ ƭŀȅƛƴƎ ǘƘŜ ŦƻǳƴŘŀǝƻƴǎ ŦƻǊ ŀƴ 9¦πƭŜǾŜƭ 

ŜƴŜǊƎȅπǘŀƛƭƻǊŜŘ Řŀǘŀ ǎƘŀǊƛƴƎ ŜŎƻƴƻƳȅΦ 

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ /ƻƳǇƭŜǘŜŘ 

όvнύ .5пbwD ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ 

ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ 

LƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ƛƴ .5пbwD ǊŜƭƛŜǎ ƻƴ ǎǇŜŎƛŬŎ Řŀǘŀ ŎƻƴƴŜŎǘƻǊǎ ǘƻ ƘŀƴŘƭŜ ŘƛũŜǊŜƴǘ Řŀǘŀ ŀǾŀƛƭŀōƭŜ ƛƴ 

ŘƛũŜǊŜƴǘ ŦƻǊƳŀǘǎ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ όwŜǎǘ !tLΣ {C¢tΣ Lƻ¢ ǇǊƻǘƻŎƻƭǎΣ ǎŜƴǎƻǊ ƴŜǘǿƻǊƪύΦ Lǘ 

ǇǊƻǾƛŘŜǎ ƛƴǘŜǊŦŀŎŜǎ ŦƻǊ ƻǘƘŜǊ ǘƘƛǊŘπǇŀǊǘȅ ŜƴŜǊƎȅ ŀƴŘ ƴƻƴπŜƴŜǊƎȅ ŘŀǘŀǎŜǘǎκǇƭŀǜƻǊƳǎ ǘƘŀǘ ǿƛǎƘ ǘƻ 

ŦŜŘŜǊŀǘŜκƛƴǘŜƎǊŀǘŜ ǿƛǘƘ .5пbwDΦ LƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǊŜƅŜŎǘǎ ǘƘŜ ǎƻƭǳǝƻƴ ŀŘƻǇǘŜŘ ōȅ CL²!w9Υ ǘƘŜ 

ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ƭŀȅŜǊ ƛǎ ŎƻƳǇƻǎŜŘ ōȅ CL²!w9πŎƻƳǇƭƛŀƴǘ ŎƻƳǇƻƴŜƴǘǎ ǘƘŀǘ ŀŎŎŜǇǘ Řŀǘŀ ŦǊƻƳ ƳǳƭǝǇƭŜ 

Řŀǘŀ ǎƻǳǊŎŜǎ ŦǊƻƳ ǘƘŜ ǎŀƳŜ ǇǊƻǘƻŎƻƭΣ ƛΦŜΦΣ av¢¢Σ ǘƻ ǇǊƻǾƛŘŜ ǘƘŜ ƛƴŦƻǊƳŀǝƻƴ ǿƛǘƘ ǘƘŜ ǎŀƳŜ ŦƻǊƳŀǘ 

όbD{Lπ[5ύ ǘƻ ŀƴȅ CL²!w9πŎƻƳǇƭƛŀƴǘ ŜȄǘŜǊƴŀƭ ŀŎǘƻǊǎΦ Lƴ ǘƘƛǎ ǎŜƴǎŜΣ ǘƘŜ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇǊƻǇƻǎŜŘ ƛǎ ŀǘ 

ŦƻǊƳŀǘ ŀƴŘ ǎŜƳŀƴǝŎ ƭŜǾŜƭΦ ¢ƘŜ ǎŜƳŀƴǝŎ ƭŜǾŜƭ Ŏŀƴ ōŜ ƎǊŀƴǘŜŘ ōȅ ŀ ŎƭŜŀǊ ŘŜŬƴƛǝƻƴ ƻŦ ǘƘŜ Řŀǘŀ ƳƻŘŜƭΣ 

ōȅ ƳŜŀƴǎ ƻŦ ŀƴ ŀǇǇǊƻǇǊƛŀǘŜ b{DLπ[5 ϪŎƻƴǘŜȄǘ ŬƭŜΣ ǿƘƛŎƘ ƛƳǇƭŜƳŜƴǘǎ ǘƘŜ ǎŎƘŜƳŀ ƻŦ ǘƘŜ ŎƻƳƳƻƴ 

ŘŀǘŀΦ   

vнƛΥ {ǇŜŎƛŬŎŀǝƻƴ ƻŦ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎΣ ŀƭƻƴƎ ǿƛǘƘ ǘƘŜƛǊ ŘŜŬƴƛǝƻƴǎ ƛƴ ǘŜǊƳǎ ƻŦ ƛƴŦƻǊƳŀǝƻƴ 

ƳƻŘŜƭǎΣ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎΦ 

¢ƘŜ bD{Lπ[5 !tL ƛǎ ǎǘǊǳŎǘǳǊŜŘ ƛƴǘƻ ŀ /ƻǊŜ !tL ŀƴŘ ŀƴ ƻǇǝƻƴŀƭ ¢ŜƳǇƻǊŀƭ !tLΦ Lƴ ŀŘŘƛǝƻƴΣ ǘƘŜ wŜƎƛǎǘǊȅ 

!tL Ŏƻƴǎƛǎǘǎ ƻŦ ǘƘŜ ƻǇŜǊŀǝƻƴǎ ǘƻ ōŜ ƛƳǇƭŜƳŜƴǘŜŘ ōȅ ǘƘŜ /ƻƴǘŜȄǘ wŜƎƛǎǘǊȅΦ CǳǊǘƘŜǊƳƻǊŜΣ ǘƘŜ W{hbπ[5 

/ƻƴǘŜȄǘ !tL ǇǊƻǾƛŘŜǎ ŦǳƴŎǝƻƴŀƭƛǘȅ ŦƻǊ ǎǘƻǊƛƴƎΣ ƳŀƴŀƎƛƴƎ ŀƴŘ ǎŜǊǾƛƴƎ W{hbπ[5 ϪŎƻƴǘŜȄǘǎΦ !ƭƭ .ǊƻƪŜǊǎ 

ǎƘŀƭƭ ƛƳǇƭŜƳŜƴǘ ǘƘŜ /ƻǊŜ !tLΦ ¢ŜƳǇƻǊŀƭ !tL ŀƴŘ wŜƎƛǎǘǊȅ !tL Ŏŀƴ ōŜ ƛƳǇƭŜƳŜƴǘŜŘ ōȅ ŀ .ǊƻƪŜǊ ƻǊ ōȅ ŀ 

ǎŜǇŀǊŀǘŜ ǘŜƳǇƻǊŀƭ ŎƻƳǇƻƴŜƴǘ ŀƴŘ /ƻƴǘŜȄǘ wŜƎƛǎǘǊȅ ǊŜǎǇŜŎǝǾŜƭȅΦ ! ǘŜƳǇƻǊŀƭ ŎƻƳǇƻƴŜƴǘ 

ƛƳǇƭŜƳŜƴǝƴƎ ǘƘŜ ¢ŜƳǇƻǊŀƭ !tL Ŏŀƴ ŀƭǎƻ ōŜ ǳǎŜŘ ŎƻƳǇƭŜǘŜƭȅ ƛƴŘŜǇŜƴŘŜƴǘƭȅ ƻŦ ŀ .ǊƻƪŜǊΦ ¢ƘŜ W{hbπ[5 

/ƻƴǘŜȄǘ !tL ƛǎ ƻǇǝƻƴŀƭΦ ¢ƘŜ ƳŀƴŀƎƛƴƎ ŀƴŘ ǎŜǊǾƛƴƎ ƻŦ ϪŎƻƴǘŜȄǘǎ Ŏŀƴ ŀƭǎƻ ōŜ ƘŀƴŘƭŜŘ ōȅ ŀƴ 

ƛƴŘŜǇŜƴŘŜƴǘΣ ǎǘŀƴŘπŀƭƻƴŜ ŎƻƳǇƻƴŜƴǘΦ  

vнƛƛΥ ! ōǊƛŜŦ ŘŜǎŎǊƛǇǝƻƴΣ ƻǊ ƛƭƭǳǎǘǊŀǝƻƴ ƻŦ ŜŀŎƘ ƛƴǘŜǊŦŀŎŜΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜΣ ǊŜŦŜǊŜƴŎƛƴƎ ǘƘŜ {D!a ƳƻŘŜƭΦ  
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¢ƘŜ 5ŀǘŀ {ƻǳǊŎŜǎ [ŀȅŜǊ ŦƻŎǳǎŜǎ ƻƴ ƛŘŜƴǝŦȅƛƴƎ ŀƴŘ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ǘƘŜ .ƛƎ 5ŀǘŀ ǇǊƻǾƛŘŜŘ ōȅ 

ƴǳƳŜǊƻǳǎ ǎƻǳǊŎŜǎΣ ƛƴŎƭǳŘƛƴƎ ŜƴŜǊƎȅ ǎŜƴǎƻǊǎ ŀƴŘ ƳŜǘŜǊǎΣ Řŀǘŀ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ŀŎǉǳƛǎƛǝƻƴ ǇƭŀǜƻǊƳǎ 

ǎǳŎƘ ŀǎ {/!5! ǎȅǎǘŜƳǎ ƻǊ .ǳƛƭŘƛƴƎ 9ƴŜǊƎȅ aŀƴŀƎŜƳŜƴǘ ǎȅǎǘŜƳǎΣ ŘŀǘŀōŀǎŜǎ ǿƛǘƘ ƘƛǎǘƻǊƛŎŀƭ ƻǊ ǊŜŀƭ ǝƳŜ 

ŘŀǘŀΣ ǎƳŀǊǘ ƎǊƛŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǇƭŀǜƻǊƳǎ ŀƴŘ ŎǊƻǎǎπŘƻƳŀƛƴ ƛƴŦƻǊƳŀǝƻƴ ǎǳŎƘ ŀǎ ŜƴǾƛǊƻƴƳŜƴǘŀƭ 

ƛƴŦƻǊƳŀǝƻƴ ŀƴŘ Řŀǘŀ ŎƻƳƛƴƎ ŦǊƻƳ ǇǳōƭƛŎ ŀŘƳƛƴƛǎǘǊŀǝƻƴ ǎŜǊǾƛŎŜǎ όŜΦƎΦΣ ǊŜƭŀǘŜŘ ǘƻ ŜƴŜǊƎȅ ǇŜǊŦƻǊƳŀƴŎŜ 

ŎƻƴǘǊŀŎǘǎύΦ 9ǎǎŜƴǝŀƭƭȅΣ ǘƘƛǎ ƭŀȅŜǊ ƛƴŎƭǳŘŜǎ ŀƭƭ ǘƘŜ Řŀǘŀ ƎŜƴŜǊŀǝƴƎ ƘŀǊŘǿŀǊŜΣ ŀǇǇƭƛŎŀǝƻƴǎ ŀƴŘ ǇƭŀǜƻǊƳǎ 

ŀǎ ŘŜǎŎǊƛōŜŘ ƛƴ ǘƘŜ /ƻƳǇƻƴŜƴǘ [ŀȅŜǊ ƻŦ ǘƘŜ .wL5D9 ŀǊŎƘƛǘŜŎǘǳǊŜΦ 

 

Figure 20: The BD4NRG reference architecture 

¢ƘŜ 5ŀǘŀ LƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ [ŀȅŜǊ ŦƻŎǳǎŜǎ ƻƴ ƛŘŜƴǝŦȅƛƴƎ ǘƘŜ ŎƻƳƳǳƴƛŎŀǝƻƴ ƛƴǘŜǊŦŀŎŜǎ ǿƛǘƘ ǘƘŜ Řŀǘŀ 

ǎƻǳǊŎŜǎ ŀƴŘ ŎƻǊǊŜǎǇƻƴŘƛƴƎ Řŀǘŀ ŦƻǊƳŀǘǎΣ ŀǎ ǿŜƭƭ ŀǎ ƻƴ ǇǊƻǾƛŘƛƴƎ ŀ ǎŜǘ ƻŦ Řŀǘŀ ŀƴŘ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎ 

ǿƘƛŎƘ ŎƻǳƭŘ ōŜ ŦƻƭƭƻǿŜŘ ƻǊ ǳǎŜŘ ŦƻǊ Řŀǘŀ ǘǊŀƴǎŦƻǊƳŀǝƻƴΣ ŀƛƳƛƴƎ ǘƻ ŜƴǎǳǊŜ ƛƴǘŜǊƻǇŜǊŀōƭŜ Řŀǘŀ 

ŜȄŎƘŀƴƎŜ ŀƴŘ ǳǎŜΦ  

¢ƘŜ CǳƴŎǝƻƴŀƭ [ŀȅŜǊ ŘŜŀƭǎ ǿƛǘƘ ŀǇǇƭƛŎŀǝƻƴ ǎǇŜŎƛŬŎ ǊǳƭŜǎ ŀƴŘ ŘŜŎƛǎƛƻƴπƳŀƪƛƴƎ ƭƻƎƛŎ ŀǎ ǿŜƭƭ ŀǎ 

ǎŜǊǾƛŎŜǎ ǘƘŀǘ ŀǊŜ ŜȄŜŎǳǘŜŘ ƻƴ ǘƘŜ ǘƻǇ ƻŦ ǘƘŜ ŘŀǘŀΦ ¢Ƙƛǎ ƭŀȅŜǊ ǊŜǇǊŜǎŜƴǘǎ ǘƘŜ άCǳƴŎǝƻƴέ ƭŀȅŜǊ ƻŦ ǘƘŜ 

.wL5D9 ŀǊŎƘƛǘŜŎǘǳǊŜ ōȅ ŎƻƴǎƻƭƛŘŀǝƴƎ ŀǎǇŜŎǘǎ ǊŜƭŀǘŜŘ ǘƻ Řŀǘŀ ŀƴŀƭȅǝŎǎ ŀƴŘ ŎƻǊǊŜǎǇƻƴŘƛƴƎƭȅ ǎǳǇǇƻǊǘŜŘ 

ŦǳƴŎǝƻƴǎΦ 

¢ƘŜ ŘŜŬƴƛǝƻƴ ŀƴŘ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǘƘŜ .5пbwD ŀƴŀƭȅǝŎǎ ǎŜǊǾƛŎŜǎ ƛǎ ǇŜǊŦƻǊƳŜŘ ƛƴ ²tпΦ ¢ƘŜ ǿƻǊƪ  

¢ƘŜ .ǳǎƛƴŜǎǎ !ŎǘƻǊǎ ŀƴŘ 9ŎƻǎȅǎǘŜƳǎ [ŀȅŜǊ ƛŘŜƴǝŬŜǎ ǎǘŀƪŜƘƻƭŘŜǊǎ ǿƘƻ ǇŀǊǝŎƛǇŀǘŜ ƛƴ ǘƘŜ Řŀǘŀ 

ŀƴŀƭȅǝŎǎ ŜŎƻǎȅǎǘŜƳ ŀƴŘ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ŜƴŜǊƎȅ Řŀǘŀ ǎǇŀŎŜǎΦ ¢ƘŜȅ ƛƴŎƭǳŘŜ Řŀǘŀ ǇǊƻǾƛŘŜǊǎ ŀƴŘ ŀƴŀƭȅǝŎǎ 

ǎŜǊǾƛŎŜǎ ǳǎŜǊǎ κ Řŀǘŀ ŎƻƴǎǳƳŜǊǎΣ ŀƴŀƭȅǝŎǎ ŀǇǇƭƛŎŀǝƻƴǎ ǇǊƻǾƛŘŜǊǎ ŀƴŘ ǇǊƻǾƛŘŜǊǎ ƻŦ Řŀǘŀ ǎǇŀŎŜ ŜƴŀōƭŜǊǎ 

ŀƴŘ ǊŜƭŀǘŜŘ ǇƭŀǜƻǊƳǎΦ 
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¢ƘŜ ŀǊŎƘƛǘŜŎǘǳǊŜ ƛǎ ƻǊƎŀƴƛȊŜŘ ŀǊƻǳƴŘ ǘƘǊŜŜ ǾŜǊǝŎŀƭ ƭŀȅŜǊǎ ǘƘŀǘ ŎƻǾŜǊ ǎǇŜŎƛŬŎ ŀǎǇŜŎǘǎ ŀƭƻƴƎ ǘƘŜ Řŀǘŀ 

ǇǊƻŎŜǎǎƛƴƎ ŎƘŀƛƴ ŀƴŘ ǘǿƻ ƘƻǊƛȊƻƴǘŀƭ ƭŀȅŜǊǎ ǘƘŀǘ ŀǊŜ ǊŜǎǇƻƴǎƛōƭŜ ŦƻǊ ŎǊƻǎǎπŎǳǩƴƎ ƛǎǎǳŜǎ ǘƘŀǘ ƘŀǾŜ 

ƛƳǇŀŎǘ ƻƴ ǘƘŜ ǾŜǊǝŎŀƭ ƭŀȅŜǊǎΦ 9ǾŜǊȅǘƘƛƴƎ ƛǎ ōǳƛƭǘ ǳǇƻƴ ŀ ŎƻƳƳƻƴ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΦ ¢ŀƪƛƴƎ ƛƴǘƻ 

ŎƻƴǎƛŘŜǊŀǝƻƴ ǘƘŜ .ƛƎ 5ŀǘŀ ±ŀƭǳŜ wŜŦŜǊŜƴŎŜ aƻŘŜƭΣ ǘƘŜ ǾŜǊǝŎŀƭ ƭŀȅŜǊǎ Řƻ ƴƻǘ ƛƳǇƭȅ ǘƘŜ ŀŘƻǇǝƻƴ ƻŦ ŀ 

ƭŀȅŜǊŜŘ ŀǊŎƘƛǘŜŎǘǳǊŜ ƳƻŘŜƭ ǎƛƴŎŜ Řŀǘŀ Ŏŀƴ ōŜ ǎŜǊǾŜŘ ǘƻ ŎƻƴǎǳƳŜǊǎκŎƭƛŜƴǘ ŀǇǇƭƛŎŀǝƻƴǎ ǿƛǘƘƻǳǘ ōŜƛƴƎ 

ǇǊƻŎŜǎǎŜŘΦ 

 

Figure 21: the BD4NRG layer of data flow 

¢ƘŜ ǇǳǊǇƻǎŜ ƻŦ ŜŀŎƘ ƭŀȅŜǊ ƛǎ ƘŜǊŜ ōǊƛŜƅȅ ŘŜǎŎǊƛōŜŘΥ 

5ŀǘŀ tǊƻǾƛŘŜǊǎΥ ƛƴǘǊƻŘǳŎŜǎ ƴŜǿ Řŀǘŀ ƛƴǘƻ ǘƘŜ .5пbwD 5ŀǘŀ ǎȅǎǘŜƳ ŦƻǊ ŘƛǎŎƻǾŜǊȅΣ ǘǊŀƴǎŦƻǊƳŀǝƻƴΣ 

ŀƴŀƭȅǎƛǎΣ ŀƴŘ ŀŎŎŜǎǎΦ ¢ƘŜ Řŀǘŀ Ŏŀƴ ŎƻƳŜ ŦǊƻƳ ŘƛũŜǊŜƴǘ ǎƻǳǊŎŜǎ ǎǳŎƘ ŀǎ ǎǘŀǝŎ ŬƭŜǎ όŜΦƎΦΣ /ƻƳƳŀ 

{ŜǇŀǊŀǘŜŘ ±ŀƭǳŜǎ ƻǊ WŀǾŀ{ŎǊƛǇǘ hōƧŜŎǘ bƻǘŀǝƻƴύΣ ǎƻŎƛŀƭ ƳŜŘƛŀΣ ǘƘƛǊŘπǇŀǊǘȅ ǎŜǊǾƛŎŜǎ ŀǎ ǿŜƭƭ ŀǎ ǎŜƴǎƻǊȅ 

Řŀǘŀ ŦǊƻƳ ƛƴǘŜƭƭƛƎŜƴǘ ŘŜǾƛŎŜǎΦ wŀǿ Řŀǘŀ ƛǎ ς ǿƛǘƘƛƴ ǘƘƛǎ ƭŀȅŜǊ ς ǇǊƻǇŜǊƭȅ ǇǊƻŎŜǎǎŜŘ ǘƻ ŎǊŜŀǘŜ ǘƘŜ ǎƻπ

ŎŀƭƭŜŘ ƎƻƭŘŜƴ ŘŀǘŀǎŜǘǎΦ ¢ƘŜǎŜ ŘŀǘŀǎŜǘǎ ŀǊŜ ǳƴƛǉǳŜ ŘŀǘŀΣ ƛƴŎƭǳŘƛƴƎ ŀƭƭ ǘƘŜ ƴŜŎŜǎǎŀǊȅ ƳŜǘŀπŘŀǘŀΣ ǘƘŜ 

ǊŜǉǳƛǊŜŘ ǉǳŀƭƛǘȅ ŀƴŘ ŦƻƭƭƻǿƛƴƎ ǘƘŜ ŎǊŜŀǘŜŘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǎǘŀƴŘŀǊŘǎ ǘƻ ōŜ ƛƴƎŜǎǘŜŘ ōȅ ǘƘŜ .5пbwD 

Řŀǘŀ ǎȅǎǘŜƳΦ 

5ŀǘŀ LƴƎŜǎǝƻƴ ϧ aŀƴŀƎŜƳŜƴǘΥ ǿƘŜǊŜ ǘƘŜ Řŀǘŀ ǎǘŀǊǘǎ ǘƘŜƛǊ ƧƻǳǊƴŜȅ ƛΦŜΦΣ Ƙƻǿ Řŀǘŀ Ŏŀƴ ōŜ ŘŜƭƛǾŜǊŜŘ 

ŀƴŘ ŘƛǎǘǊƛōǳǘŜŘ ǿƛǘƘƛƴ ǘƘŜ .5пbwD Řŀǘŀ ǎȅǎǘŜƳ ŦƻǊ ƛƳƳŜŘƛŀǘŜ ǳǎŜ ƻǊ ǎǘƻǊŀƎŜΦ ¢ǿƻ Ƴŀƛƴ ƳŜŎƘŀƴƛǎƳǎ 

ŀǊŜ ŎƻƴǎƛŘŜǊŜŘΣ ƴŀƳŜƭȅΥ ǊŜŀƭπǝƳŜ ǎǘǊŜŀƳƛƴƎ ƛƴƎŜǎǝƻƴ όŦƻǊ Řŀǘŀ ƛƴ Ƴƻǝƻƴύ ŀƴŘ ōŀǘŎƘ ƛƴƎŜǎǝƻƴ όŦƻǊ 

Řŀǘŀ ŀǘ ǊŜǎǘύΦ ¢ƘŜ ǎǇŜŎƛŬŎ Řŀǘŀ ƛƴƎŜǎǝƻƴ ƳŜŎƘŀƴƛǎƳ ǎǘǊƛŎǘƭȅ ŘŜǇŜƴŘǎ ƻƴ ǘƘŜ ŀǇǇƭƛŎŀǝƻƴ ǳǎŜ ŎŀǎŜΦ 

5ŀǘŀ !ŎŎŜǎǎ ϧ ¦ǎŜǊ LƴǘŜǊŀŎǝƻƴΥ ŦŀŎƛƭƛǘŀǘŜǎ ŀŎŎŜǎǎ ŀƴŘ ƴŀǾƛƎŀǝƻƴ ƻŦ ǘƘŜ ŘŀǘŀΣ ŀƭƭƻǿƛƴƎ ǘƘŜ 

ƎŜƴŜǊŀǝƻƴ ƻŦ ŘƛũŜǊŜƴǘ ōǳǎƛƴŜǎǎ ǾƛŜǿǎ ǘƻ ōŜ ǊŜǇǊŜǎŜƴǘŜŘ ōȅ ǘƘŜ ŘŀǘŀΦ !ǘ ǘƘŜ ŎŜƴǘǊŜ ƻŦ ǘƘƛǎ ƭŀȅŜǊ ƭƛŜǎ ŀ 

ƘƛƎƘπǇŜǊŦƻǊƳŀƴŎŜ ǊŜŀƭ ǝƳŜ ŀƴŀƭȅǝŎǎ ŘŀǘŀōŀǎŜ ǘƻ ǎǳǇǇƻǊǘ ƛƴǘŜǊŀŎǝǾŜ ŘŀǎƘōƻŀǊŘǎ ŀƴŘ ŀƴŀƭȅǝŎǎ 

ǇƭŀǜƻǊƳǎ ǿƘƛƭŜ ōŜƛƴƎ ǳǎŜŘ ŀǎ Řŀǘŀ ǿŀǊŜƘƻǳǎŜΦ ! ǉǳŜǊȅ ŜƴƎƛƴŜ ƛǎ ŀƭǎƻ ǇŀǊǘ ƻŦ ǘƘŜ ƭŀȅŜǊ ŀƴŘ ǎŜǊǾŜǎ ŀǎ 

wŀǇƛŘ !ǇǇƭƛŎŀǝƻƴ 5ŜǾŜƭƻǇƳŜƴǘ όw!5ύ ōȅ ǇǊŜǎŜƴǝƴƎ Ŧŀǎǘ ƭƻƎƛŎŀƭ ǾƛŜǿǎ ƻŦ Řŀǘŀ ǘƻ ŎƻƴǎǳƳŜǊ 

ŀǇǇƭƛŎŀǝƻƴǎΦ 

5ŀǘŀ DƻǾŜǊƴŀƴŎŜΥ ŀƭƭ ŎƻƴǎƛŘŜǊŜŘ Řŀǘŀ ǿƛƭƭ ōŜ ŎƘŀƴƴŜƭƛȊŜŘ ǘƘǊƻǳƎƘ Řŀǘŀ ƎƻǾŜǊƴŀƴŎŜ ǇǊƻŎŜǎǎŜǎ ǘƻ 

ŜƴǎǳǊŜ Řŀǘŀ ǎǘŜǿŀǊŘǎƘƛǇΣ Řŀǘŀ ŎƭŀǎǎƛŬŎŀǝƻƴΣ Řŀǘŀ ǘǊŀƴǎǇŀǊŜƴŎȅΣ Řŀǘŀ ŘƛǎŎƻǾŜǊȅΣ Řŀǘŀ ƻǿƴŜǊǎƘƛǇ ŀƴŘ 

Řŀǘŀ ǉǳŀƭƛǘȅ ōȅ ŀŘŘƛƴƎ ōǳǎƛƴŜǎǎ ŀƴŘ ǘŜŎƘƴƛŎŀƭ ƳŜǘŀŘŀǘŀΦ 
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{ŜŎǳǊƛǘȅ ϧ ¢Ǌǳǎǘ ƛǎ ǊŜǎǇƻƴǎƛōƭŜ ǘƻ ǎǳǇǇƻǊǘ ŀƴŘ Ƴŀƛƴǘŀƛƴ ǎŜŎǳǊƛǘȅ ŀƴŘ ǘǊǳǎǘ ōŜȅƻƴŘ ŀƴƻƴȅƳƛȊŀǝƻƴ 

ŀƴŘ ǇǊƛǾŀŎȅΦ 5ŀǘŀ ŀŎŎŜǎǎ ǇƻƭƛŎƛŜǎ ŀǊŜ ƘŜǊŜ ŘŜŬƴŜŘ ŀƴŘ ŜƴŦƻǊŎŜŘ ŀǎ ǿŜƭƭ ŀǎ ŘŜŘƛŎŀǘŜŘ ƳƻƴƛǘƻǊƛƴƎ 

ŦǳƴŎǝƻƴǎ ǿƛƭƭ ōŜ ŀƭǎƻ ŘŜǇƭƻȅŜŘ ŀǘ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƭŜǾŜƭΦ 

LƴŦǊŀǎǘǊǳŎǘǳǊŜΥ ƛǎ ǘƘŜ ŎƻǊŜ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƻŦ ǘƘŜ .5пbwD Řŀǘŀ ǎȅǎǘŜƳΦ ¢ƘŜ ƭŀȅŜǊ ŘŜŀƭǎ ǿƛǘƘ 

ƴŜǘǿƻǊƪƛƴƎΣ ŎƻƳǇǳǝƴƎ ŀƴŘ ǎǘƻǊŀƎŜ ƴŜŜŘǎ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ ƭŀǊƎŜ ŀƴŘ ŘƛǾŜǊǎŜ ŦƻǊƳŀǘǎ ƻŦ Řŀǘŀ Ŏŀƴ ōŜ 

ǎǘƻǊŜŘ ŀƴŘ ǘǊŀƴǎŦŜǊǊŜŘ ƛƴ ŀ ŎƻǎǘπŜŶŎƛŜƴǘΣ ǎŜŎǳǊŜ ŀƴŘ ǎŎŀƭŀōƭŜ ǿŀȅΦ ¢ƘŜ ƪŜȅ ǊŜǉǳƛǊŜƳŜƴǘ ƻŦ ŀƴȅ .ƛƎ 5ŀǘŀ 

ǎǘƻǊŀƎŜ ƛǎ ǘƘŀǘ ƛǘ Ŏŀƴ ƘŀƴŘƭŜ ǾŜǊȅ ƳŀǎǎƛǾŜ ǉǳŀƴǝǝŜǎ ƻŦ Řŀǘŀ ŀƴŘ ǘƘŀǘ ƛǘ ƪŜŜǇǎ ǎŎŀƭƛƴƎ ǿƛǘƘ ǘƘŜ ƎǊƻǿǘƘ 

ƻŦ ǘƘŜ ƻǊƎŀƴƛȊŀǝƻƴΣ ŀƴŘ ǘƘŀǘ ƛǘ Ŏŀƴ ǇǊƻǾƛŘŜ ǘƘŜ ƛƴǇǳǘκƻǳǘǇǳǘ ƻǇŜǊŀǝƻƴǎ ǇŜǊ ǎŜŎƻƴŘ όLht{ύ ƴŜŎŜǎǎŀǊȅ 

ǘƻ ŘŜƭƛǾŜǊ Řŀǘŀ ǘƻ ŀǇǇƭƛŎŀǝƻƴǎΦ 

όvоύ .5пbwDΩǎ ƪŜȅ ŬƴŘƛƴƎǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ƛƴǘŜǊŦŀŎŜǎ ǘƻ ƛƳǇǊƻǾŜ 

ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎ όǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ 

ƳŀǊƪŜǘǎύΦ 

.5пbwD ǿŀǎ ŀƛƳŜŘ ŀǘ ŜǾƻƭǾƛƴƎΣ 

ǳǇǎŎŀƭƛƴƎ ŀƴŘ ŘŜƳƻƴǎǘǊŀǝƴƎ ŀƴ 

ƛƴƴƻǾŀǝǾŜ ŜƴŜǊƎȅπǘŀƛƭƻǊŜŘ .ƛƎ 5ŀǘŀ 

!ƴŀƭȅǝŎǎ ¢ƻƻƭōƻȄ ό.5пbwD ¢ƻƻƭōƻȄύΣ 

ŀƴŘ ǘƘŜ ǳƴŘŜǊƭȅƛƴƎ ōƛƎ Řŀǘŀ 

ƳŀƴŀƎŜƳŜƴǘ CǊŀƳŜǿƻǊƪ ǿƘƛŎƘ 

ǎƛƎƴƛŬŎŀƴǘƭȅ ŎƻƴǘǊƛōǳǘŜǎ ǘƻ ǳƴƭƻŎƪ 

ƴƻǾŜƭ ŎǊƻǎǎπǎǘŀƪŜƘƻƭŘŜǊǎ ōǳǎƛƴŜǎǎ 

ƻǇǇƻǊǘǳƴƛǝŜǎ ŦƻǊ ŜƭŜŎǘǊƛŎƛǘȅ ŀƴŘ ƻǘƘŜǊ 

ƴƻƴπŜƴŜǊƎȅ ǎǘŀƪŜƘƻƭŘŜǊǎ ŀǎ ǊŜǎǳƭǘ ƻŦ 

ƳǳƭǝπǾŀƭǳŜ ŎƘŀƛƴ ŜƴŜǊƎȅπŎŜƴǘǊŜŘ ŘŀǘŀπŘǊƛǾŜƴ !LπōŀǎŜŘ ǎŜǊǾƛŎŜǎΦ 

όvпύ .5пbwDΩǎ ŎƻƴǘǊƛōǳǝƻƴ ǘƻǿŀǊŘǎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƴŘ Řŀǘŀπ

ǎƘŀǊƛƴƎ ŦǊŀƳŜǿƻǊƪǎΦ 

¢ƘŜ ǾŀƭǳŜ ƻŦ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǎǇŜŎƛŬŎŀǝƻƴǎ ǿŀǎ ŘŜǘŜǊƳƛƴŜŘ ōȅ ǘƘŜ ŜȄǘŜƴǘ ƻŦ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƛƴ ǘƘŜ 

.5пbwD ƭŀǊƎŜ ǎŎŀƭŜ Ǉƛƭƻǘǎ ό[{tǎύΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŀǊǊŀƴƎŜƳŜƴǘǎ ƘŀǾŜ ōŜŜƴ ƳŀŘŜ ǘƻ ƳŀƪŜ ǘƘƛǎ ƘŀǇǇŜƴΥ 

¶ Alignment with the three popular initiatives mentioned ensures that implementations or parts 

thereof also make sense outside of BD4NRG context. This should be an attractive prospect for 

technical partners.  

¶ Agile standardization and the focus on fit for purpose vocabularies and models ensure that 

the BD4NRG interoperability specifications serves the needs of the users, not the other way 

around. 

¶ Setting up a synergy with Semantic Interoperability Toolbox that enables the semantic 

alignment of data from various users. 

όvрύ .5пbwDΩǎ ŘŜŬƴƛǝƻƴ ƻŦ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ  

.5пbwD ŀŘƻǇǘŜŘ ŀ ǎƻƭǳǝƻƴ ōŀǎŜŘ ƻƴ CL²!w9 ǘŜŎƘƴƻƭƻƎƛŜǎ ōȅ ǇǊƻǾƛŘƛƴƎ ŎƻƳƳƻƴ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ 

ƻǇŜƴ !tLǎ ǘƻ ŦŀŎƛƭƛǘŀǘŜ ǘƘŜ ŜȄŎƘŀƴƎŜ ƻŦ Řŀǘŀ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴǎ ōŜǘǿŜŜƴ ǘƘŜ ŀŎǘƻǊǎ ƛƴǾƻƭǾŜŘΦ 

όvсύ 5ŀǘŀ ƳƻŘŜƭǎ ǳǎŜŘ ƛƴ .5пbwDΦ  

.5пbwD ǇǊƻǇƻǎŜǎ ŀƴ ƛƴǘŜǊƻǇŜǊŀōƭŜ CL²!w9πōŀǎŜŘ ǎƻƭǳǝƻƴ ŀǎ ǘƘŜ ƪŜȅǎǘƻƴŜ ŦƻǊ ŀƭƭ ŎƻƴƴŜŎǝƻƴǎ 

ōŜǘǿŜŜƴ ŀǇǇƭƛŎŀǝƻƴǎκǎŜǊǾƛŎŜǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǎǘŀƴŘŀǊŘƛȊŜŘ bD{Lπ[5 !tL ŀƴŘ ƳŜǘŀπƳƻŘŜƭΣ ǿƘƛŎƘ ŀǊŜ 

Figure 22: BD4NRG toolbox 
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ǾƛŜǿŜŘ ŀǎ ŀ ǎǘǊƻƴƎ ŎŀƴŘƛŘŀǘŜ ǎƻƭǳǝƻƴ ǘƻ ǎǳǇǇƻǊǘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŦƻǊ Lƻ¢ ŜŎƻǎȅǎǘŜƳǎ ƛƴ 

ƻǇŜǊŀǝƻƴŀƭ ŜƴǾƛǊƻƴƳŜƴǘǎΦ 

¢ƘŜ bD{Lπ[5 ƳŜǘŀπƳƻŘŜƭ ŦƻǊƳŀƭƭȅ ŜǎǘŀōƭƛǎƘŜǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ bD{Lπ[5 ŎƻǊŜ ŎƻƴŎŜǇǘǎ ό9ƴǝǝŜǎΣ 

wŜƭŀǝƻƴǎΣ tǊƻǇŜǊǝŜǎύ ōŀǎŜŘ ƻƴ w5Cκw5C{κh²[Σ ŀƴŘ ǇŀǊǝŀƭƭȅ ōŀǎŜŘ ƻƴ W{hbπ[5Υ 

¶ An NGSI-LD Entity is the informational representative of something (a referent) that is 

assumed to exist in the real world, outside the NGSI-LD platform. Each instance of such an 

entity should be uniquely identified by a URI and characterized by reference to one or more 

NGSI-LD entity types. 

¶ An NGSI-LD property is an instance that maps a characteristic, an NGSI-LD value, to an NGSI-

LD entity, an NGSI-LD relationship, or another NGSI-LD property. 

¶ An NGSI-LD relationship is a direct link among a subject (starting point), which can be an NGSI-

LD entity, an NGSI-LD property or another NGSI-LD relationship, and an object (end point), 

which is an NGSI-LD entity. 

¢ƘŜ 9b¢Lw9¢¸ ¢ƻƻƭ ŀŘƻǇǘǎ ǘƘŜ {!wDhb ƻƴǘƻƭƻƎȅ ōȅ ŘŜŦŀǳƭǘ ŦƻǊ ǇǊƻǾƛǎƛƻƴΣ ƎƻǾŜǊƴΣ ŘƛǎŎƻǾŜǊΣ ŀƴŘ 

ǉǳŜǊȅ ǎƳŀǊǘ ŜƴŜǊƎȅ ŘƻƳŀƛƴ ŘŜǾƛŎŜǎΦ CǳǊǘƘŜǊƳƻǊŜΣ ƛǘ ƳŀǇǎ ǘƘŜ {!wDhb ƻƴǘƻƭƻƎȅ ƛƴǘƻ ǘƘŜ ŎƻǊŜ ƳŜǘŀπ

ƳƻŘŜƭ ƻŦ bD{Lπ[5Φ 

{!wDhb ƻƴǘƻƭƻƎȅ ŜȄǘŜƴŘǎ {ƳŀǊǘ !ǇǇƭƛŀƴŎŜ wŜŦŜǊŜƴŎŜ ƻƴǘƻƭƻƎȅ ό{!w9Cύ ǘƻ ŎǊƻǎǎπŎǳǘ ŘƻƳŀƛƴπ

ǎǇŜŎƛŬŎ ƛƴŦƻǊƳŀǝƻƴ ǊŜǇǊŜǎŜƴǝƴƎ ǘƘŜ ǎƳŀǊǘ ŜƴŜǊƎȅ ŘƻƳŀƛƴ ŀƴŘ ƛƴŎƭǳŘŜǎ ōǳƛƭŘƛƴƎ ŀƴŘ ŜƭŜŎǘǊƛŎŀƭ ƎǊƛŘ 

ŀǳǘƻƳŀǝƻƴ ǘƻƎŜǘƘŜǊΦ {!wDhb ƻƴǘƻƭƻƎȅ ƛǎ ǇƻǿŜǊŜŘ ōȅ L9/ смурлΣ ŀƴŘ ŎƻƳƳƻƴ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭ 

ό/Laύ ǎǘŀƴŘŀǊŘǎ ǿƘƛŎƘ ŀǊŜ ŀǇǇƭƛŜŘ ǘƻ ǊŜŀƭ ǳǎŜ ŎŀǎŜǎ ƭƛƪŜ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ŎƻƴǘǊƻƭƭƛƴƎ ƻŦ ŜƭŜŎǘǊƛŎŀƭ ƎǊƛŘǎΣ 

ŎƻƴǘǊƻƭƭƛƴƎ ƻŦ ǘƘŜ ŜƴŜǊƎȅ ŘŜƳŀƴŘ ƛƴ ōǳƛƭŘƛƴƎǎΣ ŜƴŜǊƎȅ ƳŀƴŀƎŜƳŜƴǘ ǿƛǘƘ ǊŜǎƛŘŜƴǝŀƭκƴƻƴπǊŜǎƛŘŜƴǝŀƭ 

ƛƴǾƻƭǾŜƳŜƴǘΣ ŜǘŎΦ {!wDhb Ƴŀȅ ōŜ ǘƘŜ ǎǘŀǊǝƴƎ Ǉƻƛƴǘ ŦƻǊ ǘƘŜ ŘŜŬƴƛǝƻƴ ƻŦ ǘƘŜ .5пbwD Řŀǘŀ ƳƻŘŜƭ 

ǿƘƛŎƘ ǿƛƭƭ ōŜ ŘŜŬƴŜŘ ōŜŦƻǊŜ ǘƘŜ ǘƘƛǊŘ ǘŜŎƘƴƻƭƻƎȅ ǊŜƭŜŀǎŜΦ 

hǘƘŜǊ Řŀǘŀ ƳƻŘŜƭǎ ǳǎŜŘ ŀǊŜ /ƻƳƳƻƴ DǊƛŘ aƻŘŜƭ 9ȄŎƘŀƴƎŜ {ǘŀƴŘŀǊŘ ό/Da9{ύΣ 9{atΣ ŀƴŘ ǇǊƛǾŀǘŜ 

Řŀǘŀ ƳƻŘŜƭǎΦ 

όvтύ tǊƻǘƻŎƻƭǎ ŀƴŘ ǎǘŀƴŘŀǊŘǎ ŀǇǇƭƛŜŘ ƛƴ .5пbwDΦ  

¶ CIM (Standard) 

¶ NGSI-LD 

¶ International Electrotechnical Commission (IEC) 61850, IEC 62325, IEC 61970/61968 

¶ Modbus RTU protocol 

¶ MQTT 

¶ Common Grid Model Exchange Standard (CGMES), ESMP 

(Q11) How data exchange gaps are affecting the support for flexibility requirements identified and 

analysed. 

DƛǾŜƴ ǘƘŜ ǇǊŜǎŜƴŎŜ ƻŦ ǇǊƻǇǊƛŜǘŀǊȅ ǎƻƭǳǝƻƴǎ ŀƴŘ ǘƘŜ ŀŘƻǇǝƻƴ ƻŦ ǇǊƻǇǊƛŜǘŀǊȅ ŦƻǊƳŀǘǎ ŀƴŘ ǘŜƳǇƭŀǘŜǎ 

ǘƘŀǘ ƻƊŜƴ Řƻ ƴƻǘ Ŧƻƭƭƻǿ ŜȄƛǎǝƴƎ ƻǊ ŜǾƻƭǾƛƴƎ ǎǘŀƴŘŀǊŘǎΣ ŎƻƳƳǳƴƛŎŀǝƻƴ ōŜǘǿŜŜƴ ǘƘŜ ǾŀǊƛƻǳǎ ŀŎǘƻǊǎ ƛƴ 

ǘƘŜ 9ǳǊƻǇŜŀƴ ŜƴŜǊƎȅ ǎȅǎǘŜƳ ŜƴŎƻǳƴǘŜǊǎ ǎŜǾŜǊŀƭ ƻōǎǘŀŎƭŜǎ ƛƴ ƛƴǘŜƎǊŀǝƴƎ ŀƴŘ ǎƘŀǊƛƴƎ ŜȄƛǎǝƴƎ 

ƛƴŦƻǊƳŀǝƻƴ ŦƻǊ ǘƘŜ ǊŜŀƭƛȊŀǝƻƴ ƻŦ ŀƴ ŜŶŎƛŜƴǘ ŀƴŘ ƳŀƴŀƎŜŀōƭŜ ƅŜȄƛōƛƭƛǘȅ ǎȅǎǘŜƳΦ hƊŜƴΣ ǎƳŀƭƭ ŜƴŜǊƎȅ 

ǎȅǎǘŜƳ ŀŎǘƻǊǎ Řƻ ƴƻǘ ƘŀǾŜ ŜƴƻǳƎƘ ǊŜǎƻǳǊŎŜǎ ǘƻ ŀŘŀǇǘ ǘƘŜƛǊ ǘŜŎƘƴƻƭƻƎƛŜǎ ŀƴŘ ŜǾƻƭǾŜ ŜȄƛǎǝƴƎ ƻƴŜǎΣ 

ŎǊŜŀǝƴƎ ŀ ōǊŀƪŜ ƻƴ ǘƘŜ ŜȄǇŀƴǎƛƻƴ ƻŦ ƅŜȄƛōƛƭƛǘȅ ǎȅǎǘŜƳǎ ŀŎǊƻǎǎ ǘƘŜ ōƻŀǊŘΦ 
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όvмнύ .5пbwDΩǎ ǇǊƻǇƻǎŜŘ ǎƻƭǳǝƻƴǎ ŦƻǊ ŀŘŘǊŜǎǎƛƴƎ ƎŀǇǎΣ ǎǳŎƘ ŀǎ ǳǎƛƴƎ ƳŜǊƎŜŘ ǎǘŀƴŘŀǊŘǎ ŦƻǊ Řŀǘŀ 

ŜȄŎƘŀƴƎŜΣ ŘŜǾŜƭƻǇƛƴƎ ƛƴǘŜǊŦŀŎŜǎκŀŘŀǇǘŜǊǎ ŦƻǊ ¢{hκ5{h ŀƴŘ ŎǳǎǘƻƳŜǊǎΣ ƛƴǘŜƎǊŀǝƴƎ ŎǊƻǎǎπǎŜŎǘƻǊ ŀƴŘ 

ŎǊƻǎǎπōƻǊŘŜǊ ŎƻƳǇƻƴŜƴǘǎ ƛƴ ǘƘŜ ǊŜŦŜǊŜƴŎŜ ŀǊŎƘƛǘŜŎǘǳǊŜǎ ŀƴŘ ǇƭŀǜƻǊƳǎ ǘƻ ǎǳǇǇƻǊǘ ƅŜȄƛōƛƭƛǝŜǎΣ ŜǘŎΦ 

¢ƘŜ ŀŘƻǇǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘǎ ƛƴ ǘŜǊƳǎ ƻŦ ǇǊƻǘƻŎƻƭǎ ŀƴŘ Řŀǘŀ ƳƻŘŜƭǎ ŀƴŘ ǾƻŎŀōǳƭŀǊƛŜǎ Ŏŀƴ ŬǊƳƭȅ 

ŎƻƴǘǊƛōǳǘŜ ǘƻ ƻǾŜǊŎƻƳƛƴƎ ǘƘŜ ƎŀǇǎ ōŜǘǿŜŜƴ ǘƘŜ ŀŎǘƻǊǎ ƻŦ ǘƘŜ 9ǳǊƻǇŜŀƴ ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ LƴǾŜǎǘƳŜƴǘǎ ƛƴ 

ǘƘŜ ƳƻŘŜǊƴƛȊŀǝƻƴ ƻŦ ŜƴŜǊƎȅ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜǎ ŀƴŘ ǊŜƭŀǘŜŘ L¢ ǇƭŀǜƻǊƳǎ ǘƘŀǘ ŀŘƻǇǘ ŎƻƳƳƻƴΣ ǎǘŀƴŘŀǊŘƛǎŜŘ 

ŎƻƳǇƻƴŜƴǘǎ Ŏŀƴ ŎŜǊǘŀƛƴƭȅ ŀŎŎŜƭŜǊŀǘŜ ǘƘŜ ŎǊŜŀǝƻƴ ƻŦ ŜŶŎƛŜƴǘ ŀƴŘ ŜũŜŎǝǾŜ ƅŜȄƛōƛƭƛǘȅ ǎȅǎǘŜƳǎΦ 

όvмоύ .5пbwDΩǎ ǇǊƻǇƻǎŀƭǎ ŦƻǊ ƛƳǇǊƻǾƛƴƎ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ όƛΦŜΦΣ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ 

ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎύ ŜŶŎƛŜƴǘƭȅ ǿƘƛƭŜ ŦŀŎƛƭƛǘŀǝƴƎ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ 

ƻŦ ǘƘŜ 9¦ ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ 

aŀƪŜ ǘƘŜ ǇŀǊǝŎƛǇŀǝƻƴ ƻŦ ŀƭƭ ǎǘŀƪŜƘƻƭŘŜǊǎ ƛƴ ǘƘŜ 9ǳǊƻǇŜŀƴ ŜƴŜǊƎȅ ǎȅǎǘŜƳ ǎƛƳǇƭŜǊ ŀƴŘ ŎŜƴǘǊŀƭƭȅ 

ǊŜƎǳƭŀǘŜŘΦ tǊƻƳƻǘŜ ǘƘŜ ŜǾƻƭǳǝƻƴ ŀƴŘ ǊŜƎǳƭŀǝƻƴ ƻŦ ǎƻƭǳǝƻƴǎ ŀƭǊŜŀŘȅ ƛƳǇƭŜƳŜƴǘŜŘ ŀǘ 9ǳǊƻǇŜŀƴ ƭŜǾŜƭ 

ŜƛǘƘŜǊ ƛƴ ǊŜǎŜŀǊŎƘ ǇǊƻƧŜŎǘǎ ƻǊ ƭƻŎŀƭƭȅ ŀƭǊŜŀŘȅ ŀŘƻǇǘŜŘ ōȅ ǎǇŜŎƛŬŎ ŎƻƳƳǳƴƛǝŜǎΦ 

όvмрύ .5пbwD Ƙŀǎ ƳŀŘŜ ŘŜǾŜƭƻǇƳŜƴǘǎ ŀŘŘǊŜǎǎƛƴƎ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ 

ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘΦ  

όvмрƛύ .5пbwDΩǎ ŎȅōŜǊ ŀƴŘ ǇƘȅǎƛŎŀƭ ŀǎǎŜǘǎκŜƭŜƳŜƴǘǎ ǘƘŀǘ ǘƘŜ ǇǊƻƧŜŎǘ ŀŘŘǊŜǎǎŜǎΣ ǇƻǘŜƴǝŀƭ Ǌƛǎƪǎ 

ƛŘŜƴǝŬŜŘ ƛƴ .5пbwD ǘƘŀǘ ŀǊŜ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ƴŀǘǳǊŜ ƻŦ ǘƘŜ ƎǊƛŘΣ ŀƴŘ Ƙƻǿ ǘƘŜ ƭŀǧŜǊ 

ŀǊŜ ƳƛǝƎŀǘŜŘΦ 

[ŜƎŀƭΣ ǊŜƎǳƭŀǘƻǊȅ ŀƴŘ ŎȅōŜǊǎŜŎǳǊƛǘȅ ƎǳƛŘŜƭƛƴŜǎ ŀƴŘ ǇǊƛƴŎƛǇƭŜǎ ŀǊŜ ƛƴŎƻǊǇƻǊŀǘŜŘ ƛƴ ǘƘŜ ŘŜǎƛƎƴ ŀƴŘ 

ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ǘƘŜ 5ŀǘŀ DƻǾŜǊƴŀƴŎŜ ŀƴŘ aŀƴŀƎŜƳŜƴǘ ƭŀȅŜǊǎΦ 

 

Figure 23: BD4NRG legal and policy 

tǊƛǾŀŎȅΣ [ŜƎŀƭΣ wŜƎǳƭŀǘƻǊȅ ŀƴŘ /ȅōŜǊπǎŜŎǳǊƛǘȅ aŀƴŀƎŜƳŜƴǘ ŀƴŘ /ƻƳǇƭƛŀƴŎŜ ¢ƻƻƭǎ όtw9/¸{9 ¢ƻƻƭǎύ 

ƛƴŎƭǳŘƛƴƎΥ  

¶ Guidelines and principles from the Legal and Security conceptual framework addressing and 

mitigating potential privacy and security concerns.  

¶ Definition and management of the data access policies  

¶ Mechanisms to ensure continuous monitoring to guarantee that conditions are not changing 

and infringing any of the security guidelines and principles.  

¶ Adoption of the assessment checklist during the development process.  

¶ A list of appropriate NISTIR 7628 cybersecurity guidelines for the overall BD4NRG 

development process. 
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όvмрƛƛύ LŘŜƴǝŬŜŘ ŦƻŎǳǎ ŀǊŜŀǎ ŦƻǊ ŘȅƴŀƳƛŎ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ŎƻƴǘǊƻƭ ǘƻ ŜƴǎǳǊŜ ǘƘŜ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ 

ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ ƎǊƛŘΣ .5пbwD ǇǊƻǇƻǎƛǝƻƴǎ ŦƻǊ ŜũŜŎǝǾŜ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ǇǊƻǘŜŎǝƻƴ ƻŦ ǘƘŜ Ǉŀƴπ

9ǳǊƻǇŜŀƴ ƎǊƛŘ ŎȅōŜǊ ƭŀȅŜǊǎΦ  

bL{¢Lw тсну ŎȅōŜǊǎŜŎǳǊƛǘȅ ƎǳƛŘŜƭƛƴŜǎ ŦƻǊ ǘƘŜ ƻǾŜǊŀƭƭ .5пbwD ŘŜǾŜƭƻǇƳŜƴǘ ǇǊƻŎŜǎǎ ƘŀǾŜ ōŜŜƴ 

ŀŘƻǇǘŜŘΦ 

B.17 OneNet 

όvмύ hƴŜbŜǘ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ ¢ƘŜ ǎŎƻǇŜ ƻŦ hƴŜbŜǘ ώмлмϐ ƛǎ ǘƻ ŎǊŜŀǘŜ ŀ 

Ŧǳƭƭȅ ǊŜǇƭƛŎŀōƭŜ ŀƴŘ ǎŎŀƭŀōƭŜ ŀǊŎƘƛǘŜŎǘǳǊŜ ǘƘŀǘ ŜƴŀōƭŜǎ ǘƘŜ ǿƘƻƭŜ 9ǳǊƻǇŜŀƴ 

ŜƭŜŎǘǊƛŎŀƭ ǎȅǎǘŜƳ ǘƻ ƻǇŜǊŀǘŜ ŀǎ ŀ ǎƛƴƎƭŜ ǎȅǎǘŜƳ ƛƴ ǿƘƛŎƘ ŀ ǾŀǊƛŜǘȅ ƻŦ 

ƳŀǊƪŜǘǎ ŀƭƭƻǿǎ ǘƘŜ ǳƴƛǾŜǊǎŀƭ ǇŀǊǝŎƛǇŀǝƻƴ ƻŦ ǎǘŀƪŜƘƻƭŘŜǊǎ ǊŜƎŀǊŘƭŜǎǎ ƻŦ ǘƘŜƛǊ ǇƘȅǎƛŎŀƭ ƭƻŎŀǝƻƴ ς ŀǘ 

ŜǾŜǊȅ ƭŜǾŜƭ ŦǊƻƳ ǎƳŀƭƭ ŎƻƴǎǳƳŜǊ ǘƻ ƭŀǊƎŜ ǇǊƻŘǳŎŜǊǎΦ ¢ƘŜ ǇǊƻƧŜŎǘ όƛύ ŘŜǾŜƭƻǇŜŘ ŀƴ ƻǇŜƴ ŀƴŘ ƅŜȄƛōƭŜ 

ŀǊŎƘƛǘŜŎǘǳǊŜ ŦƻǊ ǘǊŀƴǎŦƻǊƳƛƴƎ ǘƘŜ ŀŎǘǳŀƭ 9ǳǊƻǇŜŀƴ ŜƭŜŎǘǊƛŎƛǘȅ ǎȅǎǘŜƳΣ ǿƘƛŎƘ ƛǎ ƻƊŜƴ ƳŀƴŀƎŜŘ ƛƴ 

ŦǊŀƎƳŜƴǘŜŘ ŎƻǳƴǘǊȅ ς ƻǊ ŀǊŜŀ ς ƭŜǾŜƭΣ ƛƴ ŀ Ǉŀƴπ9ǳǊƻǇŜŀƴ ǎƳŀǊǘŜǊ ŀƴŘ ƳƻǊŜ ŜŶŎƛŜƴǘ ƻƴŜΤ όƛƛύ 

ǊŜŎƛǇǊƻŎŀƭƭȅ ŎƻƻǊŘƛƴŀǘŜŘ ƳŀǊƪŜǘ ŀƴŘ ƴŜǘǿƻǊƪ ǘŜŎƘƴƛŎŀƭ ƻǇŜǊŀǝƻƴǎ ŎƭƻǎŜǊ ǘƻ ǊŜŀƭ ǝƳŜΥ όŀύ ŀƳƻƴƎ ǘƘŜƳΤ 

όōύ ŀŎǊƻǎǎ ŘƛũŜǊŜƴǘ ŎƻǳƴǘǊƛŜǎΤ όŎύ ǿƘƛƭŜ ƳŀȄƛƳƛȊƛƴƎ ǘƘŜ ŎƻƴǎǳƳŜǊ ŎŀǇŀōƛƭƛǝŜǎ ǘƻ ǇŀǊǝŎƛǇŀǘŜ ƛƴ ŀƴ ƻǇŜƴ 

ƳŀǊƪŜǘ ǎǘǊǳŎǘǳǊŜΦ όƛƛƛύ ŘŜǎƛƎƴŜŘ ŀƴ ƻǇŜƴ L¢ ŀǊŎƘƛǘŜŎǘǳǊŜ ǎǳǇǇƻǊǘŜŘ ōȅ ǎŎŀƭŀōƭŜ Řŀǘŀ ƳŀƴŀƎŜƳŜƴǘ 

ŜƴŀōƭƛƴƎ ǘƘŜ ƳŀǊƪŜǘ ǎǘǊǳŎǘǳǊŜǎΤ όƛǾύ ǾŜǊƛŬŜŘ ƛƴ ŀ ǎŜǘ ƻŦ ƭŀǊƎŜ ŬŜƭŘ ǘŜǎǘǎ ǘƘŜ ŎƻƴŎŜǇǘǎ ŀƴŘ ǎƻƭǳǝƻƴǎ 

ǇǊƻǇƻǎŜŘΤ όǾύ ǇǊƻƳƻǘŜŘ ǘƘŜ ǊŜǎǳƭǘǎ ƻŦ hƴŜbŜǘ ƛƴ ǘƘŜ ǎǘŀƴŘŀǊŘƛȊŀǝƻƴ ǇǊƻŎŜǎǎ ŦƻǊ ŀ ǎƛƎƴƛŬŎŀƴǘ ƳŀǊƪŜǘ 

ǳǇǘŀƪŜΦ  

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ /ƻƳǇƭŜǘŜŘ 

όvнύ  hƴŜbŜǘ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ 

ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ 

¢ƘŜ ǇǊƻƧŜŎǘ ŘŜǾŜƭƻǇŜŘ ǘƘŜ hƴŜbŜǘ CǊŀƳŜǿƻǊƪΣ ŀ 5ŀǘŀ {ǇŀŎŜ ōŀǎŜŘ ŦǊŀƳŜǿƻǊƪ ŀōƭŜ ǘƻΥ 

¶ allows cross-countries participation of stakeholders at all levels, from TSOs to DSOs, from 

small consumers to large producers  

¶ facilitates the platforms integration and cooperation for cross-platform market and network 

operation services  

¶ makes available and accessible data from different sources (actors) in a secure and trusted 

way ensuring data ownership and privacy 

vнƛΥ {ǇŜŎƛŬŎŀǝƻƴ ƻŦ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎΣ ŀƭƻƴƎ ǿƛǘƘ ǘƘŜƛǊ ŘŜŬƴƛǝƻƴǎ ƛƴ ǘŜǊƳǎ ƻŦ ƛƴŦƻǊƳŀǝƻƴ 

ƳƻŘŜƭǎΣ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎΦ 

¢ƘŜ hƴŜbŜǘ ǇǊƻƧŜŎǘ ƛŘŜƴǝŬŜŘ сп ǎŜǊǾƛŎŜǎΣ ƛƴ мл ŘƛũŜǊŜƴǘ ŎŀǘŜƎƻǊƛŜǎΦ CƻǊ ŜŀŎƘ ƻŦ ǘƘŜƳΣ Řŀǘŀ ǇǊƻŬƭŜǎΣ 

ŀŎǘƻǊǎ ƛƴǾƻƭǾŜŘΣ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜŘ ƘŀǾŜ ōŜŜƴ ƛŘŜƴǝŬŜŘΦ 

vнƛƛΥ ! ōǊƛŜŦ ŘŜǎŎǊƛǇǝƻƴΣ ƻǊ ƛƭƭǳǎǘǊŀǝƻƴ ƻŦ ŜŀŎƘ ƛƴǘŜǊŦŀŎŜΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜΣ ǊŜŦŜǊŜƴŎƛƴƎ ǘƘŜ {D!a ƳƻŘŜƭΦ  

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ƛƴǘŜǊŦŀŎŜǎ Ŏŀƴ ōŜ ƳŀǇǇŜŘ ƻƴ ǘƘŜ CǳƴŎǝƻƴŀƭ [ŀȅŜǊ ƻŦ ǘƘŜ {D!a ƳƻŘŜƭΦ 
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Figure 24  OneNet SGAM model 

όvоύ  hƴŜbŜǘΩǎ ƪŜȅ ŬƴŘƛƴƎǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ƛƴǘŜǊŦŀŎŜǎ ǘƻ ƛƳǇǊƻǾŜ 

ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎ όǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ 

ƳŀǊƪŜǘǎύΦ 

¢ƻǿŀǊŘǎ ǘƘŜ ŀƴŀƭȅǎƛǎ ƻŦ ǘƘŜ ǎŜƳŀƴǝŎ ŘŜǎŎǊƛǇǝƻƴ ƻŦ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΣ ƛǘ ǿŀǎ 

ŎƻƴŎƭǳŘŜŘ ǎƻ ŦŀǊ ǘƘŀǘ ǘƘŜȅ Ŏŀƴ ōŜ ƎŜƴŜǊŀƭƭȅ ŀŘŘǊŜǎǎŜŘ ōȅ L9/ ǇǊƻŬƭŜǎ ǎǳŎƘ ŀǎ L9/ снонр ό9{atύΣ L9/ 

смфтл ό/Da9{ύΣ L9/ смфсу ό/5t{aύ ŀƴŘ ǇƻǘŜƴǝŀƭƭȅ ōȅ ǘƘŜƛǊ ǎǳōǎŜǉǳŜƴǘ ŜƴƘŀƴŎŜƳŜƴǘǎ 

όvпύ  hƴŜbŜǘΩǎ ŎƻƴǘǊƛōǳǝƻƴ ǘƻǿŀǊŘǎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƴŘ Řŀǘŀπ

ǎƘŀǊƛƴƎ ŦǊŀƳŜǿƻǊƪǎΦ 

¢ƘŜ ǇǊƻƧŜŎǘ ǎǳƎƎŜǎǘŜŘ ŀƴ ŜȄǘŜƴǎƛƻƴ ƻŦ ǘƘŜ ŀƭǊŜŀŘȅ ƛƳǇƭŜƳŜƴǘŜŘ /La tǊƻŬƭŜǎ ŦƻǊ ŎƻǾŜǊƛƴƎ ǘƘŜ ƎŀǇǎΦ  

Lƴ ŀŘŘƛǝƻƴΣ ŀ Řŀǘŀ ƘŀǊƳƻƴƛȊŀǝƻƴ ǘƻƻƭ ŦƻǊ ƳŀǇǇƛƴƎ /La tǊƻŬƭŜǎ ŀƴŘ bD{Lπ[5 ǿŀǎ ƛƳǇƭŜƳŜƴǘŜŘΦ 

όvрύ  hƴŜbŜǘΩǎ ŘŜŬƴƛǝƻƴ ƻŦ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ  

hƴŜbŜǘ ƛƳǇƭŜƳŜƴǘǎ ŀ ŘŜŎŜƴǘǊŀƭƛȊŜŘ ŀǇǇǊƻŀŎƘ ŦƻǊ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜΦ  

CƻǊ ŀƴȅ ƻŦ ǘƘŜ ŎǊƻǎǎπǇƭŀǜƻǊƳ ǎŜǊǾƛŎŜǎ ƛŘŜƴǝŬŜŘΣ ǎǇŜŎƛŬŎŀǝƻƴ ŦƻǊ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǿŀǎ ƭƛǎǘŜŘ ƛƴ ǘŜǊƳǎ ƻŦ 

ōǳǎƛƴŜǎǎ ƻōƧŜŎǘǎΣ Řŀǘŀ ŦƻǊƳŀǘΣ Řŀǘŀ ƳƻŘŜƭǎ ŀƴŘ ŀŎǘƻǊǎ ƛƴǾƻƭǾŜŘΦ 

όvтύ tǊƻǘƻŎƻƭǎ ŀƴŘ ǎǘŀƴŘŀǊŘǎ ŀǇǇƭƛŜŘ ƛƴ  hƴŜbŜǘΦ  

bƻ ŀƴŀƭȅǎƛǎ ƻŦ ǘƘŜ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ǿŀǎ ŎŀǊǊƛŜŘ ƻǳǘΦ L9/ {ǘŀƴŘŀǊŘǎ ǿŜǊŜ ǎǳƎƎŜǎǘŜŘ ŀƴŘ 

ŜȄǘŜƴŘŜŘ ŦƻǊ ǘƘŜ Řŀǘŀ ŜȄŎƘŀƴƎŜ όL9/ снонр ό9{atύΣ L9/ смфтл ό/Da9{ύΣ L9/ смфсу ό/5t{aύύΦ 
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bD{Lπ[5 ǎǘŀƴŘŀǊŘ ǿŀǎ ƛƳǇƭŜƳŜƴǘŜŘ ŦƻǊ ǘƘŜ ŜƴŘπǘƻπŜƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ  

(Q11) How data exchange gaps are affecting the support for flexibility requirements identified and 

analysed. 

¶ Lack of communication and data exchange among energy stakeholders can impact on 

flexibility implementation.  

¶ Lack of standardization is the main gap. 

¶ Small stakeholders (like FSPs) are not ready for cooperate in a standardized way. Lak of 

technology. 

όvмнύ  hƴŜbŜǘΩǎ tǊƻǇƻǎŜŘ ǎƻƭǳǝƻƴǎ ŦƻǊ ŀŘŘǊŜǎǎƛƴƎ ƎŀǇǎΣ ǎǳŎƘ ŀǎ ǳǎƛƴƎ ƳŜǊƎŜŘ ǎǘŀƴŘŀǊŘǎ ŦƻǊ Řŀǘŀ 

ŜȄŎƘŀƴƎŜΣ ŘŜǾŜƭƻǇƛƴƎ ƛƴǘŜǊŦŀŎŜǎκŀŘŀǇǘŜǊǎ ŦƻǊ ¢{hκ5{h ŀƴŘ ŎǳǎǘƻƳŜǊǎΣ ƛƴǘŜƎǊŀǝƴƎ ŎǊƻǎǎπǎŜŎǘƻǊ ŀƴŘ 

ŎǊƻǎǎπōƻǊŘŜǊ ŎƻƳǇƻƴŜƴǘǎ ƛƴ ǘƘŜ ǊŜŦŜǊŜƴŎŜ ŀǊŎƘƛǘŜŎǘǳǊŜǎ ŀƴŘ ǇƭŀǜƻǊƳǎ ǘƻ ǎǳǇǇƻǊǘ ƅŜȄƛōƛƭƛǝŜǎΣ ŜǘŎΦ 

¦ǎŜ {ǘŀƴŘŀǊŘǎ Řŀǘŀ ƳƻŘŜƭǎ ŀƴŘ ǇǊƻǘƻŎƻƭΦ !ŘƻǇǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘ ƳŀǊƪŜǘ ƳƻŘŜƭǎΦ 

όvмоύ ʁƴŜbŜǘΩǎ ǇǊƻǇƻǎŀƭǎ ŦƻǊ ƛƳǇǊƻǾƛƴƎ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ όƛΦŜΦΣ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ 

ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎύ ŜŶŎƛŜƴǘƭȅ ǿƘƛƭŜ ŦŀŎƛƭƛǘŀǝƴƎ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ 9¦ 

ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ 

CŀŎƛƭƛǘŀǘŜ ǘƘŜ ǇŀǊǝŎƛǇŀǝƻƴ ƻŦ ŀƴȅ ǎǘŀƪŜƘƻƭŘŜǊΦ /ǊƻǎǎπŎƻǳƴǘǊȅ ŀƴŘ ŎǊƻǎǎπǎŜŎǘƻǊ ƛƴǘŜƎǊŀǝƻƴ Ŏŀƴ 

ŦŀŎƛƭƛǘŀǘŜ ǘƘŜ ǊŜπŀŘƻǇǝƻƴ ƻŦ ŀƭǊŜŀŘȅ ŜȄƛǎǝƴƎ ǎƻƭǳǝƻƴ 

όvмпύ /ƘŀƭƭŜƴƎŜǎ ŀƴǝŎƛǇŀǘŜŘ ƛƴ ƛƳǇƭŜƳŜƴǝƴƎ ʁɿɳɿɳʆΩǎ ǇǊƻǇƻǎŀƭǎΣ ŀƴŘ Ƙƻǿ ǘƻ ƻǾŜǊŎƻƳŜ ǘƘŜƳΦ 

[ŀŎƪ ƻŦ ǘŜŎƘƴƻƭƻƎƛŜǎΦ [ŀŎƪ ƻŦ ǎǘŀƴŘŀǊŘǎΦ tǊƻǇǊƛŜǘŀǊȅ ǎȅǎǘŜƳǎ ƛƴǎǘŜŀŘ ƻŦ ƻǇŜƴπǎƻƭǳǝƻƴ ƛƳǇŀŎǘ ƻƴ 

ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΦ 

όvмрύ ʁƴŜbŜǘ Ƙŀǎ ƳŀŘŜ ŘŜǾŜƭƻǇƳŜƴǘǎ ŀŘŘǊŜǎǎƛƴƎ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ 

ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘΦ  

όvмрƛύ  hƴŜbŜǘΩǎ ŎȅōŜǊ ŀƴŘ ǇƘȅǎƛŎŀƭ ŀǎǎŜǘǎκŜƭŜƳŜƴǘǎ ǘƘŀǘ ǘƘŜ ǇǊƻƧŜŎǘ ŀŘŘǊŜǎǎŜǎΣ ǇƻǘŜƴǝŀƭ Ǌƛǎƪǎ 

ƛŘŜƴǝŬŜŘ ƛƴ ʁɿɳɿɳʆ ǘƘŀǘ ŀǊŜ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ƴŀǘǳǊŜ ƻŦ ǘƘŜ ƎǊƛŘΣ ŀƴŘ Ƙƻǿ ǘƘŜ ƭŀǧŜǊ 

ŀǊŜ ƳƛǝƎŀǘŜŘΦ 

¢ƘŜ hƴŜbŜǘ CǊŀƳŜǿƻǊƪ ƛƴŎƭǳŘŜǎ bŜǘǿƻǊƪ ¢ǊŀŶŎ ϧ 9ƴŘǇƻƛƴǘ LƴŦǊŀǎǘǊǳŎǘǳǊŜ aƻƴƛǘƻǊƛƴƎ ¢ƻƻƭΣ ƛƴ 

ƻǊŘŜǊ ǘƻ ŀŘŘǊŜǎǎ ŎȅōŜǊǎŜŎǳǊƛǘȅ ŀǎǇŜŎǘǎ ŘǳǊƛƴƎ ŀƴȅ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀƳƻƴƎ hƴŜbŜǘ tŀǊǝŎƛǇŀƴǘǎ ƛƴ ǘƘŜ 

9ƴŜǊƎȅ 5ŀǘŀ {ǇŀŎŜΦ 

.Ŝƭƻǿ ǘƘŜ ǎǳƎƎŜǎǝƻƴ ŦƻǊ Ǌƛǎƪ ƳƛǝƎŀǝƻƴ ŀƴŘ ǎŜŎǳǊƛǘȅ ǊŜŎƻƳƳŜƴŘŀǝƻƴǎ 

¶ Regular risk assessment of the system as part of the Information System Security Risk Analysis 

to identify any security related risks, assess them and define appropriate risk treatment 

actions (mitigation, acceptance, avoidance, transfer).       

¶ Systems Configuration: Configuring systems following industry hardening standards Installing 

only services and functionalities or connecting equipment which is essential for the 

functioning and security of the information system. 

¶ System Segregation: Segregating logically or physically the systems to limit the propagation of 

IT security incident within the system or subsystem.  

¶ Traffic Filtering: Filtering traffic flows circulating in the system and forbidding traffic that is not 

needed for the system and that is likely to facilitate attacks. 
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¶ Cryptography: Establishing and implementing a cryptography policy and related procedures 

to protect data confidentiality, authenticity and/or integrity. 

¶ IT Security Administration: Restricting administrative accounts to authorized employees for 

ƻƴƭȅ άƴŜŜŘ-to-ƪƴƻǿέ ǘŀǎƪǎΦ 

¶ Identity and Access Management: Authentication and Identification and Access Rights. 

¶ IT Security Maintenance: Developing and implementing a security maintenance procedure to 

ensure that the latest versions of hardware and software are installed. Security requirements 

should also be enforced in Industrial Control Systems. 

¶ Physical and Environmental Security 

¶ Security Incident Management process: Such a process should include details on the below 

points: 

o Detection: Detection, Logging & Monitoring, Logs Correlation and Analysis. 

o Computer Security Incident Management: Information System Security Incident 

Response, Incident Report and Communication with Competent Authorities and 

Computer Incident Response Teams (CSIRTs). 

¶ Continuity of Operations: Ensuring Business Continuity including Disaster Recovery 

Management. 

¶ Crisis Management: Crisis Management Organization and Crisis Management Process. 

όvмрƛƛύ LŘŜƴǝŬŜŘ ŦƻŎǳǎ ŀǊŜŀǎ ŦƻǊ ŘȅƴŀƳƛŎ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ŎƻƴǘǊƻƭ ǘƻ ŜƴǎǳǊŜ ǘƘŜ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ 

ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ ƎǊƛŘΣ ʁɿɳɿɳʆ ǇǊƻǇƻǎƛǝƻƴǎ ŦƻǊ ŜũŜŎǝǾŜ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ǇǊƻǘŜŎǝƻƴ ƻŦ ǘƘŜ Ǉŀƴπ

9ǳǊƻǇŜŀƴ ƎǊƛŘ ŎȅōŜǊ ƭŀȅŜǊǎΦ  

.ǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀƳƻƴƎ ŜƴŜǊƎȅ ǎǘŀƪŜƘƻƭŘŜǊǎ ŀǘ ŀƴȅ ƭŜǾŜƭΦ ¢ƘŜ ǇǊƻƧŜŎǘ 

ǇǊƻǇƻǎŜǎ ǘƻ ŀǇǇƭȅ ŀƴŘ ŜǾŀƭǳŀǘŜ bL{¢Lw тсну {ƳŀǊǘ DǊƛŘ /ȅōŜǊ {ŜŎǳǊƛǘȅ ǎǘŀƴŘŀǊŘΦ 

B.18 Platone 

όvмύ tƭŀǘƻƴŜΩǎ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ tƭŀǘƻƴŜ ώмлнϐ ŘŜǾŜƭƻǇŜŘ ƴŜǿ ƳŜǘƘƻŘǎ ǘƻ 

ƛƳǇǊƻǾŜ ǘƘŜ ƻōǎŜǊǾŀōƛƭƛǘȅ ŀƴŘ ƅŜȄƛōƛƭƛǘȅ ƻŦ w9{ ŀƴŘ ǳƴǇǊŜŘƛŎǘŀōƭŜ ƭƻŀŘǎΦ ¢ƻ 

ǎǳǇǇƻǊǘ ŜƴŜǊƎȅ ǘǊŀƴǎƛǝƻƴΣ ŘƛǎǘǊƛōǳǝƻƴ ǎȅǎǘŜƳ ƻǇŜǊŀǘƻǊǎ ό5{hǎύ ƴŜŜŘ 

ƛƴƴƻǾŀǝǾŜ ǘƻƻƭǎ ǘƻ ƘŀƴŘƭŜ ǾƻƭŀǝƭŜ ǊŜƴŜǿŀōƭŜ ǎƻǳǊŎŜǎ ŀƴŘ ŜǊǊŀǝŎ ŎƻƴǎǳƳǇǝƻƴ ǇŀǧŜǊƴǎΦ tƭŀǘƻƴŜ 

ƛƴǘǊƻŘǳŎŜŘ ŀ Ƨƻƛƴǘ Řŀǘŀ ƳŀƴŀƎŜƳŜƴǘ ŀǇǇǊƻŀŎƘ ǘƘŀǘ ǊŜǎǇŜŎǘǎ ǊŜƎǳƭŀǘƻǊȅ ŦǊŀƳŜǿƻǊƪǎ ŀƴŘ ǳǝƭƛȊŜǎ ŀ 

ƳǳƭǝπƭŀȅŜǊŜŘ ǇƭŀǜƻǊƳ ǘƻ ƳŜŜǘ ǘƘŜ ƴŜŜŘǎ ƻŦ ǎȅǎǘŜƳ ƻǇŜǊŀǘƻǊǎΣ ŀƎƎǊŜƎŀǘƻǊǎΣ ŀƴŘ ŜƴŘπǳǎŜǊǎΦ ! 

ōƭƻŎƪŎƘŀƛƴπōŀǎŜŘ ǇƭŀǜƻǊƳ ǎŜǊǾŜŘ ŀǎ ǘƘŜ ŀŎŎŜǎǎ ƭŀȅŜǊΣ ǇǊƻǾƛŘƛƴƎ ŎŜǊǝŬŜŘ ƳŜŀǎǳǊŜǎ ǘƻ ŀƭƭ ǇƭŀȅŜǊǎ ŀƴŘ 

ōǊŜŀƪƛƴƎ ǘǊŀŘƛǝƻƴŀƭ ŀŎŎŜǎǎ ōŀǊǊƛŜǊǎΦ ¢Ƙƛǎ ŎŜǊǝŬŜŘ Řŀǘŀ ŀƴŘ ǎƛƎƴŀƭǎ ǎǳǇǇƻǊǘŜŘ ŀ ƴŜǿ 5{h ǇƭŀǜƻǊƳ ǘƻ 

Ƴŀƛƴǘŀƛƴ ƭƻŎŀƭ ǎȅǎǘŜƳ ƛƴǘŜƎǊƛǘȅ ŀƴŘ ōǳƛƭŘ ŎƻƴŬŘŜƴŎŜ ƛƴ ƅŜȄƛōƛƭƛǘȅ ƻǇŜǊŀǝƻƴǎΦ !ŘŘƛǝƻƴŀƭƭȅΣ ŀƴ ǳǇǇŜǊπ

ƭŀȅŜǊ ōƭƻŎƪŎƘŀƛƴπōŀǎŜŘ ƻǇŜƴ ƳŀǊƪŜǘ ǇƭŀǜƻǊƳ ŎƻƴƴŜŎǘŜŘ ǘƘŜ ƭƻŎŀƭ ǎȅǎǘŜƳ ǘƻ ǘǊŀƴǎƳƛǎǎƛƻƴ ǎȅǎǘŜƳ 

ƻǇŜǊŀǘƻǊǎ ό¢{hǎύΣ ŜƴƘŀƴŎƛƴƎ ƻǾŜǊŀƭƭ ǎȅǎǘŜƳ Ŏƻǎǘ ŀƴŘ ŜŶŎƛŜƴŎȅΦ .ȅ ŦƻŎǳǎƛƴƎ ƻƴ ƎǊƛŘ ǳǎŜǊǎϥ ƴŜŜŘǎ ŀƴŘ 

ŜȄǇŜŎǘŀǝƻƴǎΣ tƭŀǘƻƴŜ ǳǎŜŘ ōƭƻŎƪŎƘŀƛƴ ǘŜŎƘƴƻƭƻƎȅ ǘƻ ǳƴƭƻŎƪ ƎǊŜŀǘŜǊ ǊŜǎǇƻƴǎŜ ŘȅƴŀƳƛŎǎΦ  

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ /ƻƳǇƭŜǘŜŘ 

όvнύ tƭŀǘƻƴŜ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ 

ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ 

tƭŀǘƻƴŜ ƛƳǇƭŜƳŜƴǘŜŘ ǘƘŜ άtƭŀǘƻƴŜ hǇŜƴ CǊŀƳŜǿƻǊƪέΣ ǿƘƛŎƘ ŀƛƳǎ ǘƻ ŎǊŜŀǘŜ ŀƴ ƻǇŜƴΣ ƅŜȄƛōƭŜΣ ŀƴŘ 

ǎŜŎǳǊŜ ǎȅǎǘŜƳ ǘƘŀǘ ŜƴŀōƭŜǎ ŘƛǎǘǊƛōǳǝƻƴ ƎǊƛŘ ƅŜȄƛōƛƭƛǘȅκŎƻƴƎŜǎǝƻƴ ƳŀƴŀƎŜƳŜƴǘ ƳŜŎƘŀƴƛǎƳǎΣ ǘƘǊƻǳƎƘ 

ƛƴƴƻǾŀǝǾŜ ŜƴŜǊƎȅ ƳŀǊƪŜǘ ƳƻŘŜƭǎ ƛƴǾƻƭǾƛƴƎ ŀƭƭ ǘƘŜ ǇƻǎǎƛōƭŜ ŀŎǘƻǊǎ ŀǘ Ƴŀƴȅ ƭŜǾŜƭǎ ό5{hǎΣ ¢{hǎΣ 

ŎǳǎǘƻƳŜǊǎΣ ŀƎƎǊŜƎŀǘƻǊǎύΦ ¢ƘŜ tƭŀǘƻƴŜ CǊŀƳŜǿƻǊƪ ƛǎ ŀƴ ƻǇŜƴπǎƻǳǊŎŜ ŦǊŀƳŜǿƻǊƪ ōŀǎŜŘ ƻƴ ōƭƻŎƪŎƘŀƛƴ 
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ǘŜŎƘƴƻƭƻƎȅ ǘƘŀǘ ŜƴŀōƭŜǎ ŀ ǎŜŎǳǊŜ ŀƴŘ ǎƘŀǊŜŘ Řŀǘŀ ƳŀƴŀƎŜƳŜƴǘ ǎȅǎǘŜƳΣ ŀƭƭƻǿǎ ǎǘŀƴŘŀǊŘ ŀƴŘ ƅŜȄƛōƭŜ 

ƛƴǘŜƎǊŀǝƻƴ ƻŦ ŜȄǘŜǊƴŀƭ ǎƻƭǳǝƻƴǎ όŜΦƎΦΣ ƭŜƎŀŎȅ ǎƻƭǳǝƻƴǎύΣ ŀƴŘ ƛǎ ƻǇŜƴ ǘƻ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ŜȄǘŜǊƴŀƭ ǎŜǊǾƛŎŜǎ 

ǘƘǊƻǳƎƘ ǎǘŀƴŘŀǊŘƛȊŜŘ ƻǇŜƴ ŀǇǇƭƛŎŀǝƻƴ ǇǊƻƎǊŀƳ ƛƴǘŜǊŦŀŎŜǎ ό!tLǎύΦ 

vнƛΥ {ǇŜŎƛŬŎŀǝƻƴ ƻŦ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎΣ ŀƭƻƴƎ ǿƛǘƘ ǘƘŜƛǊ ŘŜŬƴƛǝƻƴǎ ƛƴ ǘŜǊƳǎ ƻŦ ƛƴŦƻǊƳŀǝƻƴ 

ƳƻŘŜƭǎΣ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎΦ 

tƭŀǘƻƴŜ hǇŜƴ CǊŀƳŜǿƻǊƪ Ŏƻƴǎƛǎǘ ƻŦ ǘƘǊŜŜ Ƴŀƛƴ ŎƻƳǇƻƴŜƴǘǎ ǘƘŀǘ ƛƴǘŜǊŀŎǘ ǿƛǘƘ ŜƴŜǊƎȅ ǎǘŀƪŜƘƻƭŘŜǊǎ 

ŀǘ ǘƘǊŜŜ ŘƛũŜǊŜƴǘ ƭŜǾŜƭΥ aŀǊƪŜǘΣ 5{h ŀƴŘ bŜǘǿƻǊƪ όƛƴŎƭǳŘƛƴƎ /ǳǎǘƻƳŜǊǎύΦ  

CƻǊ ŜŀŎƘ ƻŦ ǘƘŜǎŜ ƭŀȅŜǊǎ ǎǇŜŎƛŬŎ ƛƴǘŜǊŦŀŎŜǎ ǿŜǊŜ ƛƳǇƭŜƳŜƴǘŜŘ ŦƻǊ ƛƴǘŜƎǊŀǝƴƎ ǎŜǾŜǊŀƭ Řŀǘŀ ŀƴŘ 

ǇƭŀǜƻǊƳǎΦ ¢ƘŜ ŬƎǳǊŜ ŘŜǎŎǊƛōŜŘ ǘƘŜ ŀǊŎƘƛǘŜŎǘǳǊŜ ŦǊƻƳ ŀ ŦǳƴŎǝƻƴŀƭ ǾƛŜǿ ƛƴŎƭǳŘƛƴƎ ŀƭƭ ƛƴǘŜǊŦŀŎŜǎΦ 

 
Figure 25 Platone Architecture 

όvоύ tƭŀǘƻƴŜΩǎ ƪŜȅ ŬƴŘƛƴƎǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ƛƴǘŜǊŦŀŎŜǎ ǘƻ ƛƳǇǊƻǾŜ 

ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎ όǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ 

ƳŀǊƪŜǘǎύΦ 

¶ Standards for data exchange and communication already exist but need to be adopted and 

extended.  

¶ Business processes must be standardized for energy markets.  

¶ Regulatory Framework must take into consideration innovativeness of the proposed solutions 

¶ DSO must play a more central role in the Flexibility Market 

όvпύ tƭŀǘƻƴŜΩǎ ŎƻƴǘǊƛōǳǝƻƴ ǘƻǿŀǊŘǎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƴŘ Řŀǘŀπ

ǎƘŀǊƛƴƎ ŦǊŀƳŜǿƻǊƪǎΦ 

tƭŀǘƻƴŜ 5{h ¢ŜŎƘƴƛŎŀƭ tƭŀǜƻǊƳΣ ŀǎ ǎƘƻǿƴ ƛƴ CƛƎǳǊŜ нсΣ ōŀǎŜŘ ƻƴ {hDbh ƻǇŜƴπǎƻǳǊŎŜ ǇƭŀǜƻǊƳΣ 

ŀƭƭƻǿǎ ǘƘŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ Řŀǘŀ ŀƴŘ ŜȄƛǎǝƴƎ ǇƭŀǜƻǊƳ ƛƴ ŀ ǎǘŀƴŘŀǊŘƛȊŜŘ ǿŀȅ όǳǎƛƴƎ ǎǘŀƴŘŀǊŘ 

ŎƻƳƳǳƴƛŎŀǝƻƴ ƳŜŎƘŀƴƛǎƳǎ ŀƴŘ ƛƴǘŜǊŦŀŎŜǎύΦ 
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Figure 26: Platone DSO Technical Platform 

tƭŀǘƻƴŜ .ƭƻŎƪŎƘŀƛƴ !ŎŎŜǎǎ [ŀȅŜǊΣ ŀǎ ǎƘƻǿƴ CƛƎǳǊŜ нтΣ ŀƭƭƻǿǎ ǘƻ ƛƴǘŜƎǊŀǘŜ ƳŜŀǎǳǊŜƳŜƴǘǎ ŀƴŘ 

ŀŎǝǾŀǝƻƴ Řŀǘŀ ŦǊƻƳ ŀƴŘ ǘƻ ǘƘŜ ƴŜǘǿƻǊƪ ŀǎǎŜǘǎ όǎƳŀǊǘ ƳŜǘŜǊǎ ŀƴŘ ta¦ǎύ ǳǎƛƴƎ ǎǘŀƴŘŀǊŘ 

ŎƻƳƳǳƴƛŎŀǝƻƴ ƳŜŎƘŀƴƛǎƳǎ ŀƴŘ Řŀǘŀ ƳƻŘŜƭǎ ό/LaπсмфсуπфύΦ 

 

Figure 27: Platone Blockchain Access Layer 

όvрύ tƭŀǘƻƴŜΩǎ ŘŜŬƴƛǝƻƴ ƻŦ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ  

¢ƘŜ ǇǊƻƧŜŎǘ ŘŜŬƴŜŘ ƴƻƴπŦǳƴŎǝƻƴŀƭ ǊŜǉǳƛǊŜƳŜƴǘǎ ŦƻǊ ŜǾŜǊȅ ǇƭŀǜƻǊƳΣ ƛƴŎƭǳŘƛƴƎ /ƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ 

ŘŀǘŀπŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ !ƭƭ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ŀǊŜ ǊŜǇƻǊǘŜŘ ƛƴ 5нΦмΦ 

όvсύ 5ŀǘŀ ƳƻŘŜƭǎ ǳǎŜŘ ƛƴ tƭŀǘƻƴŜΥ 

¶ Market (bids/offer) 
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¶ Measurements  

¶ Assets 

όvтύ tǊƻǘƻŎƻƭǎ ŀƴŘ ǎǘŀƴŘŀǊŘǎ ŀǇǇƭƛŜŘ ƛƴ tƭŀǘƻƴŜΥ 

¢ƘŜ Ƴƻǎǘ ǊŜƭŜǾŀƴǘ ǎǘŀƴŘŀǊŘǎ ŦƻǊ ǘƘŜ tƭŀǘƻƴŜ hǇŜƴ CǊŀƳŜǿƻǊƪ ŀǊŜ L9/ смурл ŀƴŘ ǘƘŜ /Laπсмфсуπф 

ǎǘŀƴŘŀǊŘǎΦ CǳǊǘƘŜǊƳƻǊŜΣ ǘƘŜ ƴŜŜŘ ŦƻǊ ŦǳǊǘƘŜǊ ƘŀǊƳƻƴƛȊŀǝƻƴ ƻŦ ƛƴǘŜǊƴŀƭ Řŀǘŀ ƳƻŘŜƭǎ ōŜŎŀƳŜ ŀǇǇŀǊŜƴǘΦ 

¢ƘŜ {!wDhb ƻƴǘƻƭƻƎȅ ǿŀǎ ƛŘŜƴǝŬŜŘ ŀǎ ŀ ǇƻǎǎƛōƭŜ ǎƻƭǳǝƻƴΦ 

!ǘ ǘƘŜ ŘŜƳƻ ƭŜǾŜƭ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎǘŀƴŘŀǊŘǎ ǿŜǊŜ ǳǎŜŘΥ 

¶ IEC 60870 

¶ IEC 62055 

¶ IEC 62325 

¶ MQTT 

¶ Kafka Broker 

¶ REST APIs 

όvуύ DŀǇǎ ƛŘŜƴǝŬŜŘ ƛƴ ǘŜǊƳǎ ƻŦ Řŀǘŀ ŦƻǊƳŀǘΣ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ƛƴ 

tƭŀǘƻƴŜΥ 

{ǘŀƴŘŀǊŘƛȊŜŘ Řŀǘŀ ŦƻǊƳŀǘ ƳƛǎǎƛƴƎ ŦƻǊ Ƴŀƴȅ Řŀǘŀ ŜȄŎƘŀƴƎŜΦ hƴǘƻƭƻƎƛŜǎ ŀƴŘ ǾƻŎŀōǳƭŀǊƛŜǎ Ƴǳǎǘ 

ǎǳǇǇƻǊǘ ǘƘŜ Řŀǘŀ ŜȄŎƘŀƴƎŜΦ 

όvмлύ tƭŀǘƻƴŜΩǎ ǎƛƎƴƛŬŎŀƴǘ ƳƛǎǎƛƴƎ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ ŀŘŀǇǘŜǊǎ ƛŘŜƴǝŬŜŘ ōŜǘǿŜŜƴ ǎȅǎǘŜƳ ƻǇŜǊŀǘƻǊǎΣ 

¢{hǎΣ 5{hǎΣ ŀƴŘ ŎǳǎǘƻƳŜǊǎΦ  

¶ Customers are not actually integrated and involved in the flexibility markets. 

¶ Interfaces among operators (DSOs and TSOs) and aggregators (FSPs) are missing in some 

countries TSO/DSO data sharing is partially missing. 

όvммύ Iƻǿ Řŀǘŀ ŜȄŎƘŀƴƎŜ ƎŀǇǎ ŀǊŜ ŀũŜŎǝƴƎ ǘƘŜ ǎǳǇǇƻǊǘ ŦƻǊ ƅŜȄƛōƛƭƛǘȅ ǊŜǉǳƛǊŜƳŜƴǘǎ ƛŘŜƴǝŬŜŘ ŀƴŘ 

ŀƴŀƭȅǎŜŘΦ 

¶ Sharing information among energy stakeholders can facilitate the identification of the 

flexibility requirements. In particular TSO/DSO coordination and data exchange is the main 

gap. 

¶ Data privacy and data governance need to be managed. 

όvмнύ tƭŀǘƻƴŜΩǎ tǊƻǇƻǎŜŘ ǎƻƭǳǝƻƴǎ ŦƻǊ ŀŘŘǊŜǎǎƛƴƎ ƎŀǇǎΣ ǎǳŎƘ ŀǎ ǳǎƛƴƎ ƳŜǊƎŜŘ ǎǘŀƴŘŀǊŘǎ ŦƻǊ Řŀǘŀ 

ŜȄŎƘŀƴƎŜΣ ŘŜǾŜƭƻǇƛƴƎ ƛƴǘŜǊŦŀŎŜǎκŀŘŀǇǘŜǊǎ ŦƻǊ ¢{hκ5{h ŀƴŘ ŎǳǎǘƻƳŜǊǎΣ ƛƴǘŜƎǊŀǝƴƎ ŎǊƻǎǎπǎŜŎǘƻǊ ŀƴŘ 

ŎǊƻǎǎπōƻǊŘŜǊ ŎƻƳǇƻƴŜƴǘǎ ƛƴ ǘƘŜ ǊŜŦŜǊŜƴŎŜ ŀǊŎƘƛǘŜŎǘǳǊŜǎ ŀƴŘ ǇƭŀǜƻǊƳǎ ǘƻ ǎǳǇǇƻǊǘ ƅŜȄƛōƛƭƛǝŜǎΣ ŜǘŎΦ 

¶ Using Flexibility Register for Measurement and Asset data sharing among stakeholders. 

¶ Using open-source solutions in addition to proprietary ones for a simpler integration. 

όvмоύ tƭŀǘƻƴŜΩǎ ǇǊƻǇƻǎŀƭǎ ŦƻǊ ƛƳǇǊƻǾƛƴƎ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ όƛΦŜΦΣ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ 

ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎύ ŜŶŎƛŜƴǘƭȅ ǿƘƛƭŜ ŦŀŎƛƭƛǘŀǝƴƎ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ 9¦ 

ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ 

tƭŀǘƻƴŜ ƛƳǇƭŜƳŜƴǘ ŀƴ ƻǇŜƴ ŀƴŘ ŦŀƛǊ ƳŀǊƪŜǘ ƳƻŘŜƭ όƛƴŎƭǳŘƛƴƎ ǇŀǊǝŎƛǇŀǝƻƴ ƻŦ ¢{h ŀƴŘ 5{h ŀǎ ǿŜƭƭ 

ŀƎƎǊŜƎŀǘƻǊǎύ ōŀǎŜŘ ƻƴ ōƭƻŎƪŎƘŀƛƴ ǘŜŎƘƴƻƭƻƎȅ ŦƻǊ ǎŜŎǳǊƛǘȅ ŀƴŘ ǘǊŀƴǎǇŀǊŜƴŎȅΦ Lƴ ŀŘŘƛǝƻƴΣ ƛǘ ƭŜǾŜǊŀƎŜǎ 
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ƻƴ ŀ ŎŜƴǘǊŀƭƛȊŜŘ ǎǘƻǊŀƎŜ ό{ƘŀǊŜŘ /ǳǎǘƻƳŜǊ 5ŀǘŀōŀǎŜκCƭŜȄƛōƛƭƛǘȅ wŜƎƛǎǘŜǊύ ŦƻǊ ǎƘŀǊƛƴƎ Řŀǘŀ ŀŎǊƻǎǎ 

ǎǘŀƪŜƘƻƭŘŜǊǎΦ 

¢Ƙƛǎ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ǎƘƻǳƭŘ ŦŀŎƛƭƛǘŀǘŜ ǘƘŜ ǇŀǊǝŎƛǇŀǝƻƴ ƻŦ ǇƭŀȅŜǊǎ ǿƛǘƘƛƴ ǘƘŜ CƭŜȄƛōƛƭƛǘȅ aŀǊƪŜǘ 

ƛƴŎǊŜŀǎƛƴƎ ŀǘ ǘƘŜ ǎŀƳŜ ǝƳŜ ǘƘŜ ƎǊƛŘ ƻōǎŜǊǾŀōƛƭƛǘȅ ŦƻǊ ǘƘŜ 5{hǎΦ 

όvмпύ /ƘŀƭƭŜƴƎŜǎ ŀƴǝŎƛǇŀǘŜŘ ƛƴ ƛƳǇƭŜƳŜƴǝƴƎ tƭŀǘƻƴŜΩǎ ǇǊƻǇƻǎŀƭǎΣ ŀƴŘ Ƙƻǿ Ŏŀƴ ōŜ ƻǾŜǊŎƻƳŜΦ 

¶ Customer Engagement 

¶ Implementation of a Local Flexibility Market 

[ƻŎŀƭ CƭŜȄƛōƛƭƛǘȅ aŀǊƪŜǘ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƴŜŜŘǎ ŀ ǎǘǊƻƴƎ ƛƴǾƻƭǾŜŘ ƻŦ ŎǳǎǘƻƳŜǊ όŀƎƎǊŜƎŀǘŜŘύ ŀƴŘ ǘƘŜƛǊ 

ǇŀǊǝŎƛǇŀǝƻƴ ƛƴ ǘƘŜ ƳŀǊƪŜǘΦ /ǳǎǘƻƳŜǊ ŜƴƎŀƎŜƳŜƴǘ ƛǎ ŀ ŎǊǳŎƛŀƭ ǎǘŜǇΦ tƭŀǘƻƴŜ ƛƴǾƻƭǾŜŘ ŎǳǎǘƻƳŜǊǎ ƛƴ 

ŘŜŘƛŎŀǘŜŘ ǿƻǊƪǎƘƻǇǎ ŀƴŘ ǎǘǳŘȅ ǘƻǳǊǎΣ ŀƭƭƻǿƛƴƎ ǘƘŜƳ ǘƻ ǳƴŘŜǊǎǘŀƴŘ ǘƘŜ ŎƻƴŎŜǇǘ ƻŦ CƭŜȄƛōƛƭƛǘȅ ŀƴŘ Ƙƻǿ 

ǘƘŜȅ Ŏŀƴ Ǉƭŀȅ ŀƴ ŀŎǝǾŜ ǊƻƭŜΦ 

όvмрύ tƭŀǘƻƴŜ Ƙŀǎ ƴƻǘ ƳŀŘŜ ŘŜǾŜƭƻǇƳŜƴǘǎ ŀŘŘǊŜǎǎƛƴƎ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ 

ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘΦ  

B.19 InterConnect 

όvмύ LƴǘŜǊ/ƻƴƴŜŎǘ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ ¢ƘŜ Ƴŀƛƴ ƻōƧŜŎǝǾŜ ƻŦ ǘƘŜ LƴǘŜǊ/ƻƴƴŜŎǘ 

ǇǊƻƧŜŎǘ ώмлоϐ ǿŀǎ ǘƻ ŘŜǾŜƭƻǇ ƴŜǿ ƳŜǘƘƻŘƻƭƻƎƛŜǎ ŀƴŘ ƛƳǇƭŜƳŜƴǘŀǝƻƴǎ 

ǘƻǿŀǊŘǎ ǘƘŜ ŎǊŜŀǝƻƴ ƻŦ ƛƴǘŜǊƻǇŜǊŀōƭŜ Řŀǘŀ ŜȄŎƘŀƴƎŜ ƳŜŎƘŀƴƛǎƳǎ ǘƻ 

ƛƴǘŜǊƭƛƴƪ ŘŜǾƛŎŜǎ ŀƴŘ ǎȅǎǘŜƳǎ ŦǊƻƳ ōǳƛƭŘƛƴƎǎ ŀƴŘ ƎǊƛŘΦ ¢ƘŜ ǳƴŘŜǊƭȅƛƴƎ ŎƻƴŎŜǇǘ ƛǎ ǘƘŜ {ŜƳŀƴǝŎ 

LƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΣ ǿƘƛŎƘ ƛǎ ǘƘŜ ŀōƛƭƛǘȅ ǘƘŀǘ ŘƛƎƛǘŀƭ ǎȅǎǘŜƳǎ Ƴǳǎǘ ŜȄŎƘŀƴƎŜ Řŀǘŀ ǿƛǘƘ ǳƴŀƳōƛƎǳƻǳǎΣ ǎƘŀǊŜŘ 

ŀƴŘ ŀƎǊŜŜŘ ƳŜŀƴƛƴƎΣ ŀ ǎǘŜǇǇƛƴƎǎǘƻƴŜ ŦƻǊ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǘƘŜ 5ƛƎƛǘŀƭ {ƛƴƎƭŜ aŀǊƪŜǘ ŀƴŘ 

ŜƴŀōƭŜƳŜƴǘ ƻŦ ŎǊƻǎǎ ŘƻƳŀƛƴ Řŀǘŀ ǎǇŀŎŜǎΦ ¢Ƙƛǎ ƛǎ ǎǳǇǇƻǊǘŜŘ ǳǎƛƴƎ ƻƴǘƻƭƻƎƛŜǎΣ ǎǳŎƘ ŀǎ {!w9CΣ ŀƴŘ 

ƪƴƻǿƭŜŘƎŜ ŜȄŎƘŀƴƎŜ ƳŜŎƘŀƴƛǎƳǎΣ ŀƭƭƻǿƛƴƎ ŘƛũŜǊŜƴǘ ǇǊƻǾƛŘŜǊǎ ŀƴŘ ŎƻƳǇŀƴƛŜǎ ǘƻ ƻũŜǊ ŎƻƳǇŜǝǝǾŜ 

ŀƴŘ ŎƻǎǘπŜũŜŎǝǾŜ ǎƻƭǳǝƻƴǎ ǿƘƛƭǎǘ ŀǾƻƛŘƛƴƎ ƭƻŎƪπƛƴǎ ƻǊ ŎƭƻǎŜŘ ǾŜǊǝŎŀƭ ǘŜŎƘƴƻƭƻƎȅ ƛƳǇƭŜƳŜƴǘŀǝƻƴǎΦ ¢ƘŜ 

Ƴŀƛƴ ƛƴƴƻǾŀǝƻƴ ƻŦ ǘƘŜ ǇǊƻƧŜŎǘ ǿŀǎ ǘƻ ŦƻǎǘŜǊ ǘƘŜ ŀŘƻǇǝƻƴ ƻŦ ǎŜƳŀƴǝŎ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀƴŘ ǘƻ Ǉǳǘ ƛǘ 

ƛƴǘƻ ǇǊŀŎǝŎŜ ƻƴ ŀ ƭŀǊƎŜ ǎŎŀƭŜΣ ŘŜǇƭƻȅƛƴƎ ǘŜŎƘƴƻƭƻƎƛŜǎ ŀƴŘ ǎŜǊǾƛŎŜǎΣ ǾŀƭƛŘŀǝƴƎ ŀŎŎŜǇǘŀƴŎŜ ōȅ ƪŜȅ ƳŀǊƪŜǘ 

ǎǘŀƪŜƘƻƭŘŜǊǎ ŦǊƻƳ ŘƻƳŀƛƴǎ ŦƻǊ ŜƴŜǊƎȅ ŀƴŘ ǎƳŀǊǘ ōǳƛƭŘƛƴƎǎΦ tǊƻǾƛŘƛƴƎ ǎŜƳŀƴǝŎ ŜȄǇǊŜǎǎƛƻƴ ŎŀǇŀōƛƭƛǝŜǎ 

ǿŀǎ ǘƘŜǊŜŦƻǊŜ ŀ ƪŜȅ ǊŜǉǳƛǊŜƳŜƴǘ ŦƻǊ ǘƘŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ŀ ŘƛƎƛǘŀƭ ǇƭŀǜƻǊƳ ƛƴǘƻ LƴǘŜǊ/ƻƴƴŜŎǘΩǎ ŜŎƻǎȅǎǘŜƳ 

ƻŦ ǇƭǳƎƎŀōƭŜΣ ǎŜƳŀƴǝŎŀƭƭȅ ŘǊƛǾŜƴ ǇƭŀǜƻǊƳǎ ŀƴŘ ǎŜǊǾƛŎŜǎΦ 

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ /ƻƳǇƭŜǘŜŘ 

όvнύ Lb¢9w/hbb9/¢ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ 

ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ 

{ŜƳŀƴǝŎ LƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ CǊŀƳŜǿƻǊƪ ό{LCύ ƛǎ ŀ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ǘƻƻƭǎŜǘ ǘƘŀǘ Ƙŀǎ ōŜŜƴ ŘŜǎƛƎƴŜŘΣ 

ǎǇŜŎƛŬŜŘΣ ŀƴŘ ƛƳǇƭŜƳŜƴǘŜŘ ǘƻ ōŜ ǳǎŜŘ ǇǳōƭƛŎƭȅ ōȅ ŘŜǾŜƭƻǇŜǊǎ ŀƴŘ ƛƴǘŜƎǊŀǘƻǊǎ ǘƻ ŜƴŀōƭŜ ǘƘŜ ŎǊŜŀǝƻƴ 

ƻŦ ǎŜǾŜǊŀƭ ŎƻƳǇƻƴŜƴǘǎ ǘƻ ŜƴŀōƭŜ ǘƘŜ ǎŜƳŀƴǝŎ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀƳƻƴƎ ŘŜǾƛŎŜǎ ŀƴŘ ǎȅǎǘŜƳǎΦ ¢ƘŜ {LC 

ǳǝƭƛȊŜǎ ŜȄǘŜƴǎƛǾŜ ƻƴǘƻƭƻƎȅ ōŀǎŜŘ ƻƴ {!w9C ŦƻǊ ŜƴǎǳǊƛƴƎ ǘƘŀǘ ǘƘŜ ƳŜŀƴƛƴƎ ƻŦ Řŀǘŀ ŀƴŘ ƪƴƻǿƭŜŘƎŜ 

ǊŜǇǊŜǎŜƴǘŀǝƻƴ ŀǊŜ ǘƘŜ ǎŀƳŜ ŀŎǊƻǎǎ ŀƭƭ ǎǘŀƪŜƘƻƭŘŜǊǎ ŀƴŘ ŘƻƳŀƛƴǎ ǊŜǇǊŜǎŜƴǝƴƎ ǎŜƳŀƴǝŎŀƭƭȅ 

ƛƴǘŜǊƻǇŜǊŀōƭŜ ŜŎƻǎȅǎǘŜƳǎΦ ¢ƘŜ {LC ƪƴƻǿƭŜŘƎŜ ƛƴǘŜǊŀŎǝƻƴǎΣ ŎƻƳƳǳƴƛŎŀǝǾŜ ŀŎǘǎΣ ŀƴŘ ƳŜŎƘŀƴƛǎƳǎ ŦƻǊ 

ƳŀƴŀƎƛƴƎ Řŀǘŀ ŘƛǎǎŜƳƛƴŀǝƻƴ όǊŜŎƛǇƛŜƴǘ ǎŜƭŜŎǘƻǊǎύ ǇǊƻǾƛŘŜǎ ƛƴǘŜƎǊŀǘƻǊǎ ǘƘŜ ƳŜŎƘŀƴƛǎƳǎ ŦƻǊ 

ŜǎǘŀōƭƛǎƘƛƴƎ ŎƻƴǘǊƻƭ ǇǊƻǘƻŎƻƭǎ ǿƛǘƘƛƴ ŀƴŘ ōŜǘǿŜŜƴ ƛƴǘŜǊƻǇŜǊŀōƭŜ ŜŎƻǎȅǎǘŜƳǎΦ 

¢ƘŜ {LC ƛǎ ǊŜǇƭƛŎŀōƭŜΣ ŀƴŘ ƛǘ ƛǎ ōŜƛƴƎ ǊŜǇƭƛŎŀǘŜŘ ŀŎǊƻǎǎ Ǉƛƭƻǘǎ ƛƴ ǘƘŜ ǇǊƻƧŜŎǘΣ ōȅ ŀƭƭƻǿƛƴƎ ǎŜǾŜǊŀƭ 

ŎƻƴƴŜŎǘŜŘ ƛƴǎǘŀƴǝŀǝƻƴǎ ƻŦ ǘƘŜ ŎƻƳǇƻƴŜƴǘǎΦ ¢ƘŜ ŬƎǳǊŜ ōŜƭƻǿ ŘŜǇƛŎǘǎ ǘƘŜ ƭƻƎƛŎŀƭ ŀǊǊŀƴƎŜƳŜƴǘ ƻŦ ǘƘŜ 
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{LCΩǎ ŎƻƳǇƻƴŜƴǘǎΦ ²ƘƛƭŜ ǘƘŜ {ŜǊǾƛŎŜ {ǘƻǊŜ ƛǎ ŀ ŎŜƴǘǊŀƭ ŎƻƳǇƻƴŜƴǘ ǘƻ ǳƴƛǘŜ ǘƘŜ ǾƛŜǿ ŦǊƻƳ ǇƛƭƻǘǎΣ ǘƘŜ 

{ŜƳŀƴǝŎ LƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ [ŀȅŜǊ ŀƴŘ ǘƘŜ {ŜǊǾƛŎŜ !ŘŀǇǘŜǊ ŀǊŜ ŘƛǎǘǊƛōǳǘŜŘ ŎƻƳǇƻƴŜƴǘǎΣ ǿƛǘƘ ƳǳƭǝǇƭŜ 

ƛƴǎǘŀƴŎŜǎ ǿƛǘƘƛƴ ŀƴŘ ŀŎǊƻǎǎ ǇƛƭƻǘǎΣ ǘƘǳǎΣ ǘƻ ŀƭƭƻǿ ǘƘŜ ŘƛǾŜǊǎƛǘȅ ŀƴŘ ǊŜπǳǎŜ ƻŦ ƛƴǘŜǊƻǇŜǊŀōƭŜ ǎŜǊǾƛŎŜǎ ŀƴŘ 

Řŀǘŀ ǎƻǳǊŎŜǎΦ 

 

Figure 28: Semantic Interoperability Framework 

¢ƘŜ {LC ŎƻƴŎŜǇǘ ōǳƴŘƭŜǎ ŀ ǎŜǘ ƻŦ ǘƻƻƭǎ ǘƻ ŜƴŀōƭŜ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǳǇ ǘƻ ǘƘŜ ǎŜƳŀƴǝŎ ƭŜǾŜƭΣ ƴŀƳŜƭȅΥ 

ǘƘŜ {ŜǊǾƛŎŜ !ŘŀǇǘŜǊ ŀǎ ǘƘŜ ŎƻƴƴŜŎǘƻǊ ŀŘƻǇǘŜŘ ōȅ ŘƛƎƛǘŀƭ ǇƭŀǜƻǊƳǎ Ǿƛŀ ŀ {ŜǊǾƛŎŜ {ǇŜŎƛŬŎ !ŘŀǇǘŜǊ ό{{!ύΤ 

ǘƘŜ ŘƛǎǘǊƛōǳǘŜŘ {ŜƳŀƴǝŎ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ƭŀȅŜǊΣ ƘŀƴŘƭƛƴƎ ƪƴƻǿƭŜŘƎŜ ŜȄŎƘŀƴƎŜ ŀƴŘ ǉǳŜǊȅƛƴƎ ōŜǘǿŜŜƴ 

ŀŘŀǇǘŜǊǎΤ ǘƘŜ {ŜǊǾƛŎŜ {ǘƻǊŜ ǇǊƻǾƛŘƛƴƎ ŀ ŎŀǘŀƭƻƎǳŜ ƻŦ ƛƴǘŜǊƻǇŜǊŀōƭŜ ǎŜǊǾƛŎŜǎΣ ƪƴƻǿƭŜŘƎŜ ŜȄǇƭƻǊŜǊ ŀƴŘ 

ŎŜǊǝŬŎŀǝƻƴ ƻŦ ǎŜǊǾƛŎŜǎΤ ǘƘŜ tнt ƳŀǊƪŜǘǇƭŀŎŜ ŦƻǊ ǘƘŜ ƛƴǎǘŀƴǝŀǝƻƴ ƻŦ ǎŜǊǾƛŎŜǎ ŘŜǾƻǘŜŘ ǘƻ Ŧǳƭƭȅ 

ŘƛǎǘǊƛōǳǘŜŘ ŀǇǇƭƛŎŀǝƻƴǎΤ ŀƴŘ ŀ ǎŜǘ ƻŦ ǘƻƻƭǎ ǘƻ ŜƴǎǳǊŜ ǎŜŎǳǊƛǘȅΣ ǇǊƛǾŀŎȅ ŀƴŘ ƎƻǾŜǊƴŀƴŎŜ ǘǊŀƴǎǾŜǊǎŀƭ 

ŎŀǇŀōƛƭƛǝŜǎΦ 

5ƛǎǘǊƛōǳǝƻƴ {ȅǎǘŜƳ hǇŜǊŀǘƻǊ LƴǘŜǊŦŀŎŜ ό5{hƛύΥ 

¢ƘŜ 5{h LƴǘŜǊŦŀŎŜ ŎƻƴŎŜǇǘ ŀƴŘ 

ǇƭŀǜƻǊƳ ŘŜǾŜƭƻǇŜŘ ƛƴ LƴǘŜǊ/ƻƴƴŜŎǘΣ ŀǎ 

ƛƴ ŬƎǳǊŜ ōŜƭƻǿΣ ŦŀŎƛƭƛǘŀǘŜǎ ǘƘŜ 

ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ 5{C ŀƴŘ ŘŀǘŀπŘǊƛǾŜƴ 

ǎŜǊǾƛŎŜǎΣ ŜƴǎǳǊƛƴƎ ŀ ǎǘŀƴŘŀǊŘƛȊŜŘ ōƛπ

ŘƛǊŜŎǝƻƴŀƭ ƛƴǘŜǊŀŎǝƻƴ ōŜǘǿŜŜƴ 5{hǎ 

ƭŜƎŀŎȅ ǎȅǎǘŜƳǎ ŀƴŘ ŜƳŜǊƎƛƴƎ ōǳǎƛƴŜǎǎ 

ƳƻŘŜƭǎ ǎǳŎƘ ŀǎ ƅŜȄƛōƛƭƛǘȅ ŀƎƎǊŜƎŀǘƻǊǎΣ 

ƭƻŎŀƭ ŜƴŜǊƎȅ ŎƻƳƳǳƴƛǝŜǎ ŀƴŘ ǳƭǝƳŀǘŜƭȅ 

ǇǊƻǎǳƳŜǊǎΦ Lǘ ŀƭǎƻ ŜǎǘŀōƭƛǎƘŜǎ ǘƘŜ 

ƎǊƻǳƴŘ ŦƻǊ ǘƘŜ ƛƴǘŜǊŀŎǝƻƴ ǿƛǘƘ ƴŜǿ 

ǎǘŀƪŜƘƻƭŘŜǊǎ όƛΦŜΦΣ 5ŀǘŀ .ǊƻƪŜǊǎύ ǘƘŀǘ ǿƛƭƭ 
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ŎǊŜŀǘŜ ŀ ƭƻǘ ƻŦ ǾŀƭǳŜ ōƻǘƘ ŦƻǊ 5{h ŀƴŘ ŎƻƴǎǳƳŜǊǎ ŘŀǘŀΦ 

¢ƘŜ ǎŜǊǾƛŎŜǎ ǎǇŜŎƛŬŜŘ ŀƴŘ ŘŜǊƛǾŜŘ ŦǊƻƳ ǇǊƻƧŜŎǘ ǳǎŜ ŎŀǎŜǎ ƛƴǾƻƭǾƛƴƎ ǘƘŜ 5{h ŀǊŜ ƛƳǇƭŜƳŜƴǘŜŘ ŀƴŘ 

ƛǘǎ {!w9C ƳƻŘŜƭǎ ŘŜǾŜƭƻǇŜŘ ōǳƛƭǘ ǳǇƻƴ ŀ ŎƻƳƳƻƴ ŦǊŀƳŜǿƻǊƪ ŦƻǊ ƛƴǘŜǊŀŎǝƻƴ ǿƛǘƘ ŜȄǘŜǊƴŀƭ ŀŎǘƻǊǎ ŀƴŘ 

ǿƛǘƘ 5{h ƭŜƎŀŎȅ ǎȅǎǘŜƳǎΦ ¢ƘŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ǘƘƛǎ ŎƻƳƳƻƴ ŦǊŀƳŜǿƻǊƪ ǿƛǘƘƛƴ ǘƘŜ {ŜƳŀƴǝŎ 

LƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ CǊŀƳŜǿƻǊƪ ƛǎ ŜȄǇŜŎǘŜŘ ǘƻ ŦƻǎǘŜǊ ƘƛƎƘ ǊŜǇƭƛŎŀōƛƭƛǘȅ ŀƴŘ ŀƭƭƻǿ ǘƘŜ ŀƎƴƻǎǝŎ ƛƴǘŜƎǊŀǝƻƴ 

ƻŦ ǘƘŜ ƳǳƭǝǘǳŘŜ ƻŦ ǘŜŎƘƴƻƭƻƎƛŜǎ ǳǎŜŘ ōȅ ǘƘŜ ŘƛũŜǊŜƴǘ 5{hǎ ŀŎǊƻǎǎ 9ǳǊƻǇŜΦ 

¢ƘŜ 5{h ƛƴǘŜǊŦŀŎŜ ƭŜǾŜǊŀƎŜǎ ŦǊƻƳ ǘƘŜ LƴǘŜǊ/ƻƴƴŜŎǘ {LCΣ ŎǊŜŀǝƴƎ ŀ ǎǘŀƴŘŀǊŘƛȊŜŘ ŀǇǇǊƻŀŎƘ ǘƻ ǎǳǇǇƻǊǘ 

ƴŜǿ ǎŜǊǾƛŎŜǎ ǘƘŀǘ ŀƛƳ ǘƻΥ  

¶ Establish technology agnostic flexibility procurement processes and enable data exchange 

with aggregators and flexibility market platforms (external to the DSO domain). 

¶ Use smart metering data to foster local energy communities, DSF-based services and cross-

sector integration (e.g., financing of DER projects, green supermarkets, water). 

¶ Leverage from third-party data (e.g., behind-the-meter measurements) to improve network 

observability and planning, enabling new business models such as data brokers. 

LƴǘŜǊƻǇŜǊŀōƭŜ wŜŎƻƳƳŜƴŘŜǊ όLwύΥ 

 

Figure 30: Interoperable Recommender to enable energy applications 

¢ƘŜ LƴǘŜǊƻǇŜǊŀōƭŜ wŜŎƻƳƳŜƴŘŜǊ ƛǎ ŀ ŘŀǘŀπŘǊƛǾŜƴ ǎƻƭǳǝƻƴ ŀƛƳŜŘ ŀǘ ŜƴŀōƭƛƴƎ ǘƘŜ ǇŀǊǝŎƛǇŀǝƻƴ ƻŦ 

ŎƻƴǎǳƳŜǊǎ ƛƴ ŜƴƘŀƴŎƛƴƎ ǘƘŜ ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ 9ǳǊƻǇŜŀƴ ŜƴŜǊƎȅ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΦ ¢Ƙƛǎ ǎŜǊǾƛŎŜ ƘŀǊƴŜǎǎŜǎ 

ǘƘŜ ǇƻǘŜƴǝŀƭ ƻŦ ƛƴƴƻǾŀǝǾŜ ŀƭƎƻǊƛǘƘƳǎ ŀƴŘ ƭŜǾŜǊŀƎŜǎ ǇǳōƭƛŎƭȅ ŀŎŎŜǎǎƛōƭŜ Řŀǘŀ ǎƻǳǊŎŜǎ ǎǳŎƘ ŀǎ ǘƘŜ 

9b¢{hπ9 ¢ǊŀƴǎǇŀǊŜƴŎȅ tƭŀǜƻǊƳ ǘƻ ŀǎǎŜǎǎ ŎƻǳƴǘǊȅπǎǇŜŎƛŬŎ ǾǳƭƴŜǊŀōƛƭƛǝŜǎ ǊŜƭŀǘŜŘ ǘƻ ƭƻǎǎ ƻŦ ƭƻŀŘ ŀƴŘ 

ƎŜƴŜǊŀǝƻƴ ŎǳǊǘŀƛƭƳŜƴǘΦ 

¢ƘŜ LƴǘŜǊƻǇŜǊŀōƭŜ wŜŎƻƳƳŜƴŘŜǊ Ƴŀƛƴ Ǝƻŀƭ ƛǎ ǘƻ ŜƴŀōƭŜ ŜƴŜǊƎȅ ŀǇǇƭƛŎŀǝƻƴǎ ǘƻ ŜƳǇƻǿŜǊ 9ǳǊƻǇŜŀƴ 

ŎƛǝȊŜƴǎ ǿƛǘƘ ŀŎǝƻƴŀōƭŜ ǊŜŎƻƳƳŜƴŘŀǝƻƴǎ ƻƴ ŀ ƴŀǝƻƴŀƭ ƭŜǾŜƭΣ ŜƴŎƻǳǊŀƎƛƴƎ ŀŘŀǇǝǾŜ ŜƴŜǊƎȅ 

ŎƻƴǎǳƳǇǝƻƴ ŘǳǊƛƴƎ ǇŜǊƛƻŘǎ ƻŦ ŜȄǇŜŎǘŜŘ ǎȅǎǘŜƳ ǾǳƭƴŜǊŀōƛƭƛǘȅΦ ¢ƘŜ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǎ ŘŀȅπŀƘŜŀŘ ƘƻǳǊƭȅ 

ǊŜŎƻƳƳŜƴŘŀǝƻƴǎΣ ǘŀƛƭƻǊŜŘ ǘƻ ƳŜŜǘ ǘƘŜ ǳƴƛǉǳŜ ƴŜŜŘǎ ƻŦ ŜŀŎƘ ŎƻǳƴǘǊȅ ǿƘƛƭŜ ŀŎŎƻǳƴǝƴƎ ŦƻǊ 

ƛƴǘŜǊŎƻƴƴŜŎǝƻƴǎ ǿƛǘƘƛƴ ǘƘŜ ōǊƻŀŘŜǊ 9ǳǊƻǇŜŀƴ ƴŜǘǿƻǊƪΦ 

¢ƘŜ LƴǘŜǊƻǇŜǊŀōƭŜ wŜŎƻƳƳŜƴŘŜǊ ǇǊƻǾƛŘŜǎΥ 

¶ ŀ ƳŜǘƘƻŘƻƭƻƎȅ ǘƻ ŀǎǎŜǎǎ ǇŜǊƛƻŘǎ ƻŦ ŜȄǇŜŎǘŜŘ ǎȅǎǘŜƳ ǾǳƭƴŜǊŀōƛƭƛǘȅ ƛƴ 9ǳǊƻǇŜΩǎ ŜƴŜǊƎȅ 

infrastructure. 

¶ an assessment of system vulnerabilities and determine the best operating conditions for the 

grid, considering the status of each member state and its neighbours/interconnections. 
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¶ the definition country-level actions (increase/decrease energy consumption) during specific 

hours to enhance resilience. 

¶ a sharing of information with other interested parties with direct integration in separate 

backends. 

vнƛΥ {ǇŜŎƛŬŎŀǝƻƴ ƻŦ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎΣ 

ŀƭƻƴƎ ǿƛǘƘ ǘƘŜƛǊ ŘŜŬƴƛǝƻƴǎ ƛƴ ǘŜǊƳǎ ƻŦ ƛƴŦƻǊƳŀǝƻƴ 

ƳƻŘŜƭǎΣ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴ 

ǎŜǉǳŜƴŎŜǎΦ 

DŜƴŜǊƛŎ !ŘŀǇǘŜǊ όD!ύΥ 

¢ƘŜ DŜƴŜǊƛŎ !ŘŀǇǘŜǊ όŬƎǳǊŜύ ƛǎ ǘƻ ōŜ ƛƴǎǘŀƴǝŀǘŜŘ 

ǇŜǊ ŜƴŘǇƻƛƴǘ όǎƻƊǿŀǊŜ ǎŜǊǾƛŎŜΣ ŘƛƎƛǘŀƭ ǇƭŀǜƻǊƳΣ 

ŘŜǾƛŎŜύ ǿƘƛŎƘ ƴŜŜŘǎ ǘƻ ōŜ ƳŀŘŜ ƛƴǘŜǊƻǇŜǊŀōƭŜΦ ¢ƘŜ 

DŜƴŜǊƛŎ !ŘŀǇǘŜǊ ǇǊƻǾƛŘŜŘ ōȅ ǘƘŜ LƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ CǊŀƳŜǿƻǊƪ Ŏŀƴ ǘƘŜƴ ōŜ ŎǳǎǘƻƳƛȊŜŘ ǘƻ ǎǇŜŎƛŬŎ 

ǎŜǊǾƛŎŜ ǘȅǇŜǎΦ 

{ŜǊǾƛŎŜ {ǇŜŎƛŬŎ !ŘŀǇǘŜǊ ό{{!ύΥ 

¢ƘŜ {ŜǊǾƛŎŜ {ǇŜŎƛŬŎ !ŘŀǇǘŜǊ ǇŜǊŦƻǊƳǎ ƳŀǇǇƛƴƎ ƻŦ 

ǘƘŜ ǎŜǊǾƛŎŜ ƛƴǘŜǊŦŀŎŜ ƻƴǘƻ ǘƘŜ ǳƴƛŬŜŘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ 

ƛƴǘŜǊŦŀŎŜ ŀƴŘ ƳŀǇǎ Řŀǘŀ ƳƻŘŜƭǎ ƻƴǘƻ ǘƘŜ {!w9C 

ƻƴǘƻƭƻƎȅ όƳƻǊŜ ŘŜǘŀƛƭǎ ǇǊƻǾƛŘŜŘ ƛƴ ǘƘŜ ƴŜȄǘ 

ǎǳōǎŜŎǝƻƴύΦ {ŜǊǾƛŎŜǎ ŜǉǳƛǇǇŜŘ ǿƛǘƘ ǘƘƛǎ ǎŜǘ ƻŦ 

ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀŘŀǇǘŜǊǎ Řƻ ƴƻǘ ƴŜŜŘ ǘƻ ƪƴƻǿ !tL 

ǎǇŜŎƛŬŎŀǝƻƴ ƻŦ ƻǘƘŜǊ ƛƴǘŜǊƻǇŜǊŀōƭŜ ǎŜǊǾƛŎŜǎ ƛƴ ƻǊŘŜǊ 

ǘƻ ŎƻƳƳǳƴƛŎŀǘŜ ǿƛǘƘ ǘƘŜƳΦ ¢ƘŜȅ ƴŜŜŘ ǘƻ 

ǳǎŜκǳƴŘŜǊǎǘŀƴŘ ǘƘŜ ǎŀƳŜ ƻƴǘƻƭƻƎȅΦ  

¢ƘŜ {{! ǇǊƻǾƛŘŜǎ ǘƘŜ ŎŀǇŀōƛƭƛǘȅ ǘƻ ŘŜǾƛŎŜǎ ŀƴŘ ǎȅǎǘŜƳǎ ǘƻ ōŜ ŀōƭŜ ǘƻ ǎǳǇǇƻǊǘ ǎŜƳŀƴǝŎ Řŀǘŀ 

ŜȄŎƘŀƴƎŜ ŀƴŘ ǘƻ ŜƴŀōƭŜ ǘƘŜ ŎǊŜŀǝƻƴ ƻŦ ǊŜŀǎƻƴƛƴƎ ŀƳƻƴƎ ŎƻƳǇǳǘŀǝƻƴŀƭ ǎȅǎǘŜƳǎ ŀƴŘ ǳƴƭƻŎƪ ǘƘŜ 

ŀǳǘƻƳŀǝȊŜŘ ƛƴǘŜǊǇǊŜǘŀōƛƭƛǘȅ ƻŦ Řŀǘŀ ōȅ ƳŀŎƘƛƴŜǎΦ ¢ƘŜ {!w9CƛȊŀǝƻƴ ǇǊƻŎŜǎǎΣ ƛƴŎƭǳŘŜǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 

ǎǘŜǇǎ όǎŜŜ 9ǊǊƻǊΗ wŜŦŜǊŜƴŎŜ ǎƻǳǊŎŜ ƴƻǘ ŦƻǳƴŘΦύΥ 

¶ Address service capabilities 

and matching them with 

SAREF descriptions. 

¶ Address service messages and 

units of measure and match them 

with SAREF descriptions. 

¶ Candidate graph patterns for services as ways to disseminate service messages and 

instructions through the semantically interoperable layer. 

¶ Technical integration with the Generic Adapter provided by the Interoperability Framework. 

vнƛƛΥ ! ōǊƛŜŦ ŘŜǎŎǊƛǇǝƻƴΣ ƻǊ ƛƭƭǳǎǘǊŀǝƻƴ ƻŦ ŜŀŎƘ ƛƴǘŜǊŦŀŎŜΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜΣ ǊŜŦŜǊŜƴŎƛƴƎ ǘƘŜ {D!a ƳƻŘŜƭΦ  

{ŜŎǳǊŜ LƴǘŜǊƻǇŜǊŀōƭŜ Lƻ¢ {ƳŀǊǘ IƻƳŜκ.ǳƛƭŘƛƴƎ ŀƴŘ {ƳŀǊǘ 9ƴŜǊƎȅ {ȅǎǘŜƳ wŜŦŜǊŜƴŎŜ !ǊŎƘƛǘŜŎǘǳǊŜ 

ό{I.9w!ύΣ ǘƘŀǘ ǿŀǎ ŘŜǊƛǾŜŘ ŦǊƻƳΥ  

¶ The analysis of the SotA: after analysis and consideration of each relevant reference 

architectures (RAs), it became clear no single RAs scores high enough in all dimensions when 

Figure 31: High level overview of the 
interoperability adapter 

 

Figure 32: High level overview of the IC 
interoperability adapter with custom configuration 

Figure 33: SAREFIzation process 
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ranked by project stakeholders. The focus was then put on reusing and extending useful 

concepts while attempting to provide a bridge between different domains so that project 

stakeholders can understand each other in terms of the three dimensions interoperability, 

ontology, and ICT processing. 

¶ ¢ƘŜ ǇǊƻƧŜŎǘΩǎ ǇǊƛƳŀǊȅ ŀƴŘ ŘŜǊƛǾŜŘ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ǿƘƛŎƘ ŀǊŜ ǘƘŜ ƘƛƎƘ-level requirements that 

LƴǘŜǊ/ƻƴƴŜŎǘΩǎ w! ǎƘƻǳƭŘ ŀƭǿŀȅǎ ŎƻƳǇƭȅ ǿƛǘƘΦ ¢ƘŜǎŜ ǇǊƛƴŎƛǇƭŜǎ ǿŜǊŜ ŎǊŜŀǘŜŘ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ 

the resulting RA is a technology-independent and device-agnostic ecosystem. 

 

Figure 34: SGAM Reference Architecture 

¢ƻ ŦǳƭŬƭ ǘƘŜ ƻōƧŜŎǝǾŜ ƻŦ ŘŜǇƭƻȅƛƴƎ ǎŜƳŀƴǝŎ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ƻƴ ŀ ƭŀǊƎŜ ǎŎŀƭŜ ŀƴŘ ŎǊƻǎǎπŘƻƳŀƛƴΣ ǘƘŜ 

ŬǊǎǘ ǎǘŜǇ ǿŀǎ ǘƻ ŘŜŬƴŜ ŀ ǊŜŦŜǊŜƴŎŜ ŀǊŎƘƛǘŜŎǘǳǊŜ ŦƻǊ ǘƘŜ ǇǊƻƧŜŎǘΣ ǘƘŀǘ ǊŜǎǳƭǘŜŘ ŦǊƻƳ ŀ ŘŜǘŀƛƭŜŘ ǎǘŀǘŜ ƻŦ 

ǘƘŜ ŀǊǘ ŀƴŀƭȅǎƛǎ ƻŦ ǊŜƭŜǾŀƴǘ Lƻ¢ ǊŜƭŀǘŜŘ ǊŜŦŜǊŜƴŎŜ ŀǊŎƘƛǘŜŎǘǳǊŜǎΣ ŜȄǘŜƴŘƛƴƎ ǘƘŜ ǿŜƭƭπŜǎǘŀōƭƛǎƘŜŘ 

ŎƻƴŎŜǇǘǎ ǘƻ ŀƭƭƻǿ ŀ ǿƛŘŜǊ ŎƻǾŜǊŀƎŜ ƴŜŎŜǎǎŀǊȅ ǘƻ ŎƻǾŜǊ L/¢ ǇǊƻŎŜǎǎƛƴƎΣ ƻƴǘƻƭƻƎȅ ƳŀǇǇƛƴƎ ŀƴŘ ǎŜƳŀƴǝŎ 

ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΦ 

tŀǊǝŎǳƭŀǊƭȅΣ ǘƘŜ {ƳŀǊǘ DǊƛŘ !ǊŎƘƛǘŜŎǘǳǊŜ aƻŘŜƭ ό{D!aύΣ 9ǊǊƻǊΗ wŜŦŜǊŜƴŎŜ ǎƻǳǊŎŜ ƴƻǘ ŦƻǳƴŘΦŀ ǘƘǊŜŜπ

ŘƛƳŜƴǎƛƻƴŀƭ ŀǊŎƘƛǘŜŎǘǳǊŀƭ ŦǊŀƳŜǿƻǊƪ ǘƘŀǘ ǎǳǇǇƻǊǘǎ ƛƴǘŜǊŀŎǝƻƴǎ όƳƻǎǘƭȅ ŜȄŎƘŀƴƎŜ ƻŦ ƛƴŦƻǊƳŀǝƻƴύ 

ōŜǘǿŜŜƴ ŘƛũŜǊŜƴǘ ŜƴǝǝŜǎ ƭƻŎŀǘŜŘ ǿƛǘƘƛƴ ǘƘŜ ǎƳŀǊǘ ŜƴŜǊƎȅ ŀǊŜƴŀΣ ǿŀǎ ǳǎŜŘ ŀǎ ŎƻƳƳƻƴ ƎǊƻǳƴŘΣ ŀǎ ƛǘ 

ƛƴǾƻƭǾŜǎ ǘƘŜ Ƴŀƛƴ ŀŎǘƻǊǎ ŀƴŘ ǊƻƭŜǎ ƻŦ ǘƘŜ ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ 

¢ƘŜ ǊŜǎǳƭǘ ǿŀǎ ǘƘŜ ŜǎǘŀōƭƛǎƘƳŜƴǘ ƻŦ ǘƘŜ {ŜŎǳǊŜ ƛƴǘŜǊƻǇŜǊŀōƭŜ Lƻ¢ ǎƳŀǊǘ IƻƳŜκ.ǳƛƭŘƛƴƎ ŀƴŘ ǎƳŀǊǘ 

9ƴŜǊƎȅ ǎȅǎǘŜƳ wŜŦŜǊŜƴŎŜ !ǊŎƘƛǘŜŎǘǳǊŜ ό{I.9w!ύΣ ƛƭƭǳǎǘǊŀǘŜŘ ƛƴ ǘƘŜ ŬƎǳǊŜ9ǊǊƻǊΗ wŜŦŜǊŜƴŎŜ ǎƻǳǊŎŜ ƴƻǘ 

ŦƻǳƴŘΦΣ ǘƘŀǘ ŀƭǎƻ ŜƴǎǳǊŜǎ ŎƻƳǇŀǝōƛƭƛǘȅ ǿƛǘƘ ƻǘƘŜǊ ǿŜƭƭπŜǎǘŀōƭƛǎƘŜŘ ƛƴƛǝŀǝǾŜǎ ƭƛƪŜ wŜŦŜǊŜƴŎŜ 

!ǊŎƘƛǘŜŎǘǳǊŀƭ aƻŘŜƭ LƴŘǳǎǘǊȅ όw!aLύΦ¢ƘŜ ǳƴƛŬŎŀǝƻƴ ǇƻǊǘǊŀȅŜŘ ƛƴ {I.9w! ƛǎ ǿƘŀǘ ŜƴŀōƭŜǎ ǘƘŜ 

ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ŘƛƎƛǘŀƭ ǎŜǊǾƛŎŜǎΣ ǿƘƛŎƘ Ŏŀƴ ōŜ ŎƭǳǎǘŜǊŜŘΣ ŀŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ŎƻƴǘŜȄǘ ŀƴŘ ǊŜǉǳƛǊŜƳŜƴǘǎΣ 

ǎǳǇǇƻǊǝƴƎ ƳǳƭǝǇƭŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴǎ ŦƻŎǳǎŜŘ ƻƴ ŘŜǾƛŎŜǎ ŀƴŘ ǎȅǎǘŜƳǎ ŀǎ ǿŜƭƭ ŀǎ ŎƭƻǳŘπōŀǎŜŘ 

ƛƴŦǊŀǎǘǊǳŎǘǳǊŜǎΦ ¢Ƙƛǎ ƛǎ ǿƘŀǘ ŀƭƭƻǿǎ ŘƛũŜǊŜƴǘ ŎƻǊǇƻǊŀǘŜ ŘƛƎƛǘŀƭ ŜŎƻǎȅǎǘŜƳǎ ǘƻ ōŜ ōǳƛƭǘ ƛƴ ŀ ŎƻƳǇƭŜǘŜƭȅ 

ƳƻŘǳƭŀǊ ŀǇǇǊƻŀŎƘ ŀƴŘ ǘƻ ǘŀƪŜ ŀŘǾŀƴǘŀƎŜ ƻŦ ǎȅƴŜǊƎƛŜǎ ŀƴŘ ŘŜǾŜƭƻǇƳŜƴǘǎ ǘƘŀǘ Ŏŀƴ ōŜ ƭŜǾŜǊŀƎŜŘ ōȅ 

ǎŜǾŜǊŀƭ ŜƴǝǝŜǎΦ 

 

https://ec.europa.eu/energy/sites/ener/files/documents/xpert_group1_reference_architecture.pdf
https://ec.europa.eu/futurium/en/system/files/ged/a2-schweichhart-reference_architectural_model_industrie_4.0_rami_4.0.pdf
https://ec.europa.eu/futurium/en/system/files/ged/a2-schweichhart-reference_architectural_model_industrie_4.0_rami_4.0.pdf
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Figure 35: InterConnect Reference Architecture (SHBERA) 

όvоύ Lb¢9w/hbb9/¢Ωǎ ƪŜȅ ŬƴŘƛƴƎǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ƛƴǘŜǊŦŀŎŜǎ ǘƻ 

ƛƳǇǊƻǾŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎ όǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ 

ŜƴŜǊƎȅ ƳŀǊƪŜǘǎύΦ 

/ƻƴǘǊƛōǳǝƻƴǎ ǘƻ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ όŜƴŜǊƎȅ ŀƴŘ ƴƻƴπŜƴŜǊƎȅ ǎŜǊǾƛŎŜǎ ŦƻǊ ƅŜȄƛōƛƭƛǘȅύΦ ¢ƘŜ ŘƛŶŎǳƭǘȅ ƛƴ 

ŀŎƘƛŜǾƛƴƎ ŀ ƎŜƴŜǊŀƭ ŀŘƻǇǝƻƴ ƻŦ aŀǊƪŜǘπōŀǎŜŘ ǇǊƻŘǳŎǘǎ ƭƛŜǎ ƛƴ ǘƘŜ ƭŀŎƪƛƴƎ ǊŜƎǳƭŀǘƻǊȅ ŦǊŀƳŜǿƻǊƪǎ ƛƴ 

ǘƘŜ ŘƛũŜǊŜƴǘ ŎƻǳƴǘǊƛŜǎ ǿƘŜǊŜ ǘƘŜ Ǉƛƭƻǘǎ ŀǊŜ ŘŜǾŜƭƻǇŜŘΣ ŜǎǇŜŎƛŀƭƭȅ ǿƘŜƴ ƛǘ ŎƻƳŜǎ Řƻǿƴ ǘƻ ŜȄŎƘŀƴƎƛƴƎ 

ǘƘƻǎŜ ǇǊƻŘǳŎǘǎ ǿƛǘƘ 5{hǎ ƻǊ ¢{hǎΦ /ƭŜŀǊΣ ǎǘŀōƭŜ ŀƴŘ ŀƳōƛǝƻǳǎ ǊŜƎǳƭŀǝƻƴǎ ƴŜŜŘ ǘƻ ōŜ ŜǎǘŀōƭƛǎƘŜŘ ǘƻ 

ŎǊŜŀǘŜ ŀ ƳŀǘǳǊŜΣ ŜŶŎƛŜƴǘ ŀƴŘ ŜũŜŎǝǾŜ ŜƴŜǊƎȅ ƅŜȄƛōƛƭƛǘȅ ƳŀǊƪŜǘΦ 

hƴŜ ƪŜȅ ŬƴŘƛƴƎ ƛǎ ǘƘŀǘ ǘƘŜ ǳǎŜ ƻŦ ǘƘŜ Ƴŀƛƴ Lƻ¢πōŀǎŜŘ ǎǘŀƴŘŀǊŘǎ ƛǎ ŦǳƴŘŀƳŜƴǘŀƭ ƛƴ ŜƴǎǳǊƛƴƎ ǘƘŜ 

ǇǊƻǇŜǊ ƳŀǇǇƛƴƎ ōŜǘǿŜŜƴ ǎȅƴǘŀŎǝŎ ǊŜǇǊŜǎŜƴǘŀǝƻƴǎ ŀƴŘ ǎŜƳŀƴǝŎ Řŀǘŀ ƳƻŘŜƭǎ ǘƻ ŜƴŀōƭŜ ǘƘŜ 

ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǘƘŀǘ ŀƭƭƻǿǎ ƪƴƻǿƭŜŘƎŜ ŜȄŎƘŀƴƎŜ ŀƴŘ ƛƴŦŜǊŜƴŎŜ ǘƻ ōŜ ƛƳǇƭŜƳŜƴǘŜŘΣ Ŏŀƴ ŎƻƴǝƴǳŜ ǘƻ Řƻ 

ǎƻΦ 

όvпύ Lb¢9w/hbb9/¢Ωǎ ŎƻƴǘǊƛōǳǝƻƴ ǘƻǿŀǊŘǎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƴŘ 

ŘŀǘŀπǎƘŀǊƛƴƎ ŦǊŀƳŜǿƻǊƪǎΦ 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƴǘǊƛōǳǝƻƴǎ ǿŜǊŜ ƳŀŘŜΥ 

¶ ETSI: SAREF/SAREF4ENER extension 

¶ ENELEC EN 50090/KNX 

¶ EN 50561-x (mapping of SAREF) 

όvрύ Lb¢9w/hbb9/¢Ωǎ ŘŜŬƴƛǝƻƴ ƻŦ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ  

5ŜŬƴƛǝƻƴ ƻŦ ǊŜǉǳƛǊŜƳŜƴǘǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ǊŜŦŜǊŜƴŎŜ ŀǊŎƘƛǘŜŎǘǳǊŜ ό{I.9w!ύ ŜȄǇƭŀƛƴŜŘ ŀōƻǾŜΦ 

LƴǘŜǊ/ƻƴƴŜŎǘ ŘƛǎŎǊƛƳƛƴŀǘŜŘ ōŜǘǿŜŜƴ ǇǊƛƳŀǊȅ ǊŜǉǳƛǊŜƳŜƴǘǎ ŀƴŘ ŘŜǊƛǾŜŘ ǊŜǉǳƛǊŜƳŜƴǘǎΦ ¢ƘŜ ǇǊƛƳŀǊȅ 

ǊŜǉǳƛǊŜƳŜƴǘǎ ŀǊŜ ƘƛƎƘπƭŜǾŜƭ ǊŜǉǳƛǊŜƳŜƴǘǎ ǘƘŀǘ ǘƘŜ wŜŦŜǊŜƴŎŜ !ǊŎƘƛǘŜŎǘǳǊŜ ǎƘƻǳƭŘ ŀƭǿŀȅǎ ŎƻƳǇƭȅ ǿƛǘƘ 

wŜǉǳƛǊŜƳŜƴǘ 5ŜǎŎǊƛǇǝƻƴ 

wм L/ wŜŦŜǊŜƴŎŜ !ǊŎƘƛǘŜŎǘǳǊŜ a¦{¢ ōŜ ǘŜŎƘƴƻƭƻƎȅ ƛƴŘŜǇŜƴŘŜƴǘ ŀƴŘ ŘŜǾƛŎŜ ŀƎƴƻǎǝŎ  

wн L/ wŜŦŜǊŜƴŎŜ !ǊŎƘƛǘŜŎǘǳǊŜ a¦{¢ ƛƴǘŜƎǊŀǘŜ ǎŜƳŀƴǝŎ ǊŜŀǎƻƴƛƴƎ ƳŜŎƘŀƴƛǎƳǎ ǘƻ 
ŜȄǇƭƻƛǘ ǘƘŜ ōŜƴŜŬǘǎ ƻŦ ƻƴǘƻƭƻƎƛŜǎ ŀƴŘ ǎŜƳŀƴǝŎ ǘŜŎƘƴƻƭƻƎȅ ƛƴ ǘƘŜ LƴǘŜǊ/ƻƴƴŜŎǘ 
ŜŎƻǎȅǎǘŜƳ 
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wо L/ wŜŦŜǊŜƴŎŜ !ǊŎƘƛǘŜŎǘǳǊŜ a¦{¢ ƛƴŎƭǳŘŜ ŀ ǎŜǘ ƻŦ LƴǘŜǊ/ƻƴƴŜŎǘπŎƻƳǇƭƛŀƴǘ ŜƴŜǊƎȅ 
ŀƴŘ ƴƻƴπŜƴŜǊƎȅ ǎŜǊǾƛŎŜǎΣ ŀƴŘ ǇǊƻŘǳŎŜ ŜȄǘŜƴǎƛƻƴǎ ŦƻǊ ŀ ƳŀƛƴǎǘǊŜŀƳ ǳǇǘŀƪŜ ŀƴŘ ŦƻǊ 
ǘŜǎǝƴƎ ŀƴŘ ŀǇǇƭȅƛƴƎ ƴŜǿ ōǳǎƛƴŜǎǎ ƳƻŘŜƭǎ 

wп L/ wŜŦŜǊŜƴŎŜ !ǊŎƘƛǘŜŎǘǳǊŜ a¦{¢ ōŜ ōŀǎŜŘ ƻƴ ǘƘŜ ƭŀǘŜǎǘ ŀƴŘ Ƴƻǎǘ ǎǘŀōƭŜ ƛƴŘǳǎǘǊȅ 
ǎǘŀƴŘŀǊŘǎ ŀƴŘ ƛƴǎƛƎƘǘǎ ŦƻǊ ŎȅōŜǊǎŜŎǳǊƛǘȅ ŀƴŘ Řŀǘŀ ǇǊƛǾŀŎȅ ǇǊƻǘŜŎǝƻƴ 

wр L/ wŜŦŜǊŜƴŎŜ !ǊŎƘƛǘŜŎǘǳǊŜ a¦{¢ ŜƴŀōƭŜ Řŀǘŀ ŜȄŎƘŀƴƎŜ ōŜǘǿŜŜƴ ŀƭƭ ǎǘŀƪŜƘƻƭŘŜǊǎΣ 
ǊƻƭŜǎΣ ŀƴŘ ǘƘŜƛǊ ǊŜƭŀǘŜŘ ǎŜǊǾƛŎŜǎ 

{ǇŜŎƛŬŎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ Ŏŀƴ ōŜ ŦƻǳƴŘ ƛƴ ǘƘŜ ǊŜŦŜǊŜƴŎŜǎΣ ǊŜƎŀǊŘƛƴƎ ǘƘŜΥ 

¶ Benefits of ontologies and semantic web technologies 

¶ Inclusion of energy and non-energy business models 

¶ Use of industry standards for security and privacy 

¶ Enablement of data exchange among components 

όvсύ 5ŀǘŀ ƳƻŘŜƭǎ ǳǎŜŘ ƛƴ Lb¢9w/hbb9/¢Φ  

¢ƘŜ Ƴŀƛƴ Řŀǘŀ ƳƻŘŜƭǎ ǳǎŜ ƛǎ ŘŜǊƛǾŜŘ ŦǊƻƳ ǘƘŜ ǎǘŀƴŘŀǊŘǎΥ 

¶ SAREF (Smart Applications Reference) and extensions (SAREF4ENER, SAREF4BLDG) 

¶ EEBUS SPINE-IoT 

όvтύ tǊƻǘƻŎƻƭǎ ŀƴŘ ǎǘŀƴŘŀǊŘǎ ŀǇǇƭƛŜŘ ƛƴ Lb¢9w/hbb9/¢Φ  

¶ SAREF and its extensions 

¶ SPINE-IoT (EEBUS) 

όvуύ DŀǇǎ ƛŘŜƴǝŬŜŘ ƛƴ ǘŜǊƳǎ ƻŦ Řŀǘŀ ŦƻǊƳŀǘΣ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ƛƴ 

Lb¢9w/hbb9/¢Φ 

¢ƘŜ ƎŀǇǎ ǿŜǊŜ ŎŜƴǘǊŜŘ ƛƴ ǘƘŜ {!w9C ƻƴǘƻƭƻƎȅ ŜȄǘŜƴǎƛƻƴǎ ǘƻ ŎƻǾŜǊΥ 

¶ Smart metering representations (multi-metering) 

¶ Mapping of other relevant automation assets in buildings 

!ǊǝŎǳƭŀǝƻƴ ǿƛǘƘ ƻǘƘŜǊ Lh¢πōŀǎŜŘ ƻƴǘƻƭƻƎƛŜǎΥ 

¶ Energy Efficiency Prediction Semantic Assistant (EEPSA) ontology 

¶ KNX information model (KIM) ontology 

!ǊǝŎǳƭŀǝƻƴ ǿƛǘƘ ƻǘƘŜǊ ƎŜƴŜǊŀƭ ƻƴǘƻƭƻƎƛŜǎΥ 

¶ Time ontology 

¶ GeoSPARQL ontology 

¶ Unit of measure ontology (OM) 

όvфύ 9ȄŀƳǇƭŜǎ ƻŦ ǘƻƻƭ ƭƛƳƛǘŀǝƻƴǎ ƛŘŜƴǝŬŜŘ ŘǳǊƛƴƎ ǘƘŜ ŀƴŀƭȅǎƛǎΦ  

¢ƘŜ Ƴŀƛƴ ƭƛƳƛǘŀǝƻƴǎ ŀǊƛǎŜ ŦǊƻƳ ǘƘŜ ǳǎŜ ƻŦ {!w9C ŀǎ ǘƘŜ ƎǊƻǳƴŘ ƻƴǘƻƭƻƎȅ ǘƻ ǊŜǇǊŜǎŜƴǘ ŀǎǎŜǘǎ ŀƴŘ 

ǎȅǎǘŜƳǎΣ ǿƘƛŎƘ ǇǊƻǾƛŘŜǎ ŀ ǎŎƻǇŜŘ ǊŜǇǊŜǎŜƴǘŀǝƻƴ ƻŦ ǎŜƳŀƴǝŎ Řŀǘŀ ƳƻŘŜƭǎΦ {ǝƭƭ ǘƘŜ ŎƻƳǇŀǝōƛƭƛǘȅ ǿƛǘƘ 

ƻǘƘŜǊ ƻƴǘƻƭƻƎƛŜǎ ŀƴŘ ǎŜƳŀƴǝŎ ǊŜǇǊŜǎŜƴǘŀǝƻƴ ǿŀǎ ŘŜŜƳŜŘ ǇƻǎǎƛōƭŜΦ 

όvмлύ Lb¢9w/hbb9/¢Ωǎ ǎƛƎƴƛŬŎŀƴǘ ƳƛǎǎƛƴƎ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ ŀŘŀǇǘŜǊǎ ƛŘŜƴǝŬŜŘ ōŜǘǿŜŜƴ ǎȅǎǘŜƳ 

ƻǇŜǊŀǘƻǊǎΣ ¢{hǎΣ 5{hǎΣ ŀƴŘ ŎǳǎǘƻƳŜǊǎΦ  
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¢Ƙƛǎ ŀǎǎŜǎǎƳŜƴǘ ǿŀǎ ƴƻǘ ŎŀǊǊƛŜŘ ƻǳǘ ŀǎ ǘƘŜ ƎǊƛŘ ŘƻƳŀƛƴ ǿŀǎ Ƴŀƛƴƭȅ ŦƻŎǳǎŜŘ ǘƻ ǘƘŜ 5{h ǎȅǎǘŜƳǎ ŀǎ 

ŘŜŬƴŜŘ ƛƴ ǘƘŜ 5{hƛ ǇƭŀǜƻǊƳΦ 

 

Figure 36: Overview of InterConnect ontologies in relation to SAREF and other existing ontologies 

(Q11) How data exchange gaps are affecting the support for flexibility requirements identified and 

analysed. 

¢ƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ŦƻǊ ǎŜǊǾƛŎŜǎ ǿŜǊŜ ƳŀǇǇŜŘ ƛƴ 5мΦм ǘƘŜ ǘŜŎƘƴƛŎŀƭ ǊŜǉǳƛǊŜƳŜƴǘǎ ǿŜǊŜ ǎŜǘ ƛƴ 5нΦмΦ 

! ƎŀǇ ŀƴŀƭȅǎƛǎΣ ŎƻǾŜǊƛƴƎ ǎŜǾŜǊŀƭ ŀǎǇŜŎǘǎ ƻŦ ǘƘŜ ǳǎŜ ƻŦ ƅŜȄƛōƛƭƛǘȅ ƛƴ ŜƴŜǊƎȅ ǎŜǊǾƛŎŜǎΦ ! ƎŀǇ ŀǎǎŜǎǎƳŜƴǘ 

ǿŀǎ ŎŀǊǊƛŜŘ ƻǳǘ ǘƻ ǇǊŜǾŜƴǘ ŀ ƳƛǎŀƭƛƎƴƳŜƴǘ ǘƻ ǘƘŜ ǳǎŜ ƛƴ ǇǊŀŎǝŎŜ όŘŜƳƻƴǎǘǊŀǘƻǊǎύΦ 

όvмнύ LƴǘŜǊ/ƻƴƴŜŎǘ tǊƻǇƻǎŜŘ ǎƻƭǳǝƻƴǎ ŦƻǊ ŀŘŘǊŜǎǎƛƴƎ ƎŀǇǎΣ ǎǳŎƘ ŀǎ ǳǎƛƴƎ ƳŜǊƎŜŘ ǎǘŀƴŘŀǊŘǎ ŦƻǊ Řŀǘŀ 

ŜȄŎƘŀƴƎŜΣ ŘŜǾŜƭƻǇƛƴƎ ƛƴǘŜǊŦŀŎŜǎκŀŘŀǇǘŜǊǎ ŦƻǊ ¢{hκ5{h ŀƴŘ ŎǳǎǘƻƳŜǊǎΣ ƛƴǘŜƎǊŀǝƴƎ ŎǊƻǎǎπǎŜŎǘƻǊ ŀƴŘ 

ŎǊƻǎǎπōƻǊŘŜǊ ŎƻƳǇƻƴŜƴǘǎ ƛƴ ǘƘŜ ǊŜŦŜǊŜƴŎŜ ŀǊŎƘƛǘŜŎǘǳǊŜǎ ŀƴŘ ǇƭŀǜƻǊƳǎ ǘƻ ǎǳǇǇƻǊǘ ƅŜȄƛōƛƭƛǝŜǎΣ ŜǘŎΦ 

/ƻŘŜ ƻŦ ŎƻƴŘǳŎǘΥ LƴǘŜǊ/ƻƴƴŜŎǘ Ƙŀǎ ŎƻƴǘǊƛōǳǘŜŘ ǘƻ ǘƘŜ Ww/ {ƳŀǊǘ 9ƭŜŎǘǊƛŎƛǘȅ {ȅǎǘŜƳǎ ǘƘŀǘ ǇǳōƭƛǎƘŜǎΣ 

ƛƴ ŎƻƭƭŀōƻǊŀǝƻƴ ǿƛǘƘ ǘƘŜ ƛƴŘǳǎǘǊȅ ƛƴ 9ǳǊƻǇŜΣ ŀ /ƻŘŜ ƻŦ /ƻƴŘǳŎǘ ŦƻǊ 9ƴŜǊƎȅ {ƳŀǊǘ !ǇǇƭƛŀƴŎŜǎ ŀǎ 

ǇǳōƭƛǎƘŜŘ ώмлпϐΦ ¢ƘŜ ǇǳǎƘ ŦƻǊ ǘƘŜ ŀŘƻǇǝƻƴ ƻŦ ǎŜƳŀƴǝŎ ǘŜŎƘƴƻƭƻƎƛŜǎΣ ƛƴƭŀƛŘ ƛƴ 9b рлсом ǿƘŜǊŜ {!w9C 

Řŀǘŀ ƳƻŘŜƭǎ ǿŜǊŜ ǇǊƻǇƻǎŜŘ ǘƘŜ ǳƴŘŜǊƭȅƛƴƎ ƳŜǘƘƻŘƻƭƻƎƛŜǎ ƻŦ LƴǘŜǊ/ƻƴƴŜŎǘ ŀǎ ǿŜƭƭ ǘƻ ŀŘŘǊŜǎǎ ǘƘŜ ƎŀǇ 

ƻŦ ǘƘŜ ƭƛƳƛǘŜŘ ŀŘƻǇǝƻƴ ƻŦ ǎŜƳŀƴǝŎ ǊŜǇǊŜǎŜƴǘŀǝƻƴǎ ōȅ ǘƘŜ Ƴŀƛƴ ƳŀƴǳŦŀŎǘǳǊŜǊǎ ŀƴŘ ƛƴǘŜƎǊŀǘƻǊǎ ƻŦ 

ŘƻƳŜǎǝŎ ŀǇǇƭƛŀƴŎŜǎ όƛƴŎƭǳŘƛƴƎ ǘƘŜǊƳŀƭύΦ 

όvмоύ Lb¢9w/hbb9/¢Ωǎ ǇǊƻǇƻǎŀƭǎ ŦƻǊ ƛƳǇǊƻǾƛƴƎ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ όƛΦŜΦΣ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ 

ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎύ ŜŶŎƛŜƴǘƭȅ ǿƘƛƭŜ ŦŀŎƛƭƛǘŀǝƴƎ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ 

ƻŦ ǘƘŜ 9¦ ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ 
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/ƻƳƳƻƴ 9ǳǊƻǇŜŀƴ wŜŦŜǊŜƴŎŜ CǊŀƳŜǿƻǊƪ ό/9wCύΥ 

CƻƭƭƻǿƛƴƎ ǘƘŜ ŀŘƻǇǝƻƴ ƻŦ ǘƘŜ Ψ5ƛƎƛǘŀƭƛǎƛƴƎ ǘƘŜ ŜƴŜǊƎȅ ǎȅǎǘŜƳΩ 9¦ ŀŎǝƻƴ ǇƭŀƴΣ ǘƘŜ LƴǘŜǊ/ƻƴƴŜŎǘ 

ǇǊƻƧŜŎǘ ǿŀǎ ǘŀǎƪŜŘ ǿƛǘƘ ǘƘŜ ǊƻƭŜ ŘŜŬƴƛƴƎ ŀ ōƭǳŜǇǊƛƴǘ ŦƻǊ ŜƴŜǊƎȅ ŀǇǇƭƛŎŀǝƻƴǎ ōŀǎŜŘ ƻƴ ǘƘŜ /ƻƳƳƻƴ 

9ǳǊƻǇŜŀƴ wŜŦŜǊŜƴŎŜ CǊŀƳŜǿƻǊƪ ŦƻǊ 9ƴŜǊƎȅ ό/9wCύΦ ¢ƘŜ /9wC ƛǎ ŀƴ ŜȄǘŜƴǎƛǾŜ ŀƴŘ ǎŎŀƭŀōƭŜ Řŀǘŀ ŀƴŘ 

ƪƴƻǿƭŜŘƎŜ ŜȄŎƘŀƴƎŜ ŦǊŀƳŜǿƻǊƪ ǿƘƛŎƘ Ŏŀƴ ōŜ ƛƴǎǘŀƴǝŀǘŜŘ ŀǘ ŘƛũŜǊŜƴǘ ƭŜǾŜƭǎ ƛƴ ǎǳǇǇƻǊǘ ƻŦ ƛƴƴƻǾŀǝǾŜ 

ŀƴŘ ǳǎŜǊπŜƴƎŀƎƛƴƎ ƳƻōƛƭŜ ŀǇǇƭƛŎŀǝƻƴǎΦ ¢ƻ Řƻ ǘƘŀǘΣ ǘƘŜ LƴǘŜǊ/ƻƴƴŜŎǘ {ŜƳŀƴǝŎ LƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ 

CǊŀƳŜǿƻǊƪ ό{LCύ ŀƴŘ ǘƘŜ 5{hƛ ǿŜǊŜ ŦǳǊǘƘŜǊ ŘŜǾŜƭƻǇŜŘ ǘƻ ŘŜƳƻƴǎǘǊŀǘŜ ǘƘŜ ŀōƛƭƛǘȅ ǘƻ ƛƴǘŜǊŎƻƴƴŜŎǘ 

ŎƻƴǎǳƳŜǊǎΣ ƎǊƛŘ ǎǘŀƪŜƘƻƭŘŜǊǎΣ ŘŜǾƛŎŜǎΣ ŀƴŘ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊǎ ǘƻ ŜƴŀōƭŜ ŘƛũŜǊŜƴǘ ŎƻƴǎǳƳŜǊ 9ƴŜǊƎȅ 

!ǇǇƭƛŎŀǝƻƴǎΦ Lƴ ǘƘƛǎ ǿŀȅΣ ǘƘŜ ǇǊƻƧŜŎǘ ŘŜǾŜƭƻǇŜŘ ŀƴŘ ǾŀƭƛŘŀǘŜŘ ǘƘŜ /9wC ƛƴ мл aŜƳōŜǊ {ǘŀǘŜǎΦ ! ŬǊǎǘ 

ƎŜƴŜǊŀǝƻƴ ƻŦ ŀǇǇƭƛŎŀǝƻƴǎ ǿŀǎ ǘŜǎǘŜŘ ƛƴ ǘƘŜ ŜƴǾƛǊƻƴƳŜƴǘ ƻŦ о ƳŜƳōŜǊ ǎǘŀǘŜǎ ǘƘŀǘ ŀƭǊŜŀŘȅ ƘŀŘ 

LƴǘŜǊ/ƻƴƴŜŎǘ ƭŀǊƎŜ ǎŎŀƭŜ Ǉƛƭƻǘǎ ǳǇ ŀƴŘ ǊǳƴƴƛƴƎΦ bƛƴŜ ŀŘŘƛǝƻƴŀƭ ŎƻǳƴǘǊƛŜǎ ǿŜǊŜ ƛƴǾƻƭǾŜŘ ǘƘǊƻǳƎƘ ŀ 

ŎŀǎŎŀŘŜŘ ŦǳƴŘƛƴƎ ƳŜŎƘŀƴƛǎƳ ŜƴƎŀƎƛƴƎ ōƻǘƘ ǇǊƻƧŜŎǘ ǇŀǊǘƴŜǊǎ ŀǎ ǿŜƭƭ ŀǎ ǘƘƛǊŘ ǇŀǊǝŜǎ ǘƻ ŘŜƳƻƴǎǘǊŀǘŜ 

ǘƘŜ LƴǘŜǊ/ƻƴƴŜŎǘ ǎƻƭǳǝƻƴǎΦ 

!ƴ ƻǾŜǊǾƛŜǿ ƻŦ ǘƘŜ ǳƴŘŜǊƭȅƛƴƎ ǊŜŎƻƳƳŜƴŘŀǝƻƴǎΣ ŘƛǾƛŘŜŘ ōȅ ǘƻǇƛŎΣ ƛǎ ŎƻƳǇǊƛǎŜŘ ǿƛǘƘƛƴ ǘƘŜ ǘŀōƭŜΦ 

¢ƘŜǎŜ ŀǊŜ ǇǊŜǎŜƴǘŜŘ ŦƻƭƭƻǿƛƴƎ ǘƘŜ ŦǊŀƳŜǿƻǊƪ ǳǎŜŘ ŦƻǊ ǘƘŜ ŎƻƭƭŜŎǝƻƴ ŀƴŘ ŀǎǎŜǎǎƳŜƴǘ ƻŦ ǊŜǎǳƭǘǎ ŦǊƻƳ 

ǘƘŜ LƴǘŜǊ/ƻƴƴŜŎǘ ǇƛƭƻǘǎΦ Lƴ ǘƘŜƛǊ Ŭƴŀƭ ŦƻǊƳŀǘΣ ǘƘŜ Ƨƻƛƴǘƭȅ ŀƎǊŜŜŘ ǊŜŎƻƳƳŜƴŘŀǝƻƴǎ Ŏƻƴǎƛǎǘ ƻŦ ŀ ŎƻǊŜ 

ǇǊƻǇƻǎŀƭ ǘƻ ōŜ ŎƻƴǎƛŘŜǊŜŘ ŦƻǊ ǘƘŜ нƴŘ ƎŜƴŜǊŀǝƻƴ ōƭǳŜǇǊƛƴǘ ŦƻǊ ǘƘŜ /9wC ǿƘƛŎƘ ƛǘǎŜƭŦ ƛǎ ōŜȅƻƴŘ ǘƘŜ ǎŎƻǇŜ 

ƻŦ ǘƘŜ LƴǘŜǊ/ƻƴƴŜŎǘ ǇǊƻƧŜŎǘΦ 

5ŀǘŀ {ƻǳǊŎŜǎ 

¢ŜŎƘƴƛŎŀƭ .ǳƛƭŘƛƴƎ ǳǇƻƴ LƴǘŜǊ/ƻƴƴŜŎǘ ǎƻƭǳǝƻƴǎ ǿƛƭƭ ƘŜƭǇ ƛƴ ǘƘŜ ǇǊƻǾƛǎƛƻƴ ƻŦ ǎŜƳŀƴǝŎŀƭƭȅ 
ƛƴǘŜǊƻǇŜǊŀōƭŜ ǎŜǊǾƛŎŜǎ ŀƴŘ ŘƛƎƛǘŀƭ ǇƭŀǜƻǊƳǎ ǘƘŀǘ ŀǊŜ ƴŜŜŘŜŘ ǘƻ ǊŜŀƭƛȊŜ ǘƘŜ /9wC 
ŦƻǊ ŜƴŜǊƎȅΦ 

9ŎƻƴƻƳƛŎ  5ŜŬƴƛƴƎ ƛƴŎŜƴǝǾŜǎ ŀƴŘ ǊŜǾŜƴǳŜ ƳŜŎƘŀƴƛǎƳǎ ƛǎ ŜǎǎŜƴǝŀƭ ǘƻ ƭŜǾŜǊŀƎŜ Řŀǘŀ 
ǇǊƻǾƛŘŜǊǎΩ ŎƻƴǘǊƛōǳǝƻƴǎ ǘƻ ǘƘŜ /9wCΦ 

{ƻŎƛŀƭ  CƻǎǘŜǊƛƴƎ ǎƻŎƛŀƭ ǎǘǊŀǘŜƎƛŜǎ ǘƘŀǘ ŜƴŎƻǳǊŀƎŜ Řŀǘŀ ƻǿƴŜǊǎ ǘƻ ƻǾŜǊŎƻƳŜ ǘƘŜƛǊ 
ǊŜǎŜǊǾŀǝƻƴǎ ŀōƻǳǘ Řŀǘŀ ǎƘŀǊƛƴƎΦ 

wŜƎǳƭŀǘƻǊȅ ¶ Engaging stakeholders in open data initiatives and data sharing agreements 

is essential to increase the availability of public and common data sources. 

¶ Implementing EU legislation and initiatives on data access (e.g. common 

European energy data space) will be the backbone for the development of 

the CERF. 

5ŀǘŀ wŜǇƻǎƛǘƻǊȅ ŀƴŘ ŜȄŎƘŀƴƎŜ 

¢ŜŎƘƴƛŎŀƭ ¶ A harmonized process should be followed before integrating existing data 

repositories to the CERF to guarantee interoperability. 

¶ Data providers should partner with service providers to jointly present the 

real value behind data. 

9ŎƻƴƻƳƛŎ  ¶ Choosing a standard interface logic and data models and developing the 

energy application from them.  

¶ Relying on projects like InterConnect can help speeding up this process and 

lower the costs. 

{ƻŎƛŀƭ  ¢ƘŜ ŀŎŎŜǎǎ ǘƻ ƎǊŀƴǳƭŀǊ Řŀǘŀ ǊŜŦŜǊǊƛƴƎ ǘƻ ǘƘŜ ǎǇŜŎƛŬŎ ŜƭŜŎǘǊƛŎƛǘȅ Ǉƻƛƴǘ ƻŦ ŘŜƭƛǾŜǊȅ 
ƳƛƎƘǘ ƴƻǘ ōŜ ƴŜŜŘŜŘ ǘƻ ŘŜǾŜƭƻǇ ǘƘŜ /9wCΦ !ƎƎǊŜƎŀǘŜŘ Řŀǘŀ ŀǘ ƘƛƎƘŜǊ ƭŜǾŜƭǎ ƻŦ 
ŀōǎǘǊŀŎǝƻƴ ƳƛƎƘǘ ǎǳŶŎŜ ŦƻǊ Ƴŀƴȅ ŀǇǇƭƛŎŀǝƻƴǎΦ 
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wŜƎǳƭŀǘƻǊȅ  ²ƘŜƴ ƛƴǘŜƎǊŀǝƴƎ Řŀǘŀ ǊŜǇƻǎƛǘƻǊƛŜǎΣ ǘƘŜ ǇǊƻƧŜŎǘ ǊŜŎƻƳƳŜƴŘǎ ŜƴǎǳǊƛƴƎ ǘƘŜ 
ŎƻƳǇƭƛŀƴŎŜ ƻŦ ǘƘŜ /9wC ōŀǎŜŘ ŀǇǇƭƛŎŀǝƻƴ ǿƛǘƘ ǘƘŜ D5tw 

/ƻƴǎǳƳŜǊ !ǇǇƭƛŎŀǝƻƴ 

¢ŜŎƘƴƛŎŀƭ ¶ Enabling a participative approach is essential to motivate end users in 

participating to the activity. 

¶ A simple and direct language - using pictograms and colours ς should be 

adopted to transfer information effectively to end users. 

9ŎƻƴƻƳƛŎ  ¶ Engaging end users to use energy saving applications, it is essential to 

implement and harmonize regulations that allow access to process signals 

across the EU. 

¶ Individual metering and billing must be enabled to allow for the multiple 

households within an apartment building to participate in the provision of 

flexibility services. 

{ƻŎƛŀƭ  ¶ Social responsibility plays an important role for user engagement. As such, 

it is important to showcase how their involvement yields tangible benefits 

for the environment. 

¶ Simplifying the user experience by implementing automated responses 

based on the app recommendations is crucial to maintain user engagement 

over time.  

wŜƎǳƭŀǘƻǊȅ  9ƴŜǊƎȅ ǘǊŀŘƛƴƎ ƛƴ ƭƻŎŀƭ ƅŜȄƛōƛƭƛǘȅ ƳŀǊƪŜǘǎ ǎƘƻǳƭŘ ōŜ ŀŘƻǇǘŜŘ ǘƻ ŘŜŬƴŜ ǘƘŜ ǊƻƭŜǎΣ 
ǊŜǎǇƻƴǎƛōƛƭƛǝŜǎ ŀƴŘ ǊƛƎƘǘǎ ƻŦ ŜŀŎƘ ǎǘŀƪŜƘƻƭŘŜǊ ƛƴǾƻƭǾŜŘ ƛƴ ǘƘŜ ǘǊŀŘƛƴƎ ǇǊƻŎŜǎǎΦ  

wŜǇƭƛŎŀǝƻƴ ŀƴŘ {Ŏŀƭŀōƛƭƛǘȅ 

¢ŜŎƘƴƛŎŀƭ !ŘƻǇǝƴƎ ǎǘŀƴŘŀǊŘƛȊŜŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǇǊƻǘƻŎƻƭǎ ǘƘǊƻǳƎƘ /9wC Ŏŀƴ ǎǘǊŜŀƳƭƛƴŜ ǘƘŜ 
9ƴŜǊƎȅ ŀǇǇƭƛŎŀǝƻƴ ŘŜǾŜƭƻǇƳŜƴǘ ǇǊƻŎŜǎǎΦ  

9ŎƻƴƻƳƛŎ ¢ƘŜ ŀŎŎŜǎǎ ǘƻ ǇǊƛŎŜ ǎƛƎƴŀƭǎ Ƴǳǎǘ ōŜ ŜƴŀōƭŜŘ ŦƻǊ ŜƴŘ ǳǎŜǊǎ ǘƻ ŜƴǎǳǊŜ ǘƘŜ 
ǊŜǇƭƛŎŀǝƻƴ ŀƴŘ ǎŎŀƭŀōƛƭƛǘȅ ƻŦ /9wC ōŀǎŜŘ ŀǇǇƭƛŎŀǝƻƴǎΦ  

{ƻŎƛŀƭ ¶ A consensus on data ownership must be reached to ensure that data 

generated by the customer belongs to the customer. 

¶ Knowledge sharing and further development of InterConnect solutions 

through EU projects and initiatives is essential to build upon these results. 

wŜƎǳƭŀǘƻǊȅ ¢ƘŜ ŘƛũŜǊŜƴŎŜǎ ƛƴ ǘƘŜ ǘǊŀƴǎǇƻǎƛǝƻƴ ƻŦ 9ǳǊƻǇŜŀƴ 5ƛǊŜŎǝǾŜǎ ƛƴǘƻ ƴŀǝƻƴŀƭ 
ǊŜƎǳƭŀǝƻƴǎ ǘƘŀǘ ǇƻǎŜ ŀƴ ƻōǎǘŀŎƭŜ ǘƻ ǘƘŜ ǊŜǇƭƛŎŀǝƻƴ ƻŦ /9wC ŎƻƳǇƭƛŀƴǘ ŜƴŜǊƎȅ 
ŀǇǇƭƛŎŀǝƻƴǎ ŀŎǊƻǎǎ ǘƘŜ ¦ƴƛƻƴΣ Ƴǳǎǘ ōŜ ŀŘŘǊŜǎǎŜŘΦ 

όvмпύ /ƘŀƭƭŜƴƎŜǎ ŀƴǝŎƛǇŀǘŜŘ ƛƴ ƛƳǇƭŜƳŜƴǝƴƎ Lb¢9w/hbb9/¢Ωǎ ǇǊƻǇƻǎŀƭǎΣ ŀƴŘ Ƙƻǿ Ŏŀƴ ōŜ ƻǾŜǊŎƻƳŜΦ 

¢ƘŜ Ƴŀƛƴ ŎƘŀƭƭŜƴƎŜ ƛǎ ŀǎǎƻŎƛŀǘŜŘ ǘƻ ǘƘŜ ǊŜƎǳƭŀǘƻǊȅ ƭŀƴŘǎŎŀǇŜ ƛƴ 9ǳǊƻǇŜ ǘƘŀǘ Ƙŀǎ ōŜŜƴ ǎƭƻǿ ǘƻ ŀŘŀǇǘ 

ǘƻ ǘƘŜ ƴŜǿ ōǳǎƛƴŜǎǎ ŀƴŘ ǘŜŎƘƴƛŎŀƭ ǳǎŜπŎŀǎŜ ǘƘŀǘ ŀƭǊŜŀŘȅ ǿŜǊŜ ǎƘƻǿƴ ƛƴ LƴǘŜǊ/ƻƴƴŜŎǘ ŀǎ ǿŜƭƭ ŀǎ ƛƴ ƻǘƘŜǊ 

ǇǊƻƧŜŎǘ ǘƘŀǘ ǘƘŜ ǾŀƭƻǊƛǎŀǝƻƴ ƻŦ ǘƘŜ ŘŜƳŀƴŘ ǎƛŘŜ ƅŜȄƛōƛƭƛǘȅ ƛǎ ƴƻǘ ƻƴƭȅ ǇƻǎǎƛōƭŜ ōǳǘ ŘŜǎƛǊŀōƭŜΦ ¢ƘŜ ƳŀǊƪŜǘ 

Ǉǳƭƭ ŦƻǊ ŜƴŜǊƎȅ ƅŜȄƛōƛƭƛǘȅ ǎŜǊǾƛŎŜǎ ƛǎ ǎƭƻǿŜŘ Řƻǿƴ ōȅ ǘƘŜ ƭƛƳƛǘŜŘ ǊŜƎǳƭŀǝƻƴ ƛƴ ǎŜǾŜǊŀƭ ǎŜŎǘƻǊǎΦ 

όvмрύ Lb¢9w/hbb9/¢ Ƙŀǎ ƳŀŘŜ ŘŜǾŜƭƻǇƳŜƴǘǎ ŀŘŘǊŜǎǎƛƴƎ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ 

ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘΦ  

όvмрƛύ Lb¢9w/hbb9/¢Ωǎ ŎȅōŜǊ ŀƴŘ ǇƘȅǎƛŎŀƭ ŀǎǎŜǘǎκŜƭŜƳŜƴǘǎ ǘƘŀǘ ǘƘŜ ǇǊƻƧŜŎǘ ŀŘŘǊŜǎǎŜǎΣ ǇƻǘŜƴǝŀƭ 

Ǌƛǎƪǎ ƛŘŜƴǝŬŜŘ ƛƴ Lb¢9w/hbb9/¢ ǘƘŀǘ ŀǊŜ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ƴŀǘǳǊŜ ƻŦ ǘƘŜ ƎǊƛŘΣ ŀƴŘ 

Ƙƻǿ ǘƘŜ ƭŀǧŜǊ ŀǊŜ ƳƛǝƎŀǘŜŘΦ 
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LƴǘŜǊ/ƻƴƴŜŎǘ ŘŜŬƴŜŘ ŀ ŎƻƻǊŘƛƴŀǘŜŘ ǎŜŎǳǊƛǘȅ ŀƴŘ ǇǊƛǾŀŎȅ ǇǊŀŎǝŎŜ ŦƻǊ ŦǳǘǳǊŜ Lƻ¢ ŜŎƻǎȅǎǘŜƳǎΣ ŦƻǊ ǘƘŜ 

ƛƴǘŜƎǊŀǝƻƴ ƻŦ ǎƳŀǊǘ ƘƻƳŜǎκōǳƛƭŘƛƴƎǎ ǿƛǘƘ ǎƳŀǊǘ ƎǊƛŘǎΦ ! Ǝƭƻōŀƭ ǇǊƻπŀŎǝǾŜ ŦǊŀƳŜǿƻǊƪ ǿŀǎ ŘŜŬƴŜŘΣ 

ƛƴŎƭǳŘƛƴƎΥ 

¶ a security and privacy-by-design practice (based on AIOTI reference architecture, ISO IoT 

reference architecture covering the cybersecurity lifecycle such as ISO/IEC 271014, NIST 

guidelines for smart grid cyber-security-NISTIR 7628- and current privacy-by-design 

standards); and 

¶ redefinition of governance role and the compliance auditing role. 

DƛǾŜƴ ǘƘŜ ƴŀǘǳǊŜ ƻŦ ǘƘŜ ǇǊƻƧŜŎǘ ƛƴ ƛƴǾƻƭǾƛƴƎ ŘƛũŜǊŜƴǘ ŘƻƳŀƛƴǎ ŀ ǎŜǘ ƻŦ ƎǳƛŘŜƭƛƴŜǎ ŦƻǊ ǇǊƛǾŀŎȅ ŀƴŘ 

ǎŜŎǳǊƛǘȅ ŘŜǎƛƎƴ ŀƴŘ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ǿŀǎ ǎŜǘ ƛƴ ǘƘŜ LƴǘŜǊ/ƻƴƴŜŎǘ ǇǊƻƧŜŎǘΦ 

! {th/{ ό{ŜŎǳǊƛǘȅ ŀƴŘ tǊƛǾŀŎȅ tƻƭƛŎƛŜǎ /ƻƳǇƭƛŀƴŎŜ {ƻƭǳǝƻƴύ ǿŀǎ ŘŜŬƴŜŘ ǘƻ ŎƻǾŜǊΥ 

¶ Governance management 

¶ Data Management 

¶ Risk Management: 

¶ Engineering Management 

¶ Citizen Engagement 

¢ƻ ƳƛǝƎŀǘŜ ǘƘŜ ƛƳǇŀŎǘǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ŎƘŀǊŀŎǘŜǊƛǎǝŎǎ ƻŦ ǘƘŜ ŘƛũŜǊŜƴǘ ŘŜǾƛŎŜǎ ŀƴŘ 

ǎȅǎǘŜƳǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǘƘǊŜŀǘ ŀƴŀƭȅǎŜǎ ǿŜǊŜ ŎŀǊǊƛŜŘ ƻǳǘ ōȅ ŘƛũŜǊŜƴǘ ǘŜŎƘƴƻƭƻƎȅ ǇǊƻǾƛŘŜǊǎ ŀƴŘ 

ŘŜƳƻƴǎǘǊŀǘƻǊǎΥ 

¶ Security threat analysis: spoofing, tampering, repudiation, information disclosure, denial of 

service, elevation of privilege. 

¶ Privacy threat analysis: linkability, identifiability, non-repudiation, detectability, disclosure of 

information, unawareness, non-compliance 

! ǎŜǘ ƻŦ Ǌƛǎƪ ƳƻŘŜƭǎ ǿŜǊŜ ǳǎŜŘ ǘƻ ŜǎǝƳŀǘŜ ǘƘŜ ǇǊƛǾŀŎȅ Ǌƛǎƪ ƭŜǾŜƭ ƻŦ ǘƘŜ ŘƛũŜǊŜƴǘ L¢ ǎȅǎǘŜƳǎΣ 

ŎƻƴǎƛŘŜǊƛƴƎ ǘƘŜ ƭƛƪŜƭƛƘƻƻŘ ƻŦ ōǊŜŀŎƘŜǎ ŀƴŘ ǘƘŜ ƛƳǇŀŎǘ ǘƘŜȅ ƘŀǾŜ ƛƴ ǘƘŜ ƻǇŜǊŀǝƻƴΦ hƴ ǘƘŜǎŜ ǘǿƻ ŀȄŜǎ 

ŀ ŎƭŀǎǎƛŬŎŀǝƻƴ ƭŜǾŜƭ ǿŀǎ ǇǊƻǇƻǎŜŘ ǘƻ ŀƭƭƻǿ ŀ Ǌƛǎƪ ƳŀǇ ǘƻ ōŜ ŎǊŜŀǘŜŘ ǘƻ ŀǎǎŜǎǎ ǘƘŜ ƳŀǘŜǊƛŀƭƛȊŀǝƻƴ ƻŦ 

ǘƘŜ Ǌƛǎƪǎ ŀƴŘ Ƙƻǿ ǘƻ ǊŜǎǇƻƴŘ ǘƻ ǘƘŜƳΦ {ŜǾŜǊŀƭ ǎǘŀƴŘŀǊŘǎ ǿŜǊŜ ŎƻƴǎƛŘŜǊŜŘ ǘƻ ŀƭƭƻǿ ŀ ǳƴƛǾŜǊǎŀƭ 

ŀǎǎŜǎǎƳŜƴǘ ƻŦ Ǌƛǎƪǎ ƛƴ ǘƘŜ ŘƛũŜǊŜƴǘ ŘƻƳŀƛƴǎ ƻŦ ǘƘŜ ǇǊƻƧŜŎǘ όƛΦŜΦΣ L{h нтпллΣ нтплнΣ нтррлΣ ŜǘŎΦύΦ 

B.20 EUniversal 

όvмύ 9¦ƴƛǾŜǊǎŀƭΩǎ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ  ¢ƘŜ 9¦ƴƛǾŜǊǎŀƭ ǇǊƻƧŜŎǘ ώмлрϐ ŀƛƳŜŘ ǘƻ 

ǇǊƻƳƻǘŜ ǘƘŜ ǳǎŜ ƻŦ ƅŜȄƛōƛƭƛǘȅ ōȅ 5ƛǎǘǊƛōǳǝƻƴ {ȅǎǘŜƳ hǇŜǊŀǘƻǊǎ ό5{hǎύ 

ǘƘǊƻǳƎƘ ǘƘŜ ¦ƴƛǾŜǊǎŀƭ aŀǊƪŜǘ 9ƴŀōƭƛƴƎ LƴǘŜǊŦŀŎŜ ό¦a9LύΣ ŜƴƘŀƴŎƛƴƎ 

ƅŜȄƛōƛƭƛǘȅ ƛƴ ŘƛǎǘǊƛōǳǝƻƴ ƎǊƛŘǎ ǘƻ ǎǳǇǇƻǊǘ рл҈ ǊŜƴŜǿŀōƭŜ ŜƭŜŎǘǊƛŎƛǘȅ ōȅ нлол 

ǿƘƛƭŜ ŜƴǎǳǊƛƴƎ ǎǳǇǇƭȅ ǎŜŎǳǊƛǘȅ ŀƴŘ ŀǾƻƛŘƛƴƎ ǳƴƴŜŎŜǎǎŀǊȅ ƴŜǘǿƻǊƪ ƛƴǾŜǎǘƳŜƴǘǎΦ ¢ƘŜ ǇǊƻƧŜŎǘ ǿŀǎ 

ƻǊƎŀƴƛȊŜŘ ŀǊƻǳƴŘ ŦƻǳǊ ǇƛƭƭŀǊǎΦ CƛǊǎǘΣ ¦a9L ŦŀŎƛƭƛǘŀǘŜŘ ƳŀǊƪŜǘπōŀǎŜŘ ƅŜȄƛōƛƭƛǘȅ ǎŜǊǾƛŎŜǎ ŀƴŘ ƭƛƴƪŜŘ 5{hǎϥ 

ŀŎǝǾŜ ǎȅǎǘŜƳ ƳŀƴŀƎŜƳŜƴǘ ǿƛǘƘ ŜƭŜŎǘǊƛŎƛǘȅ ƳŀǊƪŜǘǎΦ {ŜŎƻƴŘΣ ǘƘŜ 5{h ¢ƻƻƭōƻȄ ŘŜƳƻƴǎǘǊŀǘŜŘ ƴŜǿ 

ƻǇŜǊŀǝƻƴ ŀƴŘ ǇƭŀƴƴƛƴƎ ǎǘǊŀǘŜƎƛŜǎΣ ƻũŜǊƛƴƎ ƻǾŜǊ мл ǘƻƻƭǎ ŦƻǊ ƴŜǘǿƻǊƪ ƻōǎŜǊǾŀōƛƭƛǘȅΣ ƅŜȄƛōƛƭƛǘȅ 

ŀǎǎŜǎǎƳŜƴǘΣ ǾƻƭǘŀƎŜ ŎƻƴǘǊƻƭΣ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜΦ ¢ƘƛǊŘΣ C{t 9ƴƎŀƎŜƳŜƴǘ ǇǊƻǾƛŘŜŘ ǊŜŎƻƳƳŜƴŘŀǝƻƴǎ ŦƻǊ 

ŦǳǘǳǊŜ ƳŀǊƪŜǘ ŘŜǎƛƎƴǎ ǘƻ ƛƳǇǊƻǾŜ ŎƻƴǎǳƳŜǊ ŜƴƎŀƎŜƳŜƴǘ ŀƴŘ ƳŀǇǇŜŘ ŘƛũŜǊŜƴǘ ǘŜŎƘƴƻƭƻƎƛŜǎ ŦƻǊ 

ƅŜȄƛōƛƭƛǘȅ ǎŜǊǾƛŎŜǎΦ CƛƴŀƭƭȅΣ ǘƘŜ CƭŜȄƛōƛƭƛǘȅ aŀǊƪŜǘ 5ŜǎƛƎƴ ŜȄǇƭƻǊŜŘ ǾŀǊƛƻǳǎ ƳŀǊƪŜǘ ŘŜǎƛƎƴ ƻǇǝƻƴǎ ŀƴŘ 

ŎƻƳǇƭŜƳŜƴǘŀǊȅ ƅŜȄƛōƛƭƛǘȅ ƳŜŎƘŀƴƛǎƳǎΦ 
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tǊƻƧŜŎǘ {ǘŀǘǳǎΥ /ƻƳǇƭŜǘŜŘ 

όvнύ 9¦ƴƛǾŜǊǎŀƭ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ 

ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ 

 

Figure 37 Interaction scheme among the UMEI pillars 

¢ƘŜ ǇǊƻƧŜŎǘ ŘŜǾŜƭƻǇŜŘ ŘƛũŜǊŜƴǘ ƛƴǘŜǊŦŀŎŜǎ ǘƘŀǘ ŜƴŀōƭŜŘ ŜƴŘπǘƻπŜƴŘ ŘŜƳƻƴǎǘǊŀǝƻƴ ƻŦ ƅŜȄƛōƛƭƛǘȅ 

ǇǊƻǾƛǎƛƻƴ ŦƻǊ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴ ǎǳǇǇƻǊǘΦ 

¢ƘŜ ŘŜƳƻƴǎǘǊŀǝƻƴ ŦƻŎǳǎŜŘ ƻƴ ŘŀȅπŀƘŜŀŘ ƻǇŜǊŀǝƻƴ ǇƭŀƴƴƛƴƎ ŎƻƴǎƛŘŜǊƛƴƎ ƳŀǊƪŜǘπōŀǎŜŘ ƅŜȄƛōƛƭƛǘȅΦ 

¢ƘŜǊŜŦƻǊŜΣ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎ ƛƳǇŀŎǘŜŘ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΥ 

¶ Internal DSO data sharing between different systems and applications (e.g. smart metering, 

SCADA, forecasting) 

¶ Flexibility Aggregation 

¶ Local Flexibility Market operation 

vнƛΥ {ǇŜŎƛŬŎŀǝƻƴ ƻŦ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎΣ ŀƭƻƴƎ ǿƛǘƘ ǘƘŜƛǊ ŘŜŬƴƛǝƻƴǎ ƛƴ ǘŜǊƳǎ ƻŦ ƛƴŦƻǊƳŀǝƻƴ 

ƳƻŘŜƭǎΣ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎΦ 

LƴǘŜǊƴŀƭ 5{h Řŀǘŀ ŜȄŎƘŀƴƎŜ ƛƴǘŜǊŦŀŎŜ ς ǘƘŀǘ ŎƻƴŎŜƴǘǊŀǘŜ Řŀǘŀ ŦǊƻƳ ǎƳŀǊǘ ƳŜǘŜǊǎΣ {/!5! ŀƴŘ a± 

ƭƻŀŘ ŀƴŘ ƎŜƴŜǊŀǝƻƴ ŦƻǊŜŎŀǎǝƴƎ ǊŜǉǳƛǊŜŘ ōȅ ǘƘŜ ǇǊƻƧŜŎǘ ǘƻƻƭǎ ǘƻ ŎƻƳǇǳǘŜΣ a± ŀƴŘ [± ƅŜȄƛōƛƭƛǘȅ ƴŜŜŘǎΣ 

5{h 5ŀȅπŀƘŜŀŘ ŀǎǎŜǘ ƻǇŜǊŀǝƻƴ Ǉƭŀƴ όh[¢/Σ ƴŜǘǿƻǊƪ ǊŜŎƻƴŬƎǳǊŀǝƻƴΣ ŎŀǇŀŎƛǘƻǊ ōŀƴƪǎΣ ǳǝƭƛǘȅ ƻǿƴŜŘ 

ǎǘƻǊŀƎŜύΣ a± ŀƴŘ [± ƅŜȄƛōƛƭƛǘȅ ōƛŘǎ ǎŜƭŜŎǝƻƴΦ Lǘ ŀƭǎƻ ŎƻƭƭŜŎǘŜŘ !ƎƎǊŜƎŀǘƻǊ ŀƴŘ [ƻŎŀƭ CƭŜȄƛōƛƭƛǘȅ aŀǊƪŜǘ 

5ŀǘŀΣ ŎƻƭƭŜŎǘŜŘ ōȅ ǘƘŜ ¦a9L ώмлсϐΦ 

¦a9L ς ŜƴǎǳǊŜǎ ǘƘŜ 5{h Řŀǘŀ ŜȄŎƘŀƴƎŜ ǿƛǘƘ [ƻŎŀƭ CƭŜȄƛōƛƭƛǘȅ aŀǊƪŜǘ tƭŀǜƻǊƳǎ ŀƴŘ !ƎƎǊŜƎŀǘƻǊǎΣ 

ǘƘŀǘ ǎǳǇǇƻǊǘ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇǊƻŎŜǎǎŜǎΥ 
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CƭŜȄƛōƛƭƛǘȅ bŜŜŘǎ !ǎǎŜǎǎƳŜƴǘ ς ¦a9L ǎƘŀǊŜǎ ǿƛǘƘ [ƻŎŀƭ CƭŜȄƛōƛƭƛǘȅ aŀǊƪŜǘ tƭŀǜƻǊƳǎ 5ŀȅπŀƘŜŀŘ 

ƅŜȄƛōƛƭƛǘȅ ƴŜŜŘǎΣ ǳƴŘŜǊ CƭŜȄƛōƛƭƛǘȅ ½ƻƴŜǎ ŦƻǊƳŀǘΦ 

 
Figure 38 Process steps for registration and pre-qualifications for flexibility activation 

CƭŜȄƛōƛƭƛǘȅ tǊƻŎǳǊŜƳŜƴǘκ ¢ǊŀŘƛƴƎ π ¦a9L ǊŜŎŜƛǾŜǎ ŦǊƻƳ [ƻŎŀƭ CƭŜȄƛōƛƭƛǘȅ aŀǊƪŜǘ tƭŀǜƻǊƳǎ ƅŜȄƛōƛƭƛǘȅ 

ƻũŜǊǎΦ !ƊŜǊ ǎŜƭŜŎǝƻƴ ōȅ ŘŜ 5{hΣ ƛǘ ǎƘŀǊŜǎ ǿƛǘƘ [ƻŎŀƭ CƭŜȄƛōƛƭƛǘȅ aŀǊƪŜǘ tƭŀǜƻǊƳǎ ŀƴŘ !ƎƎǊŜƎŀǘƻǊǎΦ 

aŜŀǎǳǊŜƳŜƴǘ 5ŀǘŀ wŜǘǊƛŜǾŀƭκ5ŜƭƛǾŜǊŜŘ ς tǊƻǾƛŘƛƴƎ ƳŜǘŜǊ ǊŜŀŘƛƴƎǎ ŦƻǊ ŀǎǎŜǘǎ ƳƻōƛƭƛȊŜŘΦ 

wŜƎƛǎǘǊŀǝƻƴΣ tǊŜπvǳŀƭƛŬŎŀǝƻƴ ŀƴŘ {ŜǧƭŜƳŜƴǘ ƴƻǘ ŎƻǾŜǊŜŘ ōȅ ǘƘŜ ǇǊƻƧŜŎǘΦ 

Lƴ ǘŜǊƳǎ ƻŦ ǝƳƛƴƎ ς Ƴƻǎǘƭȅ ŘŀȅπŀƘŜŀŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǿŀǎ ǇǊƻƳƻǘŜŘ ōȅ ǘƘŜ ƛƴǘŜǊŦŀŎŜΦ IƻǿŜǾŜǊΣ ǘƻ 

ŜƴǎǳǊŜ ǇǊƻǇŜǊ ƳŀǊƪŜǘ ƻǇŜǊŀǝƻƴ ŀƭƭ ǘƘŜ ǇǊƻŎŜǎǎŜǎ ƴŜŜŘŜŘ ǘƻ Ǌǳƴ ŦǊƻƳ ллΥлл ǘƻ мрΥлл ƛƴ ŘπмΦ 

 

Figure 39 Flexibility process steps covered by the UMEI 

¢ƘŜ ƛƴǘŜǊŀŎǝƻƴ ƻŦ 5{h ƛƴǘŜǊƴŀƭ ƛƴǘŜǊŦŀŎŜ ŀƴŘ ǘƘŜ ¦a9L ƛǎ ǎƘƻǿƴ ōŜƭƻǿΦ 

vнƛƛΥ ! ōǊƛŜŦ ŘŜǎŎǊƛǇǝƻƴΣ ƻǊ ƛƭƭǳǎǘǊŀǝƻƴ ƻŦ ŜŀŎƘ ƛƴǘŜǊŦŀŎŜΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜΣ ǊŜŦŜǊŜƴŎƛƴƎ ǘƘŜ {D!a ƳƻŘŜƭΦ  

¢ƘŜ ǇƛŎǘǳǊŜ ŘŜǎŎǊƛōŜǎ ǘƘŜ ŀǊŎƘƛǘŜŎǘǳǊŜ ƛƳǇƭŜƳŜƴǘŜŘ ƛƴ ǘƘŜ tƻǊǘǳƎǳŜǎŜ ŘŜƳƻΣ ǿƘŜǊŜ ƛǘΩǎ ǇƻǎǎƛōƭŜ ǘƻ 

ǎŜŜ ǘƘŜ 5{h ƪƴƻǿƭŜŘƎŜ 5ŀǘŀōŀǎŜ ǘƘŀǘ ǎƘŀǊŜǎ Řŀǘŀ ǿƛǘƘ 5{h ¢ƻƻƭōƻȄ ŀƴŘ ǿƛǘƘ ǘƘŜ ¦a9LΦ !ƭǎƻΣ ǘƘŜ 

¦a9L ŀǎǎǳǊŜǎ ǘƘŜ ƛƴǘŜǊŦŀŎŜ ǿƛǘƘ ƳŀǊƪŜǘ ǇƭŀǜƻǊƳ ŀƴŘ ŀƎƎǊŜƎŀǘƻǊǎΦ 
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Figure 40 DSO Architecture 

όvоύ 9¦ƴƛǾŜǊǎŀƭ ƪŜȅ ŬƴŘƛƴƎǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ƛƴǘŜǊŦŀŎŜǎ ǘƻ ƛƳǇǊƻǾŜ 

ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎ όǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ 

ƳŀǊƪŜǘǎύΦ 

!ƭǘƘƻǳƎƘ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎ ŘŜǾŜƭƻǇŜŘ ƘŀǾŜ ƴƻǘ ŦƻƭƭƻǿŜŘ ǎǇŜŎƛŬŎ ǎǘŀƴŘŀǊŘǎΣ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ƪŜȅ ŬƴŘƛƴƎǎ 

Ŏŀƴ ōŜ ŘŜǊƛǾŜŘΥ 

¶ Implementation of UMEI, as a single channel for different stakeholders interact was well 

accepted by all actors (DSO, Local Flexibility Market Platforms and Flexibility Aggregation 

Platform). An appropriate communication model between DSOs, TSOs and other market 

parties needs to be established that takes into account the flexibility requirements and 

responsibilities of the parties. Uncoordinated or even conflicting use of flexibility services 

must be prevented. 

¶ Clear rules and routines need to be set up for stakeholders to exchange data and flexibility 

services with the DSOs. This can be facilitated through standardization of APIs. Yet, as long as 

this is not yet in place, it is important to remain adaptable. 
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¶ ¢ƻ ŘŜǾŜƭƻǇ ŀ Ŧǳƭƭȅ ǎǘŀƴŘŀǊŘκƛƴǘŜǊƻǇŜǊŀōƭŜ ƛƴǘŜǊŦŀŎŜ ōŜǘǿŜŜƴ ǘƘŜǎŜ ŀŎǘƻǊǎΩ ŦƭŜȄƛōƛƭƛǘȅ ƳŀǊƪŜǘ 

standards need to be defined, concerning for example explicit flexibility needs, service and 

product standardization, etc.) 

¶ Within DSO systems promoting horizontal data exchange channels, coming from different 

systems such as customer relationship management (smart meter data management), SCADA 

database, and grid models is key to enable testing of new interfaces and applications. This will 

facilitate establishing new data collection and processing applications. 

¶ For UMEI implementation, a clear mapping of market and DSO processes was key to ensure 

effective development. 

όvпύ 9¦ƴƛǾŜǊǎŀƭΩǎ ŎƻƴǘǊƛōǳǝƻƴ ǘƻǿŀǊŘǎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƴŘ Řŀǘŀπ

ǎƘŀǊƛƴƎ ŦǊŀƳŜǿƻǊƪǎΦ 

¢ƘŜ ǇǊƻƧŜŎǘ ŘƛŘƴΩǘ ŎƻƴǘǊƛōǳǘŜ ŘƛǊŜŎǘƭȅ ǘƻ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƴŘ 

ŘŀǘŀπǎƘŀǊƛƴƎ ŦǊŀƳŜǿƻǊƪǎ όŜΦƎΦ ƳŜǘŀŘŀǘŀύΦ 

¦a9L ǿŀǎ ƛƳǇƭŜƳŜƴǘŜŘ ŀǎ ŀƴ hǇŜƴ LƴǘŜǊŦŀŎŜ ŀƭǊŜŀŘȅ ŘŜƳƻƴǎǘǊŀǘŜŘΣ ōŜƛƴƎ ŀōƭŜ ǘƻ ǇǊƻǾƛŘŜ ŦǳǘǳǊŜ 

ŎƻƴǘǊƛōǳǝƻƴǎ ǘƻ ŜƴŜǊƎȅ Řŀǘŀ ǎǇŀŎŜǎΦ 

όvсύ 5ŀǘŀ ƳƻŘŜƭǎ ǳǎŜŘ ƛƴ 9¦ƴƛǾŜǊǎŀƭΦ  

¢ƘŜ Ƴŀƛƴ ƎǊƻǳǇǎ ƻŦ !tLǎ ƛƴŎƭǳŘŜŘ ƛƴ ǘƘŜ ¦a9L ŀǊŜ ŘŜǎŎǊƛōŜŘ ƛƴ ¢ŀōƭŜ с ōŜƭƻǿΥ 

 
Table 6: UMEI overall Structure 

όvуύ DŀǇǎ ƛŘŜƴǝŬŜŘ ƛƴ ǘŜǊƳǎ ƻŦ Řŀǘŀ ŦƻǊƳŀǘΣ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ƛƴ 

9¦ƴƛǾŜǊǎŀƭΦ 

wŜƎŀǊŘƛƴƎ 5{h ǎȅǎǘŜƳǎΣ ǘƘŜ ŀŘƻǇǝƻƴ ƻŦ /La ŎƻǳƭŘ ƘŜƭǇ ǎǘŀƴŘŀǊŘƛȊŜ Ƴƻǎǘ ƻŦ ǘƘŜ Řŀǘŀ ŜȄŎƘŀƴƎŜ 

ǊŜǉǳƛǊŜƳŜƴǘǎΦ IƻǿŜǾŜǊΣ ƭƻŀŘ ŀƴŘ ƎŜƴŜǊŀǝƻƴ ŦƻǊŜŎŀǎǘǎ ŀǊŜ ƴƻǘ ƛƴŎƭǳŘŜŘΦ 

/La aŀǊƪŜǘ ǿŀǎ ŎƻƴǎƛŘŜǊŜŘΦ IƻǿŜǾŜǊΣ ŎƻƴǎƛŘŜǊŜŘ ŎƻƳǇƭŜȄ ŦƻǊ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ƻŦ [ƻŎŀƭ CƭŜȄƛōƛƭƛǘȅ 

ƳŀǊƪŜǘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎ 
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(Q11) How data exchange gaps are affecting the support for flexibility requirements identified and 

analysed. 

/ƻƳƳǳƴƛŎŀǝƻƴ ƻŦ 5{h ƅŜȄƛōƛƭƛǘȅ ƴŜŜŘǎ ǘƻ ǘƘŜ [ƻŎŀƭ ƅŜȄƛōƛƭƛǘȅ ƳŀǊƪŜǘǎ ǿŜǊŜ ƴƻǘ ŎƻƴǎƛŘŜǊŜŘ ōȅ ǘƘŜ 

ǇƭŀǜƻǊƳǎ ǿƘƛŎƘ ŀŘŀǇǘŜŘ ǘƘŜƛǊ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ƳƻŘŜƭΦ 

όvмнύ 9¦ƴƛǾŜǊǎŀƭΩǎ ǇǊƻǇƻǎŜŘ ǎƻƭǳǝƻƴǎ ŦƻǊ ŀŘŘǊŜǎǎƛƴƎ ƎŀǇǎΣ ǎǳŎƘ ŀǎ ǳǎƛƴƎ ƳŜǊƎŜŘ ǎǘŀƴŘŀǊŘǎ ŦƻǊ Řŀǘŀ 

ŜȄŎƘŀƴƎŜΣ ŘŜǾŜƭƻǇƛƴƎ ƛƴǘŜǊŦŀŎŜǎκŀŘŀǇǘŜǊǎ ŦƻǊ ¢{hκ5{h ŀƴŘ ŎǳǎǘƻƳŜǊǎΣ ƛƴǘŜƎǊŀǝƴƎ ŎǊƻǎǎπǎŜŎǘƻǊ ŀƴŘ 

ŎǊƻǎǎπōƻǊŘŜǊ ŎƻƳǇƻƴŜƴǘǎ ƛƴ ǘƘŜ ǊŜŦŜǊŜƴŎŜ ŀǊŎƘƛǘŜŎǘǳǊŜǎ ŀƴŘ ǇƭŀǜƻǊƳǎ ǘƻ ǎǳǇǇƻǊǘ ƅŜȄƛōƛƭƛǝŜǎΣ ŜǘŎΦ 

9¦ƴƛǾŜǊǎŀƭ ǇǊƻǇƻǎŜŘ ŀƴ hǇŜƴ LƴǘŜǊŦŀŎŜΣ ŀƭƭƻǿƛƴƎ ŎƻƭƭŀōƻǊŀǝǾŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ŀƴ ƛƴǘŜǊŦŀŎŜ ŦƻǊ 

5{hΣ CƭŜȄƛōƛƭƛǘȅ aŀǊƪŜǘǎΣ ŀƴŘ CƭŜȄƛōƛƭƛǘȅ !ƎƎǊŜƎŀǘƻǊǎΦ Lǘ ŎƻǳƭŘ ŀƭǎƻ ōŜ ŜȄǘŜƴŘŜŘ ǘƻ ¢{h ŎƻƭƭŀōƻǊŀǝƻƴΦ 

όvмоύ 9¦ƴƛǾŜǊǎŀƭΩǎ ǇǊƻǇƻǎŀƭǎ ŦƻǊ ƛƳǇǊƻǾƛƴƎ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ όƛΦŜΦΣ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ 

ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎύ ŜŶŎƛŜƴǘƭȅ ǿƘƛƭŜ ŦŀŎƛƭƛǘŀǝƴƎ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ 

ƻŦ ǘƘŜ 9¦ ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ 

¢ƘŜ ǇǊƻǇƻǎŜŘ ƛƴǘŜǊŦŀŎŜ ŜƴŀōƭŜŘ ǘƘŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ƅŜȄƛōƛƭƛǘȅ ƳŀǊƪŜǘπōŀǎŜŘ ǎŜǊǾƛŎŜǎ ƛƴ 5{h ƭƻƴƎπ

ǘŜǊƳ ǇƭŀƴƴƛƴƎΣ ƳŀƛƴǘŜƴŀƴŎŜ ǇƭŀƴƴƛƴƎΣ ŀƴŘ ŘŀȅπŀƘŜŀŘ ƻǇŜǊŀǝƻƴ ǇƭŀƴƴƛƴƎΣ ǘƻ ǇƻǎǘǇƻƴŜ ƴŜǘǿƻǊƪ 

ƛƴǾŜǎǘƳŜƴǘΣ ŀƴŘ ƛƳǇǊƻǾŜ ǾƻƭǘŀƎŜ ǊŜƎǳƭŀǝƻƴ ŀƴŘ ŎƻƴƎŜǎǝƻƴ ƳŀƴŀƎŜƳŜƴǘΦ 

όvмпύ /ƘŀƭƭŜƴƎŜǎ ŀƴǝŎƛǇŀǘŜŘ ƛƴ ƛƳǇƭŜƳŜƴǝƴƎ 9¦ƴƛǾŜǊǎŀƭ ǇǊƻǇƻǎŀƭǎΣ ŀƴŘ Ƙƻǿ Ŏŀƴ ōŜ ƻǾŜǊŎƻƳŜΦ 

CƛǊǎǘ ƻŦ ŀƭƭΣ ǘƘŜ ¦a9L ƴŜŜŘǎ ǘƻ ōŜ ƳŀƛƴǘŀƛƴŜŘ ǘƻ ŜƴǎǳǊŜ ƛǘǎ Ǿƛŀōƛƭƛǘȅ ƛƴ ǘƘŜ ƭƻƴƎ ǊǳƴΦ ¢ƻ Řƻ ǎƻΣ ŎƭŜŀǊ 

ƻǿƴŜǊǎƘƛǇ ƻŦ ǘƘŜ ¦a9L ōŜȅƻƴŘ ǘƘŜ ǇǊƻƧŜŎǘ ƛǎ ƛƳǇƻǊǘŀƴǘΦ  

¦ǎŜǊǎ ǎƘƻǳƭŘ Ŧƻƭƭƻǿ ǘƘŜ !tL ǎǇŜŎƛŬŎŀǝƻƴ ǇǊŜǎŜƴǘŜŘ ƛƴ DƛǘIǳō ώмлтϐΦ !ƭǘƘƻǳƎƘ ƳƛƴƻǊ ŀŘŀǇǘŀǝƻƴǎ 

Ƴŀȅ ōŜ ƛƴǘǊƻŘǳŎŜŘ ƛƴ ŜŀŎƘ ŎŀǎŜΣ ǘƘŜǎŜ ŀǊŜ ǘƻ ōŜ ŀǾƻƛŘŜŘ ƛƴ ƻǊŘŜǊ ǘƻ ŜŀǎŜ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ǇǊƻŎŜǎǎΦ  

5ŀǘŀ ǇǊƻǘŜŎǝƻƴ ŀƴŘ L¢ ǎŜŎǳǊƛǘȅ ŎƻƴŎŜǊƴǎ Ƴǳǎǘ ōŜ ŎƻƴǎƛŘŜǊŜŘ ƛƴ ǘƘŜ ƎǊƛŘ ŀǎ ǿŜƭƭ ŀǎ ŦƻǊ ŜƴŘπǳǎŜǊǎΦ 

¢Ƙƛǎ ǎƘƻǳƭŘ ŀƭǎƻ ōŜ ŎƻƴǎƛŘŜǊŜŘ ǊŜƎŀǊŘƛƴƎ ŦǳǘǳǊŜ ŘŜǾŜƭƻǇƳŜƴǘǎ ŀƴŘ ǇƻǎǎƛōƭŜ ǎǘŀƴŘŀǊŘƛȊŀǝƻƴΦ  

¢ƘŜ ¦a9L ƻũŜǊǎ ŎǊŜŀǝǾŜ ǎƻƭǳǝƻƴǎ ŦƻǊ Řŀǘŀ ǘǊŀƴǎŦŜǊ όǘƘŀƴƪǎ ǘƻ ƛǘǎ ŘƛǎǘǊƛōǳǘŜŘ ŀǇǇǊƻŀŎƘ ƻŦ Řŀǘŀ 

ƘŀƴŘƭƛƴƎ ŀƴŘ ƛǘǎ ŘȅƴŀƳƛŎ ƅŜȄƛōƛƭƛǘȅ ŀǊŜŀǎύ ǿƛǘƘƻǳǘ ƻǇŜƴƛƴƎ ŘƻƻǊǎ ŦƻǊ ǎŜŎǳǊƛǘȅ ƛǎǎǳŜǎΦ Lǘ ƛǎ ǊŜŎƻƳƳŜƴŘŜŘ 

ǘƻ ǘŀƪŜ ŦǳǊǘƘŜǊ ǘƘŜ ōŀǎƛŎ Řŀǘŀ ǘǊŀƴǎŦŜǊǎ ǇǊƛƴŎƛǇƭŜǎ ƻŦ ǘƘŜ ¦a9L ǘƻ ŦǳǊǘƘŜǊ ŜƴǎǳǊŜ Řŀǘŀ ǎŜŎǳǊƛǘȅΦ 

!ǎ ƛƴŘƛŎŀǘŜŘΣ ǘƘŜ ¦a9L ƴƻǿ ŎƻǾŜǊǎ ǘƘŜ ƪŜȅ ǘǊŀŘƛƴƎ ƳŀǊƪŜǘ ƻǇŜǊŀǝƻƴǎΦ Lǘ ƛǎ ŀ ŬǊǎǘ ǾŜǊǎƛƻƴ ǿƘƛŎƘ 

ŎƻǾŜǊǎ ǘƘŜ ƪŜȅ ōŀǎƛǎ ǎǘŜǇǎ ǘƻ ƻǇŜǊŀǘŜ ŀƴȅ ǘȅǇŜ ƻŦ ǇƭŀǜƻǊƳΦ ¢ƘŜǊŜŦƻǊŜΣ ŎǳǊǊŜƴǘƭȅ ǘƘŜ ¦a9L ƛǎ ƻƴƭȅ 

ƛƳǇƭŜƳŜƴǘŜŘ ŦƻǊ ǘƘŜ ǇǊƻŎǳǊŜƳŜƴǘ ǇƘŀǎŜΦ IƻǿŜǾŜǊΣ ƛŦ ǘƘŜ ¦a9L ōŜŎƻƳŜǎ ŀ ǿƛŘŜƭȅ ŀŎŎŜǇǘŜŘ !tL 

ǎǘŀƴŘŀǊŘ ŦƻǊ ƅŜȄƛōƛƭƛǘȅ ƳŀǊƪŜǘǎΣ ŀƭƭ ƻǇŜǊŀǝƻƴǎ ƳŀǊƪŜǘ ǇŀǊǝŎƛǇŀƴǘǎ Ŏŀƴ Řƻ Ƴǳǎǘ ōŜ ŎƻǾŜǊŜŘ ōȅ ǘƘŜ !tL 

ǎǘŀƴŘŀǊŘ όŦƻǊ ŜȄŀƳǇƭŜ ŀƭǎƻ ǇǊŜπǘǊŀŘƛƴƎ ŀŎǝǾƛǝŜǎ ǎǳŎƘ ŀǎ ǇǊŜπǉǳŀƭƛŬŎŀǝƻƴ ŀƴŘ ǊŜƎƛǎǘǊŀǝƻƴύΦ ¢ƘŜǎŜ ǎǘŜǇǎ 

ŀǊŜΣ ƘƻǿŜǾŜǊΣ ƘŀǊŘŜǊ ǘƻ ƛƳǇƭŜƳŜƴǘ ƛƴ ǘƘŜ ¦a9L ŘǳŜ ǘƻ ŀƎǊŜŜƳŜƴǘǎ ǘƘŀǘ ŀǊŜ ƴŜŜŘŜŘ ǊŜƎŀǊŘƛƴƎ 

ǎǘŀƴŘŀǊŘƛȊŀǝƻƴ ƻŦ ǘƘŜǎŜ ǇƘŀǎŜǎΦ  

CǳǊǘƘŜǊƳƻǊŜΣ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ƳƻǊŜ ǇǊƻŎŜǎǎ ƎǊƻǳǇǎ ŦƻǊ ǘƘŜ ¦a9LΣ ¢{hπ5{h ŎƻƻǊŘƛƴŀǝƻƴΣ CƭŜȄƛōƛƭƛǘȅ 

wŜƎƛǎǘŜǊ ǎȅƴŎƘǊƻƴƛȊŀǝƻƴ ŀǊŜ ƴŜŜŘŜŘΦ  

Lƴ ŀŘŘƛǝƻƴΣ ǘƘŜǊŜ ƳƛƎƘǘ ōŜ ŎƻǳƴǘǊȅ ǎǇŜŎƛŬŎ ŜƭŜƳŜƴǘǎ ǎǳŎƘ ŀǎ ǘƘŜ DŜǊƳŀƴ ǊŜŘƛǎǇŀǘŎƘ ǘƘŀǘ ǎƘƻǳƭŘ 

ōŜ ŀŎŎƻǳƴǘŜŘ ŦƻǊΦ 

όvмрύ 9¦ƴƛǾŜǊǎŀƭΩǎ Ƙŀǎ ƴƻǘ ƳŀŘŜ ŘŜǾŜƭƻǇƳŜƴǘǎ ŀŘŘǊŜǎǎƛƴƎ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ 

ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘΦ  

¢ƘŜ ǇǊƻƧŜŎǘ ŀŘŘǊŜǎǎŜǎ ǊŜǎƛƭƛŜƴŎŜ ƻŦ ŘƛǎǘǊƛōǳǝƻƴ ƴŜǘǿƻǊƪǎΦ bƻ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ǊŜƭƛŀōƛƭƛǘȅ ŎƻƴǎƛŘŜǊŜŘΦ 
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όvмрƛύ 9¦ƴƛǾŜǊǎŀƭΩǎ ŎȅōŜǊ ŀƴŘ ǇƘȅǎƛŎŀƭ ŀǎǎŜǘǎκŜƭŜƳŜƴǘǎ ǘƘŀǘ ǘƘŜ ǇǊƻƧŜŎǘ ŀŘŘǊŜǎǎŜǎΣ ǇƻǘŜƴǝŀƭ Ǌƛǎƪǎ 

ƛŘŜƴǝŬŜŘ ƛƴ 9¦ƴƛǾŜǊǎŀƭ ǘƘŀǘ ŀǊŜ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ƴŀǘǳǊŜ ƻŦ ǘƘŜ ƎǊƛŘΣ ŀƴŘ Ƙƻǿ ǘƘŜ 

ƭŀǧŜǊ ŀǊŜ ƳƛǝƎŀǘŜŘΦ 

9¦ƴƛǾŜǊǎŀƭ Ƙŀǎ ǇǊƻǇƻǎŜŘ ŀ ǎŜǘ ƻŦ ǘƻƻƭǎ ǘƻ ƛƳǇǊƻǾŜ ƻǇŜǊŀǝƻƴŀƭ ŀƴŘ ƭƻƴƎπǘŜǊƳ ƎǊƛŘ ǊŜǎƛƭƛŜƴŎŜΣ 

ǇǊƻǾƛŘƛƴƎ ŘŜŎƛǎƛƻƴ ǎǳǇǇƻǊǘ ƛƴ ƭƻƴƎ ƛƴǾŜǎǘƳŜƴǘ ŘŜŎƛǎƛƻƴǎ ǘƻ ƛƴŎǊŜŀǎŜ ǘƘŜ ǊƻōǳǎǘƴŜǎǎ ƻŦ ǘƘŜ ƎǊƛŘ ǘƻǿŀǊŘǎ 

ǘƘŜǎŜ ŜȄǘǊŜƳŜ ŜǾŜƴǘǎΣ ŀƴŘ ƛƴ ǘŜǊƳǎ ƻŦ ǇƭŀƴƴƛƴƎ ƻǇŜǊŀǝƻƴ όƴŜȄǘ Řŀȅǎ ƻǊ ƘƻǳǊǎύ ǳƴŘŜǊ ǘƘŜǎŜ ŜȄǘǊŜƳŜ 

ŜǾŜƴǘǎΦ 

B.21 HVDC-Wise 

όvмύ I±5/π²ƛǎŜ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ ¢ƘŜ I±5/π²L{9 ǇǊƻƧŜŎǘ ώмлуϐ ŀƛƳǎ ǘƻ 

ŀŘǾŀƴŎŜ ƘȅōǊƛŘ !/κ5/ ǘǊŀƴǎƳƛǎǎƛƻƴ ƎǊƛŘǎ ōȅ ŘŜǾŜƭƻǇƛƴƎ ƴŜǿ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ 

ǊŜǎƛƭƛŜƴŎŜ όwϧwύ ǇƭŀƴƴƛƴƎ ǘƻƻƭǎ ŀƴŘ ƛŘŜƴǝŦȅƛƴƎ I±5/πōŀǎŜŘ ƎǊƛŘ 

ŀǊŎƘƛǘŜŎǘǳǊŜǎ ǘƻ ŜƴƘŀƴŎŜ ǎȅǎǘŜƳ ǇŜǊŦƻǊƳŀƴŎŜ ŀƴŘ ƛƴǘŜƎǊŀǘŜ ƴŜǿ ǊŜƴŜǿŀōƭŜ ǎƻǳǊŎŜǎΦ ¢ƘŜ ǇǊƻƧŜŎǘ 

ŦƻŎǳǎŜǎ ƻƴ ǳǇŘŀǝƴƎ ǇƻǿŜǊ ǎȅǎǘŜƳ wϧw ǘƻ ǊŜƅŜŎǘ ǘƘŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ I±5/ ǎȅǎǘŜƳǎ ŀƴŘ ŜƳŜǊƎƛƴƎ 

ǘƘǊŜŀǘǎΣ ŎƻƴŎŜƴǘǊŀǝƴƎ ƻƴ Ƙƻǿ I±5/ ǘŜŎƘƴƻƭƻƎƛŜǎ Ŏŀƴ ǊŜŘǳŎŜ ǎǳǇǇƭȅ ƛƴǘŜǊǊǳǇǝƻƴǎ ŀƴŘ ƛƳǇǊƻǾŜ ŜǾŜƴǘ 

ǊŜǎǇƻƴǎŜΦ ¢ƘŜ ǇǊƻƧŜŎǘ ǿƛƭƭ ǳǎŜ ŀŘǾŀƴŎŜŘ ǘƻƻƭǎ ǘƻ ŘŜƳƻƴǎǘǊŀǘŜ ǇŜǊŦƻǊƳŀƴŎŜ ōŜƴŜŬǘǎ ŀƴŘ ƎǳƛŘŜ I±5/ 

ǎƻƭǳǝƻƴǎΣ ǊŜŎƻƳƳŜƴŘƛƴƎ ǳǇŘŀǘŜǎ ǘƻ ǘŜŎƘƴƛŎŀƭ ŎƻŘŜǎ ŀƴŘ ƛƴŘǳǎǘǊȅ ǇǊŀŎǝŎŜǎΦ I±5/π²L{9 ǘŀǊƎŜǘǎ ŬǾŜ 

ƪŜȅ ƻōƧŜŎǝǾŜǎΥ όƛύ ǘƻ ŘŜǾŜƭƻǇ wϧwπƻǊƛŜƴǘŜŘ ǇƭŀƴƴƛƴƎ ǘƻƻƭǎŜǘǎ ǿƛǘƘ I±5/πōŀǎŜŘ ƎǊƛŘ ŀǊŎƘƛǘŜŎǘǳǊŜ 

ŎƻƴŎŜǇǘǎΤ όƛƛύ ǘƻ ǇǊƻǇƻǎŜ ŀƴŘ ŎƻƳǇŀǊŜ I±5/πōŀǎŜŘ ƎǊƛŘ ŀǊŎƘƛǘŜŎǘǳǊŜǎ ŦƻǊ !/κ5/ ǎȅǎǘŜƳǎΤ όƛƛƛύ ǘƻ ŀǎǎŜǎǎ 

ŀƴŘ ƳƻŘŜƭ ŜƳŜǊƎƛƴƎ I±5/ ǘŜŎƘƴƻƭƻƎƛŜǎ ŦƻǊ ǿƛŘŜǎǇǊŜŀŘ !/κ5/ ƎǊƛŘǎ όƛǾύ ǘƻ ǾŀƭƛŘŀǘŜ ǇƭŀƴƴƛƴƎ ǘƻƻƭǎŜǘǎ 

ŀƴŘ I±5/ ŀǊŎƘƛǘŜŎǘǳǊŜǎ ƛƴ ǘƘǊŜŜ ǊŜŀƭƛǎǝŎ ǳǎŜ ŎŀǎŜǎΤ ŀƴŘ όǾύ ǘƻ ǇǊŜǇŀǊŜ ŦƻǊ ƛƴŘǳǎǘǊȅ ŀŘƻǇǝƻƴ ŀƴŘ 

ŘŜǇƭƻȅƳŜƴǘ ƻŦ ǇǊƻǇƻǎŜŘ ǎƻƭǳǝƻƴǎΦ 

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ hƴƎƻƛƴƎ 

όvнύ I±5/π²ƛǎŜ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ 

ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ 

bƻΦ vǳƻǝƴƎ ǘƘŜ ǘŜȄǘ ŀǾŀƛƭŀōƭŜ ƛƴ {ŜŎǝƻƴ оΦнΦуΦм ƻƴ LƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΣ άI±5/ ǇǊƻƧŜŎǘǎ ŀǊŜ ƴƻǿ ōŜƛƴƎ 

ǇǊƻǇƻǎŜŘ ǘƘŀǘ ǿƛƭƭ ǊŜǉǳƛǊŜΣ ƻǊ ŀǘ ƭŜŀǎǘ ŜƴŀōƭŜΣ ƳǳƭǝπǘŜǊƳƛƴŀƭ I±5/ ƻǇŜǊŀǝƻƴ ǿƛǘƘ ŎƻƴǾŜǊǘŜǊ ǎǘŀǝƻƴǎ 

ŦǊƻƳ ŘƛũŜǊŜƴǘ ǾŜƴŘƻǊǎΦ !ŎƘƛŜǾƛƴƎ ǎǳŎŎŜǎǎŦǳƭ ƳǳƭǝπǾŜƴŘƻǊ Ƴǳƭǝ ǘŜǊƳƛƴŀƭ όa±a¢ύ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǿƛƭƭ 

ǊŜǉǳƛǊŜ ƴŜǿ ŀǇǇǊƻŀŎƘŜǎ ǘƻ ƳǳƭǝπǘŜǊƳƛƴŀƭ ŀƴŘ ƻǘƘŜǊ ǎǳǇŜǊǾƛǎƻǊȅ ŎƻƴǘǊƻƭΣ ǎǇŜŎƛŬŎŀǝƻƴ ƻŦ ƛƴǘŜǊŦŀŎŜǎ 

ŀƴŘ ǇŜǊŦƻǊƳŀƴŎŜ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ƳƻŘŜƭƭƛƴƎΣ ŀƴŀƭȅǎƛǎΣ ŀƴŘ ǘŜǎǝƴƎΦ ¢Ƙƛǎ ƴŜŜŘ ŦƻǊ ƛƴƴƻǾŀǝƻƴ ŀƴŘ ƴŜǿ 

ǎƻƭǳǝƻƴǎ ƛƳǇƭƛŜǎ ǎƻƳŜ ŀŘŘƛǝƻƴŀƭ Ǌƛǎƪ ǎƻ ǘƘŜǊŜ ƛǎ ŀ ƴŜŜŘ ŦƻǊ ǘƘƻǊƻǳƎƘ ǘŜǎǝƴƎ ŀƴŘ ǇǊƻǾƛƴƎ ƻŦ ƛƴǘŜǊπ

ƻǇŜǊŀōƛƭƛǘȅΦ Lƴ I±5/π²L{9 ƛǘ ƛǎ ŀǎǎǳƳŜŘ ǘƘŀǘ ǘƘŜ ŎƘŀƭƭŜƴƎŜǎ ƻŦ ƛƴǘŜǊπƻǇŜǊŀōƛƭƛǘȅ ǿƛƭƭ ōŜ ŀŘŘǊŜǎǎŜŘ ƛƴ 

ƻǘƘŜǊ ǇǊƻƧŜŎǘǎΣ ǎǳŎƘ ŀǎ ǘƘŜ 9ǳǊƻǇŜŀƴ LƴǘŜǊht9w! ǇǊƻƧŜŎǘ ŀƴŘ !ǉǳƛƭŀ ƛƴ D.έΦ 

όvоύ I±5/π²ƛǎŜΩǎ ƪŜȅ ŬƴŘƛƴƎǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ƛƴǘŜǊŦŀŎŜǎ ǘƻ ƛƳǇǊƻǾŜ 

ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎ όǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ 

ƳŀǊƪŜǘǎύΦ 

Lƴ ŀŘŘƛǝƻƴΣ ǘƘŜ 5ŜƭƛǾŜǊŀōƭŜǎ ǇǳōƭƛŎƭȅ ŀǾŀƛƭŀōƭŜ ǎƻ ŦŀǊ Řƻ ƴƻǘ ŀŘŘǊŜǎǎΣ ŜƴǳƳŜǊŀǘŜ ƻǊ ŘŜǎŎǊƛōŜ ǘƘŜ 

ǎǘŀƴŘŀǊŘǎ ƻǊ ƛƴǘŜǊŦŀŎŜǎ ǘƘŀǘ ǿƛƭƭ ōŜ ŜǾŜƴǘǳŀƭƭȅ ŀŘƻǇǘŜŘ ƛƴ ǘƘŜ ǇǊƻƧŜŎǘΦ Lƴ ŦŀŎǘΣ I±5/π²L{9Σ ŀǘ ƭŜŀǎǘ 

ŎƻƴǎƛŘŜǊƛƴƎ ǘƘŜ ƳŜƴǝƻƴŜŘ ǘƘǊŜŜ ŘŜƭƛǾŜǊŀōƭŜǎ ŀǾŀƛƭŀōƭŜ ǎƻ ŦŀǊΣ ƛǎ ƳƻǊŜ ŘŜǾƻǘŜŘ ǘƻ ǘŜŎƘƴƻƭƻƎƛŎŀƭ ŀǎǇŜŎǘǎ 

ǊŜƭŀǘŜŘ ǿƛǘƘ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ƘȅōǊƛŘ !/κ5/ ǎȅǎǘŜƳǎ ǘƻƎŜǘƘŜǊ ǿƛǘƘ ƳƻŘŜƭǎ ǘƻ ƘŜƭǇ ¢{hǎ ǇƭŀƴƴƛƴƎ 

ŀƴŘ ƻǇŜǊŀǝƴƎ ǘƘŜǎŜ ǎȅǎǘŜƳǎΣ ǊŀǘƘŜǊ ǘƘŀƴ ŀŘŘǊŜǎǎƛƴƎ ƛǎǎǳŜǎ ǊŜƭŀǘŜŘ ǿƛǘƘ Řŀǘŀ ƳƻŘŜƭǎΣ ǘƘŜƛǊ 

ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ƻǊ ǘƘŜ ƛƴŎǊŜŀǎŜŘ ƅŜȄƛōƛƭƛǘȅ ǘƻ ƳŀƴŀƎŜ ǇƻǿŜǊ ǎȅǎǘŜƳǎΦ 
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όvпύ I±5/π²ƛǎŜΩǎ ŎƻƴǘǊƛōǳǝƻƴ ǘƻǿŀǊŘǎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƴŘ Řŀǘŀπ

ǎƘŀǊƛƴƎ ŦǊŀƳŜǿƻǊƪǎΦ 

!ǎ ƛƴŘƛŎŀǘŜŘ ŀōƻǾŜΣ I±5/ ²L{9 ƛǎ ŎƻƴŎŜǊƴŜŘ ǿƛǘƘ ǘŜŎƘƴƻƭƻƎƛŜǎ ŀƴŘ ǘƻƻƭǎ ǘƻ ŀƭƭƻǿ ǘƘŜ ƛƴǘŜƎǊŀǝƻƴ 

ƻŦ ƭŀǊƎŜ ŀƳƻǳƴǘǎ ƻŦ ǊŜƴŜǿŀōƭŜ ƎŜƴŜǊŀǝƻƴ ƛƴ 9ǳǊƻǇŜŀƴ ǇƻǿŜǊ ǎȅǎǘŜƳǎΣ ŀǎǎǳƳƛƴƎ ǘƘŀǘ Ƴƻǎǘ ƻŦ ǘƘŜǎŜ 

ƴŜǿ ǊŜǎƻǳǊŎŜǎ ǿƛƭƭ ōŜ ŎƻƴƴŜŎǘŜŘ ōȅ ǇƻǿŜǊ ŜƭŜŎǘǊƻƴƛŎ ƛƴǘŜǊŦŀŎŜǎΦ Lƴ ǘƘƛǎ ǎŜƴǎŜΣ ƛǘ ƛǎ ƴƻǘ ŦƻŎǳǎŜŘ ƻƴ Řŀǘŀ 

ƳƻŘŜƭǎ ƴƻǊ ƛƴ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇǊƻōƭŜƳǎ ƻǊ ƛƴ ǘƘŜ ǊŜǎǳƭǝƴƎ ƛƴŎǊŜŀǎŜŘ ƅŜȄƛōƛƭƛǘȅ ŀǎ ƛǘ ŎƭŜŀǊƭȅ ǎǘŀǘŜŘ ŀƴŘ 

ǊŜŎƻƎƴƛȊŜŘ ƛƴ ǎŜŎǝƻƴ оΦнΦуΦм ƻŦ 5нΦмΣ ŀƭǊŜŀŘȅ ƳŜƴǝƻƴŜŘ ƛƴ ǘƘŜ ŀƴǎǿŜǊ ǘƻ ǉǳŜǎǝƻƴ нΦ 

όvрύ I±5/π²ƛǎŜΩǎ ŘŜŬƴƛǝƻƴ ƻŦ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ  

bƻΣ ŀǘ ƭŜŀǎǘ ǘƘŜ ǘƘǊŜŜ 5ŜƭƛǾŜǊŀōƭŜǎ ǇǳōƭƛŎƭȅ ŀǾŀƛƭŀōƭŜ ǎƻ ŦŀǊ ŘƛŘ ƴƻǘ ŀŘŘǊŜǎǎ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ 

ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ Lǘ ǎƘƻǳƭŘ ōŜ ƴƻǝŎŜŘ ǘƘŀǘ ǘƘŜ I±5/π²L{9 ŎƻƴǎƻǊǝǳƳ ƛƴǘŜƎǊŀǘŜǎ р 9ǳǊƻǇŜŀƴ 

¢{hǎΣ о ǊŜǎŜŀǊŎƘ ƛƴǎǝǘǳǘŜǎ ŀƴŘ р ǳƴƛǾŜǊǎƛǝŜǎΣ ǘƘŀǘ ƛǎΣ ƛǘ ŘƻŜǎ ƴƻǘ ƛƴŎƭǳŘŜ ŀƴȅ 5{hΦ ¢Ƙƛǎ ƳŜŀƴǎ ƛǘ ƛǎ ǾŜǊȅ 

ƳǳŎƘ ŦƻŎǳǎŜŘ ƻƴ ǘƘŜ ŎƻƴŎŜǊƴǎ ƻŦ ¢{hǎ ƛƴ ǾƛŜǿ ƻŦ ǘƘŜ ƭŀǊƎŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ǿƛƴŘ ŀƴŘ t± ǊŜǎƻǳǊŎŜǎ ŀƴŘ 

ǘƘŜ ǊŜǉǳƛǊŜŘ ƎǊƛŘ ǘŜŎƘƴƻƭƻƎƛŜǎ ŀƴŘ ƻƴ ǘƘŜ ƳƻŘŜƭǎ ǊŜǉǳƛǊŜŘ ǘƻ Ǉƭŀƴ ŀƴŘ ƻǇŜǊŀǘŜ ǘƘŜǎŜ ŜǾƻƭǾƛƴƎ ƘȅōǊƛŘ 

!/κ5/ ǇƻǿŜǊ ǎȅǎǘŜƳǎΦ ¢Ƙƛǎ ƳŜŀƴǎ ǘƘŀǘ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀƳƻƴƎ ŘƛũŜǊŜƴǘ ƻǇŜǊŀǘƻǊǎ 

όŦƻǊ ƛƴǎǘŀƴŎŜ ƛƴ ǘŜǊƳǎ ƻŦ ŀ ƳƻǊŜ ǊŜŬƴŜŘ ŎƻƻǊŘƛƴŀǝƻƴ ōŜǘǿŜŜƴ ¢{hǎ ŀƴŘ 5{hǎύ ŀǇǇŀǊŜƴǘƭȅ ƛǎ ƴƻǘ ŀ 

ŎƻƴŎŜǊƴ ƛƴ ǘƘƛǎ ǇǊƻƧŜŎǘΦ  

όvсύ 5ŀǘŀ ƳƻŘŜƭǎ ǳǎŜŘ ƛƴ I±5/π²ƛǎŜΦ  

{ŜŜ ǘƘŜ ŀƴǎǿŜǊ ǘƻ ǘƘŜ ǇǊŜǾƛƻǳǎ ǉǳŜǎǝƻƴǎΦ !ǎ ƳŜƴǝƻƴŜŘ ōŜŦƻǊŜΣ Řŀǘŀ ƳƻŘŜƭǎΣ ǎǘŀƴŘŀǊŘǎ ŀƴŘ 

ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀǎǇŜŎǘǎ ǎŜŜƳ ƴƻǘ ǘƻ ōŜ ǿƛǘƘƛƴ ǘƘŜ ƳŀƧƻǊ ŎƻƴŎŜǊƴǎ ƻǊ ƻōƧŜŎǝǾŜǎ ƛƴ ǘƘƛǎ ǇǊƻƧŜŎǘΦ !ǎ 

ƛƴŘƛŎŀǘŜŘ ƛƴ ǘƘŜ CƛƎǳǊŜ ƛƴŎƭǳŘŜŘ ǘƘŜ ŀƴǎǿŜǊ ǘƻ vǳŜǎǝƻƴ мΣ ²t р ŀƴŘ ²tс ŀǊŜ ŘŜǾƻǘŜŘ ǘƻ ǘƘŜ 

ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ǎƛƳǳƭŀǝƻƴ ǘƻƻƭǎ ŦƻǊ wŜƭƛŀōƛƭƛǘȅ ϧ wŜǎƛƭƛŜƴŎŜ ƻǊƛŜƴǘŜŘ ŜȄǇŀƴǎƛƻƴ ǇƭŀƴƴƛƴƎ ŀƴŘ ƻǇŜǊŀǝƻƴ 

ƻŦ ƘȅōǊƛŘ !/κ5/ ǇƻǿŜǊ ǎȅǎǘŜƳǎ ŀƴŘ ǘƻ ǘƘŜ ŀǇǇƭƛŎŀǝƻƴ ƻŦ ǘƘŜ ŘŜǾŜƭƻǇŜŘ ƴŜǘǿƻǊƪ ŜȄǇŀƴǎƛƻƴ ǇƭŀƴƴƛƴƎ 

ƳŜǘƘƻŘƻƭƻƎȅ ǘƻ ǳǎŜ ŎŀǎŜǎΦ Lǘ ƛǎ ǘƘŜƴ ǇƻǎǎƛōƭŜ ǘƘŀǘ ƛƴ ǘƘŜ ŎƻƴǘŜȄǘ ƻŦ ǘƘŜǎŜ ǘǿƻ ²t ŀǎǇŜŎǘǎ ǊŜƭŀǘŜŘ ǿƛǘƘ 

ǘƘŜ ǊŜǉǳƛǊŜŘ Řŀǘŀ ŀƴŘ ƛǘǎ ŀǾŀƛƭŀōƛƭƛǘȅ ŀƴŘ ƳƻŘŜƭƭƛƴƎ ŀǊŜ ŀŘŘǊŜǎǎŜŘΦ IƻǿŜǾŜǊΣ ƛǘ ƘŀǇǇŜƴǎ ǘƘŀǘ I±5/π

²L{9 ǎǘŀǊǘŜŘ ƛƴ hŎǘƻōŜǊ нлнн ŀƴŘ ƛǘǎ ǿŜōǇŀƎŜ ƻƴƭȅ Ŏƻƴǘŀƛƴǎ ŀ ǇǊŜƭƛƳƛƴŀǊȅ 5ŜƭƛǾŜǊŀōƭŜ ŦǊƻƳ ²tр ƻƴ 

ǘƘŜ ǎǇŜŎƛŬŎŀǝƻƴ ƻŦ ǘƘŜ ŎƻƴŎŜǇǘǳŀƭ ŀǊŎƘƛǘŜŎǘǳǊŜ ƻŦ ǘƘŜ wϧw ƻǊƛŜƴǘŜŘ ŜȄǇŀƴǎƛƻƴ ǇƭŀƴƴƛƴƎ ŀƴŘ ƻǇŜǊŀǝƻƴ 

ƳƻŘŜƭΣ ŘŜǎŎǊƛōƛƴƎ ǘƘŜ ŜȄƛǎǝƴƎ ǘƻƻƭǎ ŀƴŘ ŜƴǳƳŜǊŀǝƴƎ ŦƻǊ ŜŀŎƘ ƻŦ ǘƘŜƳ ǘƘŜ ŀŘŘƛǝƻƴŀƭ ŦǳƴŎǝƻƴŀƭ ŀƴŘ 

Řŀǘŀ ƴŜŜŘǎΦ Lƴ ŀƴȅ ŎŀǎŜΣ ǘƘƛǎ ŘŜƭƛǾŜǊŀōƭŜ ŘƻŜǎ ƴƻǘ ƛƴŎƭǳŘŜ ŀƴȅ ƛƴŦƻǊƳŀǝƻƴ ǊŜƎŀǊŘƛƴƎ ŀƴ ƛƴǘŜƎǊŀǘŜŘ 

ǳǇǇŜǊπƭŜǾŜƭ Ǝƭƻōŀƭ ƳƻŘŜƭ ǘƻ ǊŜǇǊŜǎŜƴǘ ƴŜǘǿƻǊƪ ŘŀǘŀΦ hƴ ǘƘŜ ŎƻƴǘǊŀǊȅΣ ǿƘŜƴ ŜƴǳƳŜǊŀǝƴƎ ǘƘŜ ŀǾŀƛƭŀōƭŜ 

ŜȄǇŀƴǎƛƻƴ ǇƭŀƴƴƛƴƎ ŀƴŘ ƻǇŜǊŀǝƻƴ ǘƻƻƭǎ ǘƘŜȅ ŀǊŜ ŀŘŘǊŜǎǎŜŘ ƛƴ ŀ ǊŀǘƘŜǊ ƛƴŘŜǇŜƴŘŜƴǘ ǿŀȅ ŀƴŘ ŦƻǊ ŜŀŎƘ 

ƻŦ ǘƘŜƳ ǘƘŜ ŀŘŘƛǝƻƴŀƭ ŦǳƴŎǝƻƴǎΣ ŜƴƘŀƴŎŜƳŜƴǘǎ ŀƴŘ Řŀǘŀ ŀǊŜ ƳŜƴǝƻƴŜŘΦ ¢Ƙƛǎ ǎǳƎƎŜǎǘǎ ǘƘŀǘ ǘƘŜǎŜ 

ǘƻƻƭǎ Ƴŀȅ ŜǾŜƴǘǳŀƭƭȅ ǳǎŜ ǇǊƻǇǊƛŜǘŀǊȅ ƳƻŘŜƭǎ ŎƻƴŬǊƳƛƴƎ ǘƘŀǘ ǎǘŀƴŘŀǊŘƛȊŀǝƻƴΣ ǇǊƻǘƻŎƻƭǎ ŀƴŘ 

ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ƛǎǎǳŜǎ ŀǊŜ ƴƻǘ ŀ ƳŀƧƻǊ ŎƻƴŎŜǊƴΣ ŀǘ ƭŜŀǎǘ ǳƴǝƭ ǘƘŜ ǇǊŜǎŜƴǘ ǇƘŀǎŜ ƻŦ ǘƘƛǎ ǇǊƻƧŜŎǘΦ 

Lƴ ŦŀŎǘΣ {ŜŎǝƻƴ с ƻŦ 5нΦм ǇǊƻǾƛŘŜǎ ōǊƛŜŦ ŘŜǎŎǊƛǇǝƻƴǎ ƻŦ ǘƘŜ ǇƻǿŜǊ ŦǳƴŎǝƻƴ ǘƻƻƭǎ ǘƻ ƛƴǘŜƎǊŀǘŜ ǘƘŜ 

ǇƭŀǜƻǊƳ ǘƻ ōŜ ŘŜǾŜƭƻǇŜŘΣ ǎŜǾŜǊŀƭ ƻŦ ǘƘŜƳ ōŀǎŜŘ ƻƴ ŀƭǊŜŀŘȅ ŜȄƛǎǝƴƎ ƳƻŘŜƭǎ ŀƴŘ ŎƻƳƳŜǊŎƛŀƭ ǇŀŎƪŀƎŜǎ 

ƛƳǇƭŜƳŜƴǘŜŘ ƛƴ ǘƘŜ 5LƎ{ƛƭŜƴǘ ǇƻǿŜǊ ŦŀŎǘƻǊȅ Ǿƛŀ ǘƘŜ tȅǘƘƻƴ !tLΣ ǘƘŜ t{{κ9 ŎƻƳƳŜǊŎƛŀƭ ǎƛƳǳƭŀǝƻƴ ǘƻƻƭ 

ŀƴŘ 9ǳǊƻ{ǘŀƎκ{ƳŀǊǘCƭƻǿΦ Lƴ ƻǘƘŜǊ ŎŀǎŜǎΣ ǘƘƛǎ ǎŜŎǝƻƴ ƳŜƴǝƻƴǎ ǘƘŀǘ I±5/π²L{9 ǿƛƭƭ ǇǊƻŬǘ ŦǊƻƳ ƳƻŘŜƭǎ 

ǘƘŀǘ ǿŜǊŜ ŘŜǾŜƭƻǇŜŘ ƻǊ ŀǊŜ ǳƴŘŜǊ ŘŜǾŜƭƻǇƳŜƴǘ ƛƴ ƻǘƘŜǊ ǇǊƻƧŜŎǘǎ ŀǎ ƛǘ ƛǎ ǘƘŜ ŎŀǎŜ ƻŦ ǘƘŜ w9{L[L9b¢ 

ƳƻŘŜƭ όƛǘ ǎǘŀƴŘǎ ŦƻǊ wŜŀƭƛǎǝŎ 9ǾŜƴǘ {ƛƳǳƭŀǘƻǊ ŦƻǊ LƴǘŜǊƴŀǝƻƴŀƭ [ƻŎŀǝƻƴπLƴŘŜǇŜƴŘŜƴǘ 9ƴŜǊƎȅ bŜǘǿƻǊƪ 

¢ŜǎǝƴƎΣ ǳƴŘŜǊ ŘŜǾŜƭƻǇƳŜƴǘ ƛƴ ǘƘŜ Iнлнл 9¦ƴƛǾŜǊǎŀƭ ǇǊƻƧŜŎǘύ ŀƴŘ ǘƘŜ ƴŜǘǿƻǊƪ ŜȄǇŀƴǎƛƻƴ ǇƭŀƴƴƛƴƎ ǘƻƻƭ 

ǘƘŀǘ ǿŀǎ ŘŜǾŜƭƻǇŜŘ ƛƴ ǘƘŜ CƭŜȄtƭŀƴ 9ǳǊƻǇŜŀƴ ǇǊƻƧŜŎǘΦ 

IƻǿŜǾŜǊΣ 5нΦм ƛƴŎƭǳŘŜǎ ŀ ƳƛƴƻǊ ǎŜŎǝƻƴ όрΦнύ ƻƴ aƻŘŜƭ {ǘŀƴŘŀǊŘƛȊŀǝƻƴΦ vǳƻǝƴƎ ǘƘŜ ǘŜȄǘ ƛƴ ǘƘƛǎ 

ǎŜŎǝƻƴΣ άǘƻ ōŜ ŀōƭŜ ǘƻ ŎƻƴŘǳŎǘ ŀŘŜǉǳŀǘŜ ƳƻŘŜƭƭƛƴƎ ŦƻǊ wϧw ŀƴŀƭȅǎŜǎΣ ƛǘ ƛǎ ƴŜŎŜǎǎŀǊȅ ǘƘŀǘ ǎǳŶŎƛŜƴǘ 

ƳƻŘŜƭƭƛƴƎ ƻŦ ŜǉǳƛǇƳŜƴǘ ƛǎ ǎǘŀƴŘŀǊŘƛǎŜŘ ƛƴ ŀ ŦƻǊƳŀǘ ǘƘŀǘ ƛǎ ŀƎǊŜŜŀōƭŜ ŀŎǊƻǎǎ ǘƘŜ ƛƴŘǳǎǘǊȅΦ ¢ƘŜ L9/ 
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/Laκ/Da9{ ǎǘŀƴŘŀǊŘǎ ƘŀǾŜ ōŜŜƴ ŎƻƴǾŜǊƎŜŘ ǳǇƻƴ ƛƴ ōƻǘƘ ƛƴŘǳǎǘǊȅ ŀƴŘ ŀŎŀŘŜƳƛŀ ŀǎ ŀ ǎǘŀƴŘŀǊŘ ƳŜŀƴǎ 

ŦƻǊ ŘŜŬƴƛƴƎ ǇƻǿŜǊ ǎȅǎǘŜƳǎ ƳƻŘŜƭǎΦ ²tп ǿƛƭƭ ǳǎŜ ǘƘŜ L9/ /Laκ/Da9{ ŀǎ ƳǳŎƘ ŀǎ ǇƻǎǎƛōƭŜ ŦƻǊ ǉǳŀǎƛ 

ǎǘŜŀŘȅ ǎǘŀǘŜ ŀƴŘ wa{ ƳƻŘŜƭǎ ŎƻƴǎƛŘŜǊƛƴƎ ǘƘŜ ŘƛũŜǊŜƴǘ ƳƻŘŜƭǎ ŀƴŘ ƭƛōǊŀǊƛŜǎ ŀƭǊŜŀŘȅ ƛƴ ŜȄƛǎǘŜƴŎŜ ŀƴŘ 

ǘƘŜ ŦǳǘǳǊŜ ƴŜŜŘǎ ƻŦ ǘƘŜ ǇǊƻƧŜŎǘΦ !ǘ ǘƘŜ ǎŀƳŜ ǝƳŜΣ ²tп ǿƛƭƭ ŜȄǇƭƻǊŜ ǘƘŜ ǇƻǘŜƴǝŀƭ ŜȄǘŜƴǎƛƻƴ ƻŦ ǘƘŜ L9/ 

/Laκ/Da9{ ǎǘŀƴŘŀǊŘǎ ǘƻ ƛƴŎƭǳŘŜ ŘȅƴŀƳƛŎ ǇƘŀǎƻǊ ƳƻŘŜƭǎ ƻǊ 9a¢ ƳƻŘŜƭǎ όƻƉƛƴŜ ŀƴŘ ǊŜŀƭπǝƳŜύΦ LŦ ǘƘŜ 

ŘŜǾŜƭƻǇŜŘ ƳƻŘŜƭǎ Ŏŀƴƴƻǘ ōŜ ŎƻƴǘŀƛƴŜŘ ǿƛǘƘƛƴ ǘƘŜ L9/ /Laκ/Da9{ ǎǘŀƴŘŀǊŘΣ ŀƴ ŀƎǊŜŜŘ ǎǘǊǳŎǘǳǊŜ 

ŀƳƻƴƎ ŀƭƭ ǘƘŜ ǇŀǊǘƴŜǊǎ ǿƛƭƭ ōŜ ǳǎŜŘΦέ 

όvмпύ /ƘŀƭƭŜƴƎŜǎ ŀƴǝŎƛǇŀǘŜŘ ƛƴ ƛƳǇƭŜƳŜƴǝƴƎ I±5/π²ƛǎŜΩǎ ǇǊƻǇƻǎŀƭǎΣ ŀƴŘ Ƙƻǿ Ŏŀƴ ōŜ ƻǾŜǊŎƻƳŜΦ 

¢Ƙƛǎ ŀǎǇŜŎǘ ƛǎ ƴƻǘ ŀŘŘǊŜǎǎŜŘ ƛƴ ǘƘŜ ǇǊƻƧŜŎǘΦ 

¢ƘŜ ŘŜƭƛǾŜǊŀōƭŜǎ ŀǾŀƛƭŀōƭŜ ǎƻ ŦŀǊ ƛŘŜƴǝŦȅ ǎŜǾŜǊŀƭ ŎƘŀƭƭŜƴƎŜǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ƘȅōǊƛŘ 

!/κ5/ ǇƻǿŜǊ ǎȅǎǘŜƳǎ ŜƴǎǳǊƛƴƎ ǘƘŜƛǊ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƛƴ ǾƛŜǿ ƻŦ ŎƻƴƴŜŎǝƴƎ ƛƴŎǊŜŀǎƛƴƎ ǿƛƴŘ 

ŀƴŘ t± ǳƴƛǘǎΦ IƻǿŜǾŜǊΣ ǘƘŜǎŜ ŎƘŀƭƭŜƴƎŜǎ ŀǊŜ ƳƻǊŜ ǊŜƭŀǘŜŘ ǘƻ ǘŜŎƘƴƻƭƻƎƛŎŀƭ ƛǎǎǳŜǎ ŀǎ ǿŜƭƭ ŀǎ ǿƛǘƘ ǘƘŜ 

ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ƳŜǘƘƻŘƻƭƻƎƛŜǎ ǘƻ ǇŜǊŦƻǊƳ ƻǇŜǊŀǝƻƴ ŀƴŘ ŜȄǇŀƴǎƛƻƴ ǇƭŀƴƴƛƴƎ ǎǘǳŘƛŜǎ ǘƻ ƎŜǘ ƳƻǊŜ 

ƛƴǎƛƎƘǘǎ ƻƴ ǘƘŜ ŜǾƻƭǾƛƴƎ ƘȅōǊƛŘ ǇƻǿŜǊ ǎȅǎǘŜƳǎΦ 

 

Figure 41 HVDC-Wise high level conceptual architecture 

¢ƘŜ ƳŜƴǝƻƴŜŘ ǘŜŎƘƴƻƭƻƎƛŎŀƭ ŀŎŎŜƴǘ ƛǎ ŀƭǎƻ ǾŜǊȅ ǿŜƭƭ ƛƭƭǳǎǘǊŀǘŜŘ ƛƴ 5пΦм ƻƴ ǘƘŜ LŘŜƴǝŬŎŀǝƻƴ ƻŦ YŜȅ 

¢ŜŎƘƴƻƭƻƎƛŜǎΣ tƻǘŜƴǝŀƭ .ŜƴŜŬǘǎ ŀƴŘ wŜǎǘǊƛŎǝƻƴǎΦ ¢Ƙƛǎ 5ŜƭƛǾŜǊŀōƭŜ άŘŜǎŎǊƛōŜǎ ōǳƛƭŘƛƴƎ ōƭƻŎƪǎ όŘŜŬƴŜŘ 

ƘŜǊŜ ŀǎ άŀƴ ŜǉǳƛǇƳŜƴǘ ǘƘŀǘ Ŏŀƴ ōŜ ŎƻƴǎƛŘŜǊŜŘ ŘǳǊƛƴƎ ǘƘŜ ǇƭŀƴƴƛƴƎ ǇǊƻŎŜǎǎέύ ŀƴŘ ǇƻǎǎƛōƭŜ ǘŜŎƘƴƻƭƻƎƛŜǎ 

ǘƻ ōǳƛƭŘ ǘƘŜƳΦ Lǘ ŀƭǎƻ ǇǊƻǾƛŘŜǎ ŎƻƴǎƛŘŜǊŀǝƻƴǎ ƻƴ ǘŜŎƘƴƻƭƻƎȅ ǊŜŀŘƛƴŜǎǎ ƭŜǾŜƭǎ ŀƴŘ Ƙƻǿ ǘƘŜǎŜ ōǳƛƭŘƛƴƎ 

ōƭƻŎƪǎ ŀƴŘ ǘŜŎƘƴƻƭƻƎƛŜǎ ŀǊŜ ǊŜƭŀǘŜŘ ǘƻ ŀǊŎƘƛǘŜŎǘǳǊŜǎΣ ǊŜƭƛŀōƛƭƛǘȅΣ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜΦέ ¢ƘŜǊŜŦƻǊŜΣ ǘƘƛǎ 

5ŜƭƛǾŜǊŀōƭŜ ƛƴŎƭǳŘŜǎ ǘƘǊŜŜ Ƴŀƛƴ ŎƘŀǇǘŜǊǎ ŀŘŘǊŜǎǎƛƴƎ .ǳƛƭŘƛƴƎ .ƭƻŎƪǎ ŜƴŀōƭƛƴƎ 5/ ŀǊŎƘƛǘŜŎǘǳǊŜΣ ƴŜǿ 

ōǳƛƭŘƛƴƎ ōƭƻŎƪǎ ŦƻǊ ǘƘŜ !/ ǎȅǎǘŜƳ ǿƛǘƘ ƛƳǇŀŎǘ ƻƴ ǘƘŜ ǎǘǳŘƛŜǎ ƛƴ ǘƘŜ ¦ǎŜ /ŀǎŜǎ ŀƴŘ hǘƘŜǊ ōǳƛƭŘƛƴƎ 

ōƭƻŎƪǎΦ 

/ƻƴǎƛŘŜǊƛƴƎ ǘƘŜǎŜ ōǳƛƭŘƛƴƎ ōƭƻŎƪǎΣ I±5/π²L{9 ŀƛƳǎ ŀǘ ŘŜǾŜƭƻǇƛƴƎ ŀ ǇƭŀǜƻǊƳ ǘƻ ƘŜƭǇ ¢{hǎ ƛƴ 

ǇƭŀƴƴƛƴƎ ǘƘŜ ƻǇŜǊŀǝƻƴ ŀƴŘ ǘƘŜ ŜȄǇŀƴǎƛƻƴ ƻŦ ƘȅōǊƛŘ !/κ5/ ǇƻǿŜǊ ǎȅǎǘŜƳǎ ŀǎ ƛƭƭǳǎǘǊŀǘŜŘ ƛƴ ǘƘŜ ƴŜȄǘ 

ŬƎǳǊŜΦ 

όvмрύ I±5/π²ƛǎŜ Ƙŀǎ ƳŀŘŜ ŘŜǾŜƭƻǇƳŜƴǘǎ ŀŘŘǊŜǎǎƛƴƎ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ 

ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘΦ  
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όvмрƛύ I±5/π²ƛǎŜΩǎ ŎȅōŜǊ ŀƴŘ ǇƘȅǎƛŎŀƭ ŀǎǎŜǘǎκŜƭŜƳŜƴǘǎ ǘƘŀǘ ǘƘŜ ǇǊƻƧŜŎǘ ŀŘŘǊŜǎǎŜǎΣ ǇƻǘŜƴǝŀƭ Ǌƛǎƪǎ 

ƛŘŜƴǝŬŜŘ ƛƴ I±5/π²ƛǎŜ ǘƘŀǘ ŀǊŜ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ƴŀǘǳǊŜ ƻŦ ǘƘŜ ƎǊƛŘΣ ŀƴŘ Ƙƻǿ ǘƘŜ 

ƭŀǧŜǊ ŀǊŜ ƳƛǝƎŀǘŜŘΦ 

I±5/ ²ƛǎŜ ƛǎ ŎƻƴŎŜƴǘǊŀǘŜŘ ƻƴ Ƙƻǿ ǘƘŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ I±5/ ŀǊŎƘƛǘŜŎǘǳǊŜǎ ŀƴŘ ǘŜŎƘƴƻƭƻƎƛŜǎ ǿƛƭƭ ōŜ 

ǳǎŜŘ ǘƻ ƳƻǾŜ ŎǳǊǊŜƴǘ ǇƻǿŜǊ ǎȅǎǘŜƳǎ ǘƻ ƴŜǿ ƘȅōǊƛŘ !/π5/ ǎȅǎǘŜƳǎ ŀƴŘ ƻƴ Ƙƻǿ ǘƘŜǎŜ ƴŜǿ ǎȅǎǘŜƳǎ ŀǊŜ 

ŀōƭŜ ǘƻ ƛƳǇǊƻǾŜ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ όƛƴ ǘƘƛǎ ŎŀǎŜ ŘŜŬƴŜŘ ƛƴ ƭƛƴŜ ǿƛǘƘ ǘƘŜ ŘŜŬƴƛǝƻƴ ǇǊƻǾƛŘŜŘ ōȅ 

ǘƘŜ /LDw9 ²D / пΦпт ŀǎ ǘƘŜ άŀōƛƭƛǘȅ ǘƻ ƭƛƳƛǘ ǘƘŜ ŜȄǘŜƴǘΣ ǎŜǾŜǊƛǘȅΣ ŀƴŘ ŘǳǊŀǝƻƴ ƻŦ ǎȅǎǘŜƳ ŘŜƎǊŀŘŀǝƻƴ 

ŦƻƭƭƻǿƛƴƎ ŀƴ ŜȄǘǊŜƳŜ ŜǾŜƴǘέΦ 

Lƴ ǘƘƛǎ ǎŎƻǇŜ 5нΦм ŘŜǘŀƛƭǎ ǘƘŀǘ ά¢ƘŜ ǇǊƻǾƛǎƛƻƴ ƻŦ ǊŜƭƛŀōƭŜ ŀƴŘ ǊŜǎƛƭƛŜƴǘ ŀŎŎŜǎǎ ǘƻ ŜƭŜŎǘǊƛŎƛǘȅ ōȅ ŜƴŜǊƎȅ 

ǳǎŜǊǎ ƛǎ ŀ ŦǳƴŘŀƳŜƴǘŀƭ ƻōƧŜŎǝǾŜ ƻŦ ŀ ǇƻǿŜǊ ǎȅǎǘŜƳ ŀƴŘ ŀƭƭ ǘƘŜ ǾŀǊƛƻǳǎ ŀŎǘƻǊǎ ƛƴǾƻƭǾŜŘ ƛƴ ƎŜƴŜǊŀǝƻƴΣ 

ǘǊŀƴǎƳƛǎǎƛƻƴΣ ŘƛǎǘǊƛōǳǝƻƴ ŀƴŘ ōŀƭŀƴŎƛƴƎ ǎŜǊǾƛŎŜǎΦ Lǘ ƛǎ ŀũŜŎǘŜŘ ōȅ Ƴŀƴȅ ŀǎǇŜŎǘǎ ƻŦ ǿƘŀǘ ǘƘŜǎŜ ŀŎǘƻǊǎ 

Řƻ ŀƴŘ ƛǎ ŀ ǾŜǊȅ ƭŀǊƎŜ ǎǳōƧŜŎǘΣ ŎƻǾŜǊƛƴƎ ƭƻƎƛǎǝŎǎΣ ŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǿƻǊƪŦƻǊŎŜ ǇƭŀƴƴƛƴƎΣ ŀƴŘ 

ǎǘŀƪŜƘƻƭŘŜǊ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴ ƛƴ ŀŘŘƛǝƻƴ ǘƻ ǘƘŜ ŘŜŬƴƛǝƻƴ ŀƴŘ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ 

ǘŜŎƘƴƛŎŀƭ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ŎƻŘŜǎΣ ŘŜǎƛƎƴ ŘŜŎƛǎƛƻƴǎ ŀƴŘ ǇǊƻŎǳǊŜƳŜƴǘ ŀƴŘ ŎƻƳƳƛǎǎƛƻƴƛƴƎ ŀŎǝƻƴǎΦ I±5/π

²L{9 ǿƛƭƭ ŎƻƴŎŜƴǘǊŀǘŜ ƻƴ ǘŜŎƘƴƛŎŀƭ ŀǎǇŜŎǘǎ ƻŦ wϧw ƛƴ ŦǳǘǳǊŜ ƘȅōǊƛŘ !/κ5/ ǎȅǎǘŜƳǎΣ ŀƴŘ ƻƴ Ƙƻǿ I±5/ 

ŀǊŎƘƛǘŜŎǘǳǊŜǎ ŀƴŘ ǘŜŎƘƴƻƭƻƎƛŜǎ Ŏŀƴ ŜƴƘŀƴŎŜ ƛǘ ŀƴŘ ǊŜŘǳŎŜ ǘƘŜ ƭƛƪŜƭƛƘƻƻŘ ƻŦ ƛƴǘŜǊǊǳǇǝƻƴǎ ǘƻ ǎǳǇǇƭȅ ƻǊ 

ƳŀƪŜ ƛǘ ŜŀǎƛŜǊ ŦƻǊ ǘƘŜ ƛƳǇŀŎǘ ƻŦ ŜǾŜƴǘǎ ŀƴŘ ŘƛǎǘǳǊōŀƴŎŜǎ ǘƻ ōŜ ŎƻƴǘŀƛƴŜŘ ŀƴŘ ŀƴȅ ƛƴǘŜǊǊǳǇǘŜŘ ǎǳǇǇƭȅ 

ǘƻ ōŜ ǊŜǎǘƻǊŜŘΦ ¢ƘǊŜŀǘǎ ǘƻ wϧw ǘƘŀǘ ƳƛƎƘǘ ǊŜǎǳƭǘ ŦǊƻƳ ŎƻƴǝƴƎŜƴŎƛŜǎΣ ƳŀƭŦǳƴŎǝƻƴǎΣ ƻǊ ƛƴǘŜǊŀŎǝƻƴǎ ƛƴ 

ƭŀǊƎŜπǎŎŀƭŜ I±5/ ǎȅǎǘŜƳǎ ǿƛƭƭ ōŜ ŀƴŀƭȅǎŜŘ ǿƛǘƘ ǘƘŜ ŀƛƳ ƻŦ ƛŘŜƴǝŦȅƛƴƎ ŀǇǇǊƻǇǊƛŀǘŜ ŘŜǎƛƎƴ ƻŦ 

ŀǊŎƘƛǘŜŎǘǳǊŜǎΣ ŎƻƴǘǊƻƭǎΣ ŀƴŘ ǇǊƻǘŜŎǝƻƴ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ I±5/ ŘƻŜǎ ƴƻǘ ƛƴǘǊƻŘǳŎŜ ŀƴȅ 

ƴŜǿ ǊƛǎƪǎΦ ¢ƘŜ ƛƴǘǊƻŘǳŎǝƻƴ ƻŦ I±5/ Ǉƭŀƴǘ ƛƴǘƻ ŀ ǇƻǿŜǊ ǎȅǎǘŜƳ ŀŘŘǎ ƴŜǿ ŎƻƳǇƻƴŜƴǘǎ ŀƴŘ ǘȅǇŜǎ ƻŦ 

ŎƻƳǇƻƴŜƴǘ ŀƴŘ ǇƻǎǎƛōƭŜ ƻǳǘŀƎŜ ŜǾŜƴǘǎ ǘƘŀǘ Ƴŀȅ ǊŜǉǳƛǊŜ ǎŜŎǳǊƛǘȅ ǎǘŀƴŘŀǊŘǎ ǘƻ ōŜ ǊŜǾƛǎŜŘ ǘƻ ƛƴŎƭǳŘŜ 

ŀŘŘƛǝƻƴŀƭ ŎƻƴǝƴƎŜƴŎƛŜǎ ŀƴŘ ŀǾƻƛŘŜŘ ŎƻƴǎŜǉǳŜƴŎŜǎ ƛƴ ƻǊŘŜǊ ǘƘŀǘ wϧw ƛǎ ƴƻǘ ŘŜƎǊŀŘŜŘΦ {ƛƳƛƭŀǊƭȅΣ ƎǊƛŘ 

ŎƻŘŜǎ Ƴŀȅ ƴŜŜŘ ǘƻ ōŜ ǊŜǾƛǎŜŘΦ ¢Ƙƛǎ ǿƛƭƭ ōŜ ŀŘŘǊŜǎǎŜŘ ŀǎ ǇŀǊǘ ƻŦ ǘƘŜ I±5/π²L{9 ǿƻǊƪΦ 

Lƴ ƎŜƴŜǊŀƭΣ I±5/ Ǉƭŀƴǘ ŀƴŘ ǎȅǎǘŜƳǎ Ŏŀƴ ŜƴƘŀƴŎŜ wϧw ǊŜƭŀǝǾŜ ǘƻ ǘƻŘŀȅΩǎ ǇƻǿŜǊ ǎȅǎǘŜƳǎ ƛƴ ǘƘŜ 

ŦƻƭƭƻǿƛƴƎ ǿŀȅǎΥ 

¶ By reducing the likelihood of an outage. 

¶ By minimizing the impact of outages through R&R centred design principles and control 

methods. 

¶ Through enhanced response to an event or disturbance. 

¶ Through control of system conditions during a restoration process. 

¢ƘŜ ŬǊǎǘ ƻŦ ǘƘŜ ŀōƻǾŜ ƳƛƎƘǘ Ƴƻǎǘ ƴƻǘŀōƭȅ ōŜ ŀŎƘƛŜǾŜŘ ǳǎƛƴƎ ǳƴŘŜǊƎǊƻǳƴŘ ƻǊ ǎǳōǎŜŀ ŎŀōƭŜǎ ǘƘŀǘ ŀǊŜΣ 

ƛƴ ƎŜƴŜǊŀƭΣ ƭŜǎǎ ǾǳƭƴŜǊŀōƭŜ ǘƻ ǿŜŀǘƘŜǊπǊŜƭŀǘŜŘ ƻǳǘŀƎŜǎ ǘƘŀƴ ƻǾŜǊƘŜŀŘ ƭƛƴŜǎ ŀƭǘƘƻǳƎƘ ǊŜǇŀƛǊ ǝƳŜǎ Ƴŀȅ 

ōŜ ǎƛƎƴƛŬŎŀƴǘƭȅ ƭƻƴƎŜǊΦ Lƴ Ƴŀƴȅ ǳǎŜ ŎŀǎŜǎΣ ǘƘŜ ŘŜǎƛǊŜ ƻǊ ƴŜŜŘΣ ōŜŎŀǳǎŜ ƻŦ ŎƛǊŎǳƳǎǘŀƴŎŜǎ ƻǊ ǇǳōƭƛŎ ƻǊ 

ǇƻƭƛŎȅ ǇǊŜŦŜǊŜƴŎŜΣ ǘƻ ǳǎŜ ŎŀōƭŜǎ ƳŀƪŜǎ ǳǎŜ ƻŦ I±5/ ŀ ƴŜŎŜǎǎƛǘȅΣ ŜΦƎΦ ǘƻ ŀǾƻƛŘ ƛǎǎǳŜǎ ǿƛǘƘ ŜƭŜŎǘǊƛŎŀƭ 

ǇŜǊŦƻǊƳŀƴŎŜ ƻŦ !/ ŎŀōƭŜǎ ƻǊ ǘƻ ƳƛƴƛƳƛǎŜ ƭƻǎǎŜǎΦ 

Lƴ ǊŜƭŀǝƻƴ ǘƻ ǘƘŜ ǎŜŎƻƴŘ ǇƻƛƴǘΣ ǘƘŜ ŜũŜŎǝǾŜƴŜǎǎ ƻŦ I±5/ ƛƴ ŜƴƘŀƴŎƛƴƎ wϧw ŘŜǇŜƴŘǎ ƻƴ Ƙƻǿ I±5/ 

ŜƭŜƳŜƴǘǎ ƻŦ ŀ ŎƻƳōƛƴŜŘΣ ƘȅōǊƛŘ !/κ5/ ǎȅǎǘŜƳ ŀǊŜ ŘŜǎƛƎƴŜŘΣ ŎƻƴŬƎǳǊŜŘ ŀƴŘ ǇǊƻǘŜŎǘŜŘΦ ¢ƻǇƻƭƻƎƛŎŀƭ 

ŀƴŘ ǘŜŎƘƴƻƭƻƎȅ ŘŜǎƛƎƴ ŎƘƻƛŎŜǎ ǿƛƭƭ ƛƴƅǳŜƴŎŜ ǘƘŜ ŜȄǘŜƴǘ ǘƻ ǿƘƛŎƘ ŀŘŜǉǳŀŎȅ Ŏŀƴ ōŜ ƛƳǇǊƻǾŜŘ ǘƘǊƻǳƎƘ 

ǘƘŜ ǎƘŀǊƛƴƎ ƻŦ ŘƛǎǇŀǊŀǘŜ ǊŜǎƻǳǊŎŜǎ ǿƘƛƭŜ ǘƘŜ ŎƘƻǎŜƴ ǇǊƻǘŜŎǝƻƴ ǇƘƛƭƻǎƻǇƘȅ ǿƛƭƭ ƛƴƅǳŜƴŎŜ ǘƘŜ ŜȄǘŜƴǘ ǘƻ 

ǿƘƛŎƘ ƛƴŘƛǾƛŘǳŀƭ Ŧŀǳƭǘǎ ƻƴ ǘƘŜ ǎȅǎǘŜƳ ǇǊƻǇŀƎŀǘŜΦ CƻǊ ŜȄŀƳǇƭŜΣ ǿƛǘƘƻǳǘ 5/ ōǊŜŀƪŜǊǎΣ ŀ Ŧŀǳƭǘ ŀƴȅǿƘŜǊŜ 

ƻƴ ŀ ƳǳƭǝπǘŜǊƳƛƴŀƭ I±5/ ǎȅǎǘŜƳ ǿƻǳƭŘ ƭŜŀŘ ǘƻ ŀ ǊŀǇƛŘ Ŧŀƭƭ ƛƴ ǾƻƭǘŀƎŜ ŀŎǊƻǎǎ ǘƘŜ ŜƴǝǊŜǘȅ ƻŦ ǘƘŀǘ ǎȅǎǘŜƳ 

ŀƴŘ ŀ ƴŜŜŘ ŦƻǊ ŀƭƭ ƻŦ ƛǘ ǘƻ ōŜ ƛǎƻƭŀǘŜŘ ōȅ ǘƘŜ ŀŎǝƻƴ ƻŦ ǇǊƻǘŜŎǝƻƴ ƻƴ ǘƘŜ !/ ǎƛŘŜ ƻŦ ŜŀŎƘ ŎƻƴǾŜǊǘŜǊ 

ǎǘŀǝƻƴΦ ¢ƘǳǎΣ ǿƘƛƭŜ ǘƘŜ ǇǊƻōŀōƛƭƛǘȅ ƻŦ ŀ Ŧŀǳƭǘ ǿƛǘƘƛƴ ŀ ǎȅǎǘŜƳ ǳǎƛƴƎ ǳƴŘŜǊƎǊƻǳƴŘ ŎŀōƭŜǎ ƳƛƎƘǘ ōŜ ƭƻǿŜǊ 
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ǘƘŀƴ ƛŦ ƻǾŜǊƘŜŀŘ ƭƛƴŜǎ ƘŀŘ ōŜŜƴ ǳǎŜŘ ŦƻǊ ǎƛƳƛƭŀǊ ŘƛǎǘŀƴŎŜǎΣ ǘƘŜ ƛƳǇŀŎǘ ƻŦ ŀ Ŧŀǳƭǘ ƳƛƎƘǘ ōŜ ƎǊŜŀǘŜǊΦ ! 

ŦǳǊǘƘŜǊ ǿŀȅ ƛƴ ǿƘƛŎƘΣ ƛƴ ǇǊƛƴŎƛǇƭŜΣ ǘƘŜ ǇǊƻōŀōƛƭƛǘȅ ƻŦ ŀƴ ƻǳǘŀƎŜ Ŏŀƴ ōŜ ǊŜŘǳŎŜŘ ƛǎ ōȅ ōŜǧŜǊ ŎƻƴǘǊƻƭ ƻŦ 

ǇƻǿŜǊ ƅƻǿǎ ŀƴŘ ƭƻŀŘƛƴƎ ŀŎǊƻǎǎ ƳǳƭǝǇƭŜ ŎƛǊŎǳƛǘǎΣ ŀƴŘ ōŜǧŜǊ ŎƻƴǘǊƻƭ ƻŦ ǾƻƭǘŀƎŜΦ ¢ƘŜǎŜ Ŏŀƴ ōƻǘƘ ōŜ 

ŀŎƘƛŜǾŜŘ ƛƴ ŀ ǇǊŜπŘƛǎǘǳǊōŀƴŎŜ ƳŀƴƴŜǊ Ǿƛŀ ǘƘŜ ŎƻƴǘǊƻƭƭŀōƛƭƛǘȅ ƻŦ I±5/Φ 

¢ƘŜ ǘƘƛǊŘ ŀƴŘ ŦƻǳǊǘƘ ƻŦ ǘƘŜ ŀōƻǾŜ ƳŜŀƴǎ ƻŦ ŜƴƘŀƴŎŜƳŜƴǘ ς ǘƘǊƻǳƎƘ ǇƻǎǘπŘƛǎǘǳǊōŀƴŎŜ ǊŜǎǇƻƴǎŜǎ ς 

ǊŜƭŀǘŜ ǘƻ ǘƘŜ ŀōƛƭƛǘȅ ƻŦ I±5/ ǎȅǎǘŜƳǎ ǘƻ ŎƻƴǘǊƛōǳǘŜ ǾƛŀΣ ŦƻǊ ŜȄŀƳǇƭŜΣ ǘƘŜ ŎƻƴǘǊƻƭ ƻŦ ǾƻƭǘŀƎŜǎ ŀƴŘ ǇƻǿŜǊ 

ƅƻǿǎΣ ǘƘŜ ŘŀƳǇƛƴƎ ƻŦ ƻǎŎƛƭƭŀǝƻƴǎ ƻǊ ŀƛŘƛƴƎ ŜƴŜǊƎƛǎŀǝƻƴΦ ¢ƘŜǎŜ ŦŜŀǘǳǊŜǎ ƛƴ ǘǳǊƴ ŘŜǇŜƴŘ ƻƴ Ƙƻǿ 

ŎƻƴǾŜǊǘŜǊ ŎƻƴǘǊƻƭǎ ŀǊŜ ŘŜǎƛƎƴŜŘ ŀƴŘ ƻǇŜǊŀǘŜŘ ŀƴŘ ƻƴ ǘƘŜ ŎǳǊǊŜƴǘ ǊŀǝƴƎ ƻŦ ŎƻƴǾŜǊǘŜǊǎΦέ 

Lƴ ǘƘƛǎ ŎƻƴǘŜȄǘΣ {ŜŎǝƻƴ п ƻŦ 5нΦм ŘŜǎŎǊƛōŜǎ ŘƛũŜǊŜƴǘ 5/ ƴŜǘǿƻǊƪ ǘƻǇƻƭƻƎƛŜǎ ǘƻ ƛƴǘŜǊŎƻƴƴŜŎǘ 

ŘƛũŜǊŜƴǘ ǎŜŎǝƻƴǎ ƻŦ !/ ƎǊƛŘǎ ƻǊ ǘƻ ŎƻƴƴŜŎǘ ƭŀǊƎŜ 5/ ǳƴƛǘǎ ŀƴŘ ŘƛǎŎǳǎǎŜǎ ǘƘŜ ƛƴƅǳŜƴŎŜ ƻŦ ǘƘŜǎŜ 

ǘƻǇƻƭƻƎƛŎŀƭ ŀǎǇŜŎǘǎ ƻƴ ǘƘŜ ǇŜǊŦƻǊƳŀƴŎŜ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ ƴŜǘǿƻǊƪΦ Lǘ ŀƭǎƻ ǇǊŜǎŜƴǘǎ ŀƴ ŜȄǘŜƴǎƛǾŜ 

ǎǳǊǾŜȅ ƻƴ ŜȄƛǎǝƴƎ ŀƴŘ ǇƭŀƴƴŜŘ 5/ ƭƛƴƪǎ ŎƘŀǊŀŎǘŜǊƛȊƛƴƎ ǘƘŜƛǊ ŀǊŎƘƛǘŜŎǘǳǊŜΣ ǾƻƭǘŀƎŜ ǊŀǝƴƎΣ ŎŀǇŀŎƛǘȅ ŀƴŘ 

ƭŜƴƎǘƘ ƻǾŜǊ ǝƳŜ ŀƴŘ ŘƛǎŎǳǎǎƛƴƎ ǘƘŜ ƛƳǇƭƛŎŀǝƻƴǎ ƻƴ wŜƭƛŀōƛƭƛǘȅ ϧ wŜǎƛƭƛŜƴŎŜ ŦǊƻƳ ǘƘŜ ƛŘŜƴǝŬŜŘ ǘǊŜƴŘǎ 

ƻƴ I±5/ ƭƛƴƪǎΦ 

CƛƴŀƭƭȅΣ {ŜŎǝƻƴ оΦоΦмΦо ƻŦ 5нΦм ƻƴ tƘȅǎƛŎŀƭ ŀƴŘ /ȅōŜǊ !ǧŀŎƪǎ ƛƴŘƛŎŀǘŜǎ ǘƘŀǘ ά¢ƘŜ I±5/π²L{9 ǇǊƻƧŜŎǘ 

ǿƛƭƭ ƴƻǘ ŦƻŎǳǎ ƻƴ ǎǇŜŎƛŬŎ ǇƘȅǎƛŎŀƭ ǘƘǊŜŀǘǎ ōǳǘ ǿƛƭƭ ŜȄǇƭƻǊŜ ƳƻǊŜ Ŧǳƭƭȅ ǘƘŜ Ǌƛǎƪǎ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ŎȅōŜǊπ

ŀǧŀŎƪǎέ ŘŜǘŀƛƭƛƴƎ ǘƘŀǘ ǘƘŜ ǇǊƻƧŜŎǘ ǿƛƭƭ ŀŘŘǊŜǎǎ ŎȅōŜǊ ǘƘǊŜŀǘǎ ŦƻǊ I±5/ ŎƻƴǘǊƻƭƭŜǊǎ ŀƴŘ ŦƻǊ I±5/ 

ŎƻƳƳǳƴƛŎŀǝƻƴ ǎǘŀǝƻƴǎΦ 

¢Ƙƛǎ ǇƭŀǜƻǊƳ ǿƛƭƭ ōŜ ŘŜǾŜƭƻǇŜŘ ƛƴ ²tр ŀƴŘ 5рΦм ǇǊƻǾƛŘŜǎ ōǊƛŜŦ ŘŜǎŎǊƛǇǝƻƴǎ ƻŦ ǎŜǾŜǊŀƭ ƻǇŜǊŀǝƻƴ 

ŀƴŘ ŜȄǇŀƴǎƛƻƴ ǇƭŀƴƴƛƴƎ ǘƻƻƭǎ ǘƘŀǘ ŀǊŜ ŀƭǊŜŀŘȅ ƛƴ ǳǎŜ ōȅ ǘƘŜ ƳŜƳōŜǊǎ ƻŦ ǘƘŜ ŎƻƴǎƻǊǝǳƳ ŀǎ ƛƴŘƛŎŀǘŜŘ 

ƛƴ {ŜŎǝƻƴ п ƻŦ 5рΦм {ƻƳŜ ƻŦ ǘƘŜǎŜ ǘƻƻƭǎ ŀǊŜ ŎƻƳƳŜǊŎƛŀƭƭȅ ŀǾŀƛƭŀōƭŜ ŀƴŘ ǉǳƻǝƴƎ 5рΦм άŀƭǘƘƻǳƎƘ ǘƘŜ 

ƳŜǘƘƻŘƻƭƻƎȅ ŀƛƳǎ ǘƻ ōŜ ǘƻƻƭπƛƴŘŜǇŜƴŘŜƴǘΣ ƛǘǎ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ǿƛƭƭ ǊŜƭȅ ƻƴ ǇǊŜπŜȄƛǎǝƴƎ ǘƻƻƭǎ ŦƻǊ ǘƘŜ 

ǉǳŀƴǝŬŎŀǝƻƴ ƻŦ wϧw ƛƴŘƛŎŀǘƻǊǎΣ ǿƘƛŎƘ ǿƛƭƭ ōŜ ǎǳƛǘŀōƭȅ ǳǇƎǊŀŘŜŘ ŦƻǊ ǘƘŜƛǊ ǳǎŜ ŘǳǊƛƴƎ ǘƘŜ ǇǊƻƧŜŎǘΦ aƻǎǘ 

ƻŦ ǘƘŜǎŜ ǘƻƻƭǎ ƘŀǾŜ ōŜŜƴ ǳǎŜŘ ōȅ ǘƘŜ ǇŀǊǘƴŜǊǎ ƛƴ Ǉŀǎǘ ǇǊƻƧŜŎǘǎΤ ƘƻǿŜǾŜǊΣ ΧΣ ǘƘŜȅ Ƴǳǎǘ ōŜ ǳǇƎǊŀŘŜŘ ǘƻ 

ƛƴŎƭǳŘŜ ǘƘŜ ǇǊƻǇƻǎŜŘ I±5/πōŀǎŜŘ ƎǊƛŘ ŀǊŎƘƛǘŜŎǘǳǊŜ ŎƻƴŎŜǇǘǎέΦ ¢ƘŜǎŜ ǘƻƻƭǎ ƛƴŎƭǳŘŜΥ 

¶ OptTEA Soft Grid ς designed to conduct techno-economic analysis and optimization studies 

on DC networks. 

¶ FlexPlan Tool ς to conduct static analysis of AC and DC power grids and its expansion planning 

along an extended horizon. This tool uses a DC based power flow formulation and it was 

originally developed in the FlexPlan project. It is based on a Sequential Monte Carlo simulation 

to select a set of expansion candidates to optimize the social welfare (considering operational 

and investment costs, the environmental impact and system security issues). The HVDC-Wise 

consortium now aims at enhancing to enable its integration in the platform to be developed 

within the project. 

¶ AC-CFM ς aiming at simulating cascading failures in static operation mode to conduct 

resilience analysis. The list of functionalities in Section 4.4.2 of D5.1 indicates that AC-CFM 

ǇŜǊŦƻǊƳǎ άb-k security analysis, where k can be in the order of tens or hundreds of assets, still 

obtaining a feasible power flow solutionέΦ 

¶ D ς CFM ς it is a dynamic cascading failure model that was implemented in DIgSILENT 

tƻǿŜǊCŀŎǘƻǊȅ Ǿƛŀ ǘƘŜ tȅǘƘƻƴ !tLΦ {ŜŎǘƛƻƴ пΦрΦм ƻŦ 5рΦм ƛƴŘƛŎŀǘŜǎ ǘƘŀǘ άƛǘ ŀǳǘƻƳŀǘƛŎŀƭƭȅ 

develops cascading mechanisms, simulates sets of failure scenarios and processes results, and 

has good scalability, such that it can be easily applied to any power system modelέΦ 

¶ HY_ACDC_SIM2 ς it is a PSS/E-oriented tool that models Multi Terminal VSC-HVDC systems 

for power flow and dynamic simulations. 



D2.1 Digitalization challenges and opportunities in the future energy system 

161 

¶ DPsim tool ς aiming at simulating large scale system dynamics based on a dynamic phasor 

modelling. 

¶ Market Grid Tool Chain ς it is a scenario generation and market simulation toolchain that can 

derive power plant dispatches, by considering exchange capacities, load and RES feed-in time 

series. It includes hybrid AC/DC power flow calculations and congestion management to 

identify the redispatch and RES feed-in management to guarantee (N-1) secure grid operation. 

¶ RESILIENT ς it stands for Realistic Event Simulator for International Location-Independent 

Energy Network Testing. RESILIENT is being developed in the H2020 EUniversal project and it 

ƛǎ ŘŜǎŎǊƛōŜŘ ŀǎ άŀ ŦƭŜȄƛōƭŜ ŀƴŘ ƳƻŘǳƭŀǊ ǎƛƳǳƭŀǘƛƻƴ ǘƻƻƭ ŎŀǇŀōƭŜ ƻŦ ǎǇŀǘƛƻ-temporal modelling 

of extreme weather across transmission and distribution networks. This is coupled with 

fragility-based models and multi temporal/multi-spatial OPF models for capturing and 

quantifying the impact of the event on the network using different risk and resilience metricsέΦ 

¶ RELIEF ς it is a tool developed in MATLAB environment for resilience assessment that supports 

both long-term planning and operational planning analyses. As detailed in Section 4.10.1 of 

5рΦм άƛǘ ŀƭƭƻǿǎ ŦƻǊ ǇǊƻōŀōƛƭƛǎǘƛŎ ƳƻŘŜƭƭƛƴƎ ƻŦ ŘƛŦŦŜǊŜƴǘ ǘȅǇŜǎ ƻŦ ǘƘǊŜŀǘǎΣ ǾǳƭƴŜǊŀōƛƭƛǘȅ ƻŦ ƎǊƛŘ 

components to the same threats, as well as various countermeasures used for mitigation 

purposes. Combining threat and vulnerability models allows for the identification of the 

components with the highest failure probabilities, as well as the multiple, dependent, 

contingencies affecting these components. The tool calculates risk and resilience indicators 

and provides useful information, such as indications of the grid portions where interventions 

are needed in long-term planning contexts, or anticipation of critical situations in operational 

planning contextsέΦ 

¶ EUROSTAG/SmartFlow ς it is a dynamic power system simulator (RMS/phasor) developed by 

Tractebel Engineering, capable of considering multi-terminal and meshed HVDC systems. It is 

coupled with the SmartFlow toolbox, comprising AC/DC power flow and Security Constrained 

OPF modules. Eurostag is already used for probabilistic security and resilience assessment, 

with the consideration of dynamic cascading outage phenomena (including the action of 

protection systems). 

CƻǊ ŜŀŎƘ ƻŦ ǘƘŜǎŜ ǘƻƻƭǎΣ 5рΦм ƛŘŜƴǝŬŜǎ ǘƘŜ ŀǎǎƻŎƛŀǘŜŘ ŦǳƴŎǝƻƴŀƭƛǝŜǎΣ ǘƘŜ ǊŜǉǳƛǊŜŘ ŘŀǘŀΣ ǘƘŜ ƻǳǘǇǳǘΣ 

ǘƘŜ ƭƛƳƛǘŀǝƻƴǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ŀƴŀƭȅǎƛǎ ƻŦ !/κ5/ ǎȅǎǘŜƳǎ ŀƴŘ ǘƘŜ ŜƴƘŀƴŎŜƳŜƴǘǎ ŀƴŘ ƳƻŘŜƭ ƴŜŜŘǎ ǘƘŀǘ 

ŀǊŜ ŎƻƴǎƛŘŜǊŜŘ ƴŜŎŜǎǎŀǊȅ ƛƴ ǘŜǊƳǎ ƻŦ ǘƘŜ I±5/π²L{9 ǇǊƻƧŜŎǘΦ Lǘ ŀƭǎƻ ŀŘŘǊŜǎǎŜǎ ƻǇǇƻǊǘǳƴƛǝŜǎ ŦƻǊ ŎǊƻǎǎ 

ǘƻƻƭ ƛƴǘŜƎǊŀǝƻƴ ƎƛǾŜƴ ǘƘŀǘ ǎƻƳŜ ǘƻƻƭǎ ƳŜƴǝƻƴŜŘ ŀōƻǾŜ ŀŘŘǊŜǎǎ ǎƛƳƛƭŀǊ ǇǊƻōƭŜƳǎ ŀƴŘ ǎƘƻǳƭŘ ōŜ 

ŜǾŜƴǘǳŀƭƭȅ ǎǳōƧŜŎǘ ǘƻ ǎƻƳŜ ƛƴǘŜƎǊŀǝƻƴ ŜũƻǊǘ ǘƻ ƻōǘŀƛƴ ƳƻǊŜ ŎƻƳǇƭŜǘŜ ƻǊ ƎŜƴŜǊƛŎ ƳƻŘŜƭǎ όŀǎ ƛǘ ǘƘŜ ŎŀǎŜ 

ƻŦ ǘƘŜ hǇǘ¢9! {ƻƊ DǊƛŘ ŀƴŘ ǘƘŜ CƭŜȄtƭŀƴ ¢ƻƻƭǎ ƻƴ ƻƴŜ ǎƛŘŜΣ ƻǊ ǘƘŜ !/π/Ca ŀƴŘ ǘƘŜ 5π/Ca ƻƴ ǘƘŜ 

ƻǘƘŜǊύΦ 

¢ƘŜ I±5/ ²L{9 ŎƻƴǎƻǊǝǳƳΣ ƛƴŎƭǳŘƛƴƎ ŬǾŜ 9ǳǊƻǇŜŀƴ ¢{hǎ ό!ƳǇǊƛƻƴ DƳōIΣ ¢ŜƴƴŜ¢ ¢{h DƳōIΣ 

9ƴŜǊƎƛƴŜǘΣ {ǘŀǘƴŜǧΣ ŀƴŘ {{9b ¢ǊŀƴǎƳƛǎǎƛƻƴύΣ Ƙŀǎ ƛŘŜƴǝŬŜŘ ǎŜǾŜǊŀƭ ƻƴƎƻƛƴƎ ǇƻǿŜǊ ǎȅǎǘŜƳ ǘǊŜƴŘǎ ǘƘŀǘ 

ǇƻǎŜ ǇƻǘŜƴǝŀƭ ǊƛǎƪǎΦ !ŎŎƻǊŘƛƴƎ ǘƻ 5ŜƭƛǾŜǊŀōƭŜ 5нΦмΣ ǘƘŜǎŜ ƛƴŎƭǳŘŜΥ 

¶ Dominance of Power Electronics: Increased use of power electronics in renewable energy 

sources and HVDC systems, combined with the phase-out of conventional generators, reduces 

system inertia and stability. 

¶ Technology Limitations: HVDC converters lack the beneficial behaviours of synchronous 

generators, and their performance relies heavily on programmable control software. HVDC 

technology also faces challenges in control and fault management. 

¶ Protection and Control: HVDC systems' control and protection systems act quickly, unlike the 

slower synchronous generator systems, raising concerns about testing and approval 
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processes. HVDC converters also have higher fault rates and longer repair times, especially for 

subsea cables. 

¶ System Stability: Synchronous generators inherently stabilize AC systems, while converters 

rely on control systems that have limitations, such as needing additional stored energy and 

current limitation. 

¶ Power Quality: Interactions between HVDC links and other equipment can cause harmonic 

resonances, impacting system capability. Models for assessing these risks are needed. 

¶ Cyber Security: Digitalization increases dependence on software for grid control, raising 

concerns about cyber resilience, including protection against attacks and risks from software 

updates. 

¶ Readiness of Tools and Methods: The project aims to develop new toolkits for assessing 

reliability and resilience, supporting system planning decisions with advanced analysis tools 

and real-time environments. 

B.22 FARCROSS 

όvмύ C!w/wh{{Ωǎ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ ¢ƘŜ C!w/wh{{ ǇǊƻƧŜŎǘ ώмлфϐ ŀƛƳǎ ǘƻ ŀǎǎƛǎǘ 9¦ ǘƻ 

ŀŎƘƛŜǾŜ ƛǘǎ ŜƴŜǊƎȅ Ǝƻŀƭǎ ōȅ ƛƳǇǊƻǾƛƴƎ ŎǊƻǎǎπōƻǊŘŜǊ ŜƭŜŎǘǊƛŎƛǘȅ ƛƴǘŜǊŎƻƴƴŜŎǝƻƴǎΦ ¢Ƙƛǎ 

ǿƛƭƭ ŎǊŜŀǘŜ ŀ ƭŀǊƎŜǊ ƳŀǊƪŜǘΣ ƛƴŎǊŜŀǎŜ ŎƻƳǇŜǝǝƻƴΣ ŜƴƘŀƴŎŜ ǎŜŎǳǊƛǘȅ ƻŦ ǎǳǇǇƭȅΣ ŀƴŘ 

ƛƴǘŜƎǊŀǘŜ ƳƻǊŜ ǊŜƴŜǿŀōƭŜǎΦ C!w/wh{{ ŎƻƴƴŜŎǘǎ ƳŀƧƻǊ ŜƴŜǊƎȅ ǎǘŀƪŜƘƻƭŘŜǊǎ ǘƻ 

ŘŜƳƻƴǎǘǊŀǘŜ ƛƴǘŜƎǊŀǘŜŘ ƘŀǊŘǿŀǊŜ ŀƴŘ ǎƻƊǿŀǊŜ ǎƻƭǳǝƻƴǎΣ ŦŀŎƛƭƛǘŀǝƴƎ ŎǊƻǎǎπōƻǊŘŜǊ 

ŜƭŜŎǘǊƛŎƛǘȅ ƅƻǿǎ ŀƴŘ ǊŜƎƛƻƴŀƭ ŎƻƻǇŜǊŀǝƻƴΦ ¢ƘŜ ǇǊƻƧŜŎǘ ǇǊƻƳƻǘŜǎ ŀŘǾŀƴŎŜŘ ǘŜŎƘƴƻƭƻƎƛŜǎ ǘƻ ƻǇǝƳƛȊŜ 

ǘǊŀƴǎƳƛǎǎƛƻƴ ƎǊƛŘ ŀǎǎŜǘǎΣ ƛƴŎǊŜŀǎŜ ƎǊƛŘ ƻōǎŜǊǾŀōƛƭƛǘȅΣ ŀƴŘ ŜƴǎǳǊŜ ǘƘŜ ǎŀŦŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ǊŜƴŜǿŀōƭŜ 

ŜƴŜǊƎȅ ǎƻǳǊŎŜǎΦ Lǘ ŀƭǎƻ ƛƴŎƭǳŘŜǎ ŀ ǊŜƎƛƻƴŀƭ ŦƻǊŜŎŀǎǝƴƎ ǇƭŀǜƻǊƳ ŦƻǊ ōŜǧŜǊ ǊŜƴŜǿŀōƭŜ ƎŜƴŜǊŀǝƻƴ ŀƴŘ 

ŘŜƳŀƴŘ ǊŜǎǇƻƴǎŜΣ ŀƴŘ ǘƻƻƭǎ ǘƻ ƻǇǝƳƛȊŜ ŎŀǇŀŎƛǘȅ ǊŜǎŜǊǾŜǎ ŀƴŘ ƳŀȄƛƳƛȊŜ ŎǊƻǎǎπōƻǊŘŜǊ ƅƻǿǎΦ 

!ŘŘƛǝƻƴŀƭƭȅΣ ǘƘŜ ǇǊƻƧŜŎǘ ŀŘŘǊŜǎǎŜǎ ƴƻƴπƘŀǊƳƻƴƛȊŜŘ ƴŀǝƻƴŀƭ ǊŜƎǳƭŀǝƻƴǎ ǘƻ ŜƴǎǳǊŜ ǘƘŜ Ŧǳƭƭ ōŜƴŜŬǘǎ ƻŦ 

ǘƘŜ ǘŜŎƘƴƻƭƻƎƛŜǎΦ 

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ /ƻƳǇƭŜǘŜŘ 

όvнύ C!w/wh{{ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ 

ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ 

C!w/wh{{ Ƙŀǎ ŘŜǾŜƭƻǇŜŘ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ 

ƛƳǇǊƻǾŜ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ ¢ƘŜǎŜ ƛƴŎƭǳŘŜ ŀŘǾŀƴŎŜŘ ŦƻǊŜŎŀǎǝƴƎ ǘƻƻƭǎΣ ŎŀǇŀŎƛǘȅ ŀƭƭƻŎŀǝƻƴΣ ŀƴŘ ǊŜǎŜǊǾŜ 

ƻǇǝƳƛȊŀǝƻƴ ǘƻƻƭǎ ŘŜǎƛƎƴŜŘ ǘƻ ƛƴŎǊŜŀǎŜ ŎǊƻǎǎπōƻǊŘŜǊ ƎǊƛŘ ǎŜǊǾƛŎŜǎΦ 

vнƛΥ {ǇŜŎƛŬŎŀǝƻƴ ƻŦ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎΣ ŀƭƻƴƎ ǿƛǘƘ ǘƘŜƛǊ ŘŜŬƴƛǝƻƴǎ ƛƴ ǘŜǊƳǎ ƻŦ ƛƴŦƻǊƳŀǝƻƴ 

ƳƻŘŜƭǎΣ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎΦ 

¢ƘŜ ƛƴǘŜǊŦŀŎŜǎ ŘŜǾŜƭƻǇŜŘ ƛƴ C!w/wh{{ ŀǊŜ ǳǎŜŘ ŦƻǊ ƛƴǘŜƎǊŀǝƴƎ ƘŀǊŘǿŀǊŜ ŀƴŘ ǎƻƊǿŀǊŜ ǎƻƭǳǝƻƴǎ ǘƻ 

ŦŀŎƛƭƛǘŀǘŜ ŎǊƻǎǎπōƻǊŘŜǊ ŜƭŜŎǘǊƛŎƛǘȅ ƅƻǿǎ ŀƴŘ ǊŜƎƛƻƴŀƭ ŎƻƻǇŜǊŀǝƻƴΦ ¢ƘŜǎŜ ƛƴǘŜǊŦŀŎŜǎ ƛƴǾƻƭǾŜ ŀŘǾŀƴŎŜŘ 

ŦƻǊŜŎŀǎǝƴƎ ǇƭŀǜƻǊƳǎΣ ŎŀǇŀŎƛǘȅ ǊŜǎŜǊǾŜǎ ƻǇǝƳƛȊŀǝƻƴ ǘƻƻƭǎΣ ŀƴŘ ǿƛŘŜπŀǊŜŀ ǇǊƻǘŜŎǝƻƴΣ ŀǳǘƻƳŀǝƻƴΣ ŀƴŘ 

ŎƻƴǘǊƻƭ ǎȅǎǘŜƳǎ ό²!at!/ύΦ ¢ƘŜǎŜ ǎȅǎǘŜƳǎ ŀǊŜ ŘŜǎƛƎƴŜŘ ōŀǎŜŘ ƻƴ ǎǇŜŎƛŬŎ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎΣ ǝƳƛƴƎ 

ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎ ǘƻ ŜƴǎǳǊŜ ǊŜŀƭπǝƳŜ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀƴŘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ 

ŀŎǊƻǎǎ ŘƛũŜǊŜƴǘ ǇƭŀǜƻǊƳΦ 

vнƛƛΥ ! ōǊƛŜŦ ŘŜǎŎǊƛǇǝƻƴΣ ƻǊ ƛƭƭǳǎǘǊŀǝƻƴ ƻŦ ŜŀŎƘ ƛƴǘŜǊŦŀŎŜΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜΣ ǊŜŦŜǊŜƴŎƛƴƎ ǘƘŜ {D!a ƳƻŘŜƭΦ 

9ŀŎƘ ƛƴǘŜǊŦŀŎŜ ŀǊŎƘƛǘŜŎǘǳǊŜ ƛƴ ǘƘŜ C!w/wh{{ ǇǊƻƧŜŎǘ ƛǎ ŘŜǎƛƎƴŜŘ ŦƻƭƭƻǿƛƴƎ {D!aΦ CƻǊ ŜȄŀƳǇƭŜΣ ǘƘŜ 

²!at!/ ǎȅǎǘŜƳϥǎ ŀǊŎƘƛǘŜŎǘǳǊŜ ƛƴǘŜƎǊŀǘŜǎ ta¦ Řŀǘŀ ŦƻǊ ōŀŎƪǳǇ ǇǊƻǘŜŎǝƻƴ ŀƴŘ ǳǎŜǎ ǘƘŜ ±·πDhh{9 
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ƳƻŘŜƭ ŦƻǊ ǎŜŎǳǊŜ ŎƻƳƳǳƴƛŎŀǝƻƴΦ 5ŜǘŀƛƭŜŘ ŘŜǎŎǊƛǇǝƻƴǎ ŀƴŘ ŬƎǳǊŜǎ ƻŦ ǘƘŜǎŜ ŀǊŎƘƛǘŜŎǘǳǊŜǎ ŀǊŜ ŀǾŀƛƭŀōƭŜ 

ƛƴ ǘƘŜ ǇǊƻƧŜŎǘΩǎ ǘŜŎƘƴƛŎŀƭ ŘƻŎǳƳŜƴǘŀǝƻƴ ŀƴŘ ŘŜƭƛǾŜǊŀōƭŜǎΦ 

B.23 ENFLATE 

όvмύ 9bC[!¢9Ωǎ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ  ¢ƘŜ 9bC[!¢9 ǇǊƻƧŜŎǘ ώммлϐ ǎǳǇǇƻǊǘǎ ǘƘŜ 

9ǳǊƻǇŜŀƴ /ƻƳƳƛǎǎƛƻƴϥǎ /ƭŜŀƴ 9ƴŜǊƎȅ tŀŎƪŀƎŜ ŀƴŘ Cƛ¢ ŦƻǊ рр ǇƻƭƛŎƛŜǎΣ 

ŀƛƳƛƴƎ ǘƻ ŘŜŎŀǊōƻƴƛȊŜ ǘƘŜ ŜƴŜǊƎȅ ǎȅǎǘŜƳΣ ǇǊƻƳƻǘŜ ǘƘŜ ŜƭŜŎǘǊƛŬŎŀǝƻƴ ƻŦ ƘŜŀǘ ŀƴŘ ǘǊŀƴǎǇƻǊǘΣ ŀƴŘ 

ƛƴǘŜƎǊŀǘŜ ƳƻǊŜ ŎƭŜŀƴΣ ƛƴǘŜǊƳƛǧŜƴǘ ƎŜƴŜǊŀǝƻƴΦ Lǘǎ ƻōƧŜŎǝǾŜǎ ŀǊŜ ǘƻ ƛƴŎǊŜŀǎŜ ǘƘŜ ǎƘŀǊŜŘ ǳǎŜ ŀƴŘ 

ǇŜƴŜǘǊŀǝƻƴ ƻŦ ǊŜƴŜǿŀōƭŜ ŜƴŜǊƎȅ ǎƻǳǊŎŜǎΣ ǊŜŘǳŎŜ ƴŜǘǿƻǊƪ ƻǇŜǊŀǝƻƴŀƭ Ŏƻǎǘǎ ǿƘƛƭŜ ōƻƻǎǝƴƎ ŬƴŀƴŎƛŀƭ 

ƎŀƛƴǎΣ ŀƴŘ ƛƳǇƭŜƳŜƴǘ ŜũŜŎǝǾŜ ǇƻǿŜǊ ŜȄŎƘŀƴƎŜ ŎƻƴǘǊƻƭ ŀŎǊƻǎǎ ǊŜƎƛƻƴŀƭΣ ƴŀǝƻƴŀƭΣ ŀƴŘ 9¦ ƭŜǾŜƭǎΦ ¢ƘŜ 

ǇǊƻƧŜŎǘ ŀƭǎƻ ŦƻŎǳǎŜǎ ƻƴ ƛƳǇǊƻǾƛƴƎ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƳƻƴƎ ŘƛǎǘǊƛōǳǘŜŘ ŜƴŜǊƎȅ ǎƻǳǊŎŜǎΣ ǎǘǊŜƴƎǘƘŜƴƛƴƎ 

ƴŜǿ ƳǳƭǝπǎŜŎǘƻǊŀƭ ōǳǎƛƴŜǎǎ ƳƻŘŜƭǎΣ ŀƴŘ ŜƴŎƻǳǊŀƎƛƴƎ ŎƻƴǎǳƳŜǊ ŀƴŘ ǇǊƻǎǳƳŜǊ ǇŀǊǝŎƛǇŀǝƻƴ ƛƴ Ŏƻǎǘπ

ŜũŜŎǝǾŜ ǇƻǿŜǊ ǘǊŀŘƛƴƎΦ  

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ hƴƎƻƛƴƎ 

όvнύ 9bC[!¢9 ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ 

ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ 

¢ƘŜ ǇǊƻƧŜŎǘ ƛǎ ŘŜƳƻƴǎǘǊŀǝƴƎ ƅŜȄƛōƛƭƛǘȅ ƳŀƴŀƎŜƳŜƴǘ ǎƻƭǳǝƻƴǎ ǘƘŀǘ ǾŀƭƻǊƛǎŜ ŎǊƻǎǎ ǎŜŎǘƻǊ ƅŜȄƛōƛƭƛǘȅ 

ǊŜǎƻǳǊŎŜǎ ƻŦ ŜƴŘπŎƻƴǎǳƳŜǊǎ ŦƻǊ ǇǊƻǾƛŘƛƴƎ ŜƴŜǊƎȅ ŀƴŘ ƴƻƴπŜƴŜǊƎȅ ǎŜǊǾƛŎŜǎΦ ¢ƘŜ ŘŜǾŜƭƻǇŜŘ ƅŜȄƛōƛƭƛǘȅ 

ǇƭŀǜƻǊƳǎ ǿƛƭƭ ǊŜƭŀǘŜ ǘƻ ǘƘŜ ŎŜƴǘǊŀƭ L¢ ǇƭŀǜƻǊƳΦ ¢ƘŜ ǎƻƊǿŀǊŜ ǎŜǊǾƛŎŜǎ ŎƻƴǎǝǘǳǝƴƎ ǘƘŜ 9bC[!¢9 tƭŀǜƻǊƳ 

5ŀǘŀ aŀƴŀƎŜƳŜƴǘ [ŀȅŜǊΣ ƛƴŎƭǳŘƛƴƎ ǘƘŜ Řŀǘŀ ƳŀƴŀƎŜƳŜƴǘ ōǳǎ ǿƛƭƭ ōŜ ŘŜǾŜƭƻǇŜŘΦ CǳǊǘƘŜǊƳƻǊŜΣ ǘƘŜ 

ƴŜŎŜǎǎŀǊȅ ƳŜŀǎǳǊŜǎ ŦƻǊ ǘƘŜ ǊŜǎƻƭǳǝƻƴ ƻŦ ǘƘŜ ǎŜǾŜǊŀƭ Řŀǘŀ ƘŀƴŘƭƛƴƎΣ ǇǊƛǾŀŎȅ ŀƴŘ ǎŜŎǳǊƛǘȅ ƛǎǎǳŜǎ ǿƛƭƭ ōŜ 

ƛŘŜƴǝŬŜŘ ŀƴŘ ƛƳǇƭŜƳŜƴǘŜŘ ƛƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ƳƻƴǘƘǎ ƻŦ ǘƘŜ ǇǊƻƧŜŎǘΦ 

όvоύ 9bC[!¢9Ωǎ ƪŜȅ ŬƴŘƛƴƎǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ƛƴǘŜǊŦŀŎŜǎ ǘƻ ƛƳǇǊƻǾŜ 

ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ όǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ 

ƳŀǊƪŜǘǎύΦ 

¢ƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ŀƴŘ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ƛƴǘŜǊŦŀŎŜǎ Ƙŀǎ ƴƻǘ ȅŜǘ ǘŀƪŜƴ ǇƭŀŎŜΦ ¢ƘŜ 

ƛƴǘŜƴǝƻƴ ƛǎ ǘƻ ŘŜǇƭƻȅ ƅŜȄƛōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƘŀǘ ŎƻƻǊŘƛƴŀǘŜ ƘŜŀǝƴƎ ǎŜǊǾƛŎŜǎ ǿƛǘƘ ƅŜȄƛōƛƭƛǘȅ ǇǊƻǾƛǎƛƻƴ ǘƻ 

ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ ǎȅǎǘŜƳ ŀǘ 5{h ƭŜǾŜƭΣ tнt ŜȄŎƘŀƴƎŜ ƻŦ ƅŜȄƛōƛƭƛǘȅ ŀƳƻƴƎ ŎƻƴǎǳƳŜǊǎ ǘƻ ǘƘŜ ¢{h ŀƴŘ 5{h 

ƭŜǾŜƭΣ Ƴƻōƛƭƛǘȅ ǎŜǊǾƛŎŜǎ ǿƛǘƘ ŜƴŜǊƎȅ ƳŀƴŀƎŜƳŜƴǘ ŀƴŘ ŎƘŀǊƎƛƴƎ ǇŀǧŜǊƴǎΣ ƘŜŀƭǘƘ ǎŜǊǾƛŎŜǎ ǿƛǘƘ ŜƴŜǊƎȅ 

ŎƻƴǎǳƳǇǝƻƴ ƳƻƴƛǘƻǊƛƴƎΦ 

B.24 int:net 

όvмύ ƛƴǘΥƴŜǘ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ  ¢ƘŜ ƛƴǘΥƴŜǘ ǇǊƻƧŜŎǘ ώмммϐ ŜǎǘŀōƭƛǎƘŜǎ ǘƘŜ 

LƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ bŜǘǿƻǊƪ ŦƻǊ ǘƘŜ 9ƴŜǊƎȅ ¢ǊŀƴǎƛǝƻƴΣ ŀƴ ƻǇŜƴΣ ŎǊƻǎǎπŘƻƳŀƛƴ 

ŎƻƳƳǳƴƛǘȅ ǘƘŀǘ ōǊƛƴƎǎ ǘƻƎŜǘƘŜǊ ŀƭƭ ǎǘŀƪŜƘƻƭŘŜǊǎ ƛƴ ǘƘŜ 9ǳǊƻǇŜŀƴ ŜƴŜǊƎȅ ǎŜŎǘƻǊ 

ǘƻ ŘŜǾŜƭƻǇΣ ǘŜǎǘΣ ŀƴŘ ŘŜǇƭƻȅ ƛƴǘŜǊƻǇŜǊŀōƭŜ ŜƴŜǊƎȅ ǎŜǊǾƛŎŜǎΦ ¢Ƙƛǎ ƴŜǘǿƻǊƪ ƛǎ ŘŜǎƛƎƴŜŘ ǘƻ ŎƻƴǝƴǳŜ 

ōŜȅƻƴŘ ǘƘŜ ǇǊƻƧŜŎǘϥǎ ƭƛŦŜǝƳŜΣ ǎǳǇǇƻǊǘŜŘ ōȅ ŀ ŎƻƳǇǊŜƘŜƴǎƛǾŜΣ C!Lw ƪƴƻǿƭŜŘƎŜ ǇƭŀǜƻǊƳ ŀƴŘ ŀ ǎŜǊƛŜǎ ƻŦ 

ŜƴƎŀƎƛƴƎ ŜǾŜƴǘǎΦ !ǎ ŀ /ƻƻǊŘƛƴŀǝƴƎ ŀƴŘ {ǳǇǇƻǊǘ !ŎǝƻƴΣ ƛƴǘΥƴŜǘ ŀŘŘǊŜǎǎŜǎ ǎǇŜŎƛŬŎ IƻǊƛȊƻƴ ǘƻǇƛŎ 

ǊŜǉǳƛǊŜƳŜƴǘǎ ōȅ ŦŀŎƛƭƛǘŀǝƴƎ ŎƻƻǊŘƛƴŀǝƻƴ ŀƴŘ ŀƭƛƎƴƳŜƴǘ ƻŦ ǇǊƻƧŜŎǘǎΣ ǎǳǇǇƻǊǝƴƎ ƛƴǘŜǊŀŎǝƻƴ ōŜǘǿŜŜƴ 

9ǳǊƻǇŜŀƴ ŀƴŘ ƴŀǝƻƴŀƭ ƛƴƛǝŀǝǾŜǎΣ ŀƴŘ ƳŀƛƴǘŀƛƴƛƴƎ ŜȄǇŜǊǝǎŜ ƛƴ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǊŜƭŀǘŜŘ ǘƻ ǘƘŜ ŜƴŜǊƎȅ 

ǘǊŀƴǎƛǝƻƴΦ ¢ƘŜ ǇǊƻƧŜŎǘ ŦƻŎǳǎŜǎ ƻƴ L¢κL/¢ ŘŜǾŜƭƻǇƳŜƴǘΣ ǎǘŀƴŘŀǊŘ ŜǾƻƭǳǝƻƴΣ ǾƛǊǘǳŀƭƛȊŀǝƻƴΣ ŘƛƎƛǘŀƭ ǘǿƛƴǎΣ 

Řŀǘŀ ǎǇŀŎŜǎΣ ŀƴŘ ƛƴŘǳǎǘǊƛŀƭ ŜũƻǊǘǎ ǘƻǿŀǊŘǎ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΣ ƛƴŎƭǳŘƛƴƎ ƻƴǘƻƭƻƎƛŜǎ ŀƴŘ ŎƻǊŜ ƳƻŘŜƭǎΦ 

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ hƴƎƻƛƴƎ 
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όvнύ ƛƴǘΥƴŜǘ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ ōǳǎƛƴŜǎǎ 

ǇǊƻŎŜǎǎŜǎΦ 

¢ƘŜ ǇǊƻƧŜŎǘ ƛǎ ƴƻǘ ŘŜǾŜƭƻǇƛƴƎ ƴŜǿ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀǎ ƴŜǿ 

ǇǊƻŘǳŎǘǎκǘŜŎƘƴƻƭƻƎƛŜǎΣ ƛǘ ƛǎ Ƴŀƛƴƭȅ ŀŘŘǊŜǎǎƛƴƎ ŜȄƛǎǝƴƎ ŀŎǝƻƴǎ ŀƴŘ ƭƛƴƪǎ ǘƘŜƳ ǘƻƎŜǘƘŜǊΦ !ǎ ƳŜƴǝƻƴŜŘΣ 

ά¢ƘŜ ƛƴǘΥƴŜǘ ŎƻƴǎƻǊǝǳƳ ǎǘǊƛǾŜǎ ǘƻ ǇǊƻƳƻǘŜ ƘƻƭƛǎǝŎ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ƛƴ ŀ ŦǳǘǳǊŜ ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ ²ƘƛƭŜ ƛǘ 

ǊŜƭƛŜǎ ƻƴ ŜȄƛǎǝƴƎ ƳŜŀƴǎ ŀƴŘ ƳŜǘƘƻŘǎ ǘƻ ŘŜǎŎǊƛōŜΣ ŦƻǎǘŜǊ ŀƴŘ ǾŀƭƛŘŀǘŜ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΣ ƛǘ ǘǊƛŜǎ ǘƻ ŎƭƻǎŜ 

ƎŀǇǎ ŀƴŘ ǘƻ ƳŀƪŜ ǘƘŜ ǘƻǇƛŎ ƳƻǊŜ ǘŀƴƎƛōƭŜ ŦƻǊ ŀ ōǊƻŀŘ ǊŀƴƎŜ ƻŦ ǎǘŀƪŜƘƻƭŘŜǊǎΦ bƻǘ ǘƘŜ ƭŜŀǎǘΣ ƛƴǘΥƴŜǘ Ƙŀǎ 

ƛŘŜƴǝŬŜŘ ƎŀǇǎ ƛƴ ŎƻƭƭŀōƻǊŀǝƻƴ ƛƴ ǘƘŜ ŬŜƭŘ ƻŦ ƎƻǾŜǊƴŀƴŎŜ ŀǎ ǿŜƭƭ ŀǎ ƛƴ ƘƻƭƛǎǝŎ ŘŜǎŎǊƛǇǝƻƴǎ ƻŦ ǎȅǎǘŜƳǎΦ 

¢ƻ ǘƘŀǘ ŜƴŘΣ ƛƴǘΥƴŜǘ Ƙŀǎ ǎŜǘ ƻǳǘ ǘƻ ŀŘŘ ƴŜǿ ǾƛŜǿǎ ŀƴŘ ƳŜǘƘƻŘǎ ǘƻ ŎƭƻǎŜ ǎǳŎƘ ƎŀǇǎΦέ 

όvоύ ƛƴǘΥƴŜǘ ƪŜȅ ŬƴŘƛƴƎǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ƛƴǘŜǊŦŀŎŜǎ ǘƻ ƛƳǇǊƻǾŜ 

ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ όǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ 

ƳŀǊƪŜǘǎύΦ 

 

Figure 42 SGAM plus the 6th layer 

¢ƘŜ ƛƴǘΦƴŜǘ ǇǊƻƧŜŎǘǎ ǇǊƻǇƻǎŜ ŀ ƴŜǿ ƭŀȅŜǊ ŦƻǊ ǘƘŜ {D!a ŦǊŀƳŜǿƻǊƪΣ ά¢ƘŜ ŦǳǘǳǊŜ ŜƴŜǊƎȅ ǎȅǎǘŜƳ ǿƛƭƭ 

ōŜ ǿŀȅ ƳƻǊŜ ŎƻƳǇƭŜȄΦ 5ƛǎǘǊƛōǳǘŜŘ ǎȅǎǘŜƳǎ ŜȄǇƭƻŘŜ ƴƻǘ ƻƴƭȅ ǘƘŜ ƴǳƳōŜǊ ƻŦ ƛƴǎǘŀƭƭŀǝƻƴǎ ōǳǘ ŀƭǎƻ ǘƘŜ 

ƴǳƳōŜǊ ƻŦ ƛƴǾƻƭǾŜŘ ǎǘŀƪŜƘƻƭŘŜǊǎΦ .ǳǘ ƴƻǘ ƻƴƭȅ ŘƻŜǎ ǘƘŜ ƴǳƳōŜǊ ƻŦ ǇŀǊǝŎƛǇŀƴǘǎ ƛƴ ǘƘŜ ǎȅǎǘŜƳ ƎǊƻǿΣ 

ǘƘŜ ƴǳƳōŜǊ ƻŦ ƛƴǘŜǊŦŀŎŜǎΣ ŘŜǇŜƴŘŜƴŎƛŜǎΣ ŀƴŘ ǇƻǘŜƴǝŀƭ ƛƴŎƻƴǎƛǎǘŜƴŎƛŜǎ ŜȄǇƭƻŘŜǎ ŀǎ ǿŜƭƭΦ tƻƭƛǝŎŀƭ ŀƴŘ 

ǊŜƎǳƭŀǘƻǊȅΣ ǎǘŀƴŘŀǊŘƛȊŀǝƻƴΣ ǾŀƭƛŘŀǝƻƴ ŀƴŘ ƛƴǾƻƭǾŜƳŜƴǘ ŦǊŀƳŜǿƻǊƪǎ ƴŜŜŘ ǘƻ ŎƻǇŜ ǿƛǘƘ ǘƘŀǘ ǎƛǘǳŀǝƻƴΦ 

Lƴ ǎǳŎƘ ŀ ƎƻǾŜǊƴŀƴŎŜ ŦǊŀƳŜǿƻǊƪΣ ƛƴǎǝǘǳǝƻƴǎ ƴŜŜŘ ǘƻ ŀƎǊŜŜ ǿƘƛŎƘ ǎǘŀƴŘŀǊŘǎ ǎƘŀƭƭ ōŜ ƳŀƴŘŀǘƻǊȅ ǘƻ 

Ŧƻƭƭƻǿ ƛƴ ǎǇŜŎƛŬŎ ŎŀǎŜǎΦ ¢ƘŜȅ ƴŜŜŘ ǘƻ ŀƎǊŜŜ ƻƴ ŀ ƭŜǾŜƭ ƻŦ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǘƘŀǘ ǎƘŀƭƭ ōŜ ƳŀƴŘŀǘƻǊȅ ŦƻǊ 

ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƛƴ ǘƘŜƛǊ ŎƻǳƴǘǊȅ ƻǊ ōǳǎƛƴŜǎǎ ŘƻƳŀƛƴΦ hǿƴŜǊǎ ƻŦ ŦǳƴŘƛƴƎ ǇǊƻƎǊŀƳǎ ǿƻǳƭŘ ƴŜŜŘ ǘƻ 

ŀƎǊŜŜ ƻƴ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇǊŜǊŜǉǳƛǎƛǘŜǎ ŦƻǊ ǇǊƻƧŜŎǘǎ ǘƻ ōŜ ŦǳƴŘŜŘΦ ¢ƘŜ рǘƘ ƭŀȅŜǊ ƻŦ {D!a όōǳǎƛƴŜǎǎ 

ƭŀȅŜǊύ ŎƻǾŜǊǎ ǎƻƳŜ ƻŦ ǘƘŜǎŜ ŀǎǇŜŎǘǎ ǿƛǘƘ ǊŜǎǇŜŎǘ ǘƻ ǘƘŜ ŦŜŀǎƛōƛƭƛǘȅ ƻŦ ōǳǎƛƴŜǎǎ ŎŀǎŜǎ ŦƻǊ ǎƻƭǳǝƻƴǎ 

ŘŜǎŎǊƛōŜŘ ƻƴ {D!a ƭŀȅŜǊǎ м ς пΦ IƻǿŜǾŜǊΣ ǘƘƛǎ ƭŀȅŜǊ ƛǎ ƳǳŎƘ ƻǊƛŜƴǘŜŘ ǘƻ ōǳǎƛƴŜǎǎ ŎŀǎŜǎ ŀƴŘ Ŏŀƴƴƻǘ 

ŎƻǾŜǊ ǇƻƭƛǝŎŀƭ ƻǊ ǊŜƎǳƭŀǘƻǊȅ ŀƴŘ ƴƻǘ ŀǘ ŀƭƭ ǎƻŎƛŜǘŀƭ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ƛƴ ōǊƻŀŘ ǎȅǎǘŜƳǎΦ ¢ƘŜǊŜŦƻǊŜΣ ǘƘŜ 

ǇǊƻǇƻǎŀƭ ƻŦ ƛƴǘΥƴŜǘ ƛǎ ǘƘŜ ŀŘŘƛǝƻƴ ŀƴŘ ŘŜŬƴƛǝƻƴ ƻŦ ŀƴƻǘƘŜǊ {D!a ƭŀȅŜǊΦ ²ƘŜƴ ǘŀƭƪƛƴƎ ŀōƻǳǘ ǎǳŎƘ ŀ 
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άсǘƘ ƭŀȅŜǊέ όǎŜŜ CƛƎΦ п {D!a ǇƭǳǎύΣ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ƻŦ ŀ ōǊƻŀŘ ǊŀƴƎŜ ƻŦ ǎǘŀƪŜƘƻƭŘŜǊ ƎǊƻǳǇǎ ƴŜŜŘǎ ǘƻ ōŜ 

ŀŘŘǊŜǎǎŜŘΣ ŀƳƻƴƎǎǘ ǘƘƻǎŜΦ 

όvпύ ƛƴǘΥƴŜǘ ŎƻƴǘǊƛōǳǝƻƴ ǘƻǿŀǊŘǎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƴŘ Řŀǘŀπ

ǎƘŀǊƛƴƎ ŦǊŀƳŜǿƻǊƪǎΦ 

¢ƘŜ ǇǊƻƧŜŎǘ ƳŜƴǝƻƴǎ ǘƘŀǘ ǘŀǊƎŜǘǎ ǘƻ ǇǊƻƳƻǘŜ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀƴŘ ŘŜǾŜƭƻǇ ŀƴ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ 

ƳŀǘǳǊƛǘȅ ƳƻŘŜƭΥ 

¢ƘŜ ǇǊƻƧŜŎǘ Ƙŀǎ ǎŜǾŜǊŀƭ ƻōƧŜŎǝǾŜǎΣ ǎǘŀǊǝƴƎ ǿƛǘƘ ǘƘŜ ŎǊŜŀǝƻƴ ƻŦ ŀ ŎƻƳƳƻƴ ƪƴƻǿƭŜŘƎŜ ōŀǎŜ ŀƴŘ 

ōŜǎǘ ǇǊŀŎǝŎŜǎ ǊŜǇƻǎƛǘƻǊȅ ōŀǎŜŘ ƻƴ C!Lw ǇǊƛƴŎƛǇƭŜǎΦ ¢Ƙƛǎ ǿƛƭƭ ǇǊƻƳƻǘŜ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ƻŦ ŜƴŜǊƎȅπǊŜƭŀǘŜŘ 

ǎŜǊǾƛŎŜǎΣ ŘŀǘŀΣ ŀƴŘ ǇƭŀǜƻǊƳǎΦ ! ǎŜŎƻƴŘ ƻōƧŜŎǝǾŜ ƛǎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ŀƴ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀǎǎŜǎǎƳŜƴǘ 

ƳŜǘƘƻŘƻƭƻƎȅ ŀƴŘ ǘƘŜ LƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ aŀǘǳǊƛǘȅ aƻŘŜƭ όLaaύΣ ǎǇŜŎƛŬŎŀƭƭȅ ǘŀƛƭƻǊŜŘ ǘƻ 9ǳǊƻǇŜŀƴ ŜƴŜǊƎȅ 

ǎŜǊǾƛŎŜǎΦ ¢ƘŜ ǇǊƻƧŜŎǘ ŀƭǎƻ ǎŜŜƪǎ ǘƻ ƘŀǊƳƻƴƛȊŜ ǘŜǎǝƴƎ ǇǊƻŎŜŘǳǊŜǎ ŀƴŘ ŜǎǘŀōƭƛǎƘ ŀ ŘƛǎǘǊƛōǳǘŜŘ ƴŜǘǿƻǊƪ 

ƻŦ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǘŜǎǝƴƎ ƭŀōƻǊŀǘƻǊƛŜǎΦ CƛƴŀƭƭȅΣ ƛƴǘΥƴŜǘ ŀƛƳǎ ǘƻ ŦƻǎǘŜǊ ŎƻƻǊŘƛƴŀǝƻƴ ŀƴŘ ǎǳǇǇƻǊǘ ŀƳƻƴƎ 

ƭŜƎŀƭ ŀƴŘ ǊŜƎǳƭŀǘƻǊȅ ŜƴǝǝŜǎΣ ǇǊƻƳƻǘŜ ǘƘŜ ŀŘƻǇǝƻƴ ƻŦ ƛƴǘŜǊƻǇŜǊŀōƭŜ ŜƴŜǊƎȅ ǎŜǊǾƛŎŜǎΣ Řŀǘŀ ǎǇŀŎŜǎΣ ŀƴŘ 

ŘƛƎƛǘŀƭ ǘǿƛƴǎΣ ŀƴŘ ŎƻƭƭŀōƻǊŀǘŜ ǿƛǘƘ ŜȄǘŜǊƴŀƭ ƛƴƛǝŀǝǾŜǎ ǎǳŎƘ ŀǎΣ ŦƻǊ ŜȄŀƳǇƭŜ Dŀƛŀπ· ŀƴŘ 5{{/Σ .wL5D9 

ŀƴŘ 9¢Lt {b9¢Φ 

¢ƘŜ ǇǊƻƧŜŎǘ ŘŜǾŜƭƻǇŜŘ ŀƴ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ƳƻŘŜƭ ŀƴŘ ǇǊƻǾƛŘŜŘ ŀ DƛǘIǳō ώммнϐ ǿƛǘƘ ǘƘŜ ǊŜƭŀǘŜŘ 

ƛƴŦƻǊƳŀǝƻƴ ƛΦŜΦ ά±ƛŀ ǘƘƛǎ ƭƛƴƪ ȅƻǳ Ŏŀƴ ŘƻǿƴƭƻŀŘ ǘƘŜ ŀǊǝŦŀŎǘǎ ǘƘŀǘ ƛƴǘΥƴŜǘ ǇǊƻŘǳŎŜŘΣ ŦƻǊ ŜȄŀƳǇƭŜ ǘƘŜ 

ǘŜǊƳƛƴƻƭƻƎȅ ŀƴŘ ŘŜŬƴƛǝƻƴǎ ǳǎŜŘ ŦƻǊ ǘƘŜ ƛƴǘΥƴŜǘ LƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ aƻŘŜƭ ό9aLb9b¢ύΦέ 

όvрύ ƛƴǘΥƴŜǘ ŘŜŬƴƛǝƻƴ ƻŦ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ώммоϐΦ 

¢ƘŜ ǇǊƻƧŜŎǘ ƛǎ ŎƻƭƭŜŎǝƴƎ ŜȄƛǎǝƴƎ ŀǇǇǊƻŀŎƘŜǎ ƛƴ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ŀƴŘ ŘŜǾŜƭƻǇŜŘ ŀ 

.ƭǳŜǇǊƛƴǘ ƻŦ /ƻƳƳƻƴ 9ǳǊƻǇŜŀƴ 9ƴŜǊƎȅ 5ŀǘŀ {ǇŀŎŜǎΣ ǇǊŜǎŜƴǝƴƎ ŘŜǘŀƛƭŜŘ ŜƴŜǊƎȅ ǳǎŜ ŎŀǎŜǎ ƛΦŜΦ ά¢ƘŜ 

ǎǳŎŎŜǎǎ ƻŦ ǘƘŜǎŜ ǳǎŜ ŎŀǎŜǎ ƛǎ ƛƴǘǊƛŎŀǘŜƭȅ ǝŜŘ ǘƻ ǘƘŜ ǿƛŘŜǎǇǊŜŀŘ ŀŘƻǇǝƻƴ ƻŦ ŜƴŜǊƎȅ Řŀǘŀ ǎǇŀŎŜǎΣ 

ƴŜŎŜǎǎƛǘŀǝƴƎ ŀ ŘŜǘŀƛƭŜŘ ŜȄŀƳƛƴŀǝƻƴ ƻŦ Řŀǘŀ ŜȄŎƘŀƴƎŜ ƳŜŎƘŀƴƛǎƳǎΣ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ǘƘŜ ƛƴǾƻƭǾŜŘ 

ŀŎǘƻǊǎΦ 

/ƻƴǎŜǉǳŜƴǘƭȅΣ ǘƻ ƛƳǇƭŜƳŜƴǘ ǘƘŜ ǇǊŜǎŜƴǘŜŘ ǳǎŜ ŎŀǎŜǎΣ ŀƴ ŀǊŎƘƛǘŜŎǘǳǊŜ ŦƻǊ ǘƘŜ /995{ ƛǎ ǇǊƻǇƻǎŜŘΦ 

¢Ƙƛǎ ŀǊŎƘƛǘŜŎǘǳǊŜ ŜƴǾƛǎƛƻƴǎ ǘƘŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ŜȄƛǎǝƴƎ Řŀǘŀ ǇƭŀǜƻǊƳǎΣ ƛƴŎƭǳŘƛƴƎ ƭŜƎŀŎȅ ǎȅǎǘŜƳǎΣ ǘƘǊƻǳƎƘ 

ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ŀ ŦŜŘŜǊŀǘŜŘ Řŀǘŀ ǎǇŀŎŜΦ aƻǊŜƻǾŜǊΣ ŀǎ ǘƘŜ ōƭǳŜǇǊƛƴǘ ǳƴŦƻƭŘǎΣ ƛǘ ǘǳǊƴǎ ƛǘǎ ŦƻŎǳǎ 

ǘƻǿŀǊŘ ƛŘŜƴǝŦȅƛƴƎ ŀƴŘ ŀŘŘǊŜǎǎƛƴƎ ŜȄƛǎǝƴƎ ŎƘŀƭƭŜƴƎŜǎ ƛƴ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀǘ ǘŜŎƘƴƛŎŀƭΣ ǎŜƳŀƴǝŎΣ ŀƴŘ 

ƎƻǾŜǊƴŀƴŎŜ ƭŜǾŜƭǎΦ tǊŀŎǝŎŀƭ ŀŎǝƻƴǎ ŀƴŘ ǊŜŎƻƳƳŜƴŘŀǝƻƴǎ ŀǊŜ ƻǳǘƭƛƴŜŘΣ ƎǳƛŘƛƴƎ ǎǘŀƪŜƘƻƭŘŜǊǎ ƻƴ ǘƘŜ 

ǎǘŀƴŘŀǊŘǎ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ŎǊǳŎƛŀƭ ŦƻǊ ŀŎƘƛŜǾƛƴƎ ǎŜŀƳƭŜǎǎ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΦ 

όvсύ 5ŀǘŀ ƳƻŘŜƭǎ ǳǎŜŘ ƛƴ ƛƴǘΥƴŜǘΦ  

¢ƘŜ ƛƴǘŜƴǘ ƛǎ ŀ ŎƻƻǊŘƛƴŀǝƻƴ ǎǳǇǇƻǊǘ ŀŎǝƻƴ ǇǊƻƧŜŎǘΣ ǎƻ ƛǘ ƳŜƴǝƻƴǎ ǘƘŀǘ ά¢ƘŜ ƛƴǘΥƴŜǘ ƛǎ ǎǳǇǇƻǎŜŘ ǘƻ 

ōŜ ŀ ǎŜƭŦπǎǳŶŎƛŜƴǘ ƴŜǘǿƻǊƪ ŎŀǇŀōƭŜ ƻŦ ŜȄƛǎǝƴƎ ŀƴŘ ǇǊƻǎǇŜǊƛƴƎ ŀƊŜǊ ǘƘŜ ŜƴŘ ƻŦ ǘƘŜ ƛƴǘΥƴŜǘ ǇǊƻƧŜŎǘΦ ¢ƻ 

ƭŀȅ ŀ ǎƻƭƛŘ ŦƻǳƴŘŀǝƻƴΣ ŀ ǊƻŀŘƳŀǇ ǘƻ ǘƘŜ ŜǎǘŀōƭƛǎƘƳŜƴǘΣ ƻǊƎŀƴƛȊŀǝƻƴ ŀƴŘ ǇǊŀŎǝŎŜǎ ƻŦ ǘƘŜ ƴŜǘǿƻǊƪ κ 

ŎƻƳƳǳƴƛǘȅ ƴŜŜŘǎ ǘƻ ōŜ ŘŜǾŜƭƻǇŜŘΦ ¢ƘŜ ƛƴǘΥƴŜǘ ŎƻƴǎƻǊǝǳƳ ƛǎ ƛƴ ǘƘŜ ǇǊƻŎŜǎǎ ƻŦ ŎƻƴŘǳŎǝƴƎ ǿƻǊƪǎƘƻǇǎ 

ǘƻ ŘŜǾŜƭƻǇ ǘƘƛǎ ǊƻŀŘƳŀǇΦέ ά99.¦{ ŘŜǎŎǊƛōŜǎ ǘƘŜ ŎƻƳƳǳƴƛŎŀǝƻƴ ƛƴǘŜǊŦŀŎŜ όƛΦŜΦΣ ŀǇǇƭƛŎŀǝƻƴΣ 

ǘǊŀƴǎǇƻǊǘŀǝƻƴΣ ŎƻƳƳǳƴƛŎŀǝƻƴύ ƛƴ ƻǊŘŜǊ ǘƻ ŀƭƭƻǿ ŦƻǊ ǘƘŜ ƛƴǘŜǊŎƻƴƴŜŎǝƻƴ ōŜǘǿŜŜƴ ŜƴŜǊƎȅ 

ƳŀƴŀƎŜƳŜƴǘ ǊŜƭŜǾŀƴǘ ŘŜǾƛŎŜǎ ŀƴŘ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ŎƻƴǘǊƻƭ ǎȅǎǘŜƳǎΦ 99.¦{ ŜƳǇƻǿŜǊǎ ǘƘŜ 

ŘƛƎƛǘŀƭƛȊŀǝƻƴ ƻŦ ŜƴŜǊƎȅ ǘǊŀƴǎƛǝƻƴ ōȅ ŎǊŜŀǝƴƎ ŀ Řŀǘŀ ƳƻŘŜƭ ǘƘŀǘ ŜƴǎǳǊŜǎ ŎǊƻǎǎπŘƻƳŀƛƴ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ 

ŀƳƻƴƎ ŀƭƭ ŜƴŜǊƎȅ ǊŜƭŜǾŀƴǘ ŘŜǾƛŎŜǎ ŀƴŘ ǎȅǎǘŜƳǎΦ 

¢ƘŜ Ƴŀƛƴ ŎƘŀƭƭŜƴƎŜ ǊŜǇƻǊǘŜŘ ōȅ ǘƘŜƛǊ /9h ƛǎ ǘƻ ŎƻƳōƛƴŜ ƛƴŘŜǇŜƴŘŜƴǘ ǎǘŀƪŜƘƻƭŘŜǊǎ ŀƴŘ ǘƘŜƛǊ 

ŘƛũŜǊƛƴƎ ƛƴǘŜǊŜǎǘǎ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴǎ ŀǘ ǘƘŜ ǎŀƳŜ ƎǊƛŘ ŎƻƴƴŜŎǝƻƴ ǇƻƛƴǘΦ 9ŀŎƘ ƻŦ ǘƘŜƳ ǿŀƴǘǎ ǘƻ ƛƴƅǳŜƴŎŜ 
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ǘƘŜ ƻǇŜǊŀǝƻƴ ƻŦ ŜƴŜǊƎȅπǊŜƭŜǾŀƴǘ ŘŜǾƛŎŜǎ ƛƴǎƛŘŜ ǘƘŜ ōǳƛƭŘƛƴƎ ǿƛǘƘ ŘƛũŜǊŜƴǘ Ǝƻŀƭǎ όŜΦƎΦΣ Ŏƻǎǘπ

ƻǇǝƳƛȊŀǝƻƴΣ ƎǊƛŘπǎǳǇǇƻǊǝƴƎ ŜǘŎΦύΦ 

¢ƘŜ ōƛƎ ŀƛƳ ƻŦ 99.¦{ ƛǎ ǘƻ ƛƴǘǊƻŘǳŎŜ ǎǘŀƴŘŀǊŘƛǎŜŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ƛƴǘŜǊŦŀŎŜ ōŜǘǿŜŜƴ ŘŜǾƛŎŜ 

ƳŀƴǳŦŀŎǘǳǊŜǊǎ όŘŜǾƛŎŜ ǘƻ ŘŜǾƛŎŜύ ŀǎ ǿŜƭƭ ŀǎ ōŜǘǿŜŜƴ 5{hǎ ŀƴŘ ŘŜǾƛŎŜ ƳŀƴǳŦŀŎǘǳǊŜǊǎΦ 99.¦{ ƛǎ ŀƭǎƻ 

ǘŜȄǝƴƎ ǇǊŀŎǝŎŀƭ ǳǎŜ ŎŀǎŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴǎ ŀƴŘ ƎŀǘƘŜǊƛƴƎ ƛƴǇǳǘ ŦǊƻƳ ǊŜƎǳƭŀǘƻǊȅ ŀƴŘ ƭŜƎƛǎƭŀǝǾŜ 

ŀǳǘƘƻǊƛǝŜǎΦ CǳǊǘƘŜǊƳƻǊŜΣ ǘŜǎǘ ǎǇŜŎƛŬŎŀǝƻƴǎ ŀƴŘ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƛƴǎǘǊǳŎǝƻƴǎ ŦƻǊ ōƛŘƛǊŜŎǝƻƴŀƭ 

ŀǇǇƭƛŎŀǝƻƴǎΦ 

όvтύ tǊƻǘƻŎƻƭǎ ŀƴŘ ǎǘŀƴŘŀǊŘǎ ŀǇǇƭƛŜŘ ƛƴ ƛƴǘΥƴŜǘΦ  

²Ŝ ƛƴŎƭǳŘŜ ŜȄǘǊŀŎǘǎ ŦǊƻƳ ǇǊƻƧŜŎǘǎ ŘŜƭƛǾŜǊŀōƭŜǎ ǘƻ ŀƴǎǿŜǊ ǘƘƛǎ ǉǳŜǎǝƻƴΦ 

άLƴ ǘƘƛǎ ǊŜƎŀǊŘΣ ǘƘŜ /995{ ǊŜƭƛŜǎ ƻƴ ǘƘŜ ƘŀǊƳƻƴƛȊŀǝƻƴ ŀƴŘ ǳǎŀƎŜ ƻŦ ǇǊƻƳƛƴŜƴǘ ǎǘŀƴŘŀǊŘǎπōŀǎŜŘ 

Řŀǘŀ ƳƻŘŜƭǎ ŀƴŘ ƻƴǘƻƭƻƎƛŜǎ ǎǳŎƘ ŀǎ {!w9CΣ L9/ смфтлΣ L9/ смурлΣ h/ttΣ hǇŜƴ 5ŀǘŀ tǊƻǘƻŎƻƭ όh5ŀǘŀύ 

ŀƴŘ ǘƘŜ /ƻƳƳƻƴ LƴŦƻǊƳŀǝƻƴ aƻŘŜƭ ό/LaύΦέ 

άLƴ Řŀǘŀ ǎǇŀŎŜǎ ǿƘŜǊŜ ǘƘŜǊŜ ƛǎ Řŀǘŀ ŜȄŎƘŀƴƎŜΣ ŀǇǇǊƻŀŎƘŜǎ ōŀǎŜŘ ƻƴ Řŀǘŀ ƻƴǘƻƭƻƎȅ όƘƛƎƘƭƛƎƘǝƴƎ ǘƘŜ 

ǊŜƭŀǝƻƴǎ ŀƳƻƴƎ ǘƘŜ Řŀǘŀ ƛƴǎǘŀƴŎŜǎύ ŀǊŜ ŀ ǊŜǉǳƛǊŜƳŜƴǘ ƛƴ ƻǊŘŜǊ ǘƻ ŀǾƻƛŘ ǎƛƭƻǎΦ 9ȄǘŜǊƴŀƭ ǎȅǎǘŜƳǎ Ŏŀƴƴƻǘ 

ƪƴƻǿ ŀōƻǳǘ ǘƘŜ ǊŜƭŀǝƻƴǎƘƛǇǎ ǳƴƭŜǎǎ ǘƘŜȅ ŀǊŜ ǇǊƻǾƛŘŜŘ ǿƛǘƘ ŀ ƳŀŎƘƛƴŜπǊŜŀŘŀōƭŜ ŦƻǊƳŀǘΦ w5C ƛǎ ŀ 

ŦǊŀƳŜǿƻǊƪ ŦƻǊ ŜȄǇǊŜǎǎƛƴƎ ƭƛƴƪŜŘ Řŀǘŀ ǎƻ ƛǘ Ŏŀƴ ōŜ ŜȄŎƘŀƴƎŜŘ ōŜǘǿŜŜƴ ŀǇǇƭƛŎŀǝƻƴǎ ǿƛǘƘƻǳǘ ƭƻǎǎ ƻŦ 

ƳŜŀƴƛƴƎΦ w5C ŀƭƭƻǿǎ ǘƘŜ ŜȄǇǊŜǎǎƛƻƴ ƻŦ ǎƛƳǇƭŜ ŦŀŎǘǎ ƛƴ ǘƘŜ ŦƻǊƳ ƻŦ ǘǊƛǇƭŜǎ όǎǳōƧŜŎǘΣ ǇǊŜŘƛŎŀǘŜ ŀƴŘ 

ƻōƧŜŎǘύΦ ¢ƘŜ ǎǳōƧŜŎǘ ŀƴŘ ǘƘŜ ƻōƧŜŎǘ ǊŜǇǊŜǎŜƴǘ ǘƘŜ ǘǿƻ ǊŜǎƻǳǊŎŜǎ ōŜƛƴƎ ǊŜƭŀǘŜŘΦ ¢ƘŜ ǇǊŜŘƛŎŀǘŜ 

ǊŜǇǊŜǎŜƴǘǎ ǘƘŜ ƴŀǘǳǊŜ ƻŦ ǘƘŜƛǊ ǊŜƭŀǝƻƴǎƘƛǇ ƛƴ ŀ ŘƛǊŜŎǝƻƴŀƭ ǿŀȅ όŦǊƻƳ ǎǳōƧŜŎǘ ǘƻ ƻōƧŜŎǘύΦ w5C ǳǎŜǎ ¦wLǎ 

ǘƻ ƴŀƳŜ ǘƘŜ ǊŜƭŀǝƻƴǎƘƛǇ ōŜǘǿŜŜƴ ǘƘƛƴƎǎ ŀǎ ǿŜƭƭ ŀǎ ǘƘŜ ǘǿƻ ŜƴŘǎ ƻŦ ǘƘŜ ƭƛƴƪΦ ¢ƘŜǊŜ ŀǊŜ ǾŀǊƛƻǳǎ ŎƻƴŎǊŜǘŜ 

ǎȅƴǘŀȄŜǎ ŦƻǊ w5CΣ ǎǳŎƘ ŀǎ ¢ǳǊǘƭŜΣ ¢ǊƛDΣ ŀƴŘ W{hbπ[5Φέ 

όvуύ DŀǇǎ ƛŘŜƴǝŬŜŘ ƛƴ ǘŜǊƳǎ ƻŦ Řŀǘŀ ŦƻǊƳŀǘΣ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ƛƴ 

ƛƴǘΥƴŜǘΦ 

.ŀǎŜŘ ƻƴ ǘƘŜ ŘŜƭƛǾŜǊŀōƭŜǎ ŦƻǳƴŘ ǘƘŜ ŎƻƴǎƻǊǝǳƳ ƘƛƎƘƭƛƎƘǘǎΥ 

ά¢ƘŜ ŦƻƭƭƻǿƛƴƎ ƭƛǎǘ ƻŦ Ǉŀǎǘ ŀŎǝǾƛǝŜǎ ŀƴŘ ŜȄƛǎǝƴƎ ƴŜŜŘǎ Ƙŀǎ ōŜŜƴ ƛŘŜƴǝŬŜŘ ŀƴŘ ǳƴŘŜǊƭƛƴŜǎ ǘƘŜ 

ƛƳǇƻǊǘŀƴŎŜ ǘƻ ŎǊŜŀǘŜ ŀ ƭƛǾŜƭȅ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŜŎƻǎȅǎǘŜƳΥ 

¶ Various interoperability standards and models for smart grid connectivity have been 

developed. These solutions need to be further improved. The usability and accessibility of 

such solutions is important to meet future energy system requirements. 

¶ A comprehensive model for data exchange in advanced use cases between TSOs, DSOs, and 

other grid users must be adopted and enhanced to enable a flexible and smart energy system. 

A good exploitation strategy can help to bring all stakeholders together to co-create and 

collaborate on the missing links for a smart and flexible system. 

¶ More emphasis needs to be given to the functional and business layer of e.g., SGAM while not 

neglecting the interoperability needs on the data and protocol layers. This can ensure a better 

understanding of the complexity of the current and future energy system. 

¶ Networks of testing facilities have been developed in the framework of publicly funded 

projects, but there is a need to harmonize testing procedures, increase the variety of test 

facilities (and establish a work structure so to continue operation ς cooperating on EU and 

national levels). int:net should create a platform that acts as a focal point for testing 

interoperability. 



D2.1 Digitalization challenges and opportunities in the future energy system 

167 

¶ Smart grids standards have been independently developed in EU, America, and Asia and need 

to be aligned so they do not hinder development and deployment of widely useable, 

interoperable solutions. A collaboration platform must be established to meet these needs. 

¶ The energy sector should learn from more advanced processes in other sectors (e.g., health) 

and learn from their success story and possibly adopt their strategies. 

¶ Policymakers and regulatory bodies need innovative models to trigger interoperability 

ǿƛǘƘƻǳǘ ŜƴŦƻǊŎƛƴƎ ǎǇŜŎƛŦƛŎ ƳƻŘŜƭǎ ƻǊ ǎǘŀƴŘŀǊŘǎΦέ 

όvмнύ ƛƴǘΥƴŜǘ tǊƻǇƻǎŜŘ ǎƻƭǳǝƻƴǎ ŦƻǊ ŀŘŘǊŜǎǎƛƴƎ ƎŀǇǎΣ ǎǳŎƘ ŀǎ ǳǎƛƴƎ ƳŜǊƎŜŘ ǎǘŀƴŘŀǊŘǎ ŦƻǊ Řŀǘŀ 

ŜȄŎƘŀƴƎŜΣ ŘŜǾŜƭƻǇƛƴƎ ƛƴǘŜǊŦŀŎŜǎκŀŘŀǇǘŜǊǎ ŦƻǊ ¢{hκ5{h ŀƴŘ ŎǳǎǘƻƳŜǊǎΣ ƛƴǘŜƎǊŀǝƴƎ ŎǊƻǎǎπǎŜŎǘƻǊ ŀƴŘ 

ŎǊƻǎǎπōƻǊŘŜǊ ŎƻƳǇƻƴŜƴǘǎ ƛƴ ǘƘŜ ǊŜŦŜǊŜƴŎŜ ŀǊŎƘƛǘŜŎǘǳǊŜǎ ŀƴŘ ǇƭŀǜƻǊƳǎ ǘƻ ǎǳǇǇƻǊǘ ƅŜȄƛōƛƭƛǝŜǎΣ ŜǘŎΦ 

¢ƘŜ ǇǊƻƧŜŎǘ ƛƴǘŜƴǘ ƻǊƎŀƴƛǎŜŘ ŀƴ LƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǘŜǎǘ όLhtύ ƻƴ /ƻƳƳƻƴ DǊƛŘ aƻŘŜƭǎ 9ȄŎƘŀƴƎŜ 

{ǘŀƴŘŀǊŘ ό/Da9{ύ ǾŜǊǎƛƻƴ оΦл ƘƻǎǘŜŘ ōȅ 9b¢{hπ9 ƛƴ .ǊǳǎǎŜƭǎΦ ¢ƘŜ ƻōƧŜŎǝǾŜ ƻŦ ǘƘƛǎ ǘŜǎǘ ǿŀǎ ǘƻ ŦƻǎǘŜǊ 

ǘƘŜ ƘŀǊƳƻƴƛȊŀǝƻƴ ŀƴŘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ƻŦ ŜƴŜǊƎȅ ǎŜǊǾƛŎŜǎ ǘƘǊƻǳƎƘƻǳǘ 9ǳǊƻǇŜ ōȅ ŦƻŎǳǎƛƴƎ ƻƴ ǘƘŜ 

ŀŘƻǇǝƻƴ ŀƴŘ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ /Da9{ ǾоΦлΣ ŀƴ L9/ ǎǘŀƴŘŀǊŘ όL9/ смфтлπсллπмϧнΥнлнмύΦ  

ά/Da9{ ǾоΦлΣ ǿƘƛŎƘ Ƙŀǎ ōŜŜƴ ŀ ǎǘŀƴŘŀǊŘ ǎƛƴŎŜ WǳƴŜ нлнмΣ Ƙŀǎ ŀ ǿƛŘŜ ǎŎƻǇŜ ŀƴŘ ǇǊƻǾƛŘŜǎ ƴŜŎŜǎǎŀǊȅ 

ŎƭŀǊƛŬŎŀǝƻƴǎΣ ŦƻǊƳƛƴƎ ŀ ǎǘŀōƭŜ ōŀǎŜƭƛƴŜ ŦƻǊ ŦǳǘǳǊŜ ǾŜǊǎƛƻƴǎΦ IƻǿŜǾŜǊΣ ƛǘ ǿŀǎ ŜǾƛŘŜƴǘ ŦǊƻƳ ǘƘŜ ǘŜǎǘ ǘƘŀǘ 

Ƴŀƴȅ ǾŜƴŘƻǊǎΣ ¢{hǎ ŀƴŘ 5{hǎ ŀǊŜ ƴƻǘ Ŧǳƭƭȅ ŀǿŀǊŜ ƻŦ ǘƘŜ ōŜƴŜŬǘǎ ƻũŜǊŜŘ ōȅ ǘƘƛǎ ǾŜǊǎƛƻƴΦ /ƻƴǎŜǉǳŜƴǘƭȅΣ 

ƻƴŜ ƻŦ ǘƘŜ Ƴŀƛƴ ŎƻƴŎƭǳǎƛƻƴǎ ƻŦ ǘƘŜ ǘŜǎǘ ǿŀǎ ǘƘŜ ƴŜŜŘ ŦƻǊ ǇǊƻŀŎǝǾŜ ŘƛǎŎǳǎǎƛƻƴǎ ŀƴŘ ƪƴƻǿƭŜŘƎŜ ǎƘŀǊƛƴƎ 

ŀƳƻƴƎ ǎǘŀƪŜƘƻƭŘŜǊǎ ǘƻ ŦŀŎƛƭƛǘŀǘŜ ŀ ǎƳƻƻǘƘ ǘǊŀƴǎƛǝƻƴ ǘƻ ǘƘŜ ƭŀǘŜǎǘ ǾŜǊǎƛƻƴǎ ƻŦ ǘƘŜ ǎǘŀƴŘŀǊŘǎΦέ 

!ŘŘƛǝƻƴŀƭƭȅΣ ǘƘŜ ǘŜǎǘ ŎƻƴŘǳŎǘŜŘ ǊŜǎǳƭǘŜŘ ƛƴ ǎŜǾŜǊŀƭ ǇǊƻǇƻǎƛǝƻƴǎ ŦƻǊ ŀŘŘǊŜǎǎƛƴƎ ƎŀǇǎΥ 

¶ ά/ƻƴŦƻǊƳƛǘȅ ŀǎǎŜǎǎƳŜƴǘ ŜƳŜǊƎŜŘ ŀǎ ŀ ŎǊǳŎƛŀƭ ŀǎǇŜŎǘ ƛƴ ŜƴǎǳǊƛƴƎ ǘƘŜ ǉǳŀƭƛǘȅ ƻŦ Řŀǘŀ ŜȄŎƘŀƴƎŜ 

ŀƴŘ ƳƛƴƛƳƛȊƛƴƎ ƻǾŜǊŀƭƭ ŜŦŦƻǊǘέ 

¶ ά/ƭŜŀǊ ŎƻƳƳǳƴƛŎŀǘƛƻƴΣ ōƻǘƘ ƛƴǘŜǊƴŀƭƭȅ ŀƴŘ ŜȄǘŜǊƴŀƭƭȅΣ ŀƴŘ ǎǘǊƛŎǘ ǇƭŀƴƴƛƴƎ ōȅ ǎǘŀƪŜƘƻƭŘŜǊǎ 

ƛƳǇƭŜƳŜƴǘƛƴƎ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ ǿŜǊŜ ƛŘŜƴǘƛŦƛŜŘ ŀǎ ŎǊǳŎƛŀƭ ŦŀŎǘƻǊǎ ŦƻǊ ǎǳŎŎŜǎǎΦέ 

¶ ά! ŎƭŜŀǊ ŎƻƳƳƛǘƳŜƴǘ ōȅ ǳǘƛƭƛǘƛŜǎ ǘƻ ƛƳǇƭŜƳŜƴǘ ǘƘŜ ǎǘŀƴŘŀǊŘǎκǎǇŜŎƛŦƛŎŀǘƛƻƴǎ ŘŜǎƛƎƴŜŘ ǘƻ ƳŜŜǘ 

ǊŜǉǳƛǊŜƳŜƴǘǎ ǿŀǎ ŜƳǇƘŀǎƛȊŜŘ ŀǎ ŀ ƪŜȅ ŘǊƛǾŜǊ ŦƻǊ ǇǊƻƎǊŜǎǎΦέ 

¶ ά9ǎǘŀōƭƛǎƘƛƴƎ ŀ Ǌƻōǳǎǘ ŦǊŀƳŜǿƻǊƪ ŦƻǊ ŀƭƛƎƴƛƴƎ ǎǘŀƴŘŀǊŘƛǎŀǘƛƻƴ ǇǊƻŎŜǎǎŜǎ ǿƛǘƘ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ 

ƴŜŜŘǎ ŜƳŜǊƎŜŘ ŀǎ ŀ ŎǊƛǘƛŎŀƭ ǊŜǉǳƛǊŜƳŜƴǘΦέ 

¶ άCŀŎƛƭƛǘŀǘƛƴƎ ŀŎŎŜǎǎ ǘƻ ǾŀƭƛŘŀǘƛƻƴ ǘƻƻƭǎ ŀƴŘ ŜƴǎǳǊƛƴƎ ǳƴƛŦƻǊƳ ǳǎŀƎŜ ŀŎǊƻǎǎ ǾŜƴŘƻǊǎ ǿŜǊŜ 

ŎƻƴǎƛŘŜǊŜŘ ŎǊǳŎƛŀƭ ŀǎǇŜŎǘǎ ŦƻǊ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦέ 

¶ ά¢ƘŜ ƳŀƛƴǘŜƴŀƴŎŜ ƻŦ ŜȄƛǎǘƛƴƎ ǘŜǎǘ ŘŀǘŀΣ ǘƘŜ ǊŜƭŜŀǎŜ ƻŦ ŘŜŎƭŀǎǎƛŦƛŜŘ ƳƻŘŜƭǎ ŦǊƻƳ ¢{hǎ ŀƴŘ 

ensuring data quality were recognized as vital factors in enabling the interoperability 

community to conduct robust testing. 

όvмоύ ƛƴǘΥƴŜǘ ǇǊƻǇƻǎŀƭǎ ŦƻǊ ƛƳǇǊƻǾƛƴƎ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ όƛΦŜΦΣ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ 

ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎύ ŜŶŎƛŜƴǘƭȅ ǿƘƛƭŜ ŦŀŎƛƭƛǘŀǝƴƎ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ 9¦ 

ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ 

¢ƘŜ ƛƴǘΥƴŜǘ ǇǊƻǇƻǎŜǎ ǘƘŜ /ƻƳƳƻƴ 9ǳǊƻǇŜŀƴ 9ƴŜǊƎȅ 5ŀǘŀ {ǇŀŎŜǎ ŀǇǇǊƻŀŎƘ ό/995{ύ ǿƘƛŎƘ ƛǎ ǊŜƭŀǘŜŘ 

ǘƻ р .ǳǎƛƴŜǎǎ ¦ǎŜ /ŀǎŜǎ ŦƻǊ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ ƛƴ ǘƘŜ ŜƴŜǊƎȅ ƳŀǊƪŜǘ ƛΦŜΦ ¢ƘŜ .¦/ǎ ŎƻǊǊŜǎǇƻƴŘ ǘƻΥ 

¶ Use case #1 ς ά/ƻƭƭŜŎǘƛǾŜ ǎŜƭŦ-ŎƻƴǎǳƳǇǘƛƻƴ ŀƴŘ ƻǇǘƛƳƛȊŜŘ ǎƘŀǊƛƴƎ ŦƻǊ ŜƴŜǊƎȅ ŎƻƳƳǳƴƛǘƛŜǎέ 

¶ Use case #2 ς άwŜǎƛŘŜƴǘƛŀƭ ƘƻƳŜ ŜƴŜǊƎȅ ƳŀƴŀƎŜƳŜƴǘ ƛƴǘŜƎǊŀǘƛƴƎ 59w ŦƭŜȄƛōƛƭƛǘȅ ŀƎƎǊŜƎŀǘƛƻƴέ 

¶ Use case #3 ς ά¢{h-5{h ŎƻƻǊŘƛƴŀǘƛƻƴ ŦƻǊ ŦƭŜȄƛōƛƭƛǘȅέ 

¶ Use case #4 ς ά9ƭŜŎǘǊƻƳƻōƛƭƛǘȅΥ ǎŜǊǾƛŎŜǎ ǊƻŀƳƛƴƎΣ ƭƻŀŘ ŦƻǊŜŎŀǎǘƛƴƎ ŀƴŘ ǎŎƘŜŘǳƭŜ ǇƭŀƴƴƛƴƎέ 
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¶ Use case #5 ς άwŜƴŜǿŀōƭŜǎ hϧa ƻǇǘƛƳƛȊŀǘƛƻƴ ŀƴŘ ƎǊƛŘ ƛƴǘŜƎǊŀǘƛƻƴέ 

όvмпύ /ƘŀƭƭŜƴƎŜǎ ŀƴǝŎƛǇŀǘŜŘ ƛƴ ƛƳǇƭŜƳŜƴǝƴƎ ƛƴǘΥƴŜǘ ǇǊƻǇƻǎŀƭǎΣ ŀƴŘ Ƙƻǿ Ŏŀƴ ōŜ ƻǾŜǊŎƻƳŜΦ 

Lǘ ƛǎ ƳŜƴǝƻƴŜŘ ǘƘŀǘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀƴŘ ŎƻƴŦƻǊƳƛǘȅ ŀǊŜ ǊŜƭŀǘŜŘ ǇǊƻŎŜǎǎŜǎΦ ¢ƻ ǎǳŎŎŜǎǎŦǳƭƭȅ 

ƛƳǇƭŜƳŜƴǘ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎ ŀƴŘ ƘŀǾŜ ƛƴǘŜǊƻǇŜǊŀōƭŜ ƛƴǘŜǊŦŀŎŜ ōŜǘǿŜŜƴ ŘƛũŜǊŜƴǘ ŀǇǇƭƛŎŀǝƻƴǎΣ ǘƘŜǊŜ ƛǎ 

ŀ ƴŜŜŘ ǘƻ ƘŀǾŜ ŎƭŜŀǊƭȅ ŘŜŬƴŜŘ ǳǎŜ ŎŀǎŜǎΤ ƘŀǾŜ ŘŜǘŀƛƭŜŘ ƪƴƻǿƭŜŘƎŜ ƻŦ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎΤ ŘŜǾŜƭƻǇ 

ǎǘŀƴŘŀǊŘǎΤ ǇŜǊŦƻǊƳ ǘŜǎǘǎ όƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǘŜǎǘǎύ ǘƻ ǘŜǎǘ ǘƘŜ ǎǘŀƴŘŀǊŘǎΤ ŘŜŬƴŜ ŎƻƴŦƻǊƳƛǘȅ ŀǎǎŜǎǎƳŜƴǘ 

ǇǊƻŎŜǎǎ ŦƻǊ ǘƘŜ ǎǘŀƴŘŀǊŘǎΤ  ƻǊƎŀƴƛȊŜ ŎƻƳƳǳƴƛŎŀǝƻƴ ǿƛǘƘ ŀƭƭ ƛƴǾƻƭǾŜŘ ǇŀǊǝŜǎΤ ǊŜǉǳƛǊŜ ŎƻƴŦƻǊƳƛǘȅ 

ŀǎǎŜǎǎƳŜƴǘ ŦƻǊ ŀǇǇƭƛŎŀǝƻƴǎ ǘƻ ǾŀƭƛŘŀǘŜ ǘƘŜƛǊ ŎƻƴŦƻǊƳƛǘȅ ŀƎŀƛƴǎǘ ŀ ǎǘŀƴŘŀǊŘ ƻǊ ǎŜǘ ƻŦ ǎǘŀƴŘŀǊŘǎΤ ǊŜǉǳƛǊŜ 

ŎƻƴŦƻǊƳƛǘȅ ŀǎǎŜǎǎƳŜƴǘ ŦƻǊ ǳǝƭƛǝŜǎ ǘƻ ǾŀƭƛŘŀǘŜ ǘƘŜƛǊ ǊŜŀŘƛƴŜǎǎ ǘƻ ŎƻƴŦƻǊƳ ǿƛǘƘ ŀ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎέ 

όvмрύ Lb¢Υb9¢ Ƙŀǎ ƴƻǘ ƳŀŘŜ ŘŜǾŜƭƻǇƳŜƴǘǎ ŀŘŘǊŜǎǎƛƴƎ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ 

ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘΦ  

CǊƻƳ ǘƘŜ ŘŜƭƛǾŜǊŀōƭŜǎ ŀƴŘ ƳŀǘŜǊƛŀƭ ŜȄŀƳƛƴŜŘΣ ǿŜ ŎƻǳƭŘ ƴƻǘ ƛŘŜƴǝŦȅ ŀƴȅ ǊŜƭŀǝƻƴ ǿƛǘƘ ŎȅōŜǊπǇƘȅǎƛŎŀƭ 

ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜΦ 

B.25 SDN-MICROSENSE 

όvмύ {5bπaL/wh{9b{9Ωǎ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ  {5bπƳƛŎǊƻ{9b{9 ώммпϐ ŀƛƳǎ ŀǘ 

ǇǊƻǾƛŘƛƴƎ ŀƴŘ ŘŜƳƻƴǎǘǊŀǝƴƎ ŀ ǎŜŎǳǊŜΣ ǊŜǎƛƭƛŜƴǘ ǘƻ ŎȅōŜǊπŀǧŀŎƪǎΣ ǇǊƛǾŀŎȅπ

ŜƴŀōƭŜŘΣ ŀƴŘ ǇǊƻǘŜŎǘŜŘ ŀƎŀƛƴǎǘ Řŀǘŀ ōǊŜŀŎƘŜǎ ǎƻƭǳǝƻƴ ŦƻǊ ŘŜŎŜƴǘǊŀƭƛǎŜŘ 

9ƭŜŎǘǊƛŎŀƭ tƻǿŜǊ ŀƴŘ 9ƴŜǊƎȅ {ȅǎǘŜƳǎ ό9t9{ύΦ !ƭƭ ŘŜǎƛƎƴŜŘΣ ŘŜǾŜƭƻǇŜŘΣ ŀƴŘ ǘŜǎǘŜŘ ǘŜŎƘƴƻƭƻƎƛŜǎ ǎƘƻǳƭŘ 

ŎƻƴǎƛŘŜǊ ǘƘŜ ƭŀǘŜǎǘ ǊŜƭŀǘŜŘ ǊŜǎŜŀǊŎƘ ŬƴŘƛƴƎǎ ŀƴŘ Ƴŀƛƴǘŀƛƴ ƘƛƎƘ ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ŎǳǊǊŜƴǘ ƛƴŘǳǎǘǊƛŀƭ 

ǎǘŀƴŘŀǊŘǎ όŜΦƎΦΣ L9/ ǎǘŀƴŘŀǊŘǎύΦ 

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ /ƻƳǇƭŜǘŜŘ 

όvнύ {5bπaL/wh{9b{9 ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ 

ƛƳǇǊƻǾŜ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ 

¢ƘŜ ǇǊƻƧŜŎǘ ŀƛƳǎ ŀǘ ƳƻƴƛǘƻǊƛƴƎ ǘƘŜ ǎǳōǎǘŀǝƻƴ ǇǊƻŎŜǎǎ ōǳǎΣ ǇǊŜǾŜƴǝƴƎκŘŜǘŜŎǝƴƎ ŎȅōŜǊπŀǧŀŎƪǎ 

ƛƴǎǘŜŀŘ ƻŦ ǇǊƻǇƻǎƛƴƎ ƴŜǿ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ 

ƛƳǇǊƻǾŜ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ ƻŦ ǎȅǎǘŜƳ ƻǇŜǊŀǘƻǊǎΦ ¢ƘŜ ƛƳǇǊƻǾŜƳŜƴǘǎ ŀǊŜ ŀŎƘƛŜǾŜŘ Ǿƛŀ ƛƳǇǊƻǾƛƴƎ ŎȅōŜǊ 

ǊŜǎƛƭƛŜƴŎŜΦ 

όvтύ tǊƻǘƻŎƻƭǎ ŀƴŘ ǎǘŀƴŘŀǊŘǎ ŀǇǇƭƛŜŘ ƛƴ {5bπaL/wh{9b{9Φ  

¢ƘŜ ǇǊƻƧŜŎǘ ƳƻƴƛǘƻǊǎ ǘƘŜ ƻǇŜǊŀǝƻƴ ƻŦ ǇǊƻǘƻŎƻƭǎ ǎǳŎƘ ŀǎ aƻŘōǳǎΣ 5btоΣ L9/смурлΣ L9/слутлπрπмлпΦ 

όvмрύ {5bπaL/wh{9b{9 Ƙŀǎ ƳŀŘŜ ŘŜǾŜƭƻǇƳŜƴǘǎ ŀŘŘǊŜǎǎƛƴƎ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ 

ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘΦ  

όvмрƛύ {5bπaL/wh{9b{9Ωǎ ŎȅōŜǊ ŀƴŘ ǇƘȅǎƛŎŀƭ ŀǎǎŜǘǎκŜƭŜƳŜƴǘǎ ǘƘŀǘ ǘƘŜ ǇǊƻƧŜŎǘ ŀŘŘǊŜǎǎŜǎΣ ǇƻǘŜƴǝŀƭ 

Ǌƛǎƪǎ ƛŘŜƴǝŬŜŘ ƛƴ {5bπaL/wh{9b{9 ǘƘŀǘ ŀǊŜ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ƴŀǘǳǊŜ ƻŦ ǘƘŜ ƎǊƛŘΣ ŀƴŘ 

Ƙƻǿ ǘƘŜ ƭŀǧŜǊ ŀǊŜ ƳƛǝƎŀǘŜŘΦ 

¢ƘŜ ǇǊƻƧŜŎǘ ŘŜƳƻƴǎǘǊŀǘŜǎ ǘƘŜ ŘŜǾŜƭƻǇŜŘ ǘŜŎƘƴƻƭƻƎƛŜǎ ƛƴ с Ǉƛƭƻǘ ǳǎŜ ŎŀǎŜǎ ŀƴŘ ǘƘŜ ƛƴǾƻƭǾŜŘ ŀǎǎŜǘǎ 

ŀǊŜΥ 

¶ the Substation local networks (UC1): Investigating attacks occurring at the station bus network 

where traditionally little or no network monitoring takes place 
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¶ Process control attack vectors (UC1): Investigating attacks occurring at the process bus. 

Process bus networks should only ever be reachable from station bus networks by way of 

interaction among RTUs, PLCs and ultimately IEDs.  

¶ State estimation and Automatic generation control (UC2) 

¶ Power plant and substation (UC3) 

¶ PV systems and prosumers premises (UC5, UC6) 

 

Figure 43 Map of requirements-potential threats for electronic devices 

¢ƘŜ ǇǊƻƧŜŎǘ ƛǎ ŦƻƭƭƻǿƛƴƎ ŦƻǊ ƛǘǎ ŀŎǝǾƛǝŜǎ ƻƴ ǘƘŜ L9/снормπмΦ ¢ƘŜ Ƴƻǎǘ ǘȅǇƛŎŀƭ ŀǧŀŎƪǎ ǘƻ ŀƴ LƴǘŜƭƭƛƎŜƴǘ 

9ƭŜŎǘǊƻƴƛŎ 5ŜǾƛŎŜ όL95ύ ŀǊŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎΥ 

¶ Deny Service (DOS). The most common is to saturate the communication channels. However, 

it can also be accomplished by injecting invalid firmware or configuration or by inserting a 

malicious program to stop internal daemons. 

¶ Access to the IED for theft of information. 

¶ Identity Fraud. Take the control of an IED to generate unauthorized actions in the electrical 

components of a substation (for example to generate a blackout), provide wrong information 

to the SCADA of the control room, or to get access to other EIDs. 

¶ Message injection. A MiTM attack that intercept authorized messages from the control room 

and replay them to make the IED 

aƻǎǘ ƻŦ ǘƘŜǎŜ ŀǧŀŎƪǎ 

ǳǎŜ ŀ ǎǇŜŎƛŬŎ ƳŜŎƘŀƴƛǎƳ ǘƻ 

ŀŎƘƛŜǾŜ ǘƘŜƛǊ ƳŀƭƛŎƛƻǳǎ ǇǳǊǇƻǎŜΣ ǘƘŜǎŜ ŀǧŀŎƪ ƳŜŎƘŀƴƛǎƳǎ ŀǊŜ ŎŀǘŜƎƻǊƛȊŜŘ ōȅ /!t9/оΣ ŀƴŘ ǘƘŜ ŀǧŀŎƪǎ 

ƭƛǎǘŜŘ ŀōƻǾŜ ōŜƭƻƴƎ ǘƻ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎŀǘŜƎƻǊƛŜǎΥ 

¶ Abuse Existing Functionality 

¶ Engage in Deceptive Interactions 

¶ Manipulate Data Structures 

¶ Inject Unexpected Items» 
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όvмрƛƛύ LŘŜƴǝŬŜŘ ŦƻŎǳǎ ŀǊŜŀǎ ŦƻǊ ŘȅƴŀƳƛŎ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ŎƻƴǘǊƻƭ ǘƻ ŜƴǎǳǊŜ ǘƘŜ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ 

ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ ƎǊƛŘΣ {5bπaL/wh{9b{9 ǇǊƻǇƻǎƛǝƻƴǎ ŦƻǊ ŜũŜŎǝǾŜ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ǇǊƻǘŜŎǝƻƴ ƻŦ ǘƘŜ 

Ǉŀƴπ9ǳǊƻǇŜŀƴ ƎǊƛŘ ŎȅōŜǊ ƭŀȅŜǊǎΦ  

 

Figure 44 The SDN-microSENSE Architecture 

¢ƘŜ ǇǊƻƧŜŎǘ ŦƻŎǳǎŜǎ ƻƴ ǘƘŜ ǎǳōǎǘŀǝƻƴ ōǳǎ ŀƴŘ ǇǊƻǘƻŎƻƭǎ ƻǇŜǊŀǝƴƎ ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘ ǎǳŎƘ ŀǎ 

aƻŘōǳǎΣ tbtоΣ L9/смурлΣ L9/смутлπрπмлп 

¢ƘŜ ǇǊƻǇƻǎƛǝƻƴ ƻŦ ǘƘŜ ǇǊƻƧŜŎǘ ƛǎ ōŀǎƛŎŀƭƭȅ ǘƘŜ ǘƻƻƭǎ ŀƴŘ L/¢ ŀǊŎƘƛǘŜŎǘǳǊŜ ǘƘŀǘ ŀŘŘǊŜǎǎ ŀƴŘ ƳƛǝƎŀǘŜ 

ǘƘŜ ŎȅōŜǊǎŜŎǳǊƛǘȅ ǘƘǊŜŀǘǎ ƻŦ ǘƘŜ ŜƭŜŎǘǊƛŎŀƭ ǇƻǿŜǊ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎ ό9t9{ύ  

B.26 CyberSEAS 

όvмύ /ȅōŜǊ{9!{Ωǎ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ ¢ƘŜ ƳƻǾŜ ǘƻǿŀǊŘǎ ƳƻǊŜ ŀƎƛƭŜΣ 

ŎƻƴƴŜŎǘŜŘΣ ƛƴǘŜƭƭƛƎŜƴǘ ŀƴŘ ŘŀǘŀπŘǊƛǾŜƴ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎΣ ŀƴŘ ǘƘŜƛǊ 

ƛƴǘŜǊŎƻƴƴŜŎǝƻƴ ǿƛǘƘ ƻǳǊ ŘŀȅπǘƻπŘŀȅ ƭƛǾŜǎΣ ƳŜŀƴǎ ǘƘŀǘ ǘƘŜǊŜ ƛǎ ŀ ƳŀƧƻǊ 

ƛƴŎǊŜŀǎŜ ƛƴ ŎȅōŜǊ ŜȄǇƻǎǳǊŜ ƻŦ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎ ƭŜŀŘƛƴƎ ǘƻ ƳŀƧƻǊ ǎŀŦŜǘȅ ŀƴŘ ǇǊƛǾŀŎȅ ƛƴŎƛŘŜƴǘǎΦ ¢ƘŜ 9¦π

ŦǳƴŘŜŘ /ȅōŜǊ{9!{ ǇǊƻƧŜŎǘ ώммрϐ ƛƳǇǊƻǾŜǎ ǘƘŜ ǊŜǎƛƭƛŜƴŎŜ ƻŦ ŜƴŜǊƎȅ ǎǳǇǇƭȅ ŎƘŀƛƴǎ ōȅ ǇǊƻǘŜŎǝƴƎ ǘƘŜƳ 

ŦǊƻƳ ŘƛǎǊǳǇǝƻƴǎ ƎŜƴŜǊŀǘŜŘ ōȅ ŎƻƳǇƭŜȄ ŀǧŀŎƪ ǎŎŜƴŀǊƛƻǎΦ /ȅōŜǊ{9!{ ŘŜƭƛǾŜǊǎ ŀƴ ƻǇŜƴ ŀƴŘ ŜȄǘŜƴŘŀōƭŜ 

ŜŎƻǎȅǎǘŜƳ ƻŦ ол ŎǳǎǘƻƳƛǎŀōƭŜ ǎŜŎǳǊƛǘȅ ǎƻƭǳǝƻƴǎ ǇǊƻǾƛŘƛƴƎ ŜũŜŎǝǾŜ ǎǳǇǇƻǊǘ ŦƻǊ ƪŜȅ ŀŎǝǾƛǝŜǎΣ ǎǳŎƘ ŀǎ 

Ǌƛǎƪ ŀǎǎŜǎǎƳŜƴǘΤ ƛƴǘŜǊŀŎǝƻƴ ǿƛǘƘ ŜƴŘ ŘŜǾƛŎŜǎΤ ǎŜŎǳǊŜ ŘŜǾŜƭƻǇƳŜƴǘ ŀƴŘ ŘŜǇƭƻȅƳŜƴǘΤ ǊŜŀƭπǝƳŜ ǎŜŎǳǊƛǘȅ 

ƳƻƴƛǘƻǊƛƴƎΤ ǎƪƛƭƭǎ ƛƳǇǊƻǾŜƳŜƴǘ ŀƴŘ ŀǿŀǊŜƴŜǎǎΤ ŀƴŘ ŎŜǊǝŬŎŀǝƻƴΣ ƎƻǾŜǊƴŀƴŎŜ ŀƴŘ ŎƻƻǇŜǊŀǝƻƴΦ 

/ȅōŜǊ{9!{ ǎƻƭǳǝƻƴǎ ǿƛƭƭ ōŜ ǾŀƭƛŘŀǘŜŘ ǘƘǊƻǳƎƘ ŜȄǇŜǊƛƳŜƴǘŀƭ ŎŀƳǇŀƛƎƴǎ ŎƻƴǎƛǎǝƴƎ ƻŦ ƴǳƳŜǊƻǳǎ ŀǧŀŎƪ 

ǎŎŜƴŀǊƛƻǎΦ 

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ hƴƎƻƛƴƎ 

όvнύ /ȅōŜǊ{9!{ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ 

ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ 

¢ƘŜ ǇǊƻƧŜŎǘ ŘŜǾŜƭƻǇŜŘ ǎŜǾŜǊŀƭ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ 

ŀƴŘ ƛƳǇǊƻǾŜ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ ¢ƘŜǎŜ ƛƴŎƭǳŘŜ ǘƘŜ !ŘǾŀƴŎŜŘ ¦ǇŘŀǘŜ ±ŀƭƛŘŀǝƻƴ tƭŀǜƻǊƳ ό!¦±tύΣ 
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5ȅƴŀƳƛŎ wŀǝƴƎ {ȅǎǘŜƳ ό{¦ahύΣ .ŀƭŀƴŎƛƴƎ {ŜǊǾƛŎŜǎ tƭŀǜƻǊƳΣ ±ƛǊǘǳŀƭ /ǊƻǎǎπōƻǊŘŜǊ /ƻƴǘǊƻƭ /ŜƴǘǊŜΣ ŀƴŘ 

ǘƘŜ aL{t ¢ƘǊŜŀǘ {ƘŀǊƛƴƎ LƴǘŜƭƭƛƎŜƴŎŜ tƭŀǜƻǊƳΦ 

vнƛΥ {ǇŜŎƛŬŎŀǝƻƴ ƻŦ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎΣ ŀƭƻƴƎ ǿƛǘƘ ǘƘŜƛǊ ŘŜŬƴƛǝƻƴǎ ƛƴ ǘŜǊƳǎ ƻŦ ƛƴŦƻǊƳŀǝƻƴ 

ƳƻŘŜƭǎΣ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎΦ 

¶ AUVP: Ensures the integrity of OT device configuration through firmware control and signing. 

It uses real-time substation automation data and system logs. 

¶ SUMO: Integrates Dynamic Line Rating (DLR), Dynamic Power Transformer Rating (DPTR), and 

Dynamic Line Anti-icing (DLAI) for real-time and forecast operations. It uses weather data and 

power line currents for calculations. 

¶ Balancing Services Platform: Allows Balancing Service Providers (BSPs) to provide ancillary 

services like FCR, aFRR, and mFFR using AMQP and ICCP protocols. 

¶ Virtual Cross-border Control Centre: Uses the Common Grid Model Exchange Specification for 

voltage control and loss optimization. 

¶ MISP: Uses JSON format for threat intelligence sharing, supporting real-time exchange of 

threat data. 

vнƛƛΥ ! ōǊƛŜŦ ŘŜǎŎǊƛǇǝƻƴΣ ƻǊ ƛƭƭǳǎǘǊŀǝƻƴ ƻŦ ŜŀŎƘ ƛƴǘŜǊŦŀŎŜΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜΣ ǊŜŦŜǊŜƴŎƛƴƎ ǘƘŜ {D!a ƳƻŘŜƭΦ  

¢ƘŜ ǇǊƻƧŜŎǘ ŎŀǘŜƎƻǊƛȊŜǎ ŀǎǎŜǘǎ ƛƴǘƻ ŎƭŀǎǎŜǎ ŘŜǊƛǾŜŘ ŦǊƻƳ ǘƘŜ {D!a ǊŜŦŜǊŜƴŎŜ ŀǊŎƘƛǘŜŎǘǳǊŜΥ 

¶ PES Components: Generators, transmission lines, transformers. 

¶ IM Components: Relays, PLCs, IEDs, communication links. 

¶ Communication: WAN, NAN, FAN. 

¶ Information: Measurement data, grid data, market data. 

¶ Functional: SCADA functions, aggregation software. 

¶ Business: Policies, processes. 

¶ Human: Network operators, maintenance personnel. 

 

Figure 45: Adaptation of SGAM to categorize asset classes for CyberSEAS 

όvоύ /ȅōŜǊ{9!{Ωǎ ƪŜȅ ŬƴŘƛƴƎǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ƛƴǘŜǊŦŀŎŜǎ ǘƻ ƛƳǇǊƻǾŜ 

ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ όǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ 

ƳŀǊƪŜǘǎύΦ 
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¶ The necessity of standardized interfaces for data exchange. 

¶ The critical role of cybersecurity in maintaining the integrity of the energy supply chain. 

¶ The value of real-time data processing and sharing for improving system resilience and 

operational efficiency. 

¶ Enhanced collaboration and data-sharing mechanisms were found to be essential for effective 

system operation and market activities 

όvпύ /ȅōŜǊ{9!{Ωǎ ŎƻƴǘǊƛōǳǝƻƴ ǘƻǿŀǊŘǎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƴŘ Řŀǘŀπ

ǎƘŀǊƛƴƎ ŦǊŀƳŜǿƻǊƪǎΦ 

¶ Developing real-time cybersecurity monitoring measures. 

¶ Implementing continuous cyber risk assessment support. 

¶ Creating confidentiality-preserving federated machine learning mechanisms. 

¶ Enhancing the use of cyber threat intelligence. 

¶ Developing frameworks for metadata and data-sharing to ensure interoperability across 

different systems and platforms 

όvрύ /ȅōŜǊ{9!{Ωǎ ŘŜŬƴƛǝƻƴ ƻŦ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ  

¢ƘŜ ǇǊƻƧŜŎǘ ŘŜŬƴŜŘ ǎǇŜŎƛŬŎ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ǘƻ ŜƴǎǳǊŜ ǎŜŎǳǊŜ ŀƴŘ 

ŜŶŎƛŜƴǘ Řŀǘŀ ƅƻǿ ōŜǘǿŜŜƴ ǾŀǊƛƻǳǎ ŎƻƳǇƻƴŜƴǘǎ ƻŦ ǘƘŜ ŜƴŜǊƎȅ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΦ ¢Ƙƛǎ ƛƴŎƭǳŘŜǎ ǇǊƻǘƻŎƻƭǎ 

ƭƛƪŜ !avtΣ L//tΣ ŀƴŘ {h!tΣ ŀǎ ǿŜƭƭ ŀǎ Řŀǘŀ ŦƻǊƳŀǘǎ ŎƻƳǇƭƛŀƴǘ ǿƛǘƘ L9/ ǎǘŀƴŘŀǊŘǎ 

όvсύ 5ŀǘŀ ƳƻŘŜƭǎ ǳǎŜŘ ƛƴ /ȅōŜǊ{9!{Φ  

¶ The Common Grid Model Exchange Specification based on the IEC CIM (Common Information 

Model) for network models. 

¶ Various proprietary protocols for specific data sources, ensuring detailed and precise data 

modelling for system operations. 

όvтύ tǊƻǘƻŎƻƭǎ ŀƴŘ ǎǘŀƴŘŀǊŘǎ ŀǇǇƭƛŜŘ ƛƴ /ȅōŜǊ{9!{Φ  

¶ AMQP for messaging between systems. 

¶ ICCP (TASE.2) for real-time data exchange between control centres. 

¶ SOAP Web Services for integration of weather data and operational data. 

¶ Common Grid Model Exchange Specification for network models. 

¶ JSON for threat intelligence data exchange via MISP. 

όvуύ DŀǇǎ ƛŘŜƴǝŬŜŘ ƛƴ ǘŜǊƳǎ ƻŦ Řŀǘŀ ŦƻǊƳŀǘΣ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ƛƴ 

/ȅōŜǊ{9!{Φ 

¶ The need for standardized data formats to ensure interoperability across different systems. 

¶ Inconsistencies in information models that hinder seamless data integration. 

¶ Limitations in existing communication protocols to handle dynamic and real-time data 

exchanges efficiently. 

όvфύ 9ȄŀƳǇƭŜǎ ƻŦ ǘƻƻƭ ƭƛƳƛǘŀǝƻƴǎ ƛŘŜƴǝŬŜŘ ŘǳǊƛƴƎ ǘƘŜ ŀƴŀƭȅǎƛǎΦ  

¶ Challenges in integrating legacy systems with modern cybersecurity tools. 

¶ Limitations in real-time data processing capabilities due to the heterogeneity of data sources 

and formats. 

¶ Difficulties in achieving seamless interoperability between different platforms and systems 
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όvмлύ /ȅōŜǊ{9!{Ωǎ ǎƛƎƴƛŬŎŀƴǘ ƳƛǎǎƛƴƎ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ ŀŘŀǇǘŜǊǎ ƛŘŜƴǝŬŜŘ ōŜǘǿŜŜƴ ǎȅǎǘŜƳ ƻǇŜǊŀǘƻǊǎΣ 

¢{hǎΣ 5{hǎΣ ŀƴŘ ŎǳǎǘƻƳŜǊǎΦ  

¶ Seamless data exchange between TSOs, DSOs, and customers. 

¶ Real-time data sharing and cybersecurity monitoring. 

¶ Integration of various data formats and models to support system flexibility and resilience 

(Q11) How data exchange gaps are affecting the support for flexibility requirements identified and 

analysed. 

¶ Pilot implementations and real-world testing scenarios. 

¶ Feedback from stakeholders and system operators. 

¶ Detailed analysis of current data flows and identifying bottlenecks or inefficiencies. 

όvмнύ /ȅōŜǊ{9!{Ωǎ tǊƻǇƻǎŜŘ ǎƻƭǳǝƻƴǎ ŦƻǊ ŀŘŘǊŜǎǎƛƴƎ ƎŀǇǎΣ ǎǳŎƘ ŀǎ ǳǎƛƴƎ ƳŜǊƎŜŘ ǎǘŀƴŘŀǊŘǎ ŦƻǊ Řŀǘŀ 

ŜȄŎƘŀƴƎŜΣ ŘŜǾŜƭƻǇƛƴƎ ƛƴǘŜǊŦŀŎŜǎκŀŘŀǇǘŜǊǎ ŦƻǊ ¢{hκ5{h ŀƴŘ ŎǳǎǘƻƳŜǊǎΣ ƛƴǘŜƎǊŀǝƴƎ ŎǊƻǎǎπǎŜŎǘƻǊ ŀƴŘ 

ŎǊƻǎǎπōƻǊŘŜǊ ŎƻƳǇƻƴŜƴǘǎ ƛƴ ǘƘŜ ǊŜŦŜǊŜƴŎŜ ŀǊŎƘƛǘŜŎǘǳǊŜǎ ŀƴŘ ǇƭŀǜƻǊƳǎ ǘƻ ǎǳǇǇƻǊǘ ƅŜȄƛōƛƭƛǝŜǎΣ ŜǘŎΦ 

¶ Developing merged standards for data exchange. 

¶ Creating new interfaces and adapters for seamless integration. 

¶ Integrating cross-sector and cross-border components in reference architectures to support 

flexibility and resilience. 

¶ Enhancing cybersecurity measures to protect data integrity and confidentiality 

όvмоύ /ȅōŜǊ{9!{Ωǎ ǇǊƻǇƻǎŀƭǎ ŦƻǊ ƛƳǇǊƻǾƛƴƎ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ όƛΦŜΦΣ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ 

ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎύ ŜŶŎƛŜƴǘƭȅ ǿƘƛƭŜ ŦŀŎƛƭƛǘŀǝƴƎ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ 

ƻŦ ǘƘŜ 9¦ ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ 

¶ Streamline data flows for improved efficiency. 

¶ Enhance real-time decision-making capabilities. 

¶ Implement robust cybersecurity measures to protect against threats. 

¶ Facilitate better integration and interoperability, leading to more resilient and flexible energy 

systems. 

όvмпύ /ƘŀƭƭŜƴƎŜǎ ŀƴǝŎƛǇŀǘŜŘ ƛƴ ƛƳǇƭŜƳŜƴǝƴƎ /ȅōŜǊ{9!{Ωǎ ǇǊƻǇƻǎŀƭǎΣ ŀƴŘ Ƙƻǿ Ŏŀƴ ōŜ ƻǾŜǊŎƻƳŜΦ 

¶ Technical integration issues with existing systems. 

¶ Ensuring data privacy and security. 

¶ Achieving stakeholder consensus on standards and protocols. 

¶ These challenges can be overcome through: 

¶ Pilot testing and iterative refinement of solutions. 

¶ Continuous stakeholder engagement and feedback. 

¶ Adopting a flexible and adaptive approach to integration and standardization. 

όvмрύ /ȅōŜǊ{9!{ Ƙŀǎ ƳŀŘŜ ŘŜǾŜƭƻǇƳŜƴǘǎ ŀŘŘǊŜǎǎƛƴƎ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ 

ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘΦ  

όvмрƛύ /ȅōŜǊ{9!{Ωǎ ŎȅōŜǊ ŀƴŘ ǇƘȅǎƛŎŀƭ ŀǎǎŜǘǎκŜƭŜƳŜƴǘǎ ǘƘŀǘ ǘƘŜ ǇǊƻƧŜŎǘ ŀŘŘǊŜǎǎŜǎΣ ǇƻǘŜƴǝŀƭ Ǌƛǎƪǎ 

ƛŘŜƴǝŬŜŘ ƛƴ /ȅōŜǊ{9!{ ǘƘŀǘ ŀǊŜ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ƴŀǘǳǊŜ ƻŦ ǘƘŜ ƎǊƛŘΣ ŀƴŘ Ƙƻǿ ǘƘŜ 

ƭŀǧŜǊ ŀǊŜ ƳƛǝƎŀǘŜŘΦ 

¶ OT devices in substations. 
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¶ Smart meters. 

¶ Communication devices. 

¶ Remote Terminal Units (RTUs). 

¶ Blockchain technology for ensuring data integrity and trust. 

¶ Cyberattacks on critical infrastructure. 

¶ Data breaches and system integrity issues 

Iƻǿ ǘƘŜȅ ŀǊŜ ƳƛǝƎŀǘŜŘΥ 

¶ Real-time monitoring and threat detection. 

¶ Implementation of advanced cybersecurity frameworks. 

¶ Regular risk assessments and updating security measures accordingly 

όvмрƛƛύ LŘŜƴǝŬŜŘ ŦƻŎǳǎ ŀǊŜŀǎ ŦƻǊ ŘȅƴŀƳƛŎ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ŎƻƴǘǊƻƭ ǘƻ ŜƴǎǳǊŜ ǘƘŜ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ 

ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ ƎǊƛŘΣ /ȅōŜǊ{9!{ ǇǊƻǇƻǎƛǝƻƴǎ ŦƻǊ ŜũŜŎǝǾŜ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ǇǊƻǘŜŎǝƻƴ ƻŦ ǘƘŜ Ǉŀƴπ

9ǳǊƻǇŜŀƴ ƎǊƛŘ ŎȅōŜǊ ƭŀȅŜǊǎΦ 

¶ Developing dynamic rating systems for real-time capacity assessment. 

¶ Integrating weather data for predictive analysis. 

¶ Implementing threat intelligence platforms for continuous monitoring and response 

¶ Using advanced cybersecurity tools and real-time monitoring systems. 

¶ Developing collaborative threat intelligence platforms. 

¶ Ensuring continuous updates and improvements to security measures to protect the cyber 

layers of the pan-European grid from potential threats 

B.27 ELECTRON 

όvмύ 9[9/¢whbΩǎ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ ¢ƘŜ ǇǊƛƳŀǊȅ ƻōƧŜŎǝǾŜ ƻŦ ǘƘŜ 9[9/¢whb ǇǊƻƧŜŎǘ ώммсϐ 

ƛǎ ǘƻ ŘŜƭƛǾŜǊ ŀ ƴŜǿπƎŜƴŜǊŀǝƻƴ 9ƭŜŎǘǊƛŎŀƭ tƻǿŜǊ ŀƴŘ 9ƴŜǊƎȅ {ȅǎǘŜƳǎ ό9t9{ύ ǇƭŀǜƻǊƳ ŀƛƳŜŘ 

ŀǘ ŜƴƘŀƴŎƛƴƎ ǘƘŜ ǊŜǎƛƭƛŜƴŎŜ ƻŦ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎ ŀƎŀƛƴǎǘ ŎȅōŜǊΣ ǇǊƛǾŀŎȅΣ ŀƴŘ Řŀǘŀ ŀǧŀŎƪǎΦ ¢ƘŜ 

ǇǊƻƧŜŎǘ ŦƻŎǳǎŜǎ ƻƴ Ǌƛǎƪ ŀǎǎŜǎǎƳŜƴǘΣ ŦŜŘŜǊŀǘŜŘ ƛƴǘǊǳǎƛƻƴ ŀƴŘ ŀƴƻƳŀƭȅ ŘŜǘŜŎǝƻƴΣ ŦŀƛƭǳǊŜ 

ƳƛǝƎŀǝƻƴΣ ŜƴŜǊƎȅ ǊŜǎǘƻǊŀǝƻƴΣ ŀƴŘ ǘƘŜ ǳǎŜ ƻŦ ǇƻǎǘπǉǳŀƴǘǳƳ ŎǊȅǇǘƻƎǊŀǇƘȅ ǘƻ ǎŜŎǳǊŜ ǘƘŜ 

ŜƭŜŎǘǊƛŎŀƭ ƎǊƛŘΦ 

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ hƴƎƻƛƴƎ 

όvнύ 9[9/¢whbΩǎ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ 

ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ 

¢ƘŜ ǇǊƻƧŜŎǘ Ƙŀǎ ŘŜǾŜƭƻǇŜŘ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƛƳŜŘ ŀǘ ŜƴƘŀƴŎƛƴƎ 

ǎȅǎǘŜƳ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾƛƴƎ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ ǎǳŎƘ ŀǎ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎΣ ŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ 

ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŀƴŘ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎΦ 

vнƛΥ {ǇŜŎƛŬŎŀǝƻƴ ƻŦ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎΣ ŀƭƻƴƎ ǿƛǘƘ ǘƘŜƛǊ ŘŜŬƴƛǝƻƴǎ ƛƴ ǘŜǊƳǎ ƻŦ ƛƴŦƻǊƳŀǝƻƴ 

ƳƻŘŜƭǎΣ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎΦ 

¢ƘŜ ƛƴǘŜǊŦŀŎŜǎ ŘŜǾŜƭƻǇŜŘ ŀǊŜ ŘŜǎƛƎƴŜŘ ǘƻ ǎǳǇǇƻǊǘ ŦŜŘŜǊŀǘŜŘ ƭŜŀǊƴƛƴƎ ƳƻŘŜƭǎ ŦƻǊ ŎȅōŜǊǎŜŎǳǊƛǘȅΣ 

ƴŀƴƻƎǊƛŘπōŀǎŜŘ ǇǊŜǾŜƴǝƻƴ ŀƴŘ ƳƛǝƎŀǝƻƴ ǎŎƘŜƳŜǎΣ ŀƴŘ ŎƻƭƭŀōƻǊŀǝǾŜ Ǌƛǎƪ ŀƴŘ ŎŜǊǝŬŎŀǝƻƴ 

ŦǊŀƳŜǿƻǊƪǎΦ ¢ƘŜǎŜ ƛƴǘŜǊŦŀŎŜǎ ŀǊŜ ŀƛƳŜŘ ŀǘ ǇǊƻǾƛŘƛƴƎ ŘŜŎŜƴǘǊŀƭƛȊŜŘ ǎŜŎǳǊƛǘȅ ŀƴŘ ƛƴǘŜƎǊŀǝƴƎ ǾŀǊƛƻǳǎ 

ŎȅōŜǊǎŜŎǳǊƛǘȅ ƳŜŀǎǳǊŜǎΦ IƻǿŜǾŜǊΣ ǎǇŜŎƛŬŎ ŘŜǘŀƛƭǎ ŀōƻǳǘ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎΣ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ 

ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎ ŀǊŜ ƴƻǘ ǇǊƻǾƛŘŜŘ ƛƴ ǘƘŜ ŀǾŀƛƭŀōƭŜ ǎƻǳǊŎŜǎΦ 
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LƴŦƻǊƳŀǝƻƴ aƻŘŜƭǎΥ ¢ƘŜ ƛƴǘŜǊŦŀŎŜǎ ŀǊŜ ŘŜŬƴŜŘ ǘƻ ƳŀƴŀƎŜ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀƴŘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ 

ŀŎǊƻǎǎ ŘƛũŜǊŜƴǘ ǎȅǎǘŜƳǎ ŀƴŘ ŎƻƳǇƻƴŜƴǘǎ ǿƛǘƘƛƴ ǘƘŜ ŜƭŜŎǘǊƛŎŀƭ ƎǊƛŘΦ ¢ƘŜ 9[9/¢whb ŀǊŎƘƛǘŜŎǘǳǊŜ 

ƛƴŎƭǳŘŜǎ ŎƻƳǇƻƴŜƴǘǎ ƭƛƪŜ ǘƘŜ {ŜŎǳǊƛǘȅ LƴŦƻǊƳŀǝƻƴ ŀƴŘ 9ǾŜƴǘ aŀƴŀƎŜƳŜƴǘ ό{L9aύ ǎȅǎǘŜƳΣ CŜŘŜǊŀǘŜŘ 

LƴǘǊǳǎƛƻƴ 5ŜǘŜŎǝƻƴ ŀƴŘ tǊŜǾŜƴǝƻƴ {ȅǎǘŜƳ όCL5t{ύΣ ŀƴŘ .ƭƻŎƪŎƘŀƛƴ 9ƴŜǊƎȅ ¢ǊŀƴǎŀŎǝƻƴ {ȅǎǘŜƳ ό.9!aύΣ 

ǿƘƛŎƘ ŦŀŎƛƭƛǘŀǘŜ ǎŜŎǳǊŜ ŀƴŘ ŜŶŎƛŜƴǘ Řŀǘŀ ƘŀƴŘƭƛƴƎΦ 

¢ƛƳƛƴƎ wŜǉǳƛǊŜƳŜƴǘǎΥ ¢ƘŜǎŜ ƛƴǘŜǊŦŀŎŜǎ ƻǇŜǊŀǘŜ ƛƴ ǊŜŀƭπǝƳŜ ƻǊ ƴŜŀǊπǊŜŀƭπǝƳŜ ǘƻ ŜƴǎǳǊŜ ǝƳŜƭȅ 

ŘŜǘŜŎǝƻƴΣ ǊŜǎǇƻƴǎŜΣ ŀƴŘ ƳƛǝƎŀǝƻƴ ƻŦ ŎȅōŜǊǎŜŎǳǊƛǘȅ ǘƘǊŜŀǘǎΦ 

LƴǘŜǊŀŎǝƻƴ {ŜǉǳŜƴŎŜǎΥ ¢ƘŜ ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎ ƛƴǾƻƭǾŜ Řŀǘŀ ŎƻƭƭŜŎǝƻƴΣ ǇǊƻŎŜǎǎƛƴƎΣ ŀƴŀƭȅǎƛǎΣ ŀƴŘ 

ǊŜǎǇƻƴǎŜ ŀŎǝƻƴǎ ƻǊŎƘŜǎǘǊŀǘŜŘ ōȅ ǾŀǊƛƻǳǎ ŎƻƳǇƻƴŜƴǘǎ ǎǳŎƘ ŀǎ {5b ŎƻƴǘǊƻƭƭŜǊǎ ŀƴŘ !LπōŀǎŜŘ ŘŜŎƛǎƛƻƴ 

ǎǳǇǇƻǊǘ ǎȅǎǘŜƳΦ 

vнƛƛΥ ! ōǊƛŜŦ ŘŜǎŎǊƛǇǝƻƴΣ ƻǊ ƛƭƭǳǎǘǊŀǝƻƴ ƻŦ ŜŀŎƘ ƛƴǘŜǊŦŀŎŜΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜΣ ǊŜŦŜǊŜƴŎƛƴƎ ǘƘŜ {D!a ƳƻŘŜƭΦ  

¢ƘŜ ŀǊŎƘƛǘŜŎǘǳǊŜ ƻŦ ǘƘŜ 9[9/¢whb ǇǊƻƧŜŎǘϥǎ ƛƴǘŜǊŦŀŎŜǎ ƛƴǾƻƭǾŜǎ ŀ ƭŀȅŜǊŜŘ ŀǇǇǊƻŀŎƘ ōŀǎŜŘ ƻƴ ǘƘŜ 

{D!a ό{ƳŀǊǘ DǊƛŘ !ǊŎƘƛǘŜŎǘǳǊŜ aƻŘŜƭύ ŦǊŀƳŜǿƻǊƪΦ ¢Ƙƛǎ ŦǊŀƳŜǿƻǊƪ ŜƴǎǳǊŜǎ ŎƻƳǇǊŜƘŜƴǎƛǾŜ 

ƛƴǘŜƎǊŀǝƻƴ ŀƴŘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀŎǊƻǎǎ ŘƛũŜǊŜƴǘ ŘƻƳŀƛƴǎ ƻŦ ǘƘŜ ŜƭŜŎǘǊƛŎŀƭ ƎǊƛŘΣ ƛƴŎƭǳŘƛƴƎ ŬŜƭŘ ŘŜǾƛŎŜǎΣ 

ŎƻƴǘǊƻƭ ŎŜƴǘǊŜǎΣ ŀƴŘ ŜƴǘŜǊǇǊƛǎŜ ǎȅǎǘŜƳǎΦ ¢ƘŜ ǇƘȅǎƛŎŀƭ ƭŀȅŜǊ ƛƴŎƭǳŘŜǎ ŎƻƳǇƻƴŜƴǘǎ ǎǳŎƘ ŀǎ ǎƳŀǊǘ ƳŜǘŜǊǎ 

ŀƴŘ ƛƴǾŜǊǘŜǊǎ ŎƻƴƴŜŎǘŜŘ Ǿƛŀ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ƭƛƪŜ aƻŘōǳǎκ¢/tΦ ¢ƘŜ Řŀǘŀ ŎƻƭƭŜŎǘŜŘ ŦǊƻƳ ǘƘŜǎŜ 

ŘŜǾƛŎŜǎ ƛǎ ǇǊƻŎŜǎǎŜŘ ōȅ ǘƘŜ !ŎǝǾŜ 5ƛǎǘǊƛōǳǝƻƴ aŀƴŀƎŜƳŜƴǘ {ȅǎǘŜƳ ό!5a{ύΣ ǿƘƛŎƘ ŀŎǘǎ ŀǎ ǘƘŜ ŎƻƴǘǊƻƭ 

ŎŜƴǘǊŜΦ 

όvоύ 9[9/¢whbΩǎ ƪŜȅ ŬƴŘƛƴƎǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ƛƴǘŜǊŦŀŎŜǎ ǘƻ ƛƳǇǊƻǾŜ 

ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ όǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ 

ƳŀǊƪŜǘǎύΦ 

YŜȅ ŬƴŘƛƴƎǎ ƛƴŎƭǳŘŜ ǘƘŜ ǎǳŎŎŜǎǎŦǳƭ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ŀŘǾŀƴŎŜŘ ŎȅōŜǊǎŜŎǳǊƛǘȅ ƳŜŀǎǳǊŜǎ ŀƴŘ ŎƻƳǇƭƛŀƴŎŜ 

ǿƛǘƘ 9¦ ŎȅōŜǊǎŜŎǳǊƛǘȅ ǇƻƭƛŎƛŜǎΦ ¢ƘŜ ǇǊƻƧŜŎǘ ŜƳǇƘŀǎƛȊŜǎ ǘƘŜ ƛƳǇƻǊǘŀƴŎŜ ƻŦ ŦŜŘŜǊŀǘŜŘ ƭŜŀǊƴƛƴƎ ŀƴŘ 

ŘŜŎŜƴǘǊŀƭƛȊŜŘ ǎŜŎǳǊƛǘȅ ƛƴŦƻǊƳŀǝƻƴ ŀƴŘ ŜǾŜƴǘ ƳŀƴŀƎŜƳŜƴǘ ό{L9aύ ǘƻ ƛƳǇǊƻǾŜ ǎȅǎǘŜƳ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ 

ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ 

όvпύ 9[9/¢whbΩǎ ŎƻƴǘǊƛōǳǝƻƴ ǘƻǿŀǊŘǎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƴŘ Řŀǘŀπ

ǎƘŀǊƛƴƎ ŦǊŀƳŜǿƻǊƪǎΦ 

¢ƘŜ ǇǊƻƧŜŎǘ ŎƻƴǘǊƛōǳǘŜŘ ōȅ ŘŜǾŜƭƻǇƛƴƎ ǇƭŀǜƻǊƳǎ ǘƘŀǘ ǎǳǇǇƻǊǘ ǎǘŀƴŘŀǊŘƛȊŜŘ ŎƻƳƳǳƴƛŎŀǝƻƴ 

ǇǊƻǘƻŎƻƭǎ ŀƴŘ Řŀǘŀ ŦƻǊƳŀǘǎΣ ŜƴǎǳǊƛƴƎ ǎŜŀƳƭŜǎǎ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀƴŘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀŎǊƻǎǎ ŘƛũŜǊŜƴǘ 

ǎȅǎǘŜƳǎ ŀƴŘ ŘŜǾƛŎŜǎΦ ¢Ƙƛǎ ƛƴŎƭǳŘŜǎ ǘƘŜ ǳǎŜ ƻŦ ƳŜǘŀŘŀǘŀ ǘƻ ŜƴƘŀƴŎŜ ǘƘŜ ŎƻƴǘŜȄǘǳŀƭ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ƻŦ 

ǘƘŜ Řŀǘŀ ōŜƛƴƎ ǎƘŀǊŜŘΦ 

όvрύ 9[9/¢whbΩǎ ŘŜŬƴƛǝƻƴ ƻŦ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ  

¢ƘŜ ǇǊƻƧŜŎǘ ŘŜŬƴŜŘ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ǘƻ ŜƴǎǳǊŜ ǘƘŜ 

ǎŜŎǳǊŜ ŀƴŘ ŜŶŎƛŜƴǘ ƻǇŜǊŀǝƻƴ ƻŦ ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘΦ ¢ƘŜǎŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ŀǊŜ ŀƭƛƎƴŜŘ ǿƛǘƘ ƛƴǘŜǊƴŀǝƻƴŀƭ 

ǎǘŀƴŘŀǊŘǎ ǎǳŎƘ ŀǎ L9/ смурл ŀƴŘ 5btоΦ 

όvсύ 5ŀǘŀ ƳƻŘŜƭǎ ǳǎŜŘ ƛƴ 9[9/¢whbΦ  

¶ Threat Intelligence Data Model: For capturing information about potential cyber threats and 

vulnerabilities. 

¶ Network Configuration Data Model: For maintaining up-to-date information about network 

devices and configurations. 

¶ Security Policies Data Model: For defining and enforcing security policies across the network. 
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όvтύ tǊƻǘƻŎƻƭǎ ŀƴŘ ǎǘŀƴŘŀǊŘǎ ŀǇǇƭƛŜŘ ƛƴ 9[9/¢whbΦ  

¶ IEC 61850: For substation automation and control. 

¶ DNP3: For communication between control systems and field devices. 

¶ Modbus/TCP: For industrial control systems. 

¶ OpenFlow: For SDN communication. 

όvуύ DŀǇǎ ƛŘŜƴǝŬŜŘ ƛƴ ǘŜǊƳǎ ƻŦ Řŀǘŀ ŦƻǊƳŀǘΣ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ƛƴ 

9[9/¢whbΦ 

¶ Inconsistencies in data formats between different vendors and systems. 

¶ Lack of standardized information models for new types of cyber threats. 

¶ Communication protocols that do not fully support real-time data exchange and dynamic 

security requirements. 

όvфύ 9ȄŀƳǇƭŜǎ ƻŦ ǘƻƻƭ ƭƛƳƛǘŀǝƻƴǎ ƛŘŜƴǝŬŜŘ ŘǳǊƛƴƎ ǘƘŜ ŀƴŀƭȅǎƛǎΦ  

¶ Scalability Issues: Some tools struggled to scale efficiently with the increasing amount of data. 

¶ False Positives in Threat Detection: Certain AI models produced a high rate of false positives, 

requiring further tuning and validation. 

όvмлύ 9[9/¢whbΩǎ ǎƛƎƴƛŬŎŀƴǘ ƳƛǎǎƛƴƎ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ ŀŘŀǇǘŜǊǎ ƛŘŜƴǝŬŜŘ ōŜǘǿŜŜƴ ǎȅǎǘŜƳ ƻǇŜǊŀǘƻǊǎΣ 

¢{hǎΣ 5{hǎΣ ŀƴŘ ŎǳǎǘƻƳŜǊǎΦ  

¶ Standardized communication interfaces between Transmission System Operators (TSOs) and 

Distribution System Operators (DSOs). 

¶ Adapters for integrating legacy systems with modern digital infrastructure. 

¶ Customer interfaces for real-time energy usage monitoring and management. 

(Q11) How data exchange gaps are affecting the support for flexibility requirements identified and 

analysed. 

5ŀǘŀ ŜȄŎƘŀƴƎŜ ƎŀǇǎ ǿŜǊŜ ƛŘŜƴǝŬŜŘ ǘƘǊƻǳƎƘ ŜȄǘŜƴǎƛǾŜ ǘŜǎǝƴƎ ŀƴŘ ǎƛƳǳƭŀǝƻƴ ƻŦ ŘƛũŜǊŜƴǘ ƴŜǘǿƻǊƪ 

ǎŎŜƴŀǊƛƻǎΦ ¢ƘŜ ŀƴŀƭȅǎƛǎ ŦƻŎǳǎŜŘ ƻƴ ǘƘŜ ƛƳǇŀŎǘ ƻŦ ǘƘŜǎŜ ƎŀǇǎ ƻƴ ǊŜŀƭπǝƳŜ Řŀǘŀ ƅƻǿ ŀƴŘ ǘƘŜ ŀōƛƭƛǘȅ ǘƻ 

ǉǳƛŎƪƭȅ ŀŘŀǇǘ ǘƻ ŎƘŀƴƎƛƴƎ ƴŜǘǿƻǊƪ ŎƻƴŘƛǝƻƴǎΦ 

όvмнύ 9[9/¢whbΩǎ tǊƻǇƻǎŜŘ ǎƻƭǳǝƻƴǎ ŦƻǊ ŀŘŘǊŜǎǎƛƴƎ ƎŀǇǎΣ ǎǳŎƘ ŀǎ ǳǎƛƴƎ ƳŜǊƎŜŘ ǎǘŀƴŘŀǊŘǎ ŦƻǊ Řŀǘŀ 

ŜȄŎƘŀƴƎŜΣ ŘŜǾŜƭƻǇƛƴƎ ƛƴǘŜǊŦŀŎŜǎκŀŘŀǇǘŜǊǎ ŦƻǊ ¢{hκ5{h ŀƴŘ ŎǳǎǘƻƳŜǊǎΣ ƛƴǘŜƎǊŀǝƴƎ ŎǊƻǎǎπǎŜŎǘƻǊ ŀƴŘ 

ŎǊƻǎǎπōƻǊŘŜǊ ŎƻƳǇƻƴŜƴǘǎ ƛƴ ǘƘŜ ǊŜŦŜǊŜƴŎŜ ŀǊŎƘƛǘŜŎǘǳǊŜǎ ŀƴŘ ǇƭŀǜƻǊƳǎ ǘƻ ǎǳǇǇƻǊǘ ƅŜȄƛōƛƭƛǝŜǎΣ ŜǘŎΦ 

tǊƻǇƻǎŜŘ ǎƻƭǳǝƻƴǎ ƛƴŎƭǳŘŜ ŘŜǾŜƭƻǇƛƴƎ ƳŜǊƎŜŘ ǎǘŀƴŘŀǊŘǎ ŦƻǊ Řŀǘŀ ŜȄŎƘŀƴƎŜΣ ŎǊŜŀǝƴƎ 

ƛƴǘŜǊŦŀŎŜǎκŀŘŀǇǘŜǊǎ ŦƻǊ ǎŜŀƳƭŜǎǎ ƛƴǘŜƎǊŀǝƻƴΣ ŀƴŘ ƛƴŎƻǊǇƻǊŀǝƴƎ ŎǊƻǎǎπǎŜŎǘƻǊ ŀƴŘ ŎǊƻǎǎπōƻǊŘŜǊ 

ŎƻƳǇƻƴŜƴǘǎ ǘƻ ǎǳǇǇƻǊǘ ǎȅǎǘŜƳ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜΦ 

όvмоύ 9[9/¢whbΩǎ ǇǊƻǇƻǎŀƭǎ ŦƻǊ ƛƳǇǊƻǾƛƴƎ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ όƛΦŜΦΣ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ 

ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎύ ŜŶŎƛŜƴǘƭȅ ǿƘƛƭŜ ŦŀŎƛƭƛǘŀǝƴƎ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ 

ƻŦ ǘƘŜ 9¦ ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ 

¢ƘŜǎŜ ǇǊƻǇƻǎŀƭǎ ŀƛƳ ǘƻ ƛƳǇǊƻǾŜ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎ ŜŶŎƛŜƴŎȅ όǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎΣ ŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ 

ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŀƴŘ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎύ ōȅ ŦŀŎƛƭƛǘŀǝƴƎ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƛƴ ǘƘŜ 9¦ ŜƴŜǊƎȅ ǎȅǎǘŜƳ 

ǘƘǊƻǳƎƘ ŀŘǾŀƴŎŜŘ ŎȅōŜǊǎŜŎǳǊƛǘȅ ƳŜŀǎǳǊŜǎ ŀƴŘ ŜƴƘŀƴŎŜŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΦ 

όvмпύ /ƘŀƭƭŜƴƎŜǎ ŀƴǝŎƛǇŀǘŜŘ ƛƴ ƛƳǇƭŜƳŜƴǝƴƎ 9[9/¢whbΩǎ ǇǊƻǇƻǎŀƭǎΣ ŀƴŘ Ƙƻǿ Ŏŀƴ ōŜ ƻǾŜǊŎƻƳŜΦ 
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!ƴǝŎƛǇŀǘŜŘ ŎƘŀƭƭŜƴƎŜǎ ƛƴŎƭǳŘŜ ŜƴǎǳǊƛƴƎ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ŎȅōŜǊǎŜŎǳǊƛǘȅ ŀŎǊƻǎǎ ŘƛǾŜǊǎŜ 9t9{ 

ŎƻƳǇƻƴŜƴǘǎ ŀƴŘ ƳŀƴŀƎƛƴƎ ǘƘŜ ŎƻƳǇƭŜȄƛǘȅ ƻŦ ŦŜŘŜǊŀǘŜŘ ƭŜŀǊƴƛƴƎ ƳƻŘŜƭǎΦ hǾŜǊŎƻƳƛƴƎ ǘƘŜǎŜ ŎƘŀƭƭŜƴƎŜǎ 

ƛƴǾƻƭǾŜǎ ŎƻƴǝƴǳŜŘ ŘŜǾŜƭƻǇƳŜƴǘ ŀƴŘ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ŀŘǾŀƴŎŜŘ ŎȅōŜǊǎŜŎǳǊƛǘȅ ŦǊŀƳŜǿƻǊƪǎ ŀƴŘ ǘǊŀƛƴƛƴƎ 

ǇǊƻŎŜǎǎŜǎΦ 

όvмрύ 9[9/¢whb Ƙŀǎ ƳŀŘŜ ŘŜǾŜƭƻǇƳŜƴǘǎ ŀŘŘǊŜǎǎƛƴƎ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ 

ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘΦ  

όvмрƛύ 9[9/¢whbΩǎ ŎȅōŜǊ ŀƴŘ ǇƘȅǎƛŎŀƭ ŀǎǎŜǘǎκŜƭŜƳŜƴǘǎ ǘƘŀǘ ǘƘŜ ǇǊƻƧŜŎǘ ŀŘŘǊŜǎǎŜǎΣ ǇƻǘŜƴǝŀƭ Ǌƛǎƪǎ 

ƛŘŜƴǝŬŜŘ ƛƴ 9[9/¢whb ǘƘŀǘ ŀǊŜ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ƴŀǘǳǊŜ ƻŦ ǘƘŜ ƎǊƛŘΣ ŀƴŘ Ƙƻǿ ǘƘŜ 

ƭŀǧŜǊ ŀǊŜ ƳƛǝƎŀǘŜŘΦ 

¢ƘŜ ǇǊƻƧŜŎǘ ŀŘŘǊŜǎǎŜǎ ǾŀǊƛƻǳǎ ŎȅōŜǊ ŀƴŘ ǇƘȅǎƛŎŀƭ ŀǎǎŜǘǎ ƛƴŎƭǳŘƛƴƎ ŦŜŘŜǊŀǘŜŘ ƭŜŀǊƴƛƴƎ ƳƻŘŜƭǎ ŦƻǊ 

ŎȅōŜǊǎŜŎǳǊƛǘȅΣ ƴŀƴƻƎǊƛŘπōŀǎŜŘ ǇǊŜǾŜƴǝƻƴ ŀƴŘ ƳƛǝƎŀǝƻƴ ǎŎƘŜƳŜǎΣ ŀƴŘ ŘŜŎŜƴǘǊŀƭƛȊŜŘ {L9aΦ 

LŘŜƴǝŬŜŘ Ǌƛǎƪǎ ƛƴŎƭǳŘŜ ǾǳƭƴŜǊŀōƛƭƛǝŜǎ ƛƴ ƭŜƎŀŎȅ ǎȅǎǘŜƳǎ ŀƴŘ ƴŜǿ ŎȅōŜǊ ǘƘǊŜŀǘǎΦ aƛǝƎŀǝƻƴǎ ƛƴǾƻƭǾŜ 

ŘȅƴŀƳƛŎ Ǌƛǎƪ ŀǎǎŜǎǎƳŜƴǘΣ ƛƴǘǊǳǎƛƻƴ ŘŜǘŜŎǝƻƴΣ ŀƴŘ ōƭƻŎƪŎƘŀƛƴπōŀǎŜŘ ǘǊŀƴǎŀŎǝƻƴ ǎȅǎǘŜƳǎΦ 

¶ Cyberattacks on communication protocols. 

¶ Physical tampering with grid devices. 

¶ Data integrity and confidentiality breaches. 

¶ Mitigation strategies involve: 

¶ Implementing robust encryption and authentication mechanisms. 

¶ Deploying intrusion detection and prevention systems. 

¶ Regular security audits and dynamic risk assessments. 

όvмрƛƛύ LŘŜƴǝŬŜŘ ŦƻŎǳǎ ŀǊŜŀǎ ŦƻǊ ŘȅƴŀƳƛŎ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ŎƻƴǘǊƻƭ ǘƻ ŜƴǎǳǊŜ ǘƘŜ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ 

ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ ƎǊƛŘΣ 9[9/¢whb ǇǊƻǇƻǎƛǝƻƴǎ ŦƻǊ ŜũŜŎǝǾŜ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ǇǊƻǘŜŎǝƻƴ ƻŦ ǘƘŜ Ǉŀƴπ

9ǳǊƻǇŜŀƴ ƎǊƛŘ ŎȅōŜǊ ƭŀȅŜǊǎΦ  

CƻŎǳǎ ŀǊŜŀǎ ƛƴŎƭǳŘŜ ŘȅƴŀƳƛŎ ƳƻƴƛǘƻǊƛƴƎ ƻŦ ǘƘŜ ƎǊƛŘΣ ŀŘǾŀƴŎŜŘ ǘƘǊŜŀǘ ŘŜǘŜŎǝƻƴΣ ŀƴŘ ǇǊƻŀŎǝǾŜ 

ǊŜǎǇƻƴǎŜ ƳŜŎƘŀƴƛǎƳǎ ǘƻ ŜƴǎǳǊŜ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜΦ 

¢ƘŜ ǇǊƻƧŜŎǘ ǇǊƻǇƻǎŜǎ ǳǎƛƴƎ ŀŘǾŀƴŎŜŘ ƳƻƴƛǘƻǊƛƴƎ ǘŜŎƘƴƛǉǳŜǎΣ ŘŜŎŜƴǘǊŀƭƛȊŜŘ ǎŜŎǳǊƛǘȅ ƳŜŀǎǳǊŜǎΣ ŀƴŘ 

ŦŜŘŜǊŀǘŜŘ ƭŜŀǊƴƛƴƎ ǘƻ ŜũŜŎǝǾŜƭȅ ƳƻƴƛǘƻǊ ŀƴŘ ǇǊƻǘŜŎǘ ǘƘŜ ŎȅōŜǊ ƭŀȅŜǊǎ ƻŦ ǘƘŜ Ǉŀƴπ9ǳǊƻǇŜŀƴ ƎǊƛŘ ŦǊƻƳ 

ǇƻǘŜƴǝŀƭ ǘƘǊŜŀǘǎΦ 

B.28 FEVER 

όvмύ C9±9wΩǎ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ ¢ƘŜ 9ǳǊƻǇŜŀƴ wŜǎŜŀǊŎƘ ϧ LƴƴƻǾŀǝƻƴ ǇǊƻƧŜŎǘ 

C9±9w ώммтϐ ǿƛƭƭ ŘŜƳƻƴǎǘǊŀǘŜ ŀƴŘ ƛƳǇƭŜƳŜƴǘ ǎƻƭǳǝƻƴǎ ǘƘŀǘ ƭŜǾŜǊŀƎŜ ǘƘŜ ǇƻǘŜƴǝŀƭ 

ƻŦ ƅŜȄƛōƛƭƛǘȅ ƛƴ ƎŜƴŜǊŀǝƻƴΣ ŎƻƴǎǳƳǇǝƻƴ ŀƴŘ ǎǘƻǊŀƎŜ ƻŦ ŜƭŜŎǘǊƛŎƛǘȅ ŦƻǊ ƻǇǝƳŀƭ 

ƳŀƴŀƎŜƳŜƴǘ ƻŦ ǇƻǿŜǊ ƎǊƛŘǎΦ 5ŜǇƭƻȅƛƴƎ ŀǊǝŬŎƛŀƭ ƛƴǘŜƭƭƛƎŜƴŎŜ ŀƴŘ ƭŜŘƎŜǊ 

ǘŜŎƘƴƻƭƻƎƛŜǎΣ ǇŜŜǊπǘƻπǇŜŜǊ ǘǊŀŘƛƴƎ ƻŦ ƅŜȄƛōƭŜ ŜƴŜǊƎƛŜǎ ŀƴŘ ŀ ǘƻƻƭōƻȄ ŎƻƳǇǊƛǎƛƴƎ ŀŘǾŀƴŎŜŘ ƳƻƴƛǘƻǊƛƴƎ 

ŀƴŘ ǇǊŜŘƛŎǝƻƴ ŀƭƎƻǊƛǘƘƳǎΣ C9±9w ŜƳǇƻǿŜǊǎ ŘƛǎǘǊƛōǳǝƻƴ ǎȅǎǘŜƳ ƻǇŜǊŀǘƻǊǎ ό5{hǎύ ǘƻ ōŜǧŜǊ ƻōǎŜǊǾŜ 

ŀƴŘ ƳŀƴŀƎŜ ǘƘŜƛǊ ƎǊƛŘǎΦ !ƴ ŜǾŜǊπƎǊƻǿƛƴƎ ǎƘŀǊŜ ƻŦ ƅǳŎǘǳŀǝƴƎ ŜƭŜŎǘǊƛŎƛǘȅ ƎŜƴŜǊŀǘƻǊǎΣ ǎǳŎƘ ŀǎ ǿƛƴŘ ŀƴŘ 

ǎƻƭŀǊΣ ƳŀƪŜǎ ƛǘ ƳƻǊŜ ŘƛŶŎǳƭǘ ǘƻ ŎŀƭŎǳƭŀǘŜ ǘƘŜ ƭƻŀŘǎ ōŜƛƴƎ ŦŜŘ ƛƴΦ /ƻƴǎǘŀƴǘƭȅ ƛƴŎǊŜŀǎƛƴƎ ǇƻǿŜǊ ŘŜƳŀƴŘ 

ǇƻǎŜǎ ŀƴ ŀŘŘƛǝƻƴŀƭ ŎƘŀƭƭŜƴƎŜΦ CƻǊ ŀ ǎŜŎǳǊŜ ŀƴŘ ǊŜǎƛƭƛŜƴǘ ŜƴŜǊƎȅ ǎǳǇǇƭȅΣ ǇǊƻŘǳŎǝƻƴ ŀƴŘ ŘŜƳŀƴŘ ƴŜŜŘ 

ǘƻ ōŜ ƘŀǊƳƻƴƛȊŜŘΦ C9±9w ƳŜŜǘǎ ǘƘŜǎŜ ŎƘŀƭƭŜƴƎŜǎ ōȅ ŬƴŜπǘǳƴƛƴƎ ƻǊŎƘŜǎǘǊŀǝƻƴ ƻŦ ƅŜȄƛōƛƭƛǝŜǎ ƛƴ 

ƎŜƴŜǊŀǝƻƴΣ ǎǘƻǊŀƎŜ ŀƴŘ ŎƻƴǎǳƳǇǝƻƴΦ C9±9wΩǎ ƻōƧŜŎǝǾŜ ƛǎ ǘƻ ǇǊƻƳƻǘŜ ƻǇǝƳŀƭ ƳŀƴŀƎŜƳŜƴǘ ƻŦ ǘƘŜ 

ǇƻǿŜǊ ƎǊƛŘǎ ƛƴ ǘƘŜ ŦǳǘǳǊŜ ŜƴŜǊƎȅ ǎȅǎǘŜƳ ōŀǎŜŘ ƻƴ ǊŜƴŜǿŀōƭŜ ǎƻǳǊŎŜǎΦ 
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tǊƻƧŜŎǘ {ǘŀǘǳǎΥ /ƻƳǇƭŜǘŜŘ 

όvнύ C9±9w ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ ōǳǎƛƴŜǎǎ 

ǇǊƻŎŜǎǎŜǎΦ 

¢ƘŜ C9±9w ǇǊƻƧŜŎǘ ŘŜǾŜƭƻǇŜŘ ǎŜǾŜǊŀƭ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŘŜǎƛƎƴŜŘ ǘƻ 

ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ ƛƴ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ 

ƻǇŜǊŀǝƻƴΣ ŀƴŘ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎΦ ¢ƘŜǎŜ ŘŜǾŜƭƻǇƳŜƴǘǎ ŀǊŜ ŘŜǘŀƛƭŜŘ ƛƴ ǾŀǊƛƻǳǎ ŘŜƭƛǾŜǊŀōƭŜǎΣ ƛƴŎƭǳŘƛƴƎ ǘƘŜ 

ŎǊŜŀǝƻƴ ƻŦ ǎȅǎǘŜƳǎ ƭƛƪŜ ǘƘŜ CƭŜȄƛōƛƭƛǘȅ ¢ǊŀŘƛƴƎ tƭŀǜƻǊƳ όC¢tύΣ DŜƻƎǊŀǇƘƛŎ LƴŦƻǊƳŀǝƻƴ {ȅǎǘŜƳ όDL{ύΣ 

ŀƴŘ ǎŜǾŜǊŀƭ ƻǘƘŜǊǎ ŀƛƳŜŘ ŀǘ ŦŀŎƛƭƛǘŀǝƴƎ ǘƘŜ ŜŶŎƛŜƴǘ ƳŀƴŀƎŜƳŜƴǘ ŀƴŘ ǘǊŀŘƛƴƎ ƻŦ ƅŜȄƛōƛƭƛǘȅΦ 

vнƛΥ {ǇŜŎƛŬŎŀǝƻƴ ƻŦ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎΣ ŀƭƻƴƎ ǿƛǘƘ ǘƘŜƛǊ ŘŜŬƴƛǝƻƴǎ ƛƴ ǘŜǊƳǎ ƻŦ ƛƴŦƻǊƳŀǝƻƴ 

ƳƻŘŜƭǎΣ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎΦ 

¶ Flexibility Trading Platform (FTP): Manages trading of flexibility. 

¶ Energy Management Systems (EMS): Monitors and controls DER assets. 

¶ Flexibility Management System (FMS): Aggregates/disaggregates flexibilities for trading. 

¶ Power Flow Simulator (PFS): Simulates power flows in the grid. 

vнƛƛΥ ! ōǊƛŜŦ ŘŜǎŎǊƛǇǝƻƴΣ ƻǊ ƛƭƭǳǎǘǊŀǝƻƴ ƻŦ ŜŀŎƘ ƛƴǘŜǊŦŀŎŜΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜΣ ǊŜŦŜǊŜƴŎƛƴƎ ǘƘŜ {D!a ƳƻŘŜƭΦ  

¶ Flexibility Trading Platform (FTP): Centralized control system for flexibility trading. It operates 

at the market and enterprise layers of the SGAM model, ensuring integration with various grid 

and market participants. 

¶ Flexibility Service Providing Agent (FSPA): Acts at the field and process layers of the SGAM 

model, interfacing directly with energy management systems and converting flexibility 

potentials into marketable offers. 

¶ DSO Toolbox (LRA, SHA): These applications integrate at the operation and field layers, 

utilizing real-time grid data to perform dynamic loss reduction and fault management. 

όvоύ C9±9wΩǎ ƪŜȅ ŬƴŘƛƴƎǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ƛƴǘŜǊŦŀŎŜǎ ǘƻ ƛƳǇǊƻǾŜ 

ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ όǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ 

ƳŀǊƪŜǘǎύΦ 

¶ Enhanced Grid Management: Implementation of interfaces like FTP and FSPA significantly 

improved grid stability and operational efficiency through better demand response and 

flexibility management. 

¶ Data Standardization: Adoption of standards such as CIM (Common Information Model) for 

grid data ensured interoperability and streamlined data exchange between different systems. 

¶ Scalability and Security: The project highlighted the importance of scalable and secure 

interfaces, particularly in the context of increasing penetration of DER and the need for robust 

cybersecurity measures. 

όvпύ C9±9wΩǎ ŎƻƴǘǊƛōǳǝƻƴ ǘƻǿŀǊŘǎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƴŘ Řŀǘŀπ

ǎƘŀǊƛƴƎ ŦǊŀƳŜǿƻǊƪǎΦ 

5ŜǾŜƭƻǇƛƴƎ ǘƘŜ tнtπC¢t ǇƭŀǜƻǊƳ ǿƘƛŎƘ ǳǝƭƛȊŜǎ ōƭƻŎƪŎƘŀƛƴ ŦƻǊ ǎŜŎǳǊŜ ŀƴŘ ŘŜŎŜƴǘǊŀƭƛȊŜŘ ƅŜȄƛōƛƭƛǘȅ 

ǘǊŀŘƛƴƎ ŀƴŘ ƛƳǇƭŜƳŜƴǝƴƎ ǎǘŀƴŘŀǊŘƛȊŜŘ Řŀǘŀ ƳƻŘŜƭǎ ŀƴŘ ǇǊƻǘƻŎƻƭǎ ǘƘŀǘ ŦŀŎƛƭƛǘŀǘŜ ǎŜŀƳƭŜǎǎ Řŀǘŀ 

ŜȄŎƘŀƴƎŜ ŀƴŘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀŎǊƻǎǎ ǾŀǊƛƻǳǎ ŜƴŜǊƎȅ ƳŀƴŀƎŜƳŜƴǘ ŀƴŘ ƎǊƛŘ ǎȅǎǘŜƳǎΦ 

όvрύ C9±9wΩǎ ŘŜŬƴƛǝƻƴ ƻŦ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ 
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¸ŜǎΣ ǘƘŜ ǇǊƻƧŜŎǘ ŘŜŬƴŜŘ ǎǇŜŎƛŬŎ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ CƻǊ ƛƴǎǘŀƴŎŜΣ ƛǘ 

ŜǎǘŀōƭƛǎƘŜŘ ǊŜǉǳƛǊŜƳŜƴǘǎ ŦƻǊ ǊŜŀƭπǝƳŜ Řŀǘŀ ŜȄŎƘŀƴƎŜΣ ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ /La ǎǘŀƴŘŀǊŘǎΣ ŀƴŘ ǘƘŜ 

ƛƴǘŜƎǊŀǝƻƴ ƻŦ ǇǊŜŘƛŎǝǾŜ ƳƻŘŜƭǎ ŦƻǊ ƅŜȄƛōƛƭƛǘȅ ŜǎǝƳŀǝƻƴΦ 

όvсύ 5ŀǘŀ ƳƻŘŜƭǎ ǳǎŜŘ ƛƴ C9±9wΦ  

¶ Common Information Model (CIM): For standardized representation of grid data. 

¶ FlexOffer Model: For representing flexibility offers in a standardized format suitable for 

trading. 

όvтύ tǊƻǘƻŎƻƭǎ ŀƴŘ ǎǘŀƴŘŀǊŘǎ ŀǇǇƭƛŜŘ ƛƴ C9±9wΦ  

L9/ смурлΣ L{hκL9/ нтллмΣ .ƭƻŎƪŎƘŀƛƴ ǇǊƻǘƻŎƻƭǎ 

όvуύ DŀǇǎ ƛŘŜƴǝŬŜŘ ƛƴ ǘŜǊƳǎ ƻŦ Řŀǘŀ ŦƻǊƳŀǘΣ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ƛƴ 

C9±9wΦ 

¶ Inconsistencies in data formats across different systems. 

¶ Need for more robust information models to handle diverse DER capabilities. 

¶ Communication protocol interoperability issues, particularly in real-time data exchanges. 

όvфύ 9ȄŀƳǇƭŜǎ ƻŦ ǘƻƻƭ ƭƛƳƛǘŀǝƻƴǎ ƛŘŜƴǝŬŜŘ ŘǳǊƛƴƎ ǘƘŜ ŀƴŀƭȅǎƛǎΦ  

¶ Limited scalability of certain EMS tools. 

¶ Challenges in integrating legacy systems with new flexibility platforms. 

¶ Difficulty in maintaining real-time performance with increasing DER numbers. 

όvмлύ C9±9wΩǎ ǎƛƎƴƛŬŎŀƴǘ ƳƛǎǎƛƴƎ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ ŀŘŀǇǘŜǊǎ ƛŘŜƴǝŬŜŘ ōŜǘǿŜŜƴ ǎȅǎǘŜƳ ƻǇŜǊŀǘƻǊǎΣ ¢{hǎΣ 

5{hǎΣ ŀƴŘ ŎǳǎǘƻƳŜǊǎΦ  

¶ Interfaces for real-time data sharing between TSOs and DSOs. 

¶ Adapters for seamless integration of customer-owned DERs into DSO systems. 

(Q11) How data exchange gaps are affecting the support for flexibility requirements identified and analysed. 

5ŀǘŀ ŜȄŎƘŀƴƎŜ ƎŀǇǎ ǿŜǊŜ ƛŘŜƴǝŬŜŘ ǘƘǊƻǳƎƘ ǎƛƳǳƭŀǝƻƴǎ ŀƴŘ ǊŜŀƭπǿƻǊƭŘ ǘǊƛŀƭǎΣ ƘƛƎƘƭƛƎƘǝƴƎ ƛǎǎǳŜǎ 

ƭƛƪŜ ŘŜƭŀȅǎ ƛƴ Řŀǘŀ ǘǊŀƴǎƳƛǎǎƛƻƴΣ ƭŀŎƪ ƻŦ ǎǘŀƴŘŀǊŘƛȊŀǝƻƴ ƛƴ Řŀǘŀ ŦƻǊƳŀǘǎΣ ŀƴŘ ƛƴǎǳŶŎƛŜƴǘ ƎǊŀƴǳƭŀǊƛǘȅ ƻŦ 

ŜȄŎƘŀƴƎŜŘ ŘŀǘŀΦ ¢ƘŜǎŜ ƎŀǇǎ ǿŜǊŜ ŀƴŀƭȅǎŜŘ ƛƴ ǘŜǊƳǎ ƻŦ ǘƘŜƛǊ ƛƳǇŀŎǘ ƻƴ ƅŜȄƛōƛƭƛǘȅ ƳŀǊƪŜǘ ŜŶŎƛŜƴŎȅ ŀƴŘ 

ƎǊƛŘ ǎǘŀōƛƭƛǘȅΦ 

όvмнύ C9±9wΩǎ ǇǊƻǇƻǎŜŘ ǎƻƭǳǝƻƴǎ ŦƻǊ ŀŘŘǊŜǎǎƛƴƎ ƎŀǇǎΣ ǎǳŎƘ ŀǎ ǳǎƛƴƎ ƳŜǊƎŜŘ ǎǘŀƴŘŀǊŘǎ ŦƻǊ Řŀǘŀ 

ŜȄŎƘŀƴƎŜΣ ŘŜǾŜƭƻǇƛƴƎ ƛƴǘŜǊŦŀŎŜǎκŀŘŀǇǘŜǊǎ ŦƻǊ ¢{hκ5{h ŀƴŘ ŎǳǎǘƻƳŜǊǎΣ ƛƴǘŜƎǊŀǝƴƎ ŎǊƻǎǎπǎŜŎǘƻǊ ŀƴŘ 

ŎǊƻǎǎπōƻǊŘŜǊ ŎƻƳǇƻƴŜƴǘǎ ƛƴ ǘƘŜ ǊŜŦŜǊŜƴŎŜ ŀǊŎƘƛǘŜŎǘǳǊŜǎ ŀƴŘ ǇƭŀǜƻǊƳǎ ǘƻ ǎǳǇǇƻǊǘ ƅŜȄƛōƛƭƛǝŜǎΣ ŜǘŎΦ 

¶ Development of Standardized Interfaces: Ensuring all systems comply with common standards 

like CIM. 

¶ Enhanced Real-time Data Processing: Implementing high-performance data processing tools 

for real-time operations. 

¶ Integration of Blockchain Technology: For secure and transparent flexibility trading and data 

exchange 

όvмоύ C9±9wΩǎ ǇǊƻǇƻǎŀƭǎ ŦƻǊ ƛƳǇǊƻǾƛƴƎ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ όƛΦŜΦΣ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ 

ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎύ ŜŶŎƛŜƴǘƭȅ ǿƘƛƭŜ ŦŀŎƛƭƛǘŀǝƴƎ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ 9¦ 

ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ 
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¶ Enhance Grid Stability: Through better demand response and real-time flexibility 

management. 

¶ Improve Data Accuracy and Timeliness: Ensuring accurate and timely data for grid operations. 

¶ Increase Market Participation: By enabling more actors to participate in flexibility markets, 

thus improving overall market efficiency and resilience 

όvмпύ /ƘŀƭƭŜƴƎŜǎ ŀƴǝŎƛǇŀǘŜŘ ƛƴ ƛƳǇƭŜƳŜƴǝƴƎ C9±9wΩǎ ǇǊƻǇƻǎŀƭǎΣ ŀƴŘ Ƙƻǿ Ŏŀƴ ōŜ ƻǾŜǊŎƻƳŜΦ 

/ƘŀƭƭŜƴƎŜǎ ƛƴŎƭǳŘŜΥ 

¶ Resistance to adopting new standards and protocols. 

¶ Technical difficulties in integrating diverse systems and platforms. 

¶ Ensuring data security and privacy across interconnected systems. 

¢ƘŜǎŜ Ŏŀƴ ōŜ ƻǾŜǊŎƻƳŜ ōȅΥ 

¶ Conducting extensive stakeholder engagement and training. 

¶ Developing robust integration frameworks and tools. 

¶ Implementing advanced cybersecurity measures. 

όvмрύ C9±9w Ƙŀǎ ƳŀŘŜ ŘŜǾŜƭƻǇƳŜƴǘǎ ŀŘŘǊŜǎǎƛƴƎ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ 

ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘΦ  

όvмрƛύ C9±9wΩǎ ŎȅōŜǊ ŀƴŘ ǇƘȅǎƛŎŀƭ ŀǎǎŜǘǎκŜƭŜƳŜƴǘǎ ǘƘŀǘ ǘƘŜ ǇǊƻƧŜŎǘ ŀŘŘǊŜǎǎŜǎΣ ǇƻǘŜƴǝŀƭ Ǌƛǎƪǎ 

ƛŘŜƴǝŬŜŘ ƛƴ C9±9w ǘƘŀǘ ŀǊŜ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ƴŀǘǳǊŜ ƻŦ ǘƘŜ ƎǊƛŘΣ ŀƴŘ Ƙƻǿ ǘƘŜ ƭŀǧŜǊ 

ŀǊŜ ƳƛǝƎŀǘŜŘΦ 

¶ Cyber Assets: Blockchain platforms for secure trading, cybersecurity protocols, and data 

management systems. 

¶ Physical Assets: DERs, PEDs, smart meters, and SCADA systems. 

tƻǘŜƴǝŀƭ wƛǎƪǎΥ 

¶ Data Breaches: Mitigated through robust encryption and secure data protocols. 

¶ System Interoperability Issues: Addressed by adhering to universal standards and protocols. 

¶ Real-time Data Latency: Overcome by optimizing data processing and communication 

frameworks. 

όvмрƛƛύ LŘŜƴǝŬŜŘ ŦƻŎǳǎ ŀǊŜŀǎ ŦƻǊ ŘȅƴŀƳƛŎ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ŎƻƴǘǊƻƭ ǘƻ ŜƴǎǳǊŜ ǘƘŜ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ 

ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ ƎǊƛŘΣ C9±9w ǇǊƻǇƻǎƛǝƻƴǎ ŦƻǊ ŜũŜŎǝǾŜ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ǇǊƻǘŜŎǝƻƴ ƻŦ ǘƘŜ Ǉŀƴπ9ǳǊƻǇŜŀƴ 

ƎǊƛŘ ŎȅōŜǊ ƭŀȅŜǊǎΦ 

¶ Real-time Monitoring Systems: Enhancing SCADA and AMI for better grid observability. 

¶ Predictive Maintenance and Analytics: Using predictive models for proactive grid 

management. 

¶ Integration of DERs: Ensuring seamless integration and management of distributed energy 

resources. 

9ũŜŎǝǾŜ aƻƴƛǘƻǊƛƴƎ ŀƴŘ tǊƻǘŜŎǝƻƴ aŜŀǎǳǊŜǎΥ 

¶ Comprehensive Cybersecurity Framework: Development and implementation of a 

comprehensive cybersecurity framework that includes intrusion detection systems, firewalls, 

and continuous monitoring. 
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¶ Cross-Border Collaboration: Establishing collaboration among European countries to share 

threat intelligence and best practices. 

¶ Regular Security Audits and Assessments: Conducting regular security audits and assessments 

to identify vulnerabilities and ensure compliance with security standards. 

tǊƻƧŜŎǘ tǊƻǇƻǎƛǝƻƴǎΥ 

¶ Advanced Cybersecurity Tools: Integrating advanced tools and technologies for enhanced 

security monitoring and threat mitigation. 

¶ Standardized Protocols: Developing and adopting standardized communication and security 

protocols across the pan-European grid. 

¶ Training and Awareness Programs: Implementing training and awareness programs for all 

stakeholders to ensure a high level of cybersecurity readiness. 

B.29 FlexCHESS 

όvмύ CƭŜȄ/I9{{Ωǎ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ ¢ƘŜ ƭŀǊƎŜπǎŎŀƭŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ǊŜƴŜǿŀōƭŜ ŜƴŜǊƎȅ 

ǎƻǳǊŎŜǎ όw9{ύ Ƙŀǎ ƛƴǘǊƻŘǳŎŜŘ ŀ ƴŜǿ ƻǇŜǊŀǝƴƎ ǇŀǊŀŘƛƎƳΦ w9{ ŀǊŜ ŎƘŀǊŀŎǘŜǊƛȊŜŘ ōȅ 

ǳƴŎŜǊǘŀƛƴǘȅ ŀƴŘ ǾƻƭŀǝƭƛǘȅΦ aƻǊŜƻǾŜǊΣ ƻǾŜǊƭƻŀŘƛƴƎ ƻŦ ǘǊŀƴǎƳƛǎǎƛƻƴ ŀƴŘ ŘƛǎǘǊƛōǳǝƻƴ 

ŦŜŜŘŜǊǎ ƘŀǾŜ ōŜŎƻƳŜ ƳƻǊŜ ŦǊŜǉǳŜƴǘΦ ¢ƘŜ ŎǳǊǘŀƛƭƳŜƴǘ ƻŦ ǊŜƴŜǿŀōƭŜ ǇƻǿŜǊ 

ƎŜƴŜǊŀǝƻƴ Ƙŀǎ ǘƘǳǎ ƛƴŎǊŜŀǎŜŘΣ ŎƻƴǘǊŀŘƛŎǝƴƎ ǘƘŜ Ǝƻŀƭǎ ŦƻǊ ƘƛƎƘ ǎƘŀǊŜǎ ƻŦ w9{Φ ! 

ǾŀƭǳŀōƭŜ ǎƻƭǳǝƻƴ ǘƻ ǘƘŜǎŜ ŎƘŀƭƭŜƴƎŜǎ ƛǎ ǘƘŜ ƛƴǘǊƻŘǳŎǝƻƴ ƻŦ ƅŜȄƛōƛƭƛǘȅ ŦǊƻƳ ƅŜȄƛōƭŜ ǊŜǎƻǳǊŎŜǎ ŀƴŘ ƭƻŀŘǎΦ 

Lƴ ǘƘƛǎ ŎƻƴǘŜȄǘΣ CƭŜȄ/I9{{ ǇǊƻƧŜŎǘ ώммуϐ ǇǊƻǇƻǎŜǎ ŎǳǩƴƎπŜŘƎŜ ǎƻƭǳǝƻƴǎ ōŀǎŜŘ ƻƴ ŘƛƎƛǘŀƭ ǘǿƛƴ ŎƻƴŎŜǇǘΣ 

±ƛǊǘǳŀƭ ŜƴŜǊƎȅ ǎǘƻǊŀƎŜ ǎȅǎǘŜƳǎ ό±9{{ύ ŀƴŘ 5ƛǎǘǊƛōǳǘŜŘ [ŜŘƎŜǊ ¢ŜŎƘƴƻƭƻƎȅ ό5[¢ύ ǘƻ ǊŜǾƻƭǳǝƻƴƛȊŜ ǘƘŜ 

ŜȄƛǎǝƴƎ ǇǊŀŎǝŎŜǎΦ .ŀǎŜŘ ƻƴ ǘƘŜ ŀƎƎǊŜƎŀǝƻƴ ƻŦ /ƻƴƴŜŎǘŜŘ IȅōǊƛŘ 9ƴŜǊƎȅ {ǘƻǊŀƎŜ {ȅǎǘŜƳ ό/I9{{ύΣ 

CƭŜȄ/I9{{ ƛƳǇǊƻǾŜǎ ǘƘŜ ƎǊƛŘ ǎǘŀōƛƭƛǘȅ ǿƘƛƭŜ ƛƴŎǊŜŀǎƛƴƎ ǘƘŜ ǇǊƻŬǘŀōƛƭƛǘȅ ƻŦ ƛǘǎ ƛƴǎǘŀƭƭŀǝƻƴǎ ōȅ 

ƎǳŀǊŀƴǘŜŜƛƴƎ ǾŀǊƛƻǳǎ ŀƴŎƛƭƭŀǊȅ ǎŜǊǾƛŎŜǎ ŀǘ ǘƘŜ ŘƛǎǘǊƛōǳǝƻƴ ŀƴŘ ǘǊŀƴǎƳƛǎǎƛƻƴ ƴŜǘǿƻǊƪ ƭŜǾŜƭǎΦ CƭŜȄ/I9{{ 

ǿƛƭƭ ŀƭǎƻ ŜƴǎǳǊŜ ǘƘŜ ƘƛƎƘŜǎǘ ƭŜǾŜƭ ƻŦ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ƻŦ ǘƘŜ ǇǊƻǇƻǎŜŘ ǎƻƭǳǝƻƴǎ ŀƴŘ ŜƴƘŀƴŎŜ ǘƘŜ 

ƛƴƴƻǾŀǝƻƴ ŎŀǇŀŎƛǘȅ ŀƴŘ ŎƻƳǇŜǝǝǾŜƴŜǎǎ ƻŦ {a9ǎ ŀƴŘ {ǘŀǊǘǳǇǎ ƛƴ 9ǳǊƻǇŜ ōȅ ǳƴƭƻŎƪƛƴƎ ŀŎŎŜǎǎ ǘƻ 

ƳŜŀƴƛƴƎŦǳƭ ƛƴŦƻǊƳŀǝƻƴ ŀƴŘ ŎƻπŎǊŜŀǝƴƎ ƴŜǿ ōǳǎƛƴŜǎǎ ƻǇǇƻǊǘǳƴƛǝŜǎΦ 

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ hƴƎƻƛƴƎ 

όvнύ C[9·/I9{{ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ 

ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ 

¸ŜǎΣ ǘƘŜ ǇǊƻƧŜŎǘ ŘŜǾŜƭƻǇŜŘ ǾŀǊƛƻǳǎ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎΦ ¢ƘŜ CƭŜȄ/I9{{ 

ǇǊƻƧŜŎǘ ŀƛƳǎ ǘƻ ǊŜǾƻƭǳǝƻƴƛȊŜ ǘƘŜ ŜȄƛǎǝƴƎ ǇǊŀŎǝŎŜǎ ōȅ ƛƴǘŜƎǊŀǝƴƎ 5ƛƎƛǘŀƭ ¢ǿƛƴ ό5¢ύ ŎƻƴŎŜǇǘǎΣ ±ƛǊǘǳŀƭ 

9ƴŜǊƎȅ {ǘƻǊŀƎŜ {ȅǎǘŜƳǎ ό±9{{ǎύΣ ŀƴŘ 5ƛǎǘǊƛōǳǘŜŘ [ŜŘƎŜǊ ¢ŜŎƘƴƻƭƻƎȅ ό5[¢ύ ǘƻ ǇǊƻǾƛŘŜ ŀƴŎƛƭƭŀǊȅ ǎŜǊǾƛŎŜǎ 

ŀǘ ōƻǘƘ ŘƛǎǘǊƛōǳǝƻƴ ŀƴŘ ǘǊŀƴǎƳƛǎǎƛƻƴ ƴŜǘǿƻǊƪ ƭŜǾŜƭǎΦ 

vнƛΥ {ǇŜŎƛŬŎŀǝƻƴ ƻŦ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎΣ ŀƭƻƴƎ ǿƛǘƘ ǘƘŜƛǊ ŘŜŬƴƛǝƻƴǎ ƛƴ ǘŜǊƳǎ ƻŦ ƛƴŦƻǊƳŀǝƻƴ 

ƳƻŘŜƭǎΣ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎΦ 

¢ƘŜǎŜ ƛƴǘŜǊŦŀŎŜǎ ŀǊŜ ŘŜǎƛƎƴŜŘ ǘƻ ǎǳǇǇƻǊǘ ǾŀǊƛƻǳǎ ŀǇǇƭƛŎŀǝƻƴǎ ǎǳŎƘ ŀǎ ǎȅǎǘŜƳ ŦǊŜǉǳŜƴŎȅ ǎǳǇǇƻǊǘ 

ŀƴŘ ŘƛǎǘǊƛōǳǝƻƴ ƴŜǘǿƻǊƪ ǾƻƭǘŀƎŜ ǎǳǇǇƻǊǘΦ ¢ƘŜ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎ ƛƴǾƻƭǾŜ ǘƘŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ 59wǎΣ 

±ttǎΣ ŀƴŘ ŜƴŜǊƎȅ ƳŀƴŀƎŜƳŜƴǘ ǎȅǎǘŜƳǎΦ ¢ƘŜǊŜ ƛǎ ƴƻ ƛƴŦƻǊƳŀǝƻƴ ǊŜƎŀǊŘƛƴƎ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎ ŀƴŘ 

ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎΦ 

vнƛƛΥ ! ōǊƛŜŦ ŘŜǎŎǊƛǇǝƻƴΣ ƻǊ ƛƭƭǳǎǘǊŀǝƻƴ ƻŦ ŜŀŎƘ ƛƴǘŜǊŦŀŎŜΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜΣ ǊŜŦŜǊŜƴŎƛƴƎ ǘƘŜ {D!a ƳƻŘŜƭΦ  

5ŜǘŀƛƭŜŘ ŘƛŀƎǊŀƳ ƻŦ ǘƘŜ ¢ŀȄƻƴƻƳȅ ƻŦ CƭŜȄ/I9{{ ƛǎ ǇǊŜǎŜƴǘŜŘ ƛƴ ǘƘŜ ŬƎǳǊŜ ōŜƭƻǿΥ 
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Figure 46 Taxonomy of FlexCHESS 

όvоύ C[9·/I9{{Ωǎ ƪŜȅ ŬƴŘƛƴƎǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ƛƴǘŜǊŦŀŎŜǎ ǘƻ ƛƳǇǊƻǾŜ 

ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎ όǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ 

ƳŀǊƪŜǘǎύΦ 

YŜȅ ŬƴŘƛƴƎǎ ƛƴŘƛŎŀǘŜ ǘƘŀǘ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ƛƴǘŜǊŦŀŎŜǎ ǎƛƎƴƛŬŎŀƴǘƭȅ ŜƴƘŀƴŎŜǎ 

ǎȅǎǘŜƳ ƅŜȄƛōƛƭƛǘȅΣ ŀƭƭƻǿǎ ōŜǧŜǊ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ǊŜƴŜǿŀōƭŜ ŜƴŜǊƎȅ ǎƻǳǊŎŜǎΣ ŀƴŘ ƛƳǇǊƻǾŜǎ ǘƘŜ ƻǾŜǊŀƭƭ 

ŜŶŎƛŜƴŎȅ ƻŦ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ ¢Ƙƛǎ ƛƴŎƭǳŘŜǎ ǘƘŜ ŀŘƻǇǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘǎ ǎǳŎƘ ŀǎ L9/ смурл ŦƻǊ 

ǎǳōǎǘŀǝƻƴ ƛƴǘŜƎǊŀǝƻƴ ŀƴŘ L9/ смфтлκсмфсу ŦƻǊ /La ƳŀǇǇƛƴƎΦ 

όvпύ C[9·/I9{{Ωǎ ŎƻƴǘǊƛōǳǝƻƴ ǘƻǿŀǊŘǎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƴŘ Řŀǘŀπ

ǎƘŀǊƛƴƎ ŦǊŀƳŜǿƻǊƪǎΦ 

¢ƘŜ ǇǊƻƧŜŎǘ ŎƻƴǘǊƛōǳǘŜŘ ōȅ ŘŜǾŜƭƻǇƛƴƎ ŀƴ ƛƴǘŜƎǊŀǘŜŘ ǇƭŀǜƻǊƳ ǘƘŀǘ ǎǳǇǇƻǊǘǎ ǊŜŀƭπǝƳŜ Řŀǘŀ 

ŜȄŎƘŀƴƎŜ ŀƴŘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀŎǊƻǎǎ ŘƛũŜǊŜƴǘ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎΦ ¢Ƙƛǎ ƛƴŎƭǳŘŜǎ ǘƘŜ ǳǎŜ ƻŦ ŀŘǾŀƴŎŜŘ 

ƳŜǘŜǊƛƴƎ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ό!aLύΣ Lƻ¢πōŀǎŜŘ ǎƻƭǳǝƻƴǎΣ ŀƴŘ ǎǘŀƴŘŀǊŘƛȊŜŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎΦ 

όvрύ C[9·/I9{{Ωǎ ŘŜŬƴƛǝƻƴ ƻŦ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ  

¢ƘŜǎŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ŀǊŜ ōŀǎŜŘ ƻƴ ŜȄƛǎǝƴƎ ǎǘŀƴŘŀǊŘǎ ƭƛƪŜ L9/ смурл ŀƴŘ /La ǘƻ ǎǳǇǇƻǊǘ ǊŜŀƭπǝƳŜ 

Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀƴŘ ǎȅǎǘŜƳ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΦ 

όvсύ 5ŀǘŀ ƳƻŘŜƭǎ ǳǎŜŘ ƛƴ C[9·/I9{{Φ  

¢ƘŜ Řŀǘŀ ƳƻŘŜƭǎ ǳǎŜŘ ƛƴŎƭǳŘŜ /La ό/ƻƳƳƻƴ LƴŦƻǊƳŀǝƻƴ aƻŘŜƭύΣ L9/смурлΣ {D!a ŦǊŀƳŜǿƻǊƪ ŀƴŘ 

ǾŀǊƛƻǳǎ ǇǊƻǇǊƛŜǘŀǊȅ ƳƻŘŜƭǎ ǘŀƛƭƻǊŜŘ ŦƻǊ ǎǇŜŎƛŬŎ 59wǎ ŀƴŘ ±ttǎΦ 

όvтύ tǊƻǘƻŎƻƭǎ ŀƴŘ ǎǘŀƴŘŀǊŘǎ ŀǇǇƭƛŜŘ ƛƴ C[9·/I9{{Φ  

L9/ смослΣ L{hκL9/ нтллмκнлннΣ L{h нтллнκнлннΣ L{hκL9/ нттлмΥнлмфΣ ǇǊ9b мтрнфΥнлнлΣ L{hκL9/ 

нтлмфΥнлмтΦ 
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!ǇǇƭƛŜŘ ǇǊƻǘƻŎƻƭǎ ŀƴŘ ǎǘŀƴŘŀǊŘǎ ƛƴŎƭǳŘŜ L9/ смурлΣ L9/ смфтлκсмфсуΣ ŀƴŘ ǾŀǊƛƻǳǎ L{h ǎǘŀƴŘŀǊŘǎ 

ŦƻǊ ŜƴŜǊƎȅ ƳŀƴŀƎŜƳŜƴǘ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴΦ 

όvуύ DŀǇǎ ƛŘŜƴǝŬŜŘ ƛƴ ǘŜǊƳǎ ƻŦ Řŀǘŀ ŦƻǊƳŀǘΣ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ƛƴ 

C[9·/I9{{Φ 

{ǇŜŎƛŬŎ ƎŀǇǎ ƛŘŜƴǝŬŜŘ ƛƴŎƭǳŘŜ ǘƘŜ ƭŀŎƪ ƻŦ ǎǘŀƴŘŀǊŘƛȊŀǝƻƴ ƛƴ Řŀǘŀ ŦƻǊƳŀǘǎ ŀŎǊƻǎǎ ŘƛũŜǊŜƴǘ ǎȅǎǘŜƳǎΣ 

ƛƴŎƻƴǎƛǎǘŜƴŎƛŜǎ ƛƴ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎΣ ŀƴŘ ǘƘŜ ƴŜŜŘ ŦƻǊ ƳƻǊŜ Ǌƻōǳǎǘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ǘƻ 

ƘŀƴŘƭŜ ǊŜŀƭπǝƳŜ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀƴŘ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΦ 

όvфύ 9ȄŀƳǇƭŜǎ ƻŦ ǘƻƻƭ ƭƛƳƛǘŀǝƻƴǎ ƛŘŜƴǝŬŜŘ ŘǳǊƛƴƎ ǘƘŜ ŀƴŀƭȅǎƛǎΦ  

¢ƻƻƭ ƭƛƳƛǘŀǝƻƴǎ ƛŘŜƴǝŬŜŘ ƛƴŎƭǳŘŜ ƛǎǎǳŜǎ ǿƛǘƘ ǎŎŀƭŀōƛƭƛǘȅΣ ǊŜŀƭπǝƳŜ Řŀǘŀ ǇǊƻŎŜǎǎƛƴƎ ŎŀǇŀōƛƭƛǝŜǎΣ ŀƴŘ 

ƛƴǘŜƎǊŀǝƻƴ ŎƘŀƭƭŜƴƎŜǎ ǿƛǘƘ ŜȄƛǎǝƴƎ ƭŜƎŀŎȅ ǎȅǎǘŜƳǎΦ 

όvмлύ C[9·/9I{{Ωǎ ǎƛƎƴƛŬŎŀƴǘ ƳƛǎǎƛƴƎ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ ŀŘŀǇǘŜǊǎ ƛŘŜƴǝŬŜŘ ōŜǘǿŜŜƴ ǎȅǎǘŜƳ ƻǇŜǊŀǘƻǊǎΣ 

¢{hǎΣ 5{hǎΣ ŀƴŘ ŎǳǎǘƻƳŜǊǎΦ  

aƛǎǎƛƴƎ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ ŀŘŀǇǘŜǊǎ ǿŜǊŜ ǇǊƛƳŀǊƛƭȅ ǊŜƭŀǘŜŘ ǘƻ ǊŜŀƭπǝƳŜ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀƴŘ 

ŎƻƳƳǳƴƛŎŀǝƻƴ ōŜǘǿŜŜƴ ¢{hǎ ŀƴŘ 5{hǎΣ ŀǎ ǿŜƭƭ ŀǎ ōŜǘǿŜŜƴ 5{hǎ ŀƴŘ ŜƴŘ ŎǳǎǘƻƳŜǊǎΦ ¢ƘŜǎŜ ƎŀǇǎ 

ƛƳǇŜŘŜ ŜũŜŎǝǾŜ ŎƻƻǊŘƛƴŀǝƻƴ ŀƴŘ ƅŜȄƛōƛƭƛǘȅ ƛƴ ŜƴŜǊƎȅ ƳŀƴŀƎŜƳŜƴǘΦ 

(Q11) How data exchange gaps are affecting the support for flexibility requirements identified and analyzed. 

5ŀǘŀ ŜȄŎƘŀƴƎŜ ƎŀǇǎ ǿŜǊŜ ŀƴŀƭȅǎŜŘ ǘƘǊƻǳƎƘ Ǉƛƭƻǘ ǎǘǳŘƛŜǎ ŀƴŘ ǎǘŀƪŜƘƻƭŘŜǊ ŎƻƴǎǳƭǘŀǝƻƴǎΣ ǊŜǾŜŀƭƛƴƎ 

ǘƘŀǘ ƛƴŀŘŜǉǳŀǘŜ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀƴŘ ƛƴŎƻƴǎƛǎǘŜƴǘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ǎƛƎƴƛŬŎŀƴǘƭȅ ƛƳǇŀŎǘ 

ǘƘŜ ŀōƛƭƛǘȅ ǘƻ ǎǳǇǇƻǊǘ ƅŜȄƛōƛƭƛǘȅ ǊŜǉǳƛǊŜƳŜƴǘǎΦ 

όvмнύ C[9·/I9{{Ωǎ ǇǊƻǇƻǎŜŘ ǎƻƭǳǝƻƴǎ ŦƻǊ ŀŘŘǊŜǎǎƛƴƎ ƎŀǇǎΣ ǎǳŎƘ ŀǎ ǳǎƛƴƎ ƳŜǊƎŜŘ ǎǘŀƴŘŀǊŘǎ ŦƻǊ Řŀǘŀ 

ŜȄŎƘŀƴƎŜΣ ŘŜǾŜƭƻǇƛƴƎ ƛƴǘŜǊŦŀŎŜǎκŀŘŀǇǘŜǊǎ ŦƻǊ ¢{hκ5{h ŀƴŘ ŎǳǎǘƻƳŜǊǎΣ ƛƴǘŜƎǊŀǝƴƎ ŎǊƻǎǎπǎŜŎǘƻǊ ŀƴŘ 

ŎǊƻǎǎπōƻǊŘŜǊ ŎƻƳǇƻƴŜƴǘǎ ƛƴ ǘƘŜ ǊŜŦŜǊŜƴŎŜ ŀǊŎƘƛǘŜŎǘǳǊŜǎ ŀƴŘ ǇƭŀǜƻǊƳǎ ǘƻ ǎǳǇǇƻǊǘ ƅŜȄƛōƛƭƛǝŜǎΣ ŜǘŎΦ 

tǊƻǇƻǎŜŘ ǎƻƭǳǝƻƴǎ ƛƴŎƭǳŘŜ ŘŜǾŜƭƻǇƛƴƎ ƳŜǊƎŜŘ ǎǘŀƴŘŀǊŘǎ ŦƻǊ Řŀǘŀ ŜȄŎƘŀƴƎŜΣ ŎǊŜŀǝƴƎ ƴŜǿ 

ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ ŀŘŀǇǘŜǊǎΣ ŀƴŘ ŜƴƘŀƴŎƛƴƎ ŎǊƻǎǎπǎŜŎǘƻǊ ŀƴŘ ŎǊƻǎǎπōƻǊŘŜǊ ŎƻƳǇƻƴŜƴǘǎ ƛƴ ǊŜŦŜǊŜƴŎŜ 

ŀǊŎƘƛǘŜŎǘǳǊŜǎ ǘƻ ǎǳǇǇƻǊǘ ƅŜȄƛōƛƭƛǘȅΦ 

όvмоύ C[9·/I9{{Ωǎ ǇǊƻǇƻǎŀƭǎ ŦƻǊ ƛƳǇǊƻǾƛƴƎ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ όƛΦŜΦΣ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ 

ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎύ ŜŶŎƛŜƴǘƭȅ ǿƘƛƭŜ ŦŀŎƛƭƛǘŀǝƴƎ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ 

ƻŦ ǘƘŜ 9¦ ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ 

¢ƘŜǎŜ ǇǊƻǇƻǎŀƭǎ ŀƛƳ ǘƻ ǎǘǊŜŀƳƭƛƴŜ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ ōȅ ŜƴǎǳǊƛƴƎ ōŜǧŜǊ Řŀǘŀ ƛƴǘŜƎǊŀǝƻƴΣ 

ƛƳǇǊƻǾƛƴƎ ǊŜŀƭπǝƳŜ ŘŜŎƛǎƛƻƴπƳŀƪƛƴƎ ŎŀǇŀōƛƭƛǝŜǎΣ ŀƴŘ ŜƴƘŀƴŎƛƴƎ ǘƘŜ ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ ŜƴŜǊƎȅ ǎȅǎǘŜƳ 

ǘƘǊƻǳƎƘ ƳƻǊŜ Ǌƻōǳǎǘ ŀƴŘ ƅŜȄƛōƭŜ ŀǊŎƘƛǘŜŎǘǳǊŜǎΦ 

όvмпύ /ƘŀƭƭŜƴƎŜǎ ŀƴǝŎƛǇŀǘŜŘ ƛƴ ƛƳǇƭŜƳŜƴǝƴƎ C[9·/I9{{Ωǎ ǇǊƻǇƻǎŀƭǎΣ ŀƴŘ Ƙƻǿ Ŏŀƴ ōŜ ƻǾŜǊŎƻƳŜΦ 

!ƴǝŎƛǇŀǘŜŘ ŎƘŀƭƭŜƴƎŜǎ ƛƴŎƭǳŘŜ ǘŜŎƘƴƛŎŀƭ ƛƴǘŜƎǊŀǝƻƴ ƛǎǎǳŜǎΣ ǊŜƎǳƭŀǘƻǊȅ ōŀǊǊƛŜǊǎΣ ŀƴŘ ǘƘŜ ƴŜŜŘ ŦƻǊ 

ǎǳōǎǘŀƴǝŀƭ ƛƴǾŜǎǘƳŜƴǘΦ ¢ƘŜǎŜ ŎƘŀƭƭŜƴƎŜǎ Ŏŀƴ ōŜ ƻǾŜǊŎƻƳŜ ōȅ ŦƻǎǘŜǊƛƴƎ ŎƻƭƭŀōƻǊŀǝƻƴ ŀƳƻƴƎ 

ǎǘŀƪŜƘƻƭŘŜǊǎ ŀƴŘ ǎŜŎǳǊƛƴƎ ǊŜƎǳƭŀǘƻǊȅ ǎǳǇǇƻǊǘΦ 

όvмрύ C[9·/I9{{ Ƙŀǎ ƴƻǘ ƳŀŘŜ ŘŜǾŜƭƻǇƳŜƴǘǎ ŀŘŘǊŜǎǎƛƴƎ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ 

ƻŦ ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘΦ  
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B.30 INTERRFACE 

όvмύ Lb¢9wwC!/9Ωǎ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ ¢ƘŜ Ƴŀƛƴ ƻōƧŜŎǝǾŜ ƻŦ ǘƘŜ Lb¢9wwC!/9 ώммфϐ 

ǇǊƻƧŜŎǘ ƛǎ ǘƻ ŘŜǎƛƎƴΣ ŘŜǾŜƭƻǇΣ ŀƴŘ ƛƳǇƭŜƳŜƴǘ ŀƴ ƛƴǘŜǊƻǇŜǊŀōƭŜ Ǉŀƴπ9ǳǊƻǇŜŀƴ ƎǊƛŘ 

ǎŜǊǾƛŎŜǎ ŀǊŎƘƛǘŜŎǘǳǊŜΦ ¢Ƙƛǎ ŀǊŎƘƛǘŜŎǘǳǊŜ ŀŎǘǎ ŀǎ ǘƘŜ ƛƴǘŜǊŦŀŎŜ ōŜǘǿŜŜƴ ǇƻǿŜǊ 

ǎȅǎǘŜƳǎ ό¢{h ŀƴŘ 5{hύ ŀƴŘ ŎƻƴǎǳƳŜǊǎΣ ŦŀŎƛƭƛǘŀǝƴƎ ǎŜŀƳƭŜǎǎ ŀƴŘ ŎƻƻǊŘƛƴŀǘŜŘ 

ƻǇŜǊŀǝƻƴǎ ŀƳƻƴƎ ŀƭƭ ǎǘŀƪŜƘƻƭŘŜǊǎ ǘƻ ǳǝƭƛȊŜ ŀƴŘ ǇǊƻŎǳǊŜ ŎƻƳƳƻƴ ǎŜǊǾƛŎŜǎ ŜŶŎƛŜƴǘƭȅΦ 

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ /ƻƳǇƭŜǘŜŘ 

όvнύ Lb¢9wwC!/9 ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ 

ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ 

¢ƘŜ ǇǊƻƧŜŎǘ Ƙŀǎ ŘŜǾŜƭƻǇŜŘ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƛƳŜŘ ŀǘ ŜƴƘŀƴŎƛƴƎ 

ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾƛƴƎ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ ǎǳŎƘ ŀǎ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎΣ ŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ 

ƻǇŜǊŀǝƻƴΣ ŀƴŘ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎΦ ¢ƘŜǎŜ ǇƭŀǜƻǊƳǎ ǎǳǇǇƻǊǘ ǘƘŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ŀŘǾŀƴŎŜŘ ƎǊƛŘ ǎŜǊǾƛŎŜǎ ŀƴŘ 

ƳŀǊƪŜǘ ƳŜŎƘŀƴƛǎƳǎΦ 

vнƛΥ {ǇŜŎƛŬŎŀǝƻƴ ƻŦ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎΣ ŀƭƻƴƎ ǿƛǘƘ ǘƘŜƛǊ ŘŜŬƴƛǝƻƴǎ ƛƴ ǘŜǊƳǎ ƻŦ ƛƴŦƻǊƳŀǝƻƴ 

ƳƻŘŜƭǎΣ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎΦ 

¢ƘŜ ƛƴǘŜǊŦŀŎŜǎ ŀǊŜ ǇǊƛƳŀǊƛƭȅ ŘŜǎƛƎƴŜŘ ŦƻǊ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ ƳŀǊƪŜǘ ƛƴǘŜƎǊŀǝƻƴΣ ŀƴŘ ŀǎǎŜǘ 

ƳŀƴŀƎŜƳŜƴǘΦ ¢ƘŜȅ ǳǝƭƛȊŜ ǘƘŜ /ƻƳƳƻƴ LƴŦƻǊƳŀǝƻƴ aƻŘŜƭ ό/Laύ ŦƻǊ ǎǘŀƴŘŀǊŘƛȊŀǝƻƴ ŀƴŘ 

ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΦ ¢ƛƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎ ŀǊŜ ǎǘǊǳŎǘǳǊŜŘ ǘƻ ǎǳǇǇƻǊǘ ōƻǘƘ ǊŜŀƭπǝƳŜ ŀƴŘ ƴŜŀǊπǊŜŀƭπǝƳŜ Řŀǘŀ 

ŜȄŎƘŀƴƎŜǎΣ ŜƴǎǳǊƛƴƎ ǝƳŜƭȅ ŘŜŎƛǎƛƻƴπƳŀƪƛƴƎ ŀƴŘ ƻǇŜǊŀǝƻƴŀƭ ŜŶŎƛŜƴŎȅΦ LƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎ Ŧƻƭƭƻǿ 

ŜǎǘŀōƭƛǎƘŜŘ ǇǊƻǘƻŎƻƭǎ ǘƻ Ƴŀƛƴǘŀƛƴ ǎŜŀƳƭŜǎǎ ŎƻƳƳǳƴƛŎŀǝƻƴ ōŜǘǿŜŜƴ ŘƛũŜǊŜƴǘ ƎǊƛŘ ŎƻƳǇƻƴŜƴǘǎΦ 

vнƛƛΥ ! ōǊƛŜŦ ŘŜǎŎǊƛǇǝƻƴΣ ƻǊ ƛƭƭǳǎǘǊŀǝƻƴ ƻŦ ŜŀŎƘ ƛƴǘŜǊŦŀŎŜΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜΣ ǊŜŦŜǊŜƴŎƛƴƎ ǘƘŜ {D!a ƳƻŘŜƭΦ  

5ŜǘŀƛƭŜŘ ŘŜǎŎǊƛǇǝƻƴǎ ƻǊ Ǿƛǎǳŀƭ ǊŜǇǊŜǎŜƴǘŀǝƻƴǎ ƻŦ ŜŀŎƘ ƛƴǘŜǊŦŀŎŜΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜ ǿƛǘƘ ǊŜŦŜǊŜƴŎŜ ǘƻ 

ǘƘŜ {D!a ƳƻŘŜƭ ƛǎ ǇǊƻǾƛŘŜŘ ƛƴ ǘƘŜ ŬƎǳǊŜ ōŜƭƻǿΥ 

 

Figure 47: SGAM information layer displaying coverage Common Information Model standards and related 
business processes.  
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όvоύ Lb¢9wwC!/9Ωǎ ƪŜȅ ŬƴŘƛƴƎǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ƛƴǘŜǊŦŀŎŜǎ ǘƻ ƛƳǇǊƻǾŜ 

ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ όǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ 

ƳŀǊƪŜǘǎύΦ 

¢ƘŜ ǇǊƻƧŜŎǘ Ƙŀǎ ŦƻǳƴŘ ǘƘŀǘ ƛƳǇƭŜƳŜƴǝƴƎ ŀƴ ƛƴǘŜǊƻǇŜǊŀōƭŜ ƎǊƛŘ ǎŜǊǾƛŎŜǎ ŀǊŎƘƛǘŜŎǘǳǊŜ ŜƴƘŀƴŎŜǎ 

ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ŜŶŎƛŜƴŎȅ ƛƴ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎΦ Lǘ ǳƴŘŜǊǎŎƻǊŜǎ ǘƘŜ ƛƳǇƻǊǘŀƴŎŜ ƻŦ ƛƴǘŜƎǊŀǝƴƎ ŀŘǾŀƴŎŜŘ ƎǊƛŘ 

ǎŜǊǾƛŎŜǎ ŀƴŘ ŘŜǾŜƭƻǇƛƴƎ ǎǘŀƴŘŀǊŘƛȊŜŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ǘƻ ǎǳǇǇƻǊǘ ŎƻƻǊŘƛƴŀǘŜŘ ƻǇŜǊŀǝƻƴǎ 

ŀƳƻƴƎ ǎǘŀƪŜƘƻƭŘŜǊǎΦ 

όvпύ Lb¢9wwC!/9Ωǎ ŎƻƴǘǊƛōǳǝƻƴ ǘƻǿŀǊŘǎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƴŘ 

ŘŀǘŀπǎƘŀǊƛƴƎ ŦǊŀƳŜǿƻǊƪǎΦ 

¢ƘŜ ǇǊƻƧŜŎǘ ŎƻƴǘǊƛōǳǘŜŘ ōȅ ŘŜǾŜƭƻǇƛƴƎ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ŘŀǘŀπǎƘŀǊƛƴƎ ŦǊŀƳŜǿƻǊƪǎ ǘƘŀǘ ǳǝƭƛȊŜ 

ƳŜǘŀŘŀǘŀ ŦƻǊ ŜũŜŎǝǾŜ Řŀǘŀ ŜȄŎƘŀƴƎŜΦ ¢Ƙƛǎ ŜƴǎǳǊŜǎ ǘƘŀǘ ŘƛũŜǊŜƴǘ ǎȅǎǘŜƳǎ Ŏŀƴ ŎƻƳƳǳƴƛŎŀǘŜ 

ǎŜŀƳƭŜǎǎƭȅΣ ŜƴƘŀƴŎƛƴƎ ƻǾŜǊŀƭƭ ƎǊƛŘ ƳŀƴŀƎŜƳŜƴǘΦ 

όvрύ Lb¢9wwC!/9Ωǎ ŘŜŬƴƛǝƻƴ ƻŦ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ  

¢ƘŜ ǇǊƻƧŜŎǘ ŘŜŬƴŜǎ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ǘƻ ŜƴǎǳǊŜ ǘƘŜ ŜŶŎƛŜƴǘ 

ƻǇŜǊŀǝƻƴ ƻŦ ǘƘŜ ƛƴǘŜǊƻǇŜǊŀōƭŜ ƎǊƛŘ ǎŜǊǾƛŎŜǎ ŀǊŎƘƛǘŜŎǘǳǊŜΦ ¢Ƙƛǎ ƛƴŎƭǳŘŜǎ ǎǘŀƴŘŀǊŘƛȊŜŘ ǇǊƻǘƻŎƻƭǎ ŀƴŘ 

ƛƴǘŜǊŦŀŎŜǎ ŦƻǊ Řŀǘŀ ǎƘŀǊƛƴƎ ōŜǘǿŜŜƴ ¢{hǎΣ 5{hǎΣ ŀƴŘ ŎƻƴǎǳƳŜǊǎΦ 

όvсύ 5ŀǘŀ ƳƻŘŜƭǎ ǳǎŜŘ ƛƴ Lb¢9wwC!/9Φ  

¶ Common Information Model (CIM): This model is used for energy management to ensure 

interoperability between different systems. It provides a standardized way to represent 

power system resources and their relationships. 

¶ SGAM (Smart Grid Architecture Model) Framework: This framework is utilized for ensuring 

interoperability and standardization across different layers and domains of the smart grid. It 

helps in mapping and aligning different grid components and their interactions. 

όvтύ tǊƻǘƻŎƻƭǎ ŀƴŘ ǎǘŀƴŘŀǊŘǎ ŀǇǇƭƛŜŘ ƛƴ Lb¢9wwC!/9Φ  

/LaΣ L9/смурлΦ 

όvуύ DŀǇǎ ƛŘŜƴǝŬŜŘ ƛƴ ǘŜǊƳǎ ƻŦ Řŀǘŀ ŦƻǊƳŀǘΣ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ƛƴ 

Lb¢9wwC!/9Φ 

¢ƘŜ ǇǊƻƧŜŎǘ ƛŘŜƴǝŬŜǎ ǘƘŜ ƴŜŜŘ ŦƻǊ ƘŀǊƳƻƴƛȊŜŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ŀƴŘ ǎǘŀƴŘŀǊŘƛȊŜŘ Řŀǘŀ 

ŜȄŎƘŀƴƎŜ ŦƻǊƳŀǘǎ ǘƻ ŦŀŎƛƭƛǘŀǘŜ ǎŜŀƳƭŜǎǎ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀƳƻƴƎ ŘƛũŜǊŜƴǘ ŜƴŜǊƎȅ ƳŀǊƪŜǘ ǎǘŀƪŜƘƻƭŘŜǊǎΦ 

όvфύ 9ȄŀƳǇƭŜǎ ƻŦ ǘƻƻƭ ƭƛƳƛǘŀǝƻƴǎ ƛŘŜƴǝŬŜŘ ŘǳǊƛƴƎ ǘƘŜ ŀƴŀƭȅǎƛǎΦ  

9ȄŀƳǇƭŜǎ ƻŦ ǘƻƻƭ ƭƛƳƛǘŀǝƻƴǎ ƛƴŎƭǳŘŜ ƭƛƳƛǘŜŘ ǎŎŀƭŀōƛƭƛǘȅ ŀƴŘ ƛƴǘŜƎǊŀǝƻƴ ŎƘŀƭƭŜƴƎŜǎ ǿƛǘƘ ŜȄƛǎǝƴƎ 

ǎȅǎǘŜƳǎΦ 

όvмлύ Lb¢9wwC!/9Ωǎ ǎƛƎƴƛŬŎŀƴǘ ƳƛǎǎƛƴƎ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ ŀŘŀǇǘŜǊǎ ƛŘŜƴǝŬŜŘ ōŜǘǿŜŜƴ ǎȅǎǘŜƳ ƻǇŜǊŀǘƻǊǎΣ 

¢{hǎΣ 5{hǎΣ ŀƴŘ ŎǳǎǘƻƳŜǊǎΦ  

{ƛƎƴƛŬŎŀƴǘ ƳƛǎǎƛƴƎ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ ŀŘŀǇǘŜǊǎ ōŜǘǿŜŜƴ ǎȅǎǘŜƳ ƻǇŜǊŀǘƻǊǎΣ ¢{hǎΣ 5{hǎΣ ŀƴŘ ŎǳǎǘƻƳŜǊǎ 

ŀǊŜ ƴƻǘ ŘŜǘŀƛƭŜŘ ƛƴ ǘƘŜ ŀǾŀƛƭŀōƭŜ ǎƻǳǊŎŜǎΦ 

(Q11) How data exchange gaps are affecting the support for flexibility requirements identified and 

analysed. 
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5ŀǘŀ ŜȄŎƘŀƴƎŜ ƎŀǇǎ ǿŜǊŜ ƛŘŜƴǝŬŜŘ ǘƘǊƻǳƎƘ Ǉƛƭƻǘ ǎǘǳŘƛŜǎ ŀƴŘ ǎǘŀƪŜƘƻƭŘŜǊ ŎƻƴǎǳƭǘŀǝƻƴǎΣ ǊŜǾŜŀƭƛƴƎ 

ǎƛƎƴƛŬŎŀƴǘ ƛƳǇŀŎǘǎ ƻƴ ǘƘŜ ŀōƛƭƛǘȅ ǘƻ ǎǳǇǇƻǊǘ ƅŜȄƛōƛƭƛǘȅ ǊŜǉǳƛǊŜƳŜƴǘǎ ŘǳŜ ǘƻ ƛƴŀŘŜǉǳŀǘŜ Řŀǘŀ 

ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŀƴŘ ƛƴŎƻƴǎƛǎǘŜƴǘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎΦ 

όvмнύ Lb¢9wwC!/9Ωǎ ǇǊƻǇƻǎŜŘ ǎƻƭǳǝƻƴǎ ŦƻǊ ŀŘŘǊŜǎǎƛƴƎ ƎŀǇǎΣ ǎǳŎƘ ŀǎ ǳǎƛƴƎ ƳŜǊƎŜŘ ǎǘŀƴŘŀǊŘǎ ŦƻǊ Řŀǘŀ 

ŜȄŎƘŀƴƎŜΣ ŘŜǾŜƭƻǇƛƴƎ ƛƴǘŜǊŦŀŎŜǎκŀŘŀǇǘŜǊǎ ŦƻǊ ¢{hκ5{h ŀƴŘ ŎǳǎǘƻƳŜǊǎΣ ƛƴǘŜƎǊŀǝƴƎ ŎǊƻǎǎπǎŜŎǘƻǊ ŀƴŘ 

ŎǊƻǎǎπōƻǊŘŜǊ ŎƻƳǇƻƴŜƴǘǎ ƛƴ ǘƘŜ ǊŜŦŜǊŜƴŎŜ ŀǊŎƘƛǘŜŎǘǳǊŜǎ ŀƴŘ ǇƭŀǜƻǊƳǎ ǘƻ ǎǳǇǇƻǊǘ ƅŜȄƛōƛƭƛǝŜǎΣ ŜǘŎΦ 

tǊƻǇƻǎŜŘ ǎƻƭǳǝƻƴǎ ƛƴŎƭǳŘŜΥ 

¶ Adoption of merged standards for data exchange. 

¶ Development of new interfaces and adapters for better TSO/DSO/customer integration. 

¶ Incorporation of cross-sector and cross-border components in reference architectures. 

όvмоύ Lb¢9wwC!/9Ωǎ ǇǊƻǇƻǎŀƭǎ ŦƻǊ ƛƳǇǊƻǾƛƴƎ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ όƛΦŜΦΣ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ 

ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎύ ŜŶŎƛŜƴǘƭȅ ǿƘƛƭŜ ŦŀŎƛƭƛǘŀǝƴƎ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ 

ƻŦ ǘƘŜ 9¦ ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ 

¢ƘŜǎŜ ǇǊƻǇƻǎŀƭǎ ǎǘǊŜŀƳƭƛƴŜ Řŀǘŀ ŜȄŎƘŀƴƎŜΣ ŜƴƘŀƴŎŜ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΣ ŀƴŘ ŜƴŀōƭŜ ǊŜŀƭπǝƳŜ ŘŜŎƛǎƛƻƴπ

ƳŀƪƛƴƎΣ ƛƳǇǊƻǾƛƴƎ ǘƘŜ ŜŶŎƛŜƴŎȅ ƻŦ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ ¢ƘŜȅ ǎǳǇǇƻǊǘ ƎǊŜŀǘŜǊ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ 

ōȅ ŀƭƭƻǿƛƴƎ ŘȅƴŀƳƛŎ ŀƴŘ ǊŜǎǇƻƴǎƛǾŜ ŜƴŜǊƎȅ ƳŀƴŀƎŜƳŜƴǘ ǇǊŀŎǝŎŜǎΦ 

όvмпύ /ƘŀƭƭŜƴƎŜǎ ŀƴǝŎƛǇŀǘŜŘ ƛƴ ƛƳǇƭŜƳŜƴǝƴƎ Lb¢9wwC!/9Ωǎ ǇǊƻǇƻǎŀƭǎΣ ŀƴŘ Ƙƻǿ Ŏŀƴ ōŜ ƻǾŜǊŎƻƳŜΦ 

!ƴǝŎƛǇŀǘŜŘ ŎƘŀƭƭŜƴƎŜǎ ƛƴŎƭǳŘŜ ǊŜƎǳƭŀǘƻǊȅ ŀƴŘ ƳŀǊƪŜǘ ōŀǊǊƛŜǊǎΣ ƘƛƎƘ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ŎƻǎǘǎΣ ŀƴŘ 

ǘŜŎƘƴƛŎŀƭ ŎƘŀƭƭŜƴƎŜǎ ƛƴ ƛƴǘŜƎǊŀǝƴƎ ŘƛǾŜǊǎŜ ǎȅǎǘŜƳǎΦ hǾŜǊŎƻƳƛƴƎ ǘƘŜǎŜ ŎƘŀƭƭŜƴƎŜǎ ǊŜǉǳƛǊŜǎ ǊŜƎǳƭŀǘƻǊȅ 

ǎǳǇǇƻǊǘΣ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƛƴǾŜǎǘƳŜƴǘΣ ŀƴŘ Ŏƻƴǝƴǳƻǳǎ ǎǘŀƪŜƘƻƭŘŜǊ ŎƻƭƭŀōƻǊŀǝƻƴΦ 

όvмрύ Lb¢9wwC!/9 Ƙŀǎ ƳŀŘŜ ŘŜǾŜƭƻǇƳŜƴǘǎ ŀŘŘǊŜǎǎƛƴƎ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ 

ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘΦ  

όvмрƛύ Lb¢9wwC!/9Ωǎ ŎȅōŜǊ ŀƴŘ ǇƘȅǎƛŎŀƭ ŀǎǎŜǘǎκŜƭŜƳŜƴǘǎ ǘƘŀǘ ǘƘŜ ǇǊƻƧŜŎǘ ŀŘŘǊŜǎǎŜǎΣ ǇƻǘŜƴǝŀƭ Ǌƛǎƪǎ 

ƛŘŜƴǝŬŜŘ ƛƴ Lb¢9wwC!/9 ǘƘŀǘ ŀǊŜ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ƴŀǘǳǊŜ ƻŦ ǘƘŜ ƎǊƛŘΣ ŀƴŘ Ƙƻǿ ǘƘŜ 

ƭŀǧŜǊ ŀǊŜ ƳƛǝƎŀǘŜŘΦ 

¸ŜǎΣ ǘƘŜ ǇǊƻƧŜŎǘ ŀŘŘǊŜǎǎŜǎ ǘƘŜ ŎȅōŜǊπǇƘȅǎƛŎŀƭ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘ ōȅ 

ŘŜǾŜƭƻǇƛƴƎ ŀ Ǌƻōǳǎǘ ƛƴǘŜǊƻǇŜǊŀōƭŜ ŀǊŎƘƛǘŜŎǘǳǊŜ ǘƘŀǘ ŜƴǎǳǊŜǎ ǎŜŎǳǊŜ ŀƴŘ ŜŶŎƛŜƴǘ ƎǊƛŘ ƻǇŜǊŀǝƻƴǎΦ ¢ƘŜ 

ǇǊƻƧŜŎǘ ŀŘŘǊŜǎǎŜǎ ǾŀǊƛƻǳǎ ŎȅōŜǊ ŀƴŘ ǇƘȅǎƛŎŀƭ ŀǎǎŜǘǎΣ ƛƴŎƭǳŘƛƴƎ ŀŘǾŀƴŎŜŘ ƎǊƛŘ ǎŜǊǾƛŎŜ ǇƭŀǜƻǊƳǎ ŀƴŘ 

ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ŘŜǎƛƎƴŜŘ ǘƻ ŜƴƘŀƴŎŜ ǘƘŜ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ ƎǊƛŘΦ 

tƻǘŜƴǝŀƭ Ǌƛǎƪǎ ƛƴŎƭǳŘŜ ŎȅōŜǊǎŜŎǳǊƛǘȅ ǘƘǊŜŀǘǎ ŀƴŘ ǘƘŜ ŎƘŀƭƭŜƴƎŜ ƻŦ ƛƴǘŜƎǊŀǝƴƎ ŘƛǾŜǊǎŜ ƎǊƛŘ ǎŜǊǾƛŎŜǎΦ 

aƛǝƎŀǝƻƴ ǎǘǊŀǘŜƎƛŜǎ ƛƴǾƻƭǾŜ ƛƳǇƭŜƳŜƴǝƴƎ Ǌƻōǳǎǘ ǎŜŎǳǊƛǘȅ ƳŜŀǎǳǊŜǎ ŀƴŘ ǎǘŀƴŘŀǊŘƛȊŜŘ ŎƻƳƳǳƴƛŎŀǝƻƴ 

ǇǊƻǘƻŎƻƭǎ ǘƻ ǇǊƻǘŜŎǘ ŀƴŘ ƳŀƴŀƎŜ ƎǊƛŘ ƻǇŜǊŀǝƻƴǎ ŜũŜŎǝǾŜƭȅΦ 

όvмрƛƛύ LŘŜƴǝŬŜŘ ŦƻŎǳǎ ŀǊŜŀǎ ŦƻǊ ŘȅƴŀƳƛŎ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ŎƻƴǘǊƻƭ ǘƻ ŜƴǎǳǊŜ ǘƘŜ ǊŜƭƛŀōƛƭƛǘȅ ŀƴŘ 

ǊŜǎƛƭƛŜƴŎŜ ƻŦ ǘƘŜ ƎǊƛŘΣ Lb¢9wwC!/9 ǇǊƻǇƻǎƛǝƻƴǎ ŦƻǊ ŜũŜŎǝǾŜ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ǇǊƻǘŜŎǝƻƴ ƻŦ ǘƘŜ Ǉŀƴπ

9ǳǊƻǇŜŀƴ ƎǊƛŘ ŎȅōŜǊ ƭŀȅŜǊǎΦ  

CƻŎǳǎ ŀǊŜŀǎ ƛƴŎƭǳŘŜ ŘȅƴŀƳƛŎ ƳƻƴƛǘƻǊƛƴƎ ƻŦ ƎǊƛŘ ƻǇŜǊŀǝƻƴǎ ŀƴŘ ŀŘǾŀƴŎŜŘ ŎƻƴǘǊƻƭ ƳŜŎƘŀƴƛǎƳǎ ǘƻ 

ŜƴǎǳǊŜ ǘƘŜ ǎǘŀōƛƭƛǘȅ ŀƴŘ ǊŜƭƛŀōƛƭƛǘȅ ƻŦ ǘƘŜ ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘΦ 

¢ƘŜ ǇǊƻƧŜŎǘ ǇǊƻǇƻǎŜǎ ǳǎƛƴƎ ŀŘǾŀƴŎŜŘ ƳƻƴƛǘƻǊƛƴƎ ǘƻƻƭǎ ŀƴŘ ǎǘŀƴŘŀǊŘƛȊŜŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ 

ǘƻ ŜũŜŎǝǾŜƭȅ ƳƻƴƛǘƻǊ ŀƴŘ ǇǊƻǘŜŎǘ ǘƘŜ ŎȅōŜǊ ƭŀȅŜǊǎ ƻŦ ǘƘŜ Ǉŀƴπ9ǳǊƻǇŜŀƴ ƎǊƛŘ ŦǊƻƳ ǇƻǘŜƴǝŀƭ ǘƘǊŜŀǘǎΦ 
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B.31 INTERSTORE 

όvмύ Lb¢9w{¢hw9Ωǎ tǊƻƧŜŎǘ hōƧŜŎǝǾŜΥ LƴǘŜǊ{¢hw9 ώмнлϐ ƛǎ ŀƴ 9¦πŦǳƴŘŜŘ ǇǊƻƧŜŎǘ 

ǘƘŀǘ ŀƛƳǎ ǘƻ ŘŜǇƭƻȅ ŀƴŘ ŘŜƳƻƴǎǘǊŀǘŜ ŀ ǎŜǘ ƻŦ ƛƴǘŜǊƻǇŜǊŀōƭŜ hǇŜƴπ{ƻǳǊŎŜ ǘƻƻƭǎ 

ǘƻ ƛƴǘŜƎǊŀǘŜ 5ƛǎǘǊƛōǳǘŜŘ 9ƴŜǊƎȅ {ǘƻǊŀƎŜ ό59{ύ ŀƴŘ 59wΣ ǘƻ ŜƴŀōƭŜ ǘƘŜ 

ƘȅōǊƛŘƛȊŀǝƻƴΣ ǳǝƭƛȊŀǝƻƴ ŀƴŘ ƳƻƴŜǝȊŀǝƻƴ ƻŦ ǎǘƻǊŀƎŜ ƅŜȄƛōƛƭƛǘȅΣ ǿƛǘƘƛƴ ŀ ǊŜŀƭπƭƛŦŜ ŜƴǾƛǊƻƴƳŜƴǘΦ 

LƴǘŜǊ{¢hw9 Ǉƭŀƴǎ ǘƻ ŀŘŘǊŜǎǎ ǘƘŜ ŎƻƳǇƭŜȄƛǘȅ ƻŦ ǾŀǊƛƻǳǎ ŎƘŀǊŀŎǘŜǊƛǎǝŎǎ ƻŦ ǎǘƻǊŀƎŜ ǎƻƭǳǝƻƴǎ ŀƴŘ 

ǘŜŎƘƴƻƭƻƎƛŜǎ ōȅ ŘŜǾŜƭƻǇƛƴƎ ŀƴ ƛƴƴƻǾŀǝǾŜ ƳƛŘŘƭŜǿŀǊŜ ǘƘŀǘΣ ǿƘƛƭŜ ǾƛǊǘǳŀƭƛȊƛƴƎ ǘƘŜ ǎǘƻǊŀƎŜ ǘŜŎƘƴƻƭƻƎȅΣ 

ǿƛƭƭ ǎƛƳǇƭƛŦȅ ƛǘǎ ǳǎŜ ŦǊƻƳ ǘƘŜ Ǉƻƛƴǘ ƻŦ ǾƛŜǿ ƻŦ ƛƴǘŜƎǊŀǝƻƴ ǇƭŀǜƻǊƳ ǘƘŀƴƪǎ ǘƻ ŀ ǘŜŎƘƴƻƭƻƎȅ ŀƎƴƻǎǝŎ 

ŀǇǇǊƻŀŎƘΦ ¢ƘŜ ƳƛŘŘƭŜǿŀǊŜ ǿƛƭƭ ŦŀŎƛƭƛǘŀǘŜ ǘƘŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ǎǘƻǊŀƎŜ ŎǊŜŀǝƴƎ ƘŀǊŘǿŀǊŜ ƛƴŘŜǇŜƴŘŜƴǘ 

ǎƻƭǳǝƻƴΣ ǿƘƛŎƘ ŀǊŜ ŎǊƛǝŎŀƭ ŦǊƻƳ ŀ ŎǳǎǘƻƳŜǊ ǇŜǊǎǇŜŎǝǾŜΣ ŀǾƻƛŘƛƴƎ ǾŜƴŘƻǊ ƭƻŎƪŜŘπƛƴ ǎƻƭǳǝƻƴǎΦ Lǘ ǿƛƭƭ 

ŀƭǎƻ ŦŀŎƛƭƛǘŀǘŜ ƛǘǎ ǳǎŜ ŦǊƻƳ ŀ ƳƻƴŜǝȊŀǝƻƴ ǇŜǊǎǇŜŎǝǾŜ ƳŀƪƛƴƎ ǎǳǊŜ ǘƘŀǘ ƳƻǊŜ ƛƴǾŜǎǘƳŜƴǘǎ ƛƴ ǎǘƻǊŀƎŜ 

ŀǊŜ ŜƴŀōƭŜŘΦ 

tǊƻƧŜŎǘ {ǘŀǘǳǎΥ hƴƎƻƛƴƎ 

όvнύ Lb¢9w{¢hw9 ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ǘƻ ŜƴƘŀƴŎŜ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾŜ 

ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ 

¢ƘŜ LƴǘŜǊ{¢hw9 ǇǊƻƧŜŎǘ ŘŜǾŜƭƻǇŜŘ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ Řŀǘŀ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ǇƭŀǜƻǊƳǎ ŀƛƳŜŘ ŀǘ 

ŜƴƘŀƴŎƛƴƎ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ƛƳǇǊƻǾƛƴƎ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ ¢ƘŜǎŜ ŜũƻǊǘǎ ŦƻŎǳǎ ƻƴ ǘƘŜ ƛƴǘŜƎǊŀǝƻƴ ƻŦ ƘȅōǊƛŘ 

ŜƴŜǊƎȅ ǎǘƻǊŀƎŜ ǎȅǎǘŜƳǎ όI9{{ύ ŀƴŘ ǘƘŜƛǊ ŜũŜŎǝǾŜ ǳǝƭƛȊŀǝƻƴ ƛƴ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎΣ ŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ 

ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŀƴŘ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎΦ 

vнƛΥ {ǇŜŎƛŬŎŀǝƻƴ ƻŦ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎΣ ŀƭƻƴƎ ǿƛǘƘ ǘƘŜƛǊ ŘŜŬƴƛǝƻƴǎ ƛƴ ǘŜǊƳǎ ƻŦ ƛƴŦƻǊƳŀǝƻƴ 

ƳƻŘŜƭǎΣ ǝƳƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ƛƴǘŜǊŀŎǝƻƴ ǎŜǉǳŜƴŎŜǎΦ 

¢ƘŜ ƛƴǘŜǊŦŀŎŜǎ ŘŜǾŜƭƻǇŜŘ ƛƴ ǘƘŜ LƴǘŜǊ{¢hw9 ǇǊƻƧŜŎǘ ŀǊŜ ŘŜǎƛƎƴŜŘ ǘƻ ǎǳǇǇƻǊǘ ǾŀǊƛƻǳǎ ŀǇǇƭƛŎŀǝƻƴǎ 

ƛƴŎƭǳŘƛƴƎΥ 

¶ Grid Integration: Interfaces for integrating renewable energy sources and energy storage 

systems (ESS) into the grid, utilizing standards like IEC 61850 for substation automation and 

IEEE 2030.5 for energy management systems. 

¶ Energy Management: Interfaces facilitating the communication between DER and utility 

management systems, ensuring efficient data exchange and coordination. 

¶ Information Models: The project utilizes the Common Information Model (CIM) and IEC 61850 

standards for defining the data models and ensuring interoperability between different 

systems. 

vнƛƛΥ ! ōǊƛŜŦ ŘŜǎŎǊƛǇǝƻƴΣ ƻǊ ƛƭƭǳǎǘǊŀǝƻƴ ƻŦ ŜŀŎƘ ƛƴǘŜǊŦŀŎŜΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜΣ ǊŜŦŜǊŜƴŎƛƴƎ ǘƘŜ {D!a ƳƻŘŜƭΦ  

¶ Grid Integration Interface: Facilitates the connection of ESS with grid control systems using 

IEC 61850, supporting real-time data exchange and automation. 

¶ Energy Management Interface: Uses IEEE 2030.5 for communication between ESS and energy 

management systems, enabling effective monitoring, control, and management of energy 

resources. 

όvоύ Lb¢9w{¢hw9Ωǎ ƪŜȅ ŬƴŘƛƴƎǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ƛƴǘŜǊŦŀŎŜǎ ǘƻ ƛƳǇǊƻǾŜ 

ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ όǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ 

ƳŀǊƪŜǘǎύΦ 
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¶ Enhanced Interoperability: Implementation of standards like IEC 61850 and IEEE 2030.5 

significantly improved interoperability between different energy systems and devices. 

¶ Improved Flexibility: The standardized interfaces facilitated better integration of ESS, leading 

to enhanced flexibility in energy management and system operations. 

¶ Operational Efficiency: Standardized communication protocols enabled real-time monitoring 

and control, improving operational efficiency and responsiveness to market demands. 

όvрύ Lb¢9w{¢hw9Ωǎ ŘŜŬƴƛǝƻƴ ƻŦ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ  

¢ƘŜ ǇǊƻƧŜŎǘ ŘŜŬƴŜŘ ŘŜǘŀƛƭŜŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ōŀǎŜŘ ƻƴ ŜȄƛǎǝƴƎ 

ǎǘŀƴŘŀǊŘǎ ƭƛƪŜ L9/ смурлΣ L999 нлолΦрΣ ŀƴŘ /LaΦ ¢ƘŜǎŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ŜƴǎǳǊŜ ǘƘŀǘ ŀƭƭ ŎƻƳǇƻƴŜƴǘǎ ƻŦ ǘƘŜ 

ŜƴŜǊƎȅ ƳŀƴŀƎŜƳŜƴǘ ǎȅǎǘŜƳǎ Ŏŀƴ ŎƻƳƳǳƴƛŎŀǘŜ ŜũŜŎǝǾŜƭȅΣ ǎǳǇǇƻǊǝƴƎ ǊŜŀƭπǝƳŜ ƻǇŜǊŀǝƻƴǎ ŀƴŘ Řŀǘŀ 

ƛƴǘŜƎǊŀǝƻƴΦ 

όvсύ 5ŀǘŀ ƳƻŘŜƭǎ ǳǎŜŘ ƛƴ Lb¢9w{¢hw9Φ  

¶ IEC 61850: For substation automation and DER communication. 

¶ IEEE 2030.5: For energy management systems and DER integration. 

¶ CIM (IEC 61968): For utility enterprise systems integration. 

όvтύ tǊƻǘƻŎƻƭǎ ŀƴŘ ǎǘŀƴŘŀǊŘǎ ŀǇǇƭƛŜŘ ƛƴ Lb¢9w{¢hw9Φ  

L9/смурлΣ L999нлолΦрΣ L9/смфруό/Laύ 

όvуύ DŀǇǎ ƛŘŜƴǝŬŜŘ ƛƴ ǘŜǊƳǎ ƻŦ Řŀǘŀ ŦƻǊƳŀǘΣ ƛƴŦƻǊƳŀǝƻƴ ƳƻŘŜƭǎ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǇǊƻǘƻŎƻƭǎ ƛƴ 

Lb¢9w{¢hw9Φ 

¶ Data Format Inconsistencies: Variations in data formats across different systems leading to 

integration challenges. 

¶ Information Model Alignment: Need for better alignment and standardization of information 

models to ensure seamless interoperability. 

¶ Protocol Compatibility: Issues with compatibility between different communication protocols 

used by various stakeholders. 

όvмнύ Lb¢9w{¢hw9Ωǎ tǊƻǇƻǎŜŘ ǎƻƭǳǝƻƴǎ ŦƻǊ ŀŘŘǊŜǎǎƛƴƎ ƎŀǇǎΣ ǎǳŎƘ ŀǎ ǳǎƛƴƎ ƳŜǊƎŜŘ ǎǘŀƴŘŀǊŘǎ ŦƻǊ Řŀǘŀ 

ŜȄŎƘŀƴƎŜΣ ŘŜǾŜƭƻǇƛƴƎ ƛƴǘŜǊŦŀŎŜǎκŀŘŀǇǘŜǊǎ ŦƻǊ ¢{hκ5{h ŀƴŘ ŎǳǎǘƻƳŜǊǎΣ ƛƴǘŜƎǊŀǝƴƎ ŎǊƻǎǎπǎŜŎǘƻǊ ŀƴŘ 

ŎǊƻǎǎπōƻǊŘŜǊ ŎƻƳǇƻƴŜƴǘǎ ƛƴ ǘƘŜ ǊŜŦŜǊŜƴŎŜ ŀǊŎƘƛǘŜŎǘǳǊŜǎ ŀƴŘ ǇƭŀǜƻǊƳǎ ǘƻ ǎǳǇǇƻǊǘ ƅŜȄƛōƛƭƛǝŜǎΣ ŜǘŎΦ 

¶ Merged Standards: Developing and adopting merged standards for data exchange to ensure 

consistency and interoperability. 

¶ Interface/Adapter Development: Creating standardized interfaces and adapters for TSO/DSO 

and customer integration. 

¶ Cross-sector Integration: Incorporating cross-sector and cross-border components in the 

reference architectures to enhance support for flexibility. 

όvмоύ Lb¢9w{¢hw9Ωǎ ǇǊƻǇƻǎŀƭǎ ŦƻǊ ƛƳǇǊƻǾƛƴƎ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ όƛΦŜΦΣ ǎȅǎǘŜƳ ǇƭŀƴƴƛƴƎκŀǎǎŜǘ 

ƳŀƴŀƎŜƳŜƴǘΣ ǎȅǎǘŜƳ ƻǇŜǊŀǝƻƴΣ ŜƴŜǊƎȅ ƳŀǊƪŜǘǎύ ŜŶŎƛŜƴǘƭȅ ǿƘƛƭŜ ŦŀŎƛƭƛǘŀǝƴƎ ƅŜȄƛōƛƭƛǘȅ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ 

ƻŦ ǘƘŜ 9¦ ŜƴŜǊƎȅ ǎȅǎǘŜƳΦ 

¶ Enhance Efficiency: By ensuring seamless data exchange and interoperability, thus reducing 

operational bottlenecks and improving decision-making processes. 

¶ Increase Flexibility: By enabling real-time integration and management of diverse energy 

resources, enhancing the system's ability to respond to dynamic market conditions. 
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¶ Improve Resilience: By providing robust data exchange frameworks that support reliable and 

secure energy system operations. 

όvмпύ /ƘŀƭƭŜƴƎŜǎ ŀƴǝŎƛǇŀǘŜŘ ƛƴ ƛƳǇƭŜƳŜƴǝƴƎ Lb¢9w{¢hw9Ωǎ ǇǊƻǇƻǎŀƭǎΣ ŀƴŘ Ƙƻǿ Ŏŀƴ ōŜ ƻǾŜǊŎƻƳŜΦ 

¶ Standardization Adoption: Ensuring widespread adoption of the proposed standards and 

frameworks across different stakeholders. 

¶ Technical Integration: Addressing technical challenges related to integrating new interfaces 

and adapters with existing systems.  
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 Stakeholder Questionnaire 

C.1 Questionnaire Introduction 

 

 

  

Figure 48 Digital Twin Questionnaire 






